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September 12, 2013
Comments on the Policies and Procedures of the APCD posted in the CT Law Journal, regarding Data
Utilization and Disclosure, Fees, and Privacy and Confidentiality.

First of all, citizens need to understand that “Privacy” does not mean that no one will see their identified
data. At best, if there are no leaks, there will only be “Confidentiality.” How many of the legislators who
voted to create the APCD were informed that their personal medical data would be seen in identified
form, not just “aggregated”?
I hope that my comments will be taken seriously, even though I may be one of the few of the public
who know enough about the APCD to express grave concerns about its unprecedented threat to our
medical privacy. We, patients, signed contracts for our health insurance companies, not the State of CT,
to receive our data for payment. Most people have no idea that the public health laws and HIPAA rules
have been stretched to the point that our State government officials believe that they can take
ownership of our medical data without our consent and sell our data, which can be re-identified.
A purpose of the APCD is to lower medical costs to help the underserved.  Insurance costs will go down
as the rich will pay out of pocket for privacy. But the underserved will have to sacrifice theirs for medical
care!
One of the APCD goals, to give transparency to medical costs, could be achieved without taking
individual identifiers from the health insurance companies. Payment data could be collected from the
insurance companies, along with the hospitals, providers, Medicare and Medicaid as these groups
control what is charged and paid for most diagnoses, tests, and procedures. It could be argued that
optimal treatment information from medical sources also could be obtained without identifiers.
True transparency would be to inform the citizens of CT that the APCD will enable many more people to
see their medical information without their consent.  The communications about the APCD, the
testimonies on its behalf  and the Policies and Procedures leave it to citizens to look up for themselves
that  45 C.F.R. Part 160 & Part 164, Subparts A & C allow for the handling of identified data and that
Protected Health Information is, by HIPAA’s definition, identified data. Because it is not possible to
guarantee even confidentiality, my hope is that CT will restore 4th & 5th Amendment protections and
not continue their “Father Knows Best” policies. An informed public would want the choice to opt-in or
opt-out of putting their medical data, along with all of their identifiers, into this centralized data base.
Besides the possibility of future hackers, leakers and abusers of the data, what is to stop the NSA and
DEA from accessing this electronic health data as the encryptions can be bypassed (NY Times,
9/6/2013)? What can stop data from being used against a person in employment or medical treatment?
Will the APCD employees be protected by cyber security insurance while the public cannot change their
medical data, as their credit card number can be, if there is a breach? The APCD is the mother lode for
identity theft.
To recap, the APCD will be a medical dossier from birth (for current newborns) to death which will
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include all diagnoses, drugs taken, doctors seen, hospitalizations, and procedures, with all dates. The
Policies and Procedures indicate that identified data legally can be seen by one’s colleagues at State
agencies, the employees of the data management company and the APCD. The data, in various “forms”
of identified to de-identified, may be seen by study and research groups. According to the Policies and
Procedures, only the data released to the whole “consumer” public must be aggregated and presumably
de-identified.  A fee may be charged “for access to data in the APCD.” Unfortunately, even de-identified
data are not that hard to re-identify.
It was said that one’s age would not be given in de-identified data. However, the year of birth would be
given along with the gender and zip code (for large enough geographic areas) as per HIPAA 45 C.F.R.
164.514. Dr. Latanya Sweeney of Harvard has shown that 87% of the U.S. population is uniquely
identified by date of birth, gender and zip code. Thus even without the whole date of birth but with the
addition of all the personal medical information and possibly the zip code, how hard do you think it
would be to recognize someone you know or identify them by cross referencing the many data bases
available? And some groups may be given the full dates of services, the age and other identifiers.
Having an APCD, means that when you took Viagra, when a psychiatrist gave you a medication, when
you terminated a pregnancy or when you were treated for a sexually transmitted disease will be
available to many more people. The public needs to be made aware that the APCD data will be in
addition to that already seen by the Dept. of Public Health. Besides data on communicable diseases, the
Dept. of Public Health receives identified hospital discharge information, tumor information, newborn
genetic information, etc., most without patient consent.
It could be argued that the APCD information is a form of a medical record which HIPAA requires to be
seen and corrected by patients and that its “sensitive” medical information needs special privacy
handling. It does not seem that the Policies and Procedures afford these protections.
Hopefully, our legislators will re-introduce legislation to give us the right of consent over the use of our
health insurance claims data. It should be made transparent to the public that deciding the balance
between the risk to their most intimate data versus the government’s “need to know” has been taken
away from them.

Thank you for this opportunity.
Susan Israel, MD


