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5.5 Dedication to Quallty

RFP Sectmn«ms page 23; Appendix B References #23, 35, 56, 75 - 85, 94, 131 - 138 208 ~ 224, and 267 - 288

MAX]MUS is a quality-focused company. We support a

"quality first" approach by applying industry standard best

practices that foster greater accountability, more efficient e
processes, a disciplined use of proven methodologies, and n
con_linuaus'.pcrf‘onnance improvement across all of our
projects. Our quality approach is built on a foundation of s
management responsibility for monitoring performance against R \
project goals and contractual requirements, Key metrics of
quality and timeliness are defined at projeet inception, and
then operational data is captured, reviowed, and cvaluated fo Our approach to quailly management
assess compliance and to identify needs for business procéss Is based on a fundamental

; , - i commifmont to systematic and
improvement. Our business processes are analyzed on an ‘ongolng quallty control, quality

ongoing basis for consistency, reliability, and efficiency, We assurance, and business process

identify best practices through quality management and improvement activities that are

integrate them across the company. comprehensiva and customer-
S focused.

Our standardized and repeatable quality management
processes minimize risk for the Bxchange and foster
confinuous performance improvement. With the lives of tens of thousands of families and children in
Comneetiont directly affected by how well we perform on this contract, MAXIMUS is determined to
deliver high quality services to mest or exceed all of your performance expectations,

MAXIMUS offers a solid foundation for the Exchange. We have sufficient operational capacity to
provide h:gh quality services that meet required perfmnmncc smndztrds ihroughout the entire contract
period as well as scalable systems and business processes to meet futurc program changes und
expansions. ‘We took forward to working with the Exchange as a collahorattv» partner to provide all of
the services required by this RFP now and in the fture, even as our health insurance exchange business
grows through new contracts with othor state government clients. The Connecticut Health Benefits
Exchange Call Center is not dependent on, or constrained by, any other projects we operate. Our business
mode! assures a fully dedicated, independent project team supported by corporate resources and the
sharing of best practices across our numerous call centers.

5.5.1. Quality Management and Continuous Improvement

Apﬁé}i&ix B Raferance #35

Qur provcn quality management methodologies and dedication to continuous improvement holps ensure
that the; Exclnnge Call Center contract will operate in accordance with industry-accepted standards,
provide full v:slblhly and transparency in a collaborative partnership environment, and support the
Exchange's commitiment to business process improvement. We are prepared to participate in ad hoc
confinuous 1mprovomenl programs initiated by the Exchange and collaborate with the Quality Assurance
vendor in lmplemcmmg these initiatives, :
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5.5.1.1 Approach to Measuririg and Maintaining High Quality Services

Quality management is-a hallmark at MAXIMUS - it permeates every level of our operations, every
process we follow, and every service we provide. Our comprehensive system of checks atid balances

-makes certain everything we do for our clients is assessed, evaluated, and documented to verify that we

meel or exceed their program requirements. Our robust quality assurance (QA) process, matured over our
more than 35 years in the public service sector, is the keystone of our proven performance as a company
dedicated to giving our clients the highest possible quality of service.

Our standardized quality practices have evolved over time, Our Project Managers have access to multiple
resources to help thom identify and implement best practices 1o more effectively meet their project goals.
The quality management goals for all MAXIMUS projects include the following:

= Ensure that a client’s needs and expectations are met within the scope of the contract
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m Enhance customer satisfaction.
»  Add value to'project processes within tlie contracted scope

n  Continuously iniprove p_:fo'ject processes

5.5.1,2 Approach to Providing Continuous Improvement
~ Appendix B References #94 and 286

- Well-defined and repeatable business processes are the foundation of continuous improvement, On many
~of our large and complex call center projects, MAXIMUS applies rigorous Business Process Management
(BPM) methodologics and tools to study and improve our business process workflow, Using BPM, we
monitor our business processes rigorously to ensure that we meet service levels as well as detect and
* proactively react to changes in voluines or ¢lent behavior,

BPM is apii'l'i_cable to the Exchange Call Center in numerous ways, tncluding:

u Tcmporai& _stﬁﬂ‘ing adjustments in raéponse_ to predictable periodic events like open enrollment

~m Adjustments in the TVR navigation to improve efficiency and provide a faster path to the answers and
" information callers most frequently seek

" m Refinement of the kinds of inquiries and topics that are most suitable for Tier | and Tier 2 handling

m Creation of specialized Call Center Representative (CCR) teams to handlc recurring issues of unusual
sensitivity or complexity

In combination with experienced judgment, our BPM methods and tools provide unique and deep
visibility into call center performance, suggest new ways to improve consumer assistance, and reduce
risks if we need to make business process adjustments, -

We use modeling capabilitios fo validate business process solutions and cnable "what if" questions to be
answered without {aking an untested risk with the real-life process. These modeling efforts are a cost-
effective way to analyze alternatives and predict in advance whether a proposed change may have the
desired effect or produce unexpecied or unintended consequences. Additionally, these modeling el‘for!s
help us estimate the opiuml siaffing levels to attain desired performance levels,
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.. Our BPM methods and tools, data analytics, and reporting capabilities help us maximize staff
~ protluetivity, minimize breakdowns or bottlonceks, and improve our business processes in o systematic

* way that avoids risk-taking in real-time. They continuously identify process anomalies, track

~ performance against dofined metrics, and support quality improvement efforts, We have the capability to
~ apply these BPM best practices (o our operation of the Exchange Call Center.

5.5.2 Quality Assurance Plan

Appendix B Roferonces #284, 287 - 288

A well-canceived Quality Assurance Plan combines staff accountability standards, business process
management methods, and analytical tools as a means for monitoring performance in relation to
established corporate standards and contractual requirements, The Plan describes the approaches used to
guantitatively define program requirements and goals, methods for selcctmg qu_ahty control samples, and
procedures for analyzing data and generating required reports. The Plan also describes the taols we use to
measure the-extent to which we meet or exceed all performance standards and contractual requirements.

Our Quality Assurance Plan for the Exchange Call Center project is requirements-based, customer-
focused, and performance-driven, It provides specific guiding principles that encourage the development
and delivery of high-quality products and services to Exchange customers,

Our comprehensive Quality Assurance Plan, which we will deliver to thc' Exchange before the end of the
implementation period, follows a four-step quality monitoring proc.esa, as shown in Exhibif 5.5-2: Quality
Monilarmg P: ocess.
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The ﬁmctioml componcms of our Quality Assurance Plan are described in the following subsections.

5.5.2.1 Quality Assurance Review Process

Our performance-driven QA review process entails implementing a cycle of planned, systematic
evaluation tasks designed to assess the effectiveness of our operations and business processes. These
tasks include analyzing Exchange Call Center trend data, identifying deficiencies promptly and
developing appropriate corrective actions, and making suggestions for business process improvements,

I 7 4. : 514 Plan.

These QA stafl members are responsible for monitoring operations related to function-specific
performance standards, reporting requirements, and estimated activity levels for the project. Specifically,
they review and analyze operational data captured by our various automated systems to track all factors of
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 actual project operations against contractual performance metrics; identify performance issues.and initiate
cortéctive action ina timely manner; and assist the p;oject in maintammg compliance with all contmctual
requirements. QA staff members strictly adliere to our comprehiensive Quality Assurante Plan in keeping
\\'lth oul corpozate comimitiment to quality,

~ 5,5.2.2 Quality Control Review Process for Call Monitoring
' Appondlx B Refarence 4558

K Momtormg customer interactions is a major component of the quality management progmm we employ in
aur call center projects. Call monitoring involves reviewing samples of CCR ¢alls, scoring them, and
comparing them to established goals on & routine basis, We monitor for accuracy, timeliness, program
knowledge, and the ability to treat callers with dignity and respect, The goals of our monitoring approach
are (o help achieve high customer satisfaction and positive Exchange Call Ceriter outcomes, which
include resolving customer issues on the first call and reducing, when possible, the number of calls
transferred to-existing consumer assistance programs or the DSS Benefits Center.
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QA staff members moititor calls 10 assess CCR performance across a range of indicators such as the
quality and aceuracy of information given and obtained, the professional and courteous manner in which

" calls are handled, appropiiate and complete entry of data in the CRM, and compliance with Exchange

‘policies and procedures. QA staff mombers use an online monitoring form, developed in response to
RFP-specific requirements, 1o grade sampled calls on how well CCRs are able to meet established quality
Gritcria an_i:_tho QC review process is completed, CCRs are provided with clear documentation of
pei{l’"ur'_mahcb&fé_éuhs and receive feedback in both written and verbal formats,

5.6.2.2.1 Call Sample Selection Process

Our call center projects routinely select a sample of ¢alls per CCR each month to monitor and evaluate
performance, The sample size is either a predetermined number or a percentage of all received calls.
With targeted sampling, new CCRs, and those who have received lower scores during prior monitoring
exercises; are subject to more frequent and focused monitoring until they have achieved a level of
performance that aligns with our quality standards,
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- customers, identify the factors that prompted their requests, and understand their use of self-serviee and
= call eenter CCR options,

Exchange Call Center MAX]MUS

6.5.2.2.2 Live and Recorded Call Assessment

Our methods and techniques for reviewing five and recorded calls received by our CCRs to assess their
performance against established QC standards, confirm the accuracy of their responses, and round out the
statistical data we report to the Exchange, are summarized below.

5.5.2.3 Internal Self-Audits
Appendix B Reference #2685

MAXIMUS audits the accuracy of work performed under this contract, proactively addresses areas of
concern, and educates and retrains staff when necessary based on resulfs of the following internal
monitoring mechanisms, -

5.5.2.3.1 Trend Analysis

The Exchange Call Center must be able to quickly and effectively handle service requests from

< "Monitoring ':hanges in Channel Usage by Customers

— Supervisors can analyze trends and usage of each channel and
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. determine where customers abandon lower-cost channels, such as IVR menu options, in favor of talking
0 a CCR. These tools alse provide us with the capability to track cost per contact, channel response
7 times, and custorer channel prefercrice. Understanding how channels are used and identifying problem
~ ardas cnables us to make improvements and point customers in Connecticut to the best channel for each
- type of interaction.

Improving CCR Effectiveness and Reducing Turnover

Max:mtzmg Pmducﬂwty and Resources

5.5.2.3.2 Monthly Assessment of Call Center Staff Neads

CCRs in the Exchange Call Center will be surveyed monthly and given the opportunity to provide
anoniymous feedback to our maniagement feam. By soliciting and acting on this candid feedback, we will
be able to identify areas for improvement and develop additional opportunities for staff development. By
empowering CCRs with a mechanism to voice their opinions, they have more buy-in to perform the day-
to-day work, We find (hat team members take more pride in thelr jobs when they have input into how
their work is performed,

Tﬂking Appropriate Action on Feedback from Call Center Personnel

Feedb%k we receive from the monthly staff needs assessment survey will be used in several ways, We
will ﬂnaly ¢ {he data to identify workflow bottlenecks that lend themselves lo process improvement and
develop mco:mncnda_ttons for making changes. In addition, we will identify issues or problem areas and
* develop an action plan for addressing the feedback reecived. Furthermore, we will conduct staff
development traini'ng_ that supports our succession plan and further empowers team members to perform

- .at the highest level. Priority is given to those problem areas that have the highest potential impact on the

Exchange.

65.5.2.3.,3 MAXINIUS Office of Quality and Risk Management

MAXIMUS approaches quality and compliance both as an internal project function and as a corporate
responsibility, Our corporate Office of Quality and Risk Managemoni (QRM) was created and
empowered to promulgate a corporate commitment to quality and continuous improvernent across ail
projects. QRM ccordinates our quality efforts, facilitating the sharing of best practices between projects,
focusing on improving project execution, maintaining contract compliance, and ensuring that quality-
focused practices are implemented throughout the company so that we may continue to provide
exceptional service to, and mitigate risks for, our clients.
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To ensure that our
commltment is cm ried out,
we est_abl_a_sh_,ec__i a formal
structure that includes three
ticts of responsibility; as .

collaboration and interaction
within this framework

. provides our projects with
expett guidance and
multiple avenues for
knowledge sharing and risk
identification, making
certain that ﬁz'ojeqt directors
and managers feceive
accurate and effective
_training and suppott-related

MAXIMUS

to quality best practices and: tmt:atlves -and enabling MAXIMUS to monitor processes and psoactwety
address- challenges throughout the pr o_|ect fife cycle, In addiion, it motivates MAXIMUS staff at every
level to.be committed to and-engaged in the pursuit of excellence for all of our customers. || N
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5.5.2.4 Automated Customer Satisfaction Surveys
Appendix B References #267 - 279, 281 - 283

Achieving a high rate of caller satisfaction is essential to operating a successful call center, especially one
as visible as the Bxchangs Call Center. Evaluating the satisfaction of the people we serve is an important
pm’t o'f 'Our'overa'li appr'oach to continuous quality improvemeiit aiid holps us-to evaliiate our ability to

L We are prcpared to discuss with the Exchange our methodology for cenductmg custﬂmer sausfammn
surveys using outbound TVR campaigns to meet the RFP requirements for randomness and minimum

survey mmple size. This includes completing the surveys with caller samples that are representative of
the s ‘EGWI_CGS provided and lhc lypt,s of' rcquc-sts rccewcd as woll as pmvldmg suggeslmns for

mformataon on our- plocess for handlmg cistomer complamis please SEE. Sectmn 3.5.5: Pr ob!em and
Complaint Mar_:agemem_

'alﬂ'ic"i_';_’)éi‘i'e""'r"b:i'l"ii;jg-dtl't 1his type of survey for the Exchange Call Conter,
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us to make tmp:ovements

5.5.2.41 Anaiysus and Reportmg of Suzvey Data

!t a!so sewes as an excellont

and the QA vendot on a monthly basis is presented here.
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5.5.3 Service Level Agreements
Appendix. B References #75 - §5

Our goal is to meet or exceed our contractual Service Level Agreement (SLA) metrics and performance
standards through the delivery of truly superior customer service. We meet SLAs and performance
standards by implemonting proven technology, maintaining a pool of highly qualified staff, and
entpowering them with the tools they need fo provide aceurate and consistent information in the most
efficient manner. By staffing the Exchange Call Center with the right number of well-trained staff,
monitoring call aetivity throughout the day, and adjusting staff responsibilities as necded, we are
positioned to consistently deliver the level of service the Exchange expecis from us.

Analyzing call center metrics is part of our overall approach to quality assurance. Through continuous
assessment of quantnl&lwe data, our infrastructure and staffing are kepl proportional to expected call
vciumss at various times of the day and week. This not only provides a foundation for meeting call
center perfonndn;:e standards, it also creates a work environment in which our CCRs are able to handle
their workloads efficiently and productively.

Our call center management team has extensive experience analyzing call data to evaluate immediate and
longer-term staffing needs, and this is enhanced by our workforce management system. Call volume
projections as well as known call lengths based on historical information allow us to identify the optimum
number of CCRs needed to answer calls quickly and minimize caller hold tinies, callback queues, and
abandonment rates, We are also able to analyze historical information to determine call volume behavior
after u large mailing of re-enrollment packets, the day after a holiday, or the busiest day/week/month to

" inform our staffing coverage. Our workforce management tool further supports the actual staffing at any

. given time to make certain that we manage time off, breaks, and off-the-phone time for training and other
“tasks without impact to the performance standard.

Our overall approach to meeting the SLA metrics for the Exchange Call Conter is shown in Zxhibit 5.5-7:
MAXIMUS Approach to Call Center Performance Standards,

8. Call Center vill answer 90% of calls
"within 30 seconds, 5% of calls within
45 saconds, and 99% of calls within

60 seconds over a measurement period

of each daa,r

Thie Gall Center shall incorporate - *
indus!ry s!andards for averdge speediof . &
answer metncs (20 seconds or Iess)

Exhlbit 5 57! MAXIMUS Approach to CaIE Genter Performance Standards. Our te!ephony solut(on CRM
system, and Qualily Assurance program are alf used to help ensure compliance with call cenler performance
sfandards,
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hall incorporate
. slandards for the average time Call
" Center personnel spends on calls -
" minimum acceptable goal 65%.

- The Cait__q nterwl!E ensure that 1he

The Call Center shall incorporate
standards for abandon rate (less than
_ 5_%).

The Call Center shall incorporate |
‘standards for first call resolution
(resoi\!able calis) = 85%.

The Call Genter shall Incorporate
standards for metrics for firsi call
resolution (all calls) 65% or greater,

The Call:Ceriter-shiall establish a 80%
consumer. satlsfac!ion goal-or better.

The Call Cenler shall incorporate
standards for average handle time - talk
fime hefore a call is resolved, closed at

* Tier 1 or transferred to Tier 2 plus
documentsdtion fime - goal 8.5 minutes or
less.

The Gall Canter shall incorporate
standards for average tima spent by Call’
Geiiler personnef off the phone -
research, Erainmg, adminisirative work,
etc. goal 20% of less.

The Call Center will ensure that the
vieekly average number of Incoming
calls that are blocked {calls receiving a
_busy signal) will be no more than 1%. |

Exhibit 5.5-7: MAXIMUS Approach to Call Gentar Peﬂormanne Standarda (eonllnued) Our Ieiephony sa!u.'ron
CRM system, and Quality Assurance program are all used to halp enisure compliance with calt center parformance
standards.
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MAXIMUS’ Call Cemer Per formance 1lluslrates our performance on call ab*mdonment rates and speed 10
answer by live voice, It demonstrates that although needs and standards may vary across projects, we
consistently deliver the call center performance ouir clients require.

Care Options
Georgla Faiilies

,Healrthc_?ptqm_do
Massachusa'ﬂs
~ MassHealth
CuatomarSewices :

Pennsylvaia
Enroliment
As_s__ls_tance Program _
\ndlana E'nro'iimant I
Broker

Mlchlgan ENROLLS

New York Health
Options Enrol!mem
Cenler '

Texas Enrollment
Broker Services
Project

Vermont Green
Mounlain Care.
Member Servlces

Exhlbit 5.5-8: MAX&MUS Ca!l Genter Performance Our proven approach has enab!ed us to meet s;m:lar call
cehter performance standards. .

As required by the RFP, GCRs in the Exchange Call Center will be available to answer telephone calls
during regular business hours, 8:00 a.m. to 8:00 p.m., Fastern Time, Monday through Friday except at
times for system maintenance approved by the Exchange and designated State haolidays,

5.6.4 Wonitoring of Call Center Performance by the QA Vendor
Appoendiy; B Referonces #131 - 138

We collectively share the importance of accurate and timely reporting and transparency of our call center
pai‘fon@\ance for both the Exchange and the QA vendor. We acknowledge that specific components of
our operation are subject to ongotng, periodic, and random inspection by the Exchange’s QA vendor.
These components include deliverables, call center seripts, performance metrics, SLAs, and customer
survoy results. We agree to provide complete access to our processes, procedures, reports, data, and
instructional materials. We will work closely with the Exchange and the QA vendor to remain aligned
with E;\ohange policies and ope:at;ons Through these collaborative efforts, we can develop, track, and
report on SLA metries with the goal of achieving high quality scores and improving these scores
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wherever possible, We will submit a monthly report of recorded call center performance results to the
Exchange. '

' Quantifving Attributes of Responsiveness, Acourécy, and Timeliness

We will work with the Exchange to develop and quantify appropriate attributes of responsiveness,
accuracy, and timeliness that can be incorporated into our performance metrics, Once approved by the
Exchange, these key attributes will be monitored and evaluated monthly to assess their impact on the
experiences of Exchange customers.

By monitoring and evsluating our performance on responsiveness and accuracy atiributes, we help ensure
that we provide Exchange customers with aceurate information that meets their needs, that all services
delivered under this contract conform to our internal acceptance criteria for quality, and that we take
action proactively 1o resolve any emerging problems or areas of concern with respect to quality issues.
By tfﬂcking and evaluating our performance on timeliness attributes, we can allocate staff resources and
assign prioritios to help ensure that process boltlcnccks are avoided and that timeliness standards and
zmpmdmg dcadhncs arg met.

8 '_ Using Qualitative Methods to As_sess tmportance of Attributes

I Our analysis
will generate valid and reliable data on the unpor{anco of these attributes and the impact they have on
customers’ ‘overal! experience and levels of satisfaction or dissatisfaction with the Exchange at the
program level

5,55 Problem and Complaint Management
. hppendix B References #1345 - 136, 208 - 221, and 280

Despite our strong focus on First Call Resolution and our commitment to providing customer service of
the highest quality, MAXIMUS recognizes that inevitably we will receive and handle problems customers
might have regarding account sef-up and password resets, nayigation through the web portal interface,
and understanding of frequently asked questions (FAQs) as well as complaints they might have regarding
the Exchange system, enrollment with the wrong qualified health plan (QHP), and our performance as the
Exchange Call Center véndor. Throughout this section, we have discussed various processes, methods,
and tools we use to deliver high quality customer service. We use many of these same methods and tools

~ to prevent or reduce the incidence and recurrence of custorer complaints.

Winlo We omploy thany teohmques to minimize the incidence of complaints; we understand the need (o
have a compiete selution to document complaints when they occur. The Exchange Call Center is
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~ equipped to accept complainis by a variety of channels including those received by telephone, mail,
c-mail, or fax. Complaints can span g wide range of issues. We train our staff {o respond to the varying
needs for assistance according to each individual program's guidelines, from explaining the complaint
process to referring them to the correct department or agency, as appropriate,

We attempt to resolve most complaints with the customer on the first call. However, the nature of an
inquiry or complaint occasionally necessitates escalating a Tier | call to a Supervisor or transferring the
call to Tier 2 staff for further assistance. CCRs will be specifically trained so that they can handle many
complaints while khowing when to escalate an issue to a Supervisor or transfer the call to Tier 2 staff, In
addition, CCRs will understand when it is appropriate to transfer calls to other call centers such as CID

and OH A, |

Many cbir’i‘pléiﬁts arise out of 4 lack of understanding of program services or actions on the part of the
others involved in their case or sitiation. Handling these éoi'np'!:aints i often a matter of helping the caller
understand the program, associated actions and laws, and providing them the knowledge they nced to'help
them see the situation for what it is or seek further assistance through a referral to a licensed broker or
other appropriate department or agency.

We will notify the Exchange within 24 hours of receiving & complaint regarding our staff. We take these
types of complaints very seriously as thoy oan reflect on the level of castomer service we provide. We
respond to the complaint within 24 hours and will provide documentation to the Exchange regarding the
complaint resolution or timeframe for planned resolution. If we do not respond within 24 hours, we will
provide the Exchange with a schedule for resolving the complaint. We understand that the Exchange has
the final say as to the timeframe and method of resolution. We understand, too, that we are responsible
for handling oral complaints, and we will forward copies of written complaints to the Exchange within 48
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Tracking Inquiries and Complaints for Accuracy of Direction/Distribution

Developing a Problem and Complaint Manageinent Plan
MAXIMUS in_tendS' to incet with the Exchange at the outset of the implementation period to review the
policies and pragédures in cur preliminary Problem and Complaint Management Plan. Following
approval by the Exchange, we will update the Plan periodically and distribute the revised document to
designated Exchange staff. We understand that this Plan covers all problems and complaints that fall
within the scope of our responsibility under this contract, We alse understand that a problem or
complaint is not elosed out uniil we receive validation from the Exchange that the issue is resolved.

Responding to Customer Complaints

On similar call center projects, we have crcated and maintained policies and processes that our CCRs
follow when responding to and resolving customer complaints or expressions of dissatisfaction with
services that are controliable by us under our scope of work. These processes include responding to
Exchange-refated complaints on an individual basis with o customer to help resolve his or her issue, For
oxample, we might initiatc a thrée-way call with the customer and the other eniity to help resolve a
problem ar achieve a positive outcotne, refer the customer to the appropriate entity for resolution, help the
customer search for a dilferent broker or QHP, or complete a warm transfer to an ouiside entity to help
ensure the customer speaks with the right person, We will work with the Exchange to finalize our
policies and procedures related to the handling of customer complaints.
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Developmg Monthly Action Plans _,
——
—

Rgpoding fo the IEPMO and-QA Vendor |

— This fanctmnahty allows
the E\clmng{, to effectively trend and manage recurring probloms identified through the Exchange Call
Center. It also allows Exchange Consumer Support to participate in our continuous-process improvemont
activities that promote end-to-end problem management.
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5.6 Information Security, Data Privacy, and Sarbanes-Oxley

(SOX) Compliance

REP Soction 4.4.5, page 23: Appendix B Roferencos #23, 200 - 283

As a leading government contractor operating health
and human services projects in the United States,
Canada, Australia, and elsewhere, MAXIMUS has an
ingrained understanding of security requirements for
our governiaent contracts. We work hard to uphold
‘the trust placed in us by our clients and the consumers
wao serve by safeguarding the systems, consumer
information, and our own facilities and personnel as
part of our core competencies and proven security
strategies. '

Our established best practices and corporate oversight
help us meet the high expectations associated with
operating projecis that handle protected health and
other personal information, and we will incorporate
this deep knowledge into our solution design for the
Exchange Call Center.

Securlty Standards That
Gu:de _Gur_Ongomg Security

Deparlment of Defense Iniorma!ton Assurance
Cettificatlon and Accreditafion F’rocess
(DIACAP}

NIST Special Publications 800-18, 800-53, and
800-30

Sarbanes-Oxley (SOX) Act of 2002

« Federal information Secunty Management Acl

of 2002 (FISMA)

Carnegze Mellon Unwersny’s Software Security
”Eugln&enng Capability Matunty Mode! (SEI-
CMM)
-Nauonal Security Ag‘ancy 5 (NSA) INFOSEC
Assessment Methodology (1AM)

5.6.1 Information Security and Data Privacy

Appendix B Raforences #2092, 793

MAXIMUS provides information technology services and supportive systems {o a wide variety of state
health-and human services, child welfare, education, financial, and federal agencies. We have assisted
owr'clients in the planning, design, procurement, and implementation of information systems, including
Medicaid eligibility and enrollment systems, Statewide Child Welfare Information Systems, Student

Information Systems, child care management and child support enforcement systems, enterprise resource

planning systems, and public employee retirement systems,

'staff and in line wnth state secunty lecgunements

O_ur }nf‘crmmion Security Policy, maintained by owr corporate Office of Information Security (OIS)
Security and Audit group, defines the requirements periaining to physical and information security, as
well as authorized use of systems, connections, and equipment. This policy is Tollowed by our corporate
office and all project offices, with project-specific and client-speeific requirements appended to tailor the

poliey to meet project and program needs,

The Exchange Call Center will benefit by our experlence and knowledge of what is needed to protect
 consumer data, program information, systems, and facilities from unauthorized access. Information
security and data privacy arg inextricably intertwined, necessitating a comprehensive approach to
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protecting the consumer information entrusted to us. The following subsections present our strategics for
securing physical facilities and restricting equipment access, maintaining data security and network
services, protecting consumer data—including using the Interactive Voice Response (IVR) system,
training staff and subcontractors on security requirements, and incident response and reporting. In
addition, all staff and subcontractors with access to consumer data undergo background checks and are
required to sign confidentiality agreements that acknowledge their understanding of our security policies
-and procedures. All these elements join to form our security solution for the Exchange Call Center. We
will collaborate closely with the Exchange's Security/Compliance Office to ensure that appropriate
protocols are in place to safeguard against upauthorized access, destruction, loss, or alteration of the
Exchange data under our purview, and we will finalize our security plan for the Exchange Call Center
during the transition period for your review and approval,

5.6.1.1 Physical Security and Equipment Security Controls
Appendix B Reférences 290

Our physical security is comprehensive, safeguarding against unauthorized access to our facilities and
thus our systems and data, Some of our physical security protocols include:

» Controlled Accoess to Facilities: A standard element of
our corporate Information Security Policy prescribes
controlled building and office access, as well as security
and identiftcation badges for employees, visitor badges,
visitor sign-in sheets, and visitor escorts, We will follow
these same guidelines for our Exchange Call Center
facilities. Having controlled entry points virtually
eliminates the potential for physical incidents and
unauthorized entry, Access to our work areas is restricted
to MAXIMUS employees, and authorized subcontractor .
staff, vendors, and designated Exchange staff. The main Al visitors to MAXIMUS sltes are
entry is staffed by reecpfion/security personnel during required to sign-a visitor fog at the
business hours, while other entry points remain locked, recoption dosk_and’ wear a visitor

. S . badge while on the premises,
Our sites have alarm, magnetic security card, and/or :
camera surveillance systems installed. Once individuals pass these initial systems, additional access
control systems regulate their access to various areas. Access control systems prevent unauthorized
persons from entering secured areas.

»  Employee Identification Badges: All employees are required to display their identification badges
at afl times while on the premises. These badges are also coded to provide or prevent appropriate
levels of acoess to various areas throughout the facility.

m Visitor Logs: We require visitors—anyone without a previously cleared identification badge—to
~ sign in at the reception area when entering the premises. The visitor log requires the name and
company the person is with and the name of the person they are visiting, as well as the time in and
time out. The visitor thon receives a visitor badge and is escorted to his or her destination. The badge
is returnéd when the visitor leaves and signs out.

¥ Smoke Detectors and Tntrusion Alarms: MAXIMUS protects data cenfer environments with
smoke detection sensors and a fire suppression system with antomatic alarms that are also tied into
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“building sccurity systems. For the Reston and Rancho Cordova data centers, the system is monitored
by an outside security agency, nolifying designated MAXIMUS staff 24/7 of alarms that accur.

m  Locked Files: The Exchange Call Center's confidential documents will be safely stored in locked
filing cabinels or rooms with Hmited, authorized access. Files detailing confidential information are
stored, when not in use, in Jocked cabinets or within offices or rooms that can be locked. Any off-site
storage of older documents is done in facilities with access limited to appropriate MAXIMUS staff,

“We will work with the Exchange and other key stakeholders to determine the optimal time for
maintaining hard copy documents, a schedule and method for proper dispesal/shredding of those
documents, and the retention timeframe for ali Exchange documents—at least the length of the
contract,

Limited Access Data Centers: [ RIS

Bulldlngfofﬁc;e A!armed for [ntsuskon

Front Desk Reception/Security parsonnel v R v
during ofiice hours : _

Security Badge neaded for other than main R 4 ' ' v Y
anirance _ D '

Securily surveillance cameras 4 v’ v
internal document and equipment storage, v ¥ v
fila rgom, administrative, and other areas '

require appropriate security badge access

Server/Telacom Rooms require authorized v v v
sacurity badge o enter .

Intercom Paging System R : v D A R A

Exhiblt 5.6-1; MAXlMUS Physical Security Moasures, Mamfammg physma{ sectirily is onfy one facet of our
comprehensive security policias and procedures, which prolect individual privacy and confidentiality.

5.6.1.2 Data and Network Security

We use a variety of methods lo protect the confidentiality,
infegrity, and availability of data transmitted via the Internet
aind our-corporate network, including encryption protocols.

Our Network and Data Center security

meets applicable laws and regulations

governing the handling of PHI and Pl
‘for our-profects.
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5.6.1.3 Protecting Consumer Data
Appendix B Reference #291

MAXIMUS champions the right to privacy for
the consumers we serve. Our comprehensive
approach to secutity is based on experience
_implementing security policies and protocols

~ that cover physical and electronic access to
confidential information, We understand data
security requirements, the need for
confidentiality, the rights of consumers, and
associated privacy and confidentlality laws and
regulations. As part of our Exchange Call
Center operations, we are cleatly committed to
protecting all Protected Health Information

- (PHI}, Personally Identifiable Information
{P1), and other confidential consumer dala.

We comply with all applicable state and federal
regulations related to security and
confidentiality, as well as HIPAA
administeative, technical, and physical
safeguard requirements. During systems

Serunty Corﬁplsénce

Sanctmn Pollcy
The Health infonnatton Technology for Economic and

Clinical Heatth Act (HITECH), part of the American
‘Recovery and Reinvestineit Act of 2009 (ARRA) expanded

the scope of lhe Health Insurance Portability and
Accounting Act of 1996 (HIPAAY o require that Business

- Assoclates have and apply appropriate safictions against

members of their workforce who fall to comply wilh the
privacy and securify policles and procedures of the entity,
MAXIMUS has developed a Privacy and Security
Sanctions Policy to define staff sanctions, This palicy
gstablishes MAXIMUS poticy, guidance, and standards for
workforce performance expectations in carrying out the
provisions of HIPAAJARRA, and the corrective actions that
may be Imposed to address privacy or security violations.
Depending on the severity of the incident, actions may
include a corrective action plan, re- tralmng \fmtten
warnmg, or ﬁermtnatmn {)f employment '

design and development, issues specific to Federal Information System Processing Standards (FIPS) and
HIPAA arc an integral part of the application design considerations. As we address new business rules,
we include these privacy and security considerations.

Our experience implementing secure, self:service IVR channels will benefit Connecticut consumers and
help ensure that their-information is safeguarded against unauthorized access. _
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a .5 6.1.4 Security Tralnmg for Staff and Subcontractors

" The MAXIMUS commitieit to adhelmg to
privady and sééurity requirements is evident in R P
our training pl'ogral'n, which includes modules
on Information Security Awareness and HIPAA
éom_p!iance. Every MAXIMUS employce
working at the corporate office and in our
project locations throughout the United States
attends an orientation session that includes the

- review of confidentiality issues inherent to the

“health services line of work, Armed with
appropriate knowledge, our staff is keenly aware
of policies on appropriate handling and

disclosure of confidential consumer information, We frain all staff on how fo properly handls and
We cducate our employees on all aspects of disclose confidential consumer information and to
' report intentional and unintentional actual or -

privacy and security-related policies, provide
~ them with online access to all apphc:ible
**" corporale and projoct polwws, and test then‘ knowledge related to the material taught. Training includes
project site safety and emergency :e‘;ponse procedures (o security threats. Employees are required to take
all compliance training before receiving thelr seourity badges and access, and regular refresher training
and situational reminders to reinforee the importance of compliance. Our subcontractors who have access
to PHI/PII are subject to the smme strict security requirenients, and we provide them with appropriate
instructions about handling this information.

suspacted violations.

5.6.1.5 Incident Response and Reporting

Qur Incident Response Plan stresses two fundamental principles. The first is the importance of following
well-defined and systematic procedures to respond to security-related incidents. By identifying the key
elements of incident response activity—including preparation, detection, containment, eradication,
recovery, and follow-up—we provide a praven set of considerations to use as a basis for developing
custom procedures tailored to the specific oporational environment for the Exchange Call Center,

Bven if incident response efforts are conducted systematically, they are of little value if conducted in
isolation. Coordinating efforts with others is & eritical factor in planning for successful incident response.
For instance, sharing data about intrusions, viruses, and malicious code can enable others to prevent or
more quickly recognize and eradicate the cause of incidents. Cooperation among MAXIMUS personne!
at both our corporate OIS and al our projects can drastically reduce the number of incidents, the
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manpower negded to respond to ingidents, and can be invaluable should a legal investigation become
necessary. Training on ineident response has been incorporated into our security awateness training,

MAXIMUS also has & PHI/PII Incident Reporting Procedure which mandates the prompt completion of a
PHI/PU Ineident Report by staff after discovery of a possible privacy or security incident that may result
in @ breach, T he PHYPIT Incident Report must be submitied to project management and the corporate

Privacy Official. The corporale anacy Official and/or Information Security Officer will work

with the

project management staff to investigate and report the incident to the Exchange's Security/Complianee

Officer, or other designated individual, within the agreed upon timetrame, The incident will be

investigated, with participation by the Exchange, and a wrilten reporl will be submitted. If the incident

has not been fillly resolved, we will continue to update the Exchange on a regular basis and involve you in

the investigation, as appropriate. A root cause and process improvement plan is developed for each
incident that may include policy and procedures changes, documentation revisions, a review of access

control levels, and/or re-training of stafl,

5.6.2 SOX Compliance
Appendix B Reference #1293

_ ~_ Asa public company, MAXIMUS has established processes and internal controls that comply with the
"rigorous requirements of the Sarbanes-Oxley (30X) Act of 2002. This makes management responsible

for establishing, evaluating, and assessing over time the effectiveness of internal controls over financial
reporting, These controls are tested by an independent public sccounting firm, and we have recelved

unqualtﬁed (clean) audit opinions, Our most recent annual report is available online at

wivw. maxinus.com under "Investor Relations,” Exhibit 5.6-2: Sar banes-Oxley Certification shows the

compliance certification from our 2011 Annual Report,
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EXHIBIT 311
Centification Pursuaint 16 Section 302 of the S3 bane Doy Act of 2007

L Richad A Meonton, sty that.

b 1 have reviewed this Annual Report on Form 10-K of MAXIMUS. Inc
2 Paced on miy knowledge, this seport does ot contain any nntmse statement of 2 matersal f3gt or onnt ro wdte 3 material {1

necessary 1o make the starements naxde, i1 Hght of the eieumstan ey under which such starémsats Wwese made, sot nustesding
with yespect 1o the period vovered by s 1epait;

LY Based on my knowledge, the financial statements, and other finaucial information included i bis 1epon, faurly present w ali

miaterial tespects the finandiol condition, results of operations and eash flows of ihe registrant as of. and for, the priiods
presented in s repoit;

4. The regnuat's other éémfﬁng offices and T ate rtf;iwmibk for establishmg and mamtang drclosire contiel and
proceduges (a3 defined v Exchange Act Rules 13a-15(¢) and 15413 e)) md internal control over finantia] repostng {35
defined i Exchange Act Rules 1321508 and 1 50-13(D) for the tegistrant and have

) Deugned sich discloue contals and procedures, or cased sueh diselesuse contiols and proceditres to be desagmed
utider ouf supeivivion, 1o enstre that ostennal mformation refating to the repisiiant. ticluding 1k eonsolidned
subsidianies. 16 mde koswn ta ui by others withu dose entittes. particubarly dunmg tie perrod 1 whach this report
i5 being prepared. ’

b} Desgned siechi nternal contro) over financisl (epormng. of cansed such yateimal comed over fuanaal repotiing to be
designed tsder our supenasion. to provide reasonable assurance separdmg ihe relabality of financial tepoiting and
the prepaanon of finaaenl sitements for external purposes in aceordance with generally accepted accounnng
prndples;

¢) Evaluated the effecriveness of the registrant's diselonue contsols and procedures and presented i thus seport o
conclusions sbout the effectivencss of the discloture controls and procedures. as of the end of the period covéred by
this repoit based on such evaluaney and

4) risclosed in this report any chinge in the regivtrant’s intennk contrg] oves fnancial reporting that occusred dwing
(¢ 2 gistrant's it tecent fiscal quagter (e registrant's Tounth fisea quartes i e case of an annnl repon) that
has matenally affected. of is reasonably ikely to materially affect. the registrant’s inteymal control oves financal

TepoIDg
5 The segistianmt™s other certifying officer and [ have disclosed, baved on owr sikost reent evaluation of internal contol over
financeal sepormng. to the rgnstant’s Madnors and the audit commatee of the regisirant’s board of duestons (of peisels
peifernung the equivalent funchom) -

a) ATl sipaficant deficieneaes and matenal weaknesses i the dpugn or operanon of mteimad contge] over funncnal
repoutang which are remonably hhely 1o adversely affeer she regrstaant’s sality to record. process, summanze and
seport fitianiial wformation: and

) Any fiaed, whether of sot natenl. that wwelves mamgement of other employees who have a ugnificant sole mtine
regishant’s intemnal confiol over firancal seportng

Dated: November 14, 2011 i RICHARD A MONTON]

Richard A Montoni
Cheef Evecntive Qfficer

Exhlbit 5.6-2: Sarbanes-Oxley Certification. As a publicly traded company, MAXIMUS is hound by SOX
raquirements, as shown in our mos!t recent Annual Report available,
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" ..5 7 Transition and Knowledge Transfer Plan
 RFP Section 4.4.7, page 23; Appendix B References W26 - 231

“The Exchange Board is faced with a changing health care landseape and service delivery model for the
Exchange Call Center. MAXIMUS will feverage our considerable call center experience to serve asa
pariner to you every step of the way. Our proven fechnologies, best practices, and knowledgeable
leadtership present the Exchange with the lowest risk choice for implementing the Exchange Call Conter
for assisting Connecticut censumers.

5.7.1 Transition from Current Environment
REP Sectlon 4.4.7, pago 23; Appendlx B Refarence #233 '

Making a decision to transition from ihe current mode! to the Future Environment may present seemingly
difficult challenges, but the Exchange can rest assured that our depth of experience, proven technology,
.and qualified leadership team will overcome these challenges and mitigate risk to the Exchange and
Connecticut consumers. Only when the coniractor you choose has demonstrated significant practical
experience in managing all aspects of transitioning similar call center projects of comparable scope, can
the Exchange Call Center be smoothly transitioned to succossful operations. In addition, your vendor
should have a strong corporate commitment to providing appropriate resources and support and should
understand the complexities of transition planning and execution, MAXIMUS provides this and more.

We will work closely with the Exchange to accommodate a single toll-free number for consumers to ¢all
for assistance with their health care insurance options and choices. This consolidated, "no wrong door”

* approach presents the opportunity to integrate with existing consumer assistance services in Connecticut,
including the Connecticut Insurance Department, Office of the Health Care Advocate, the Integraled
Eligibility System vendor, Deloitte-—with whom we have worked in the past, aid the Department of
Social Services Benefils Center. In addition, we will need to coordinate our operations with Exchange
staff aiid Tier 3 support in order to upitold our role in seamiess, cnd to-end services for Connecticut
gconsumers, :

MAXIMUS strategy includes comprehensive planning, well-dofined communications protocols, and
closely monitored progress toward completing milestones on time. Having successfully transitioned from
a variety of different service models and incumbents, we understand the inherent pitfalls and risks
associated with such transitions, imcluding implementations and start-ups. We have developed and
documented bost practices over time that will serve to smoath the way for a successful Exchange Call
Center transition,

5.7.2 Expectations for State Support
RFP Soction 4.4.7, page 73: Appendix 8 Reference #233

We identify some tasks in our Transition Plan that will depend upon Exchange resources for input,
review, approval, meeting, or other involvement. We understand that the Exchange Team, including
other Exchange vendors, will be an integral part of the successful Exchange Call Center transition, and we
laok forward to further defining roles and responsibilities upon contract award, We feel certain that ovr
muttual gonls for serving Connecticut consumers will drive the motivation to participate in key aspects of

the transition,
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.5 7.3 Transition Plan

- REP Section 4.4.7, page 23; f&ppvndm B References #£233 - 235

. With the understanding that our preliminary Transition Plan is pmsemed in Section 7: Project Timeline,
~; the following sections give some detail around our transition methodology, team roles and
" “responsibilities, deliverables, approach to meeting your requirements for the call conter, governance, and

¢ stendy state metrics. The implementation of this plan needs to be done in collaboration with a number of

~ . partics to obtain the necded prior approvals and to synchronize the timing of Exchange Cal! Center events
‘with dependent technology deployments from other State owners, vendors, and third party service '
providers. For cxample, trainiing of CCRs on the professional users Exchange portal must be
synchrom?cd with the timcime that Deloitte uses to complete this technology tool,

5.7. 3 1 Methcdclogy and Philosophy
RFP Section 4.4.7.1, page 23

The Exchange needs to be able o trust its vendor to transition the Exchange Call Center to the new model
as seamlessly as possible, using proven project management methodology. MAXIMUS will continue our
practice of following industry-standard best practices to make certain that we transition and operate the
Exchange Call Center in‘a disciplined, consistent manner that promotes the delivery of quality services to
Connecticut consumers,

The ongoing project management community is actively
involved in.sharing and documenting project management and
{ransition experience, lessons learned, contingency planning,
and best practices. Our project managers-and
transition/implementation managers have a pool of experience
and resources to draw upon in order to help them meet similar
challenges,
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— We have found that by adhering to these policies and

procedures, our projeets start on equal footing to operate in a disciplined, woll-managed, and consistent
manner that promotes the delivery of quality deliverables and services.

‘fhe Exchange Call Center presents additional challenges in that it is a different model and represents a
new service delivery for consumers. There are multiple vendors and agencies invalved, requiring
meticulous coordination, Qur approach to successfully meeting these challengos involves:

»  Exiensive pre-planning: We have already identified our Transition Team, and they are poised lo
officially begin their tasks. For a complex program such as the Exchange Call Center, this pre-
planning is key to successfully completing the transition to the new service delivery model in
Connseticut.

®  Experienced team: Our team has experience implementing complex projects with the same types of
challenges as the Exchange, such as in New York and Vermont.

® Risk Mitigation: We define the risks associated with transitioning and implementing the project,
identify solutions, and build in contingencies for potential issues.

gRe . m  Knowledge Transfer: We develop a plan for gathering and sharing information with a previous

comtractor or the Exchange Team in order to be able to continue operations, providing consumers a
seamless experience transitioning to MAXIMUS. While the Connectiout Exchange Call Center is not
a direct takeover from an existing vendor, there are components of the call conter scope that require
coordination with existing vendors as well as transitions and integrations with some of their
funetionality.

m  Corporate supporé: We have experts available to support the team if an unanticipated snuatlon

oceurs that requires more or différent résources, many of whom are available Within the MAXIMUS
Health Services operations.téam and our vendor partners.

= uahty and Risk Management readiness review assistance: _

_M_AXIMUS E_mpiements smd mainta'ms comp:‘ehensEVe strategies for all facets of transition and project
management and will apply our best practices to help ensure that the Exchange Cail Center
implementation is managed with the professionalism, thoughtful planning, and expertise it requires.

Approach and Methodology . Page 5-102

P13004.0034




. Exé,'hahga Call Canter . MAXIMUS

5.7.3.2 Roles and Responsibilities
RFP Section 4.4.7.2, page 23

Cur Transition Plan, presented in Section 7 Project Timeline, includes assigned resources for cach
defined task. Bach member of our Transition Team has a very specific role {o play in the successful
transition to full operations, as summarized in Exhibit 5,7-1; Transition Team Roles aid Responsibilities.
Additional resources support the transition team for tasks that require higher levels of effort such as

interface requircments definition, staff interviewing, and development of detailed scripts, procedures,
training modules and other supporting documentation. [n addition, we expect to collaborate with the

-~ ::-Exchange Team af every turn, and we have preliminarily assigned thom roles and tasks, We will, of
i course, gladly discuss with the Exchange upon contract award.

Exhibit 6,7-1: Transition Team Roles and Responsibilities. Carofully defining Transition Team roles and
responsibilities, including the Exchange’s Involvement, vill result in a smoo!her more seamlass fmnsilion to the naw
servieo defivery model.
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Exhibit 5.7-‘1 Transition Team Ro!es and Responslblilties (contmued) Carefully defining Tmnslﬂon Team ro!es
and respons!bﬁr::es including the Exchange’s involvement, wilf result in a smoother, more seamiess fransition to the
now soivice delivery model,
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' Exh!b!t §: 7-1 Transition Team Roles and Responslbilltles (contlnued) Carefully defi nrng Transition Team m{es
and responsibifities, including the Exchange’s invalvernent, Wil result in 8 smoother, more seamlaess lransition fo the

new seivice delivery model.

5.7.3.3 Deliverables
RFF Section 4.4.7.3, page 23

Exhibit 5.7-2: Transition Phase Deliverables presents the plans, procedures; and other deliverables we
expect Lo complete during the transition phase of the Exchange Call Center.

e

B Exh!blt 5 7 2 Transiticn Phaso Doliverables. We wil carefully review alf contract dehvarables wilft the Exchange
< upon conlract award and eslablish spacific due dates, review procedures, and expeciations.
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Exhlblt 5 ?-2' Tranéition Phase Dellvefables (contmued) We will cafelully mvlew all contract deliverables wiih
the Exchange uport centract award and estabfish specific due dates, review procedures, and expectations.

5.7.3.4 Approach
RFP Seciion £.4.7.4, page 23

Our approach to the Transition Plan includes a discussion of plan elements that are key to successful start-
up of tha hwhange Call Center. These clements are presented in the subsections that follow,

5.7. 3.4, 1 Phases
RFP S eclwn 4.4‘7.4.5‘ page 23

The RFP }ns ldcnttf‘ cd the following phases for the call center Transition:

» ___.:':_-'Conlmcl Award — April 1, 2013: Initial Transition/Start-up Phase.

x ":S_t:ptt_am_ber 1, 2013 - October 1, 2013; Informational Start-up

= October I, 2013 — February 28, 2014; Full Operations

= March I, 2014 - end of contract: Full Operations/Steady State

Appreach and Methadology 4 Page 5-108

P13004.0024




Exchanga Call Canter MAX]MUS

Our work plan tasks and milestones have been scheduled with these phases in mind. In addition, we will
work closely with the Excliange and other key vendors, such as your Integrated Eligibility System vendor,
to accommodate additional phases of system releases and centralization of the DSS Benefit Center.
Throughout the Transition phase, we keep the "no wrong door" approach at the forefront and will
continug to coordinate our activities with those of other agencies involved in providing services for the
Exchange.

5.7.3.4.2 Timaline (high-level}
RFP Seclion 4,4.7.4.b, page 23

Exhibit 5,7-3: Timeline shows the high-level timeline for accomplishing key milestones identified for the
Exchange Call Center transition.
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5.7.3.43 Service changes required to move to outsourced model
“ REP Section 44.7.4., page 23

MAXIMUS recognizes there are many moving parts for the Exchange to keep track of as they move to

- _the new service delivery model for serving Connecticut consumers, The Exchange will advertise the new =~ =
. toll-frec number for the Exchange Call Center in materials, on their website and IVR recordings, This

:?\wll help to build awareness of the new call center and its functions, and:

m We will collaborate wﬁh the l:,xc!mnge CID, OHA, DSS, Brokers, Navigators, and oiher stqkeholders
1o help ensure everyone has a common understanding of which inquiries are referred to which entity.
This may involve coordinating telephony messaging to help consumers undersiand what is coming,.

u .'We' i,é.'i_E'i 'in_teg'r'ate our TVR system with the DSS Benefits Center in order to more efficiently serve
consiimers in the maost seamless way possible.

5,7.3.4.4 Process specific transition approach

RFP Saction 4.4.7.4.4, pags 23 '

We use a process-specific approach to our transition in that each task is associated with a laiger process
that defines a business function or service key to successful operations. For example, answering a
telephone call from a consumer is one small part of the whole process for oall handling. NN

_ This is justa way‘ of saymg that all tasks are rélated to a

_ bigger picture of our solution components for the Exchange Cali Center. We have organized our work
plan around tiigse: major processes asa convement way of groupmg them and showing their rciaimnshlps
: and dependencles. : : : et :

5.7Q3.4-.5 Any off-site location requirements/impacts
RFP Section 4.4.7.4.0, page 23

Approach and Methodology Page 5-109
P13001.0034




Exchangs Call Cenler MAXIMUS

5.7.3.4.6 Communication approach and responsibilities
RFP Section 4.4.7.4.1, page 23

Tight timelines and the need for the
Exchange Call Center (o appear to the public
as a "seamless" part of the program require a
well-defined communications strategy. In
addifion, a scope of work that includes
program changes and adjustments in how
consumers are served requires well-limed and
thorough cxplanations to make certain there

the contract, our project staff and corporato open throughout the life of the contract.

leadership are available to the Exchange through meotings, email, telephone, and in-person
communication,

is uniform clarity and consistency in the MAXINUS schedules time for meetings with the :
understandmg and execution of policies. Exchange and remains avallable for discussion with all :
Durmg transition and throughout the lifo of key stakeholders, keaping the iines of communication

Open communications and operational transparency are critical to developing a trusted parinership with
the Exchenge, CID, OHA, DSS, and other key stakeholders. Our project management strategy includes
communications and governance protocols that address external and internal communication schedules,
methods, and venues. It is through our close collaboration and partnership with the Exchange Team that
we are able to squarely meet challenges and resolve them quickly and effectively.

During the Transition phase, we intend to meet weekly—or at some other agreed upon frequency—with
the Exchange and other involved pariners to review and report on the status of implementation activities.
Written updates to the Transition Work Plan will be made available on the KMS where those with
appropriately assigned credentials can access the Work Plan and other status reports related to the
transition phase of the Call Center, Perlodio sfatus calls may also take place, particularly with sub-groups
of the Transition Team, as team leads work with their teams to accomplish their assigned tasks,

We find that a tiered, organized communication strategy works very effectively during implementation,
The key partners for (hie Exchange and MAXIMUS must establish an initlal level of trust and
collaboration. This executave level of communication sets the tone and expectations for the contract,
work plau, general interactions, and escalation proceduies. By establishing this solid foundation, future
dlscussmns dul ing 1mplementat|0n and ongomg opetations are facilitated in a successful manner.

— Dependmg on the depth of Exchange
resources assigned to this project, there may also be a more focused ongoing dialogue, stch as system,
call-center, and training communication. Facllitated by the Exchange, meetings to transition to the future
state model and tocoordinate the link between the various agencies and vendors involved are
1econuueaded

R -, tcicphonc, in-person

contact, and__g;n_y other appropriate channel will be discussed and made available to support these efforts,
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5.7.3.4.7 Knowledge transfer approach and responsibilities
RFP Sectlon 4.4.7 4.9, page 23

A successful transition for any project allows for continued, quality operations as the new contractor
begins the preparation and start-up phage. The key to a successful transition for the Exchange Calt Center
will be full and open communication on a regular basis with the Exchange, CID, OHA, D38, and other
key stakeholders throughout the process. This strong focus on open lines of communication will help
enable us to better understand the scope and magnitude of tho services and infrastructure in the current
configuration, while translating that into the new model for service delivery. MAXIMUS stands ready to
cooperate with all involved entitics to facilitate a smooth transition that will be seamless to Conneeticut
consumers,

Our team is acutely aware of the importance of having a carefully conceived transition plan and strategy,
and we also understand what il is to be on the successor's side. Every member of the Transition and
Account Team has had experience transitioning out of a contract and that understanding and lessons
learned will be brought to bear on this transition. We also recognize how critical it is to proactively facus
on the impact that the transition will have on staff, processes, technology, and consumers, and we will

.- help ensure that there ate no disruptions to the important services currently being provided.

In order to fully facilitate knowledge transfer during the (ransition phase, we make sure {o:

= Finalize the Transition Plan and share with all partics

»  Review the current contracts, If appropriate, 1o idontify their tumover requirements

m  Document expectations, targeted completion dates, and acceptance criteria for information related to
knowledge transfer; discuss with the entire group to reach consensus on understanding and
commitments of timeline and resources

m  Update Transition Plan with agreed-upon deliverablos and schedule

= Recommend that there be a main point of contact for each major stakeholder

u  Create and disteibute a contact list of the parties involved

®  Provide timely reports of progress on receiving informiation related to the knowledge transfer

m  Sugpest \#feekiyfbia111onlhi>f meetings with the Exchange and other stakeholders specifically focused
on knowledge tmnsfer items

% Document and disiribute meeting minutes

~ A clear definition of ex;ﬁcct&lions is key to successfully transferring knowledge from all agencies diring
the transition phase and beyond.

6.7.3.4.8 Readiness testingfassessment approach and responsibilities
RFP Seetion 4.4.7.4.h-4.4.7 4.4, page 23

In impltementing our health services operations projects, MAXIMUS participates in a Readiness
Assessment process conducted in collaboration with our state clients, subcontractors, vendors, and other
key stakoholdors. Typically these reviews include recruiting and training operations staff and preparing
for opera';_i_on_al_ readiness review. We will develop a comprehensive Readiness Assessment Plan, which
provides the foundation for a systematic review of every facet of the project including all of the
supporting infrastructures for the Exchange Call Center. MAXIMUS best practice model, developed over
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time, is compriscd of three primary areas: [nfrastructure, Human Capital, and Operations Readiness. The
plan must verify the preparedness for cutover of stafl, business processes, systems, data, integration
points, facilities, systems infrastructure, technology networks, governance, reporting and
communications. For the Exchange Call Center, we are also in tune with meeting federal requirements
for the readiness, as we are currently undergoing this process in New York., We will bring this experience
{o bear on the Conneeticut Exchange Call Center to proactively address CCIIO's concerns and
requirements and lower risk for the Exchange. We will submit our completed Readiness Assessment Plan
alter coniract award.

Infrastructure Readiness

In performing the Infrastructure Readiness Assessment, we use a checklist during the Readiness
Asscssment exercise that tests all the technical suppoit elements of the project. As part of the readiness
assessimont process we conduct rigorous system fegg_i_[;g in a tightly controlied and fully production-ready

Human C_apita'i Readiness
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A Readiness Assessment Plan and exercise would not be complete if it did not tost the capabilities and
processes required to maintain a staff of this size, as well as provide a plan for sealing the stafT for future

growth. This portion of the MAXIMUS Readiness Assessment Plan will help ensure the appropriate

support areas are capable of sealing to the future. It will evaluate and test the areas that include, but are
not limited to, the following:
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Operations Readiness

The final section of the Readiness Assessment Plan gets to the heart of the operation — the day-to-day
work. In this assessment, we test every path the business process may follow to help ensure We can
handle riot only the normal processing requirements, but also extraordinary situations, To illustrate, here
is an example of how we assess one aspect of the call center's réadiness:

Part of the call center readiness assessment will include making certain that CCRs have the appropriate
level of knowledge, gauged by knowledge tests, observation, and role playing to accurately handle calis
of varying scenarios that involve all potential components of Exchange Call Center services.

Readiness Assessments for Cross Organizational Boundaries

It is difficull to attest completely to the readiness of functions and technology outside of MAXIMUS
control, In similar situations at other projects, MAXIMUS works through designated state contacts to
devélap an inter-organizational assessment team comprised of members from cach vendor with
rc«;ponslblhty In a planned and scheduled timeline, we collaborate with the other vendors and the State
to comp[elc a cross-boundary readiness nssessment. We anticipate a similar approach with the Exchange
_and oiher demgnmd agencies and vendors in their roles on the Modemization for Client Services
Dc.lwery contragt, including the ConneCT solution, and the System [ntegrator contract, including the
Exchangc por('ﬂs for consumers and professionals, the eligibility system interfaces for IVR, CRM, and
CCR access, and the re-enrollment process. We also anticipate coordinating with the Consumer Quireach
and Engagemeni partner regarding branding and overall messaging.
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Training for Readiness Assessmeont Exercises

MAXIMUS will asseible a team of Readiness Assessment Specialists, Disaster Recover/Business
Continuity Specialists, and Training Curriculum Developers to develop an approprinte web-based training
module for the readiness assessment gxercise(s).

The focus of the training will be a review of the MAXIMUS Readiness Assessment Plan, instructions for
the use of the Readiness Assessment Checklist, directions for conducting the exercise without interrupting
day-to-day operations, and instructions for complefing the after-oxercise report and the communication
plan. In addition, we document all completed training activities and house them in one central repository
within our Learning Management System.

Tools Required In Support of Readiness Assessment Exercises

A successfil exercise of the Readiness Assessment Plan requires certain support tools. The primary tool
is the Readiness Assea_smcnt Checklist which also functions as an attachment to the Disaster
Recovery/Business Continuity Plan. During tho readiness assessment exercises, wo will post any risks
and/or issttes to our risk and issue tracking log and then utllize the tracking mechanism we have put in
place as part of a governance model to help ensure appropriate remediation, re-testing, and
communication/reporting are accomplished.

- Schedule of Readiness Assessments

" MAXIMUS will provide an updated Readiness Assessment Plan during the Transition phase, developed
in collaboration with the Exchange. As part of the plan, we will provide a suggested schedule for
exerclsing each component of the Readiness Assessment review and resource allocation requirements.

Throughout the transition and interim period between the contract signing, the delivery of the Readiness
Assessment Plan, exercising of the plan and "go live" date, a number of processes are likely to be fine-
tuned and more clearly defiied. Therefore, MAXIMUS proposes to update the assessment tool(s) and
evaluate the changed areas when required,

The Readiness Assessment process will include alt activities that must be completed successfully prior to
the operational start date, including the readiness review activitics to be completed prior to the opcrailonai
start date. .

Report of Readiness Assessment Findings

MAXIMUS initially tracks all findings on the Checklist, which records the initial pass/fail assessment
avith a comments section for items that do not pass. These findings and comments will be entered into
our risk/issue management tracking system as issues or risks, as appropriate, in order to bo tracked and
provide progress repotting. A report will be provided fo the Exchange following completion of the
Readiness Assessment process,. The report will identify problems uncovered and indicate how and when
MAXIMUS will address and resolve the problems identified,

Remediation of Findings

Al issues will bis

-~ addresséd based upon proactively prepared contingencies.
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Readiness Assessment Communications

N - will appropr iately distribute cominunications routinely and timely to all concerned
in order to successfully coordinate activities and agree on schedules, roles and responsibilities, and
expected outcomes,

| 5.7.3.4.9 Acceptance procedures

Our acceptance procedure involves thorough participation, review, and final written approval by the
Exchange for each area reviewed during the readiness assessment timoframe, We will collaborate with
“the Exchange and other koy stakeholders to identify and finalize the acceptance criteria for readiness sign
" off of each major area reviewed. These acceptance criteria will become a part of the Readiness

~ Assessment Plan, '

5.7.3.5 Governance
RFP Section 4.4.7.5, page 23

Wo present our Transition Team in ¥ rfnbu 5 ? 4:  Transition Tean. This cxpenenced team will be
responsible for handling all tasks associated with fully implementing the Exchange Call Center and
reaching full operations on time. This team has the depth of experience needed for ensuring success ful
implementation and transition for this important transition to the Exchange's new model for the call

- center, and they will be instrumental in our successfully meeting the major milestones and delivetables
within the timeline stipulated by the RFP,
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Exhib:t 5. 7-4' Transﬁ!on Team Our dodicated and expenenced team has worked on major pmject

fmp.fementa!ions ini California, Colorado, Georgla, Indiana, Louisiéna, New York, Massachuselfs, Pennsylvania, |
Iinois and Virginia, among others. They are backed by corporate resources, vendor pariners, and documented best |
pracﬂces sharad by all MAXI iMUS lmp!ementaﬁon a‘eams
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5.7.3.6 Steady State Metrics
- RFP Seclion 4.4.7.6, paga 23

Based on successful Readiness Review sign-off and completion of all Transition Phase tasks, the
operations phase of the Exchange Call Center will begin, ‘The first month - September 1 through
September 30, 2013 -~ the call center will be "open for business”, but only as an information source for
consumers, Full operations will begin on October 1, 2013, At that time, the call center will be
responsible for meeting the performance metrics and expectations as defined in the RFP, ineluding:

®  Answer 90 percent of calls within 30 seconds, 95 pereent of calls within 45 seconds, and 99 percent
of calls within 60 seconds over a measurement period of cach day

m  Maintain an average speed of answer of 20 scconds or loss

»  Meet the standard for the average time Call Cenler personnel spends on calls at least 65 pereent of the
time

n Maintain a weekly average wait or hold time not to exceed 120 seconds per call

& Maintain an abandon rate of less than five percent

% Achiove first call resolution for 85 percent of resolvable calls

Achieve first call resolution for at lcast 65 percent of all calls

Sef a goal to achieve a4 consumer satisfaction rating of ai least 90 percent
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= Maintain an average handle time - talk time before a call is resolved, closed at Tier 1 or transferred to
Tier 2 plus documentation time - goal of 9.5 minutes or less

a  Maintain an average time spent by Call Center personnel off the phone - research, training,
administrative work, etc, goal of 20 percent or less

= Ensure the weekly average number of incoming calls that are blocked (calls receiving a busy signal)

will be no more than one percent

Our solutions design—including our [Tl staff training, supervision and oversight, call monitoring
techniques, reporting, and consistent attention to business process improvements—nhelps ensure that these
metries for peeformance will be met by the BExchange Call Center upon full operational status. We
disouss these performance metrics In detail in Section 5.5: Dedication to Ouality.

In-addition to planning to meet performance
mitrics, we will develop call volunies and
trending following the first open enroliment
period that will help define our "steady state,"
affecting staffing levels and capacity planning.

5.7.4 Change Management
Appendix B References #226 - 232
Our Change Management process is based on
established best practices and industry
standards, adapted to meet the needs of the
‘Coniiecticut Exchange. Our major call
centers, corporate office, and systems
development teams all adhere to change
‘management policies and procedures
customized to meet their specific needs. With
that understanding, we commit to actively
participating in the Exchange's:Change
Management process in coordination witli-the
State's System Integrator’s process and other

~ Connecticut initiatives as appropriate.

MAXIMUS has a highly structured process to
implement, {rack, monitor, and document
changes to software; systems, and services to
safeguard against unauthorized modifications
and to avoid change "collisions" and

unexpeeted results. THHNTINENGGEGGGEE
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MAXIMUS will seek pre-approval from the Exchange for any standard changes to Call Center seivices
that pose a potential risk to fulfilling our consumer support responsibilities or to Exchange consumers,
We summarize our overall approach in Exhibit 5.7-5: Connecticut Exchange Call Cenfer Change
Management Process. MAXIMUS uses a documented and standardized approach involving all key
stakeholders,
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Exhibit 6,7-5; Connect:cut Exchange Call Genter Change Management F’rocess Otir process helps ensure that
alt slakeholders are aware of changes and understand the impacts to operations so that the Exchange Call Center
ean avold unexpecled changes.

MAXIMUS agrees to refrain from scheduling routine system maintenance, repair, or upgrade activities
diring hours that could compromise or disrupt eritical call center operations. Instead, wepropose
agreeing upon a regular maintenance window to sccommadate routine activities. Should critical or
emergeney maintenance be required outside this maintenance window, we will obtain prior approval from
the Exchange. Ifitis not possible for us to obtain prior approval, we will document and report emergency
changes to the 1EPMO in a timely manner.

1t is important to note that especially during the carlier stages of operations, we may agree upon an
expedited process for review and approval of changes. We will rely on the Exchange for guidance,
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- 5,7.5 Impact Analysis, Risk Management, and Risk Assessments

Appandix B References 8236 and 237
Part of our best practices pertaining to project start-up and

implementation includes developing a Risk Management plan

for ident_ify?ng and assessing risks, and initigating their
potential impact on the project transition. Project transitions
are a particularly vulnerable time, and we have learned
through our many project transitions that identifying the task
dependericies and critical path in our Wark Plan, coupled with
an aggressive risk mitigation strategy heips us stay on
schedule, track resource allocation, and mairitain progress

: toward completion. ‘We will submit our Impact Analysis and
Rlsk Management plan duiing the transition phase of the

hange Call Cénter in expéctation of input, review, and

g '_appioval from the E‘(ch'mge

As Wb customtze it to-fit the specifics of the Connecticut

operation, we will use our risk management process.to identify and track risks, develop r;sk mitigation
and contingency plans as part of risk Tianidling, monitor risks, and per form risk assessments to determine

how risks chnnge durmg the GOHISG of the project.

Exhibit 5.7-6; Risk Management Plan Table of Contents, The fopics we cover in our Risk Management Plan for
the Exchange Galf Center will fully fdentify potential risks, mitigation strategies, and contingeticy plans.
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E;xhiblt,_s.?-'f: ‘Risk Management Process. We have asfablished risk management [deniiﬁcaffbh énd analysis
precessgs.in place {o help ensure a successful transition for the Exchange Call Center.
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The Transition phase for any project presents special challenges due to the dynamic nature of
lmplementmg, facllities, systems, telephony, and staffing solutions, For the Exchange Call Center, we
present the lowest possible risk associated with facilities and staffing because we will leverago existing
operational facilities and tclcphony) as well as trained, dedicated staff with experience in Exchange Call
Center 0per‘\t|oas and planning.

Some of the pofential risks often assomated with Transition are described in Exhibit 5,7-8: Transition
R;sk and- Mmgatzan

Exhibit 5.7-8; Transltlon Phase Risks and Mitigation. Ourexpsnence tmns;tionfng sr‘mr!arpmjecls has prepared
us to-viually eliminate transition risks for the Exchange Call Canter wu‘h careful planning, experienced leadership,
corporale strength, and proven fechnology.

We will participato with the Exchange in Risk Assessment activities associated with the Call Center

Exchange Consumer Support function at your direction,
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5.8 Training Plan
REP Section 4.4.8, pages 23 - 24; Appendix B Roference #1113
The MAXIMUS Training Team is committed 1o developing and delivering a rigorous and comprehensive
initial and ongoing training program to ensure the Exchange Call Center delivers quality consumer
experiences from day one. We provide our call conter staff with extensive teaining, inclusive of program
information and interpersonal skills, designed to encourage exceptional customer service and first call
resolution. Our training programs are built upon decades of experience standing up and operating
- analogous high performance call centers around the country, and specifically building off the training
program currently in development for the New York Health Insurance Bxehange Call Center.

“Recognizing that rigorous collaboration is required to meet the aggressive timeframes gstablished by the
Exchange in its 12-month sprint to implementation, the MAXIMUS training team wilk '

m  Work together with the Exchange, its partners, and other
_stakeholders to immediatoly review and assess available
' knowledge resources, oxisting business process rules,
demographic studies, and other planning and design
“documents to design our training delivery approach
n  Scek out currently unavailable information and support
materials such as relevant future siate system-related

training, user guides, testing reports, or documentation 2=

»  Engage other State Call Centers as well as community MAXIMUS Tralning Plans rely on
organizations for inputs concerning standard operating instructional desiyn methodology
procedures and business processes used by State- drawing upon a vatlety of industry-
sponsored consumer support call centers accepied standards and proven adull

o G , fearning principles to achieve
These prell:m.mary steps will provide key inputs to the performance-based training
Training Plan for Tier | and Tier 2 Exchange Consumer objectives.

- Support.
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Ex'ﬁ'fhl't 5.8 TraEning Plan Development Approach We are commr!ted !o prowdmg a high quahly training
program that Is aligned with the Exchange's objeciwes : .
We have careﬁllly reviewed the Appemim B: Ru;utrcnmnts ﬁaceaiw;laty Mairix and provide an overview
of our approach to achieving the stated training and development-objectives in the following subscetions;
- 3.8.1: Employing and Developing Qualified Personmel through 5.8.5 Training Evaluation and
* Ver ification Process. While substantial additional nput from the Exchange will be required post contract
- award, we have taken every possible step to be prepared to plan, construct, and deliver a superlative
training program that will help ensure that all personnel have the knowledge and skills to execute thelr
duties in an accurate, timely, and custonier-responsive manner,

Trammg for Ihe Affordabie Care Act

MAXIMUS has invested years in the analysis of ACA with an emphasis on the eligibility and earcliment
provisions, providing a strong foundation for operating the Exchango Call Center. Among theso
provisions are the requirements related to insurance affordability programs including Statc-based
Exchanges (SBEs), State-operated Sinall Business Health Options Programs (SHOPs), and the related
consumer suppor{ programs and functions. Through our industry-leading position serving Medicaid and
Children's Health Insurance Program (CHIP) participants, as well as our work with the commercial
insurance market through Pre-existing Condition Insurarice Plan (PCIP) projests, we have provided input
into the ongoing preparation and mapping for Exchange Call Center,

While the existing guidance offers an initial blueprint for these marketplace aptions and the related
eligibility and enrollment support services, we also anticipate that the provisions and federal rules will
continue to evelve during the implementation and ongoing operation of the Connecticut Health Insurance
Exchange Call Center, Similarly, we anticipate program and business process changes as a result of the
implementation of the Modernization of Client Service Delivery initiative, the Integrated Eligibility
System, and the Health Insurance Exchange Portal. We are ready to respond with a flexible training
program that will produce a highly qualified workforce to serve the State of Connecticut with oxcellence,
'e-mputh_y, and vigilant attontion to consumer satisfaction,

_Tréining Approach

2 MAXIMUS has established a substantial team of experts in insteuctional design and adult education. We
. have developed training programs for personnel in more than 60 government health and human services
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confaet centers, Including 27 Medicaid and CHIP specific prajeets as woll as other call centers serving the
conmmrolal hea th insurance malket The trmnmg approach we offer loday represents the expertise
gamed f‘rom more than 20 years of relevant experience operating large-scale customer service call centers.
MAXIMUS has finely tuned our training methodology from lessons learned about the techniques and
processes that have proven most effective and will apply this expertise to our plan for the Exchange Call
Center. We present some of the significant features and benefits of our approach in Exhibir 5.8-2:
MAXIMUS fﬁ}sﬁ‘gm_ﬁo&g[ Désign-Based Training Solution,

Exhlbit 8, 8-2~ MAXiMUS Instructional Design Based Tralnlng Solul[on Ourmsrmclmnaf dasrgners work with .
subjoct matler experts to make cerfaln that we base lralning on established best praclices and use an approach that
faatures the elements mos! critical lo successful lralning dellvery.
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. < il look fo subject matter expetts and established best

practices from across our organization to support the Exchange Call Center training team during all
phases of operation—initial transition, implementation, and ongoing performance.

We also have the full backing of the MAXIMUS Center for Employec Development (CED) providing
oversight for enterprise-wide professional development. The CED delivers support for training teams and

supervisors by developing core business curricula and fostering collaboration among project training
teams. The CED areas of focus include:

"-_ Core business skills: time management, professionalism, problem solving, business writing,
preseniations, communications, desktop technology, MAXIMUS systems

m . People management: supervisory skills, performance management, ieamwork, coaching and
mentoring, leadership

& Ethics and compliance: business ethics, workplace conduet, information éecmiry, and Health
Insurance Portability and Accountability Act (HIPAA) guldelines

» Project management: scope, contracts, financials, quality, risk, and communications manageimont

The CED provides an online training curriculum that includes both mandatory compliance training that all
employeos must take on an annual basis as well as voluntary training geared to the wide variety of
professional development needs of our stalf,

5.8.1 Employing and Déve!oping Qualified Personnel

Wae complement our automated
capabilities with a personal approach
fo constimer assistance, training staff

B O comprehensive talent acquisition and St o
de\"é'loijiﬁeht approach reflects our philosophy of performance fo resp ond to real-lifo scenarios and
o e R P : , targeting the steps in the application
readiness, We make sure we have the right people tharoughly and enroliment process that prove
trained and tested on time, in the applicable content, in order to mosi challenging for ctistomers.
deliver customer service excellence. We rely on carefully
designed, validated, role-specific job descriptions to identify those job candidates who have the
compotencics and personal qualities that will make them the most likely to succeed in their positions. In
addition, we require candidates to demonstrate required skill proficiency such as customer service or data
entry, Once e hire an employee, we support them with a comprehiensive training program that prepares
them for thieir new role—and whatever roles they.aspire to in the future

MAXIMUS will deliver training to prepare CCRs and Brokers to provide consistent, acgessible, and
responsive assistance to support and empower personal decision-making and appropriate action for those |
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__secking Exchange services. This mcludcs help for individuals, tﬂmliles, employers, and employees, as
well as navigators, brokers, and other callers to the Exclnnge The training and monitoring we conduct
on interpersonal skills and listening will emphasize the importance of understanding the individual
circumstances of each customer contact and the adherence to current regulations, poliey, procedures, and
service guidelines for handling Exchange customer interactions, The supporting resources and tools we

" provide to our staft, such as the knowledge database and the learning management sysiem, will also be

critical components in rapidly responding to consumer needs and program changes while making certain
that we provide current and correct information with scamless service. Developed with solid guidance
and direction from our Exchange partners, our Training Plan for Call Center staff will make certain that
our personnel meet the following requirements stated in Appendix B,

a  Understanding the Exchange's technology and sourcing arrangements through the business

 process outsourcing relationships between the Exchange and MAXIMUS, including any defined and
agreed upon transfer and escalation procedures. We will engage DSS, through facilitation by the
Exchange, to address interactions related to the ConneCT client service tmodernization project that
include the integration between the DS Benefit Center and its IVR and the Exchange Call Center,
Training will also cover the Exchange Portal and the relevant consumer assistance and service
integration components of the Integrated Eligibility (IE) Systern, as well as handling of Exchange-
refated insurance affordability program options and functions including Advance Premium Tax
Credits (APTC), Cost-Sharing Reductions (CSR), Qualified Health Plan enrollment, and applying the
‘v‘[odiﬁed Adjusted Gross Income (MAGI) definition for eligibility determinations.

n Mo 1toung lequests and events designed to mect the
nge, vendor, and end-consumer reguirements

We tio our {ralning fo quality
assurance, coinbining accountability,
business process.management, and
analylical tools to monftor and
Improve the perforinange of Call
Center Representatives,

Exchan

m Tr ammg on new products and services, as {hey become
~ part of MAXIMUS responsibilities or resulting from solution or program chatiges will be devefoped
by our training team through close collaboration with the Exchange as described in the foliowing
. Sectlon 3.8.2: Training Responsive to Solution and Program Changes, With our flexible and
scalable knowledge and learning management systems and an experienced training team, we are
+ casily able to take on new initiatives with little or no adverse impact to our existing business
processes and systems,

~m - Continuously training and monltoring staff in order to evaluate/correet quality and serviee-
* related issues - recognizing that appraisal is an integral part of the training process, MAXIMUS will
regularly perform in-class assessment, testing, and evaluation to validate learning and the effective
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application of knowledge. This immediate feedback provides the training team with tools to target
remedial rieeds and implement training that is necessary bofore releasing an employee to the
production environment.

~Improving Instruction through Ties with Quality Assurance

e further support and measure our success, MAXIMUS ties our training to quality assurance (QA),

combining accountability, business process management, and analytical tools to monitor and improve
CCR performance. We assess CCRs for aceuracy, reliability, and achievement of coniractual
requirements and corporate standards. We consider participant results, instructor assessments, job
perfarméﬁ'ce, and QA and supervisor evaluations, and tie these findings back to integrated QA and
training process improvement,

To infﬁfﬁ.'l:.'al__ld improve instruction, our training team will regularly participate in project management
meetings and work closely with Quality and Reporting staff to identify and address indicated areas with
opportunity for improvement, This shared team approach serves as a valuable resource in identitying

_ training needs and creating appropriate action plans for refresher or remedial training. These
“ determinations may result in individual action plans, changes to oxisting training, new targeted training to

improve service and quality, or the development of job aids or reference materials to improve officiencies,

Our collaborative team approach enables us to close performance gaps before they esealate into more
serious quality issues. We can develop targeted training sessions based upon trends in QA reports
{identified through regular QA reviews and audits), or when observations reported by supervisors indicate
aneed. We will also develop refresher training to respond to Exchange or project changes in policy or
procedure. We will conduct additional refresher training on a regularly scheduled basis. For example, we
ask staff (o take refresher classes and pass applicable tests as part of our corporate-wide annual
compliance training.

5.8.2 Training Responsive to Solution and Program Changes
Appendix B Reforences #108

Almost all of our government health care program call centérs

have experienced policy and program changes. Our training

procedures are dynamic, responsive, and flexible to adapt MAXIMUS training procedures aro

easily to changes in Exchange Call Center policies, dynamiC, responsive, and ﬂeijle fo

regulations, and other evolving program needs. We train Call . adapteasily fo changes in ,

Center versonnel on solution and am d ] Connecticut Exchange Call Center
enter pezso:}u el o1 s ution and program changes and prepare policies, regulations and other

them to provide applicable consumer support before such

; evolving program needs.
changes go-into effect. |G '

Wo have dém,ons{;‘ated the capability to rapidly adjust and advance our training to meet the demands of
program modifications in our long-standing MAXIMUS health and himan services projects across the
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coutatry Oul hammg plans are scalable and adaptable to respond to evolving program initiatives without

_The MAXIMUS training program for-the Call Center will identify changing neéds, integrate collective
* input,.continucusly evolve, measure its own effectiveness, and ultimately support the ongoing mission of

. * the Exchange. We will build our training strategy on the Exchange's goals to create an easy, simple

.. /performing required job responsibilities and diverse staff

* constimer experience and prowde empathetic and resporisive service for individuals, families, and small
employers secking affordable heallh insurance options in Connecticut.

5.8.3 Trained and Know[edgeable Personnel
Appendix B References #169 — 12

- MAXIMUS will develop cnll center professionals capable of

_::5 functions. We will train our personnel to help Exchange
members develop the knowledge and skills they need to obtain
coverage and access the health care system appropriately.
MAXIMUS will prepare staff to assess the needs of callers to
provide Immediate assistance or direct consumers to oihcr
appropriate support programs and resources such as the
Connecticut Insurance Depariment (CID), Office of the
Healthcare Advocate (OHA) and the Department of Social

Services (1DSS) Benefits Center and other community Our mo{}ef of tralning links the

- resources. We will work with our Exchange parlners to clearly  jearning of & policy with lts assoclated
define service parameters and develop specific referral business practices and systems In a
guidelines 1o support a coflaborative and smooth consumer dynamic and Interactive viay to
assistance experience. We also emphasize the handoffs needed enhance learning and retention.

between the CCRs and Brokers—swhen they should oceur and
how they should be carried out,

We have provided tralning specific to Exchange lunctions such as: eligibility, enroliment, income
verification, subsidy detérmination, health plan requirements and coverago types, as well as benefits and
services. The business rules and eligibility criteria among insurance programs have both clear-cut and
subtle differences, Exchange CCRs must know and understand the distinetions, s they will be explaining
these differences to applicants and those enrolled. For example, we dosign eligibility training with a
given case's life cycle i mind. The flow of the training follows that life cyele, from consumer inquiry to
application and eligibility determination to health insurance plan enrollment to re-enrollment processing,
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- 0ur performancc-bascd Training Plan will cover clements specific to public and commercial insurance
programs, health plan options including product cosis and benofits, and the prccedures and interactions
neeessary for enrollment in the Exchange, We focus not only on knowledge acquisition but also on the
application of that knowledge to a specific business context. We link the.learning of palicy with its
associated business practices and systems in a dynamic and interactive way to enhance learning and
retention,

MAXIMUS personnel also [earn to be practically aware of the diverse cultural, linguistic, economic,
edugational; and health status needs of callers and remain sensitive to each individual's situation. In
addition to standard scripts, we prepare our staff members to have guided conversations with eallers. We
train CCRs to ask clarifying questions to confirm caller comprehension and ability to act upon the .
information provided. Our call center training program fully prepares staff to deliver:

_ _Effective customer co_ntacis and communication

- Vgxk_;'mptat}', customer-focused service to resolve inquiries at first contact

n - Accurale oligibility and enrollment information and guidance

Bmpathetic sér:'{rfi_ce with respect for diverse consumer needs

Confidential handl ling. of consumet information

ngh levels of quahty and ¢ ff_‘ p:eacy in _]Ob performance

. While we expeet the Brokers to have detailed knowledge of the health insurance marketplace, we plan to
_ supplen_ﬁ_e_m this knowledge with a greater understanding of the purpose of the Exchange, the consumers
 being served, and the role-based requirements the brokers are expeeted to follow, Our training will

-~ addvess the availability of health plans and their distinguishing characteristics, the functionality of
provider diréc_téries and provider search capabilities, and the types of questions asked or assistance sought
by those who need to make decistons affecting their enrollment,

Compliance with State and ACA Rules

Along with the Exchange, MAXIMUS will work together with DSS, Brokers, and other stakeholders to
supporl complnm.e with the State and ACA laws and to help individuals, families, employers,
employees, and others understand the new rules and benefits, We will focus on offering assistance and
guidance to consumers and others that are attempting to learn and come into compliance with the now
fules. This apprmch nmludes impfsrtmg knowledge of coverage aptions, transition provisions, open and
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special enrollment periods, and other policies in place to help ensurc that the new rules take effect
smoothly and with minimal disruption to consumers as well as existing plans and practices.

However, mindful of the complicated nature of ACA implementation, MAXIMUS will train our
personnel to recognize and understand comments by consumers and other callers that might jimply
potential State and ACA rule violations and instruct them on case handling procedures approved by the
Exchange and documented in our knowiedge databage.

-In all of our plo_je_cts, MAXIMUS comphes with state-and federal requirements regarding health insurance
> detection and repoiting.of rule violations or fraudulent activity.. —

MAXIMUS employees who violate this: policy, including
failing to report a potential violation, may b¢ subjectto a
diSci_plisaar)"process, up-to and including termination. Our
Exchange Call Center policy will cover oppottunities where
fraudutent activity may be identified including: suspected
consumer fraud or rule violations reported by callers; unusual
caller or consumer activity detected by CCRs; and activity by
employees, temporary- staff members, or consultants that is
FRR R potentially fraudulent, We will require staff members who
T prevent a ocnﬂict o! Interest become aware of unusual actwsty or potentiai rule violations to
 MAXIMUS policy prohibits employsss  report this to their immediate supervisors. Supervisors will
“from wiorking on any aspect of a case report the 4otivity to the Quality Assurance and Training
"t’; ;ﬁpgzc;if’ﬁnoil;?fe?'};;u;!:: fél;’g: M',mm'gig_r. If t.hc rcpox:t demoni‘.'tra;tes any actwn )' '_ﬁialc?ling_‘
“member. . criteria established with the Exchange as requiring notifi ication; -
ks the Quality Assurance and Training Manager will completea -
report that mciudes the details of the activity and submit this immediately to designated contacts at the
Bxchange,

As u standard practice, MAXIMUS policy prohibits employees from working on any asped of a case (for
any program) or application that includes them, their family, or friends as a case member, This activity
presents a conflict of interest and we reassign the case accordingly. In the event that an employee, during
the notmal course of busmcss, sncounterq their own case information, or one Involving a family member
or friend, they are required fo forward that task back to their business unit or supervisor immediately. We
also prohibit amployees From usmg any consumer information for any reason outs:do of that required for
approvcd oporational procasses.

In the case of suspected mteg_‘na_i fraud, we require employees to report this fo the Quality Assurance and
Training Manager or to the MAXIMUS Ethics Hotline (with the option of anonymous reporting). The
MAXIMUS Compliance Officer will invostigate ethics violations reported through the hotline, The
corpotate Compliance Oi‘hc.er and/or the MAXIMUS Chief Privacy Officer will also report violations to
the Exchango at your dll_’t:ctlon and according to Federal and state law and HIPAA regulations.
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Exchange Governance Team Training

 MAXIMUS

“-On an annual basis and upon request, MAXIMUS will recommend and deliver training to the Exchange's

. governance team covering specific topics and content relevant to the team's leadership and oversight role.
T We w:il provide training sessions for the governance team that include pertinent knowledge database
rcsources, operatlonai components, service information, and other key takeaways gleaned from our

““ongoing experience serving Exchange Call Center customers and discuss how they contribute fo the
overall Bxchange consumer experience goals. We will coordinate all training scheduled with the
. Exchange and provide these knowledge transfer sessions in formats and at times most convenient to the

" . "governance team. Options include small group discussion and in-person training, hands-on activities and

~ live demonstrations, web conferencing or web-based training, written materials, individual assistance, and

 other modes upon request.

MAXIMUS will provide an audience-appropriate curriculum based on the distinct and unique needs
identified for the Exchange governance team and will ascertain the best subject matter and dolivery
methods to support the teant's full participation with Call Center operations, Training may cover
m!“ormatlc_m_ techne!ogy and !etccomnutmcauon systcms, busmess opcmtaonshvorkﬂows, general pohcy

re!ated 'tob:lcs as dxrected by the E‘{change

Trammg to Protect Consumer informatlon
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.5.8.4 Training Content and Delivery
Appendin B References #1143 =117

The MAXIMUS training team looks forward to close collaboration with the Exchange Team to further
refine and delineate our approach to Call Center training and development. This includes the modes,
methodologies, settings, specific skill scts and knowledge required for each job role, designated training
personnel, and measures to verify achievement of training objectives. We are committed to offering a-
comprehensive Call Center training progeam that meets the Exchange's service requirements related to the
health care industry and Health Insurance Exchange. Our training program will enable personnel to
acquire and maintain the knowledge and skills necessary to address the needs of interpal and external
s"tak'ehbldersvaspecif' ically those pertaining to the Exchange including public and commereial insurance
programs, heailh plans, medical providers, brokers, navigators, employers individuals, and families,

Our training approach begins with a strong initial Training Plan meated for start-up, extends to new hire

training during implementation, and continues with ongoing training and professional development once -

the Call Center fully becomes operational. Qur Training Plan is a living document. We identify
reqmremen!s for new or refresher training internally through job analyms, trainee testing, quality audits,
and study of job pcrformanca outcomes. External inpuls to our Training Plan include guidance or
evaluations from the Exchange, attendaice al outside training and conferencos, and cross-fertilization of
training ideas across our company as facilitated by the corporate CED, In addition to remedial or new
coursework, we require stafT to coniplete annual compliance refresher training, '

We divide our curriculum into generl training programs for initial new hire, refrosher, and ongoing
training and professional development, MAXIMUS will prepare ﬂﬁd subinit aur formal Call Center
training curriculumn for Exchange input and review, w:th 1mplemeniatnon ocoumng upon your approval.
Our training program for Call Center staff includes:

s New Hire Training — with a focus on orientation to Call Center servwes and reqlllred subject matter
that enables a staff member to rapidly assume his’her position ina productive and efficient manner
»  Refreshor Training — to address periodic and ad hoe program, process, and policy changes and
- regularly revisit key topic areas to maintain competency levels and to meet job performance and
complinnce requirements
m  Ongoing Training ~ (o address planned policy, process, or
tec 'ology changes mamtam optlmal Skl]l Ieveis, and

Training prepares staff to work
offectively with customers from-a
varlety of backgrounds with unique
cultural, laniguage, ethnic, physical
and emotional needs.
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R

o
I _
. |
* It'is critical that our staff provides prompt and courteous service, answers all questiohs acourately, offers
easy to understand explanations of program and health insurance requiremeiits, and above all, is culturally
competent and linguistically appropriate, Our {raining program makes certain that oor staff is able to
work effectively with individuals from a varicty of backgrounds, Staff nust be comfortable working with
customers who have unique cultural, language, ethnic, physical, and emotional needs. We hire only

individudls who meet this qualification. Furthermore, during our threc-hour initial cultural sensitivity
training module—which covers community diversity and how to interact with individuals from different
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ethnic, religious, and socioeconomic backgrounds—ie train our staff to treat every caller with dignity
d rospeet, proserve confidentiality, and accomimodate cullural and lmguisuc differences. We base this
: module upon a proven iraining program that we use throughout the country in our health and human

" services call center projects. It will serve as a foundation for supporting the highest levels of sensmwly
- and respeot for the varied backgrounds of Exchange customers.

Sta_ﬁ" will ga_lso loarn to interact appropriately with small business employers and employecs, Navigators,
-..and other entities using the SHOP and Individual Exchange. We train and equip staff with skills to
" differentiate the needs and types of inquiries of the various customers encountercd.

‘MAXIMUS builds our training eurriculum on a strong foundation of existing resmirces, including call
center policies and procedutes, desk gUIdes and work instructions from our repository of curricula honed
and enhanced over more than 20 years of training delivery for health services operations. Our curriculum
conveys the policies driving our work, the procedures and protocols for providing excellent customer
service, the standards and framework for condueting daily operations, the systems and equipment
enabling us to serve consumers, and our emphasis on respect and privacy governing each interaction with
_customets and one another, .

, Tralmng Niodes and Methodologies

Our training provides the skills and
knowledge needed for each specific job
role, Training makes staff aware of the
materials, tools, online resources, and
systems in place to enable them to
handle their daily responsibilities as
well as manage ongoing program
“changes that may affect the resolution of
".gonsurrier tnqumes ‘We deliver our
" prograim in _tl_\e m_ost effective manner to
“develop the capabilities of our personnel
and teach them the intricaciés of our
systemns and solution using a hested
approach that culminates in new hire
anid commu'li_ employment readiness as
shown i . rhrb;! 5.8:4: MAXIMUS
Training Stre fegy

Exhibit ,8-4: MAXIMUS Training Strategy. Cur mulli-layered
‘approach incorporaies role-based analysis, a blend of training
methods, sipportive resources, and ongoing assessment fo delfver
& flexible and responsive Gall Ceriler irafnmg program
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Exh!bit 5 8- 5 MAXEMUS Comprehansive Trainlng Strateg y: Our, trafnfng s!rategy mcorporafes audfence analysis,
" g blend of tmlning matenais and nUMerous fesources io deiiver an affecﬂve frammg program
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Usmg soph:stscated prmoiples of !eamlng—biended actwe and integrative-—we have croated a highly

effective and efficient modsl of new hire training that produces the desired levels of skills and knowledge
* gain, and reiention of these gains, while reducing training duration, This fraining model features a hybrid

approach that gombines active learning that simulates the conditions of the workplace with learning
-performied in the actual work site, ' |

We use i‘reqilenl and periodic in-class assessments and evaluations, which add more emphasis to the
learning process and help to deteet shortfalls in student learning in a timely manner, This immediate
feedback allows the instructor to "xpply additional training to remedy these identified shortfalls directly,
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Ref'reshe and Re:training Action Plans
Refresher- and re- trammg action plans address a variety of topics and ocour for existing Call Center staff
to attend to changes i skill and knowledge requirements:

At pte-set intervals—for example annyal comphancc refresher training

ln r_esponsc to annual events—for example, annual re-enrollment activities prompting program
.__ref‘r sher trammg

o 'When __B' vauon or performance reporting suggcsts gn-opporfunity for continuous improvement and
need fqr__i_pgjly_ldual action plans

In addition to initial new hire training, we provide our cxisting workforce with annual update or periodic
refresher training. We designale certain key topics, such as HIPAA and Business Ethics, as annual
requirements for all employees, Other changes such as revised or new laws and regulations, innovalive
best practices, new requirements, and internal/external assessments and evaluations serve as the basis for
periodic refresher training.

Gap or remedial training addresses a specific gap in a team member's or team's knowledge or skill set.
We will conduct action plans for gap training for gither new or exnstmg team members and if we identify
repetitive error; we may also use it in response to a Process Improvement Plan (PIP) or a Comective
Action Plan (CAP).

We identify gaps in a variety of ways:

»  Direct and indlrect observation by operations leadership, support staff (Example: QA, QC, Training,
Human Capital), or on-site Exchange feedback

l’rociuction reporting
u Pcrformancc reporting, including QC, QA, and audit reports

We dtscu_ss (_)_E_)_s_ervalions and reports in operation management and workgroup meetings. If we identify a
potential gap across multiple CCRs, we conduet a root-cause analysis. We present potential solutions,
including irammg solitions or procedure!process modification or redesigns, and determine responses

with project leadership and affected teams. We also employ ILTs, CBTs or simple news
ﬂashcs/fast a!'e'lts as poss;ble solutions.
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5.8.5 Training Evaluation and Verification Process -
Appandix B Referoncas #118 - 123

MAXIMUS will develop, implement, and maintain a formal
training evaluation and skill set verification process for
Exchange Call Center staff. The process will incorporate
competency testing with objective performance thresholds
linked to minimum requirements and documented in our
learning management system, 1t will also include job
performance assessments, supervisor and QA evaluations, and
the implgmentation of indicated training action plans for Call
Center personnel. Training certification assesses a stafT
pers’pn’_s_ht_i’aliﬁcations to work in the live produetion

enviro_nmeh_t_.: Certificalion also supports ongoing maintenance Tenured staff members and
of knowledge and skills, Personnel must exhibit specific skills supervisors provide dally feedback
~ and proficiencies to 'pass’ the live performance assessments as and coaching while new staff

“deterinined by the training team, For example, we will use members shadow them.

system simulations to fest and abserve the aptitude and

capability of staff with applicable systems-and technotogy tools to support proficient job performance.
Staff )ﬁl! also participate in annual testing and re-verification of identified knowledge and skills on an
annual bzisis and I"Gllowing changes in specific prograims, procedu‘res, and systems.

Through the Iearnmg management system, we will track instrucior-led and web-based training
completion, testmg, and certification results. MAXIMUS welcomes Exchange roview; approval, and
ongoing evaluation of our tramsng verification and certification plan, Foatures of our learning
manageinent system inelude; .

w  Ability to create customized ¢course catalogues with scarch capabllity

x  Management of classroem-baséq:_i_nstru_ction and e-learning traiiing curriculum

= Assignment of required courses, prerequisites, and due dates

" Autqaji_étcd_track!ng of registration, enrollment, training history, and verified certification
»  Flexiblé reporting for detailed course tracking and performance data

Training un.dérgaes contintiots The learning management system pmdg@gs_tmining reports for
evaluation and Improvement with audit purposes that identify the number of personnel trained
Informatlon sharing across MAXIMuS ~ and certified to perform speoific job tasks as defined in our
projects and oxpert resources i place  scope of work, including tests, scores, and dates completed.

- to Integrate practice-hased . N

enhancentents fo Improve performance.
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Once new staff members complote classmom training, they transition to QJT, During the OJT period, we
pair staff members with tenured staff and supervisors who evaluate the student's ability to provide
accurate program information and quality customer service, The fenured staff members and supervisors
provide daily feedback and coaching while the new staff member shadows them. Once the new siaff
member has demonstrated a basic knowledge of programs, we gradually Iransition them to hands-on
-tralmng while bemg contmuously momtored by a tenured staff member or supervisor.

Post~tr'umng evaluatlon makes cel‘ﬂm that we have a sufficient number of well-trained Call Center staff
to meot or exceed the requirements.of our contract:

‘Staff members are evaluated on basic job functions and activities

n 'f-:Pcrs:'dhncl have aceess to OJT supervisors in addition to training and QA staff for assistance

x= Em pio_vces are paired with a tenured staff member or supervisor to evaluate their ability to provide
accurme prugram information and quality customer service

" Indwlduals who do nof initially meet the requirements recelve additional training and coaching before
they are released to the production floor
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5. 9 DISEStEI‘ Recoverleusmess Continuity Capabllltles

Rrp faectmn 4 4 9 page 24: Appendix B References #47 - 50, Referonces #223 - 224, Rolorences #2349 - 258

Throughout our 37 years of "Helping Government Serve the People®," we have learned that disastors of

all types and levols of severity can impact a project's operations, and the most important tool our projects
have to help ensure that a disaster does not permanently disrupt operations is a plan that is dynamic
enough to anticipate and respond to potential risks to operations and specific enough to enable project
personnel to act quickly and decisively in the face of a myriad of circumstances. We intend to develop
such a plan for the Exchange Call Center, drawing upon industry best practices, established Disaster
Recovery/Business Continuity (DR/BC) Plans, and real-life experiences. We will work with the
Exchange to finalize our plan following contract award, and will submit the final plan during the
transition period.

ive planning for responding to disasters and emergencies is not optional for our health and.
08 projects, . Our corporate commitment to continuing to provide high quality, consistent
L serwces is ewdenced by the redundancy in our technology design, res;ttency in our configurations, and by
Ieveragmg our consnderable infrastructure and resources .

MAXIMUS ha he’ expertise, experience, and commitment to provnde a comprehenswe DR/BC Plan that
addresses the Exchange s concerns and requirements for the Call Center, including providing continuous
operations, In this section we déséribe our corporate methodology for developing, testing, and
maintaining our DR/BC Plan, which will incorporate the Exchange's involvement at all fovels, as woll as
some disaster provention sirategies we find important, We follow that with infonmation specific to the
Exchange Call Center contract, including pricing impacts.

5.9.1 Plan Development
J’\ppendm B Ra&.mnm H243, 248 - 249, 258
Our DR/BC Plan creation methodology begins with the standard corporate plan for DR/BC, which we

" tailor to specific Exchange Call Center needs and risks. Designated Excliange stafl members are
encouraged to become involved in this process with us early on in order to help ensure that Exchange
corporate standards and service level expeotations are & part of our planning process. In addition, we will
work closely to develop a future state DR/BC Plan with the Exchange,

The DR/BC Plan minimizes risks by combining thorough planning with an analysis of mission-critical
business processes and requirements. This methodology has been used in formulating DR/BC plans for
our health and human services projects, providing the strategies to support critical business functions and
recovery. I‘oliowmg a declaration of a disaster, as summarized in Exhibit 5.9-1; Disaster Recovery
Planning Methodology.
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2xhibit 5.9-1: Disaster Recovery Planning Methodology Qur methodo!ogy is based onan !ndusfry—s!andard
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Exhibit 5.9-2: Risk Assessment Modol. By caréfully ahalyzing risk, we can bulld eomprehensive sk miltigation

gies to prevent disastrous silualions whep possible and tespond and recover quickly when unavoidable.
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5.9.2 Testing and Auditing the Plan

Appendix B References #244; 251 - 252, 255 - 256

No DR/BC Plnn ¢an remain effective unless we test it at least annually, Typically, our DR/BC !’lfm

testing: mvolves pf}rlﬂdlc exercises developed to demonstrate how we can recover from defined categories
* of fatlure. We recommend that initial testing of the plan take place following the completion of the

Transltion phase—ideally at lcast six months into the operations phase, This allows time for project

processes and funclions to fully evolve into thoir steady state. The DR/BC Plan will be tested against

prevsousiy deﬁned and agreed- upon DR Service Levels,
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._5;; As we finalize the DR/BC Plan, we will work closely with

' the Exchange to determine the magnitude of testing required

“and thelovel of involvement desired. We encourage and
expect the Exchange and other key agencies to participate in
execuling the test plans and providing feedback on test
results.

We will participate in post-test meetings with the Exchange
to thoroughly review the testing activities and analyze what
worked-as. planndd and what did not. Any arca identified as
def gient durmg thie test is referred to.a review and
reenginieering group for-corrective action and becomes
subject to follow-up testing, Thé required corrective agtion
details the type, scope, and severity of the deficiency and
provides step-by-step procedures for resolving the failure,
designating responsibility and due dates for each correetive
action stop.
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New York thzard
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5.9.3 Maintaining the Plan
Appendix B References #239 - 240

The DR/BC Plan will be maintained and updated at least annually throughout the life of the contract by
assigned project personnel. 1 will be submitted to the Exchange for your review and approval. In cases

‘where systems, procedures, personnel, service providers, key vendors, and other changes eccur, the
. DIUBQ Plan will be reviewed and revised to reflect the new information. As discussed, the Plan is also
~updated, as needed, to reflect testing resulls, internal audits, and external audits by the Exchange.

A revision history is maintained at the beginning of the Plan, and KMS users, including the Exchange, are
notified of major revisions as thoy oceur, In the event we receive n request that would indicate an
increased risk of disaster, per the DR/BC Plan, we will immediately notify the Exchange and work with
you to dovelop the most appropriate response or solution,

5.9.4 Disaster Prevention

Focusing on disaster prevention allows us to mitigate some of the moro commen instances of operational
risks, such as loss or corruption of data, loss of services (teiephone, data network, Iiterniet), loss of power,
equipment failure, and unavailability of stalf. Theso prevention strategles, developed through years of
experignce operating similar health and human services projects, include sccunty and backup procedures
for safeguarding data and protecting network integrity, These help us lo prevent or quickly recover from
data loss due to hardware and software failures, human error, natural disasters, and other emergency
sntunt[ons. i
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data through loss, virus infection, or unauthorized acoess. Our disaster prevention and
ies contribute to our comprehensive DR/BC planning for the Exchange Call Center,

5, 9,5 " Exchange Call Center DRIBC Specifics

In the ovent thai a disaster befalls the Exchange Call Ccntcr we will work hand-in-hand with the
Exchange to execute the approved DIVBC Plan at the appropriate response level. With the strength and
commitment of our corporate structure, and as shown by past experience, we can also marshal additional
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resources in support of DR/BC response and recovery efforts following a major outage or disaster. We

_ will submit a final DR/BC plan for Exchange input, review, and approval during the transition phase.
That finalized plan will include prioritized service/equipment restoration, based on # Recovery Time
Obje&(i?e and Recovéfy Point Objective of 48 hours. We will collaborate with the Exchange to
accommodate your requirements for this business impact analysis and escalated support during a crisis

situation,

5.9.5.1 Logations and Functions
Appendix B References #267
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Appendix 8 Referance #223 - 224, 247

We will report outages and similar incidents to designated Exchange personnel upon learning of the
problem, and we will provide a documented Incident Report within one business day. Our employees are
trained to help discover, identify, and report major outages to the appropriate person using the agreed-
upon channel of communication. With everyone aware of what to took for and who to report it to, we
quickly leain of system and service outages and problems almost as soon as they oceur.

- fAn-overvie_w of our DR/BC approach for the Exchange Call Center is presented in Exhibit 5.9-4: DR/BC
. Scenarios and Responses.
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It should be assumed that some reduced level of operations must be endured during the primary post-
disaster recovery petiod. For planning purposes, two key issues need to be defermined: (1) for which
applications dre post-disaster survival plans ctitical and (2) which critical applications need urgent

a_ftén,ti_cn'as sooi as the recovery effort begins.

Through this p ocess, MAXIMUS can better identify an application's vulnerability to performance

degradation when a disaster occurs, as well as the constraints that may be present when the application
- must be restored. Collectively, these factors establish the relative importance of the post-disaster

recovery of specific applications or services. For all functions, we will work with the Exchange to
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Identify those areas that may constitute mission-critical or priority systems and services, allowing for
prioritizing recovery of certain applications or services,

5953 Emergency Response

MAXIMUS understands that, at times, a call center may
experience issues including threats to Individuals or the site
itself, thielt of property, an information security breach, or an
emiorgency situation that requites swift and deeisive action.
To ensure consistent and effective response to these
situations, we develop protocols for the handling of these
situations in advance and ensure ali staff is fully trained upon
hire, avoiding the possibility of confusion or an improper

response should such an incident arise, | N NN

We prepare our staff to respond to
emergency situations in.a calm,
orderly fashion hased on pre-
determined plans that protect
employes health and safety and

T —— ) maintain securily standards,
Each of our call centers has a detdiled evacuation plan that is
posted in multiple areas of the office, and regular drills are scheduled to ensure that staff knows exactly
what is expected during an evacuation or other emérgency, Contimiing operations during this time will
deperid upon the situation itself, In the event of a non-emergency evacuation, such as a fire dvill, where
employces are only temporarily out of the Call Center, we can quickly enable a pre-recorded message that
will play for callers, oxplaining the temporary nature of our absence, and providing the opportunity to
- leave volce mail for a call back.

.- As an organization, we understand the importance of protecting the highly sensitive information,
including Protected Health information (PH1), Personally Identifiable Information (PI), and other
conhdentlat consuimor data to which we have access. We have dedicated corporate and division lovel
securlty and privacy officials who have created guidelines and procedures for stafT to stress the
importance of protecting sensitive information and to properly document and report issues should they
oceur, MAXIMUS provides each stalf member with thorongh HIPAA training, not only to avold
breaches, but also to educate staff on the importance of properly reporting disclosures, Protecting this
highly sensitive data continues to be our mission during any type of outage or disruption of services,
including evacuation of the promises. Further details about our seourity policies can bc found in Section
5.6: Information Security, Dam Privacy, and Sarbanes-Oxley Compliance,

Exhibit 5.9-5: Emergency Response Matrix summarizes some of'the situations which require quick
response by staff to ensure everyond's hoalth and safety in our project sites as well as at our corporate
offices and data conters.
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inctement
Weather

Virus or other
Notwork Attacks

Seourity Breach

Exhibit £.9- 5 Emergency Respon-se Matrix We will use this bas;c mspanse ma!nx asa model formakrng sure

mmaty of Initial Resporise :
Attompt 1o extinguish if small and safe to do so
Notify olhers and evacuate ihe area or building
Call 911 and/or pull fira alarm
Account for all stalf and visitors al pre-determined check-in sites in parklng lot or nearby
meefing place :
Rescue backup tapes if safe to do so
Notify others and move to higher ground If Rash flood
‘Work from home and communicate with staff to stay homae, If appropriate -
Obialn news and weather reports and emergency Inslructions through the use of an
@mergency radio or other battery-operated device in the event of a power outage

»  Move to safe area as appropriate to the situation:

» Basement or lower level or inslde room for tomado, away from windows

« Inside and away from windows and eleclrical equipment for a storm wilh lightning
Heed hurricane warnings and stay home or evacuale as advised by local authoritios
Obtain news arid weather reporls and emergency Instructions through the use of an
emergency radio or other battery-operated device in the event of a power oulage

-Move to safe area under doorways. mside, under hea\ry furnllure 10 protect from falling

- .geilings of glass -

- Exit the bullding when sale 10 do $o
Evacuale following the event untll the building has been daemed safe to re-enlsr

.l Oblam news and wealher reports and emergency Inslrucilons thrcugh the use of an

emergency radio or. other battcryaoperaied devics in the event of a power oulage

Stay calm and communieate with others

Conlinue operalions normally, if safe to do so, under 8-hour emergency ballery power
Retrieve and use flashlights or navigats by emergency lighting

Walt cul the situation untll the sllualion can be fully assessed for cause and duration, al which
point, act accordingly or as told to do $o by logal authorities or bullding management
Obtaln news and wealher reports and emergency inslructions through the use of an
emergancy radio or other battery-operated device in the event ofa power outage
Follow advice of local authorities

"Gross-traln staff to cover mission-critical operations In lhe avant mﬂny staff are oul sick
Parinarship with staffing firm to help augmaent staff in emergancy situatioh

. Usess many home-based CCRs as possible o accommodale call volumes

1w Immediately Linplug Infected davice and contact corporate Office of Information Services,

Securily and Audit deparment

= Follow instructions fo eradicate virus and tesl squipment

Follow up with preventive measures for future protection

= Oblain {T-approval prior to reconnecting device

= Jmmediately contacl corporate Office of lnformalioﬁ Services, Security and Audil depariment
= Notify Project management and client (through proper channels as eslablished by contract)
= If appropriate, notify corporate Compliarice Officer andfor Privacy Official

{he Exchange Call Genlter has similar procedures in place,
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Immedlate!y disabla all 8 ployee st unts, s3 cards, badges, e-mall, infranet,
CRM, KMS, WFM, and other systems, and other access
» Immediatoly change systéms adminislrator passwords If the employee had those passwords

and rights, Ingluding servers, swilches, routars, firewslls
» Immediately disable key vendor account aecess that the employee may have had (for
ordering or cancelling services or other key operations componenls)
» Escorl the employee from the office and retrieve badge(s), files, computers, and olher items
balonging io {he Project
Nolify receptionist and/or security guards of polential lesues
Nolily carporate office .
Ensure the safety of employees first
Notify local authorities as soon as possible by calling 911
Educate employees on how best 1o handle volalils situations or individuals
Ensure that procedures are in place to notify other employess In the area In order to
accommedate their safety

WQrkplat;e '
Violence

Nugloar Power

i Ensure the safely of employees first
Flant incldent

Follow direction provided by focal authoritles for evasuation or other racommended response
Obtain news and waather repors and emergency Instructions through the use of an
ameargency radio or other batlery-oparaled device in the evént of a povier oulage

DO NOT QPEN susplclots mall
isolale the mailing and evacuate the immediate area
; Dabnol put the mail parcel In waler or in a confined space (such as desk drawer or filing
~ cabinet)
. If possible, open windows in the immediate area lo assist In vanling potenilal exploslve gases
M you have any reason te balleve a lstter or package s suspicious, do not lake & chance, or
1 . worry about possible embarrassment if the ftern turns out to be innocuous. Instead,
~ Immediately nolify your supervisor.
= Amanager or suparvisor will then contact tha local police depadment and Poslal Inspector for
pro{esstanal assistance
» Note: All employeas who handle incorning rait shall waar pmtechve glm.'es Additionatly,
R -they shall be afforded the oppertunity to wear aprons and proleclive masks lf they so desire.
Torrorist Attack |»  Ensure the safety of employees first
: ; s Follow direction provided by local aulhoriiies for evacuation or olher recommended response
»  QObtain news and weather reporis and emergency instruclions through the use of an
emergency radlo or olher ballery-operated device in ihe event of a power ocutage

rExhiblt 5. 9 51 Emergency Response Matrix (contintfed) Vl;e wn'! use this basic fresponse. mamx as & model for
rhaking sire the Exchange Call Center has simitar procedures In place.

-Wlnle we do our best to avoid emergency cifcumstances, we have expefienced situations that werg
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-5.9.5.4 Key Contacts and Communications Plan
Appendix B References #242, 245 - 246, 250 e _
[In the event a crisis situation oceurs, we-will have.in p!ace appropriate mechanisms for contactmg
designated Exchange personnel.

Our key contacts also mc%ude our subcontractors and service and account representatives fof the vendors
and suppliers who provide equipment, telephone services, data and telephone circuits, building services,
} :and other important hardware, software, oF services in support of Exchange Call Center operations,

An e\!entilm,ldent is commmunicated to appmprmte personnel as soon as possible once the event/incident
Ims taken place. ihcqe are typically situations involving a single employee (example: personal injury,
health problem ete.)ora ffxcllltylsys(cmitcchnology problem (example: outage or loss of
system/technology serv:ce)

- An emergency will be declnred when an event/incident or weather threatens or causcs a facility to be
closed, We will immediately contact designated Exchange personnel to confer and agree on Plan
exccution elements and next steps. If there is an immediate danger to employee safety, appropriate action
will be taken as warranted by the situation, The Site Manager will immediately seek assistance from

- enurgcncy responders, such as police, firo, or medical services, After ensuring employee safety during a

* “dangerous situation, Site Managers will notify the MAXIMUS corporate contact.

.- 'We often use an Escalation Call Tree for use in emergency situations requiring contact of staff members,

“This Call Tree will be updated at least monthly to reflect additions, changes, and deletions to the staff at
the various locations and distributed to the appropriate stafT, This list is not for distribution outside of the
Project staff nor should it be used for anything other than its intended purpose. This list should be printed
and distributed to the individuals required to perform calls to peers and/or subordinates in the event of an
emergency or disaster. Those receiving the list should maintain copies both at work and at home in order
to b able to execute the procedure in either location.

The ||st bogins with the project management team, who are tasked with calling their d:rec& reports. These
mamgers orleads, in-turn, call their supervisors who will; in turn, call their staff. 1fanyone is unable to
conact the next leve! iir the call tree, they are required to proceed to call those under the individual they

‘Communications with all key stakeholdérs in thie event of a disaster or major outage will be discussed arid
agreed upon during the Transition phase of the Call Center, We understand that the Exchange will want
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_to provide input in the finalization of this plan and will provide final approval. We also understand that In
1o case are we to discuss the situation with third parties not pre-approved by the Exchange.

5. 9 5. 5Prlc¥ng lmpact

5.9. 5 ﬁAssumed Risks and Llabmt:es
Appendix B Reference #254

Weo will work closely with the Exchange to fully identify risks and associated liabilitles upon contract

-award. .In general, we would assume responsibility for the equipment, services, facilities, and personnol

over which we have full control.
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 5.10 Governance Approach

RfP_ Sgs;cﬁgqild.d,_10. paye 24; Appendix B References #25, 40,295 - 325, 4nd 327 - 332
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