Meeting Notice and Agenda
January 8, 2015

analytics

The All Payer Claims Database Data Privacy and Security Subcommittee

Regular Meeting

NOTICE OF MEETING AND AGENDA

Date: Thursday, January 8, 2015
Time: 9:00 a.m. to 11:00 a.m.
Location: Hilton Hartford, Hartford Commons
315 Trumbull Street, Hartford, CT 06103
Conference: (877) 716-3135
Participant Code: 23333608
Directions: http://www3.hilton.com/en/hotels/connecticut/hilton-hartford-
HFDHHHF /maps-directions/index.html
L. Call to Order and Introductions
IL. Public Comment
[1L Approval of April 1 and June 26, 2014 Meeting Minutes
IV. Chairperson Update
V. Proposed Straw Man Model for
a. Data Request Application (DRA) process
b. Data Review and Release Committee (DRRC) composition, structure, tasks and
process
c. Data Use Agreement (DUA) construct
d. Develop and finalize Fee Structure for data use
VL Proposed changes in Policies and Procedures
VII.  Timeframe for developing items V and VI
VIII.  Others
IX. Next Steps
X. Future Meetings
XI. Adjournment
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Meeting Notice and Agenda
January 8, 2015

Public comment of the agenda is limited to two minutes per person and is not to exceed the first 15
minutes of each meeting. A sign-in sheet will be provided.

Access Health CT is pleased to make reasonable accommodations for members of the public who
are disabled and wish to attend the meeting. If special arrangements for the meeting are necessary,
please notify Christen Orticari at (860) 241-8444.

Meeting materials will become available at: www.ct.gov/hix following each meeting.

For further information concerning this meeting, please contact Christen Orticari at
(860) 241-8444 or cChristen.Orticari@ct.gov.
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Connecticut’s Health Insurance Marketplace

Special Meeting of the Data Privacy, Confidentiality and Security Subcommittee
Meeting Minutes

Date: April 1, 2014
Time: 1:00 p.m. - 3:25 p.m. EST
Location: Holiday Inn Hartford East — Junior Ballroom

100 E River Drive, East Hartford, CT 06108

Members Present: Dr. Robert Scalettar, James lacobellis, Matthew Katz, Joshua Wojcik, Shawn Rutchick, Demian
Fontanella, Victor Villagra, Jean Rexford, Phyllis Hyman, Brenda Shipley, Joan Feldman, William Roberts, Mary
Taylor (phone)

Members Absent: Robert Aseltine

Other Participants: Tamim Ahmed, Robert Blundo, Christen Orticari, Matthew Salner

. Call to Order and Introductions
Dr. Robert Scalettar called the meeting to order at 1:00 p.m. Dr. Scalettar provided a brief update to the
subcommittee. Members introduced themselves.

Il. Public Comment
Ellen Andrews urged the subcommittee to consider implementing an opt-out policy similar to the model in Rhode
Island, which is in the process of implementation. Ms. Andrews read aloud the letter that she distributed to the
subcommittee via email.

L. Approval of Minutes for the January 23, 2014 Meeting
Dr. Scalettar indicated that the edits and revisions provided by the subcommittee had been incorporated into the
previous meeting minutes. Dr. Scalettar motioned approve the January 23, 2014 meeting minutes. Mr. lacobellis
seconded, all in favor voted, and the motion was passed unanimously.

V. Revised Committee Charge Language
Dr. Scalettar announced a modification in the subcommittee charge language based on the commentary from the
prior meeting. Dr. Scalettar reiterated the concern raised by Matthew Katz regarding the narrow population
addressed in the charge language, which contrasted the goal to protect broader population. Dr. Scalettar
suggested that the issue be addressed by replacing PHI, an exclusive term, with individually identifiable
information and noted that the change could be observed on the third line of text in the second slide. Mr. Katz
expressed that the revision successfully and succinctly remediated the issue. Jean Rexford asked whether the new
language covered outlier practitioners and would prevent access to their information. Mr. Katz indicated that the
topic should be discussed at a later time. Ms. Hyman suggested that the subcommittee develop a definition for the
term individually identifiable information to reduce ambiguity. Dr. Scalettar noted that the purpose of the
subcommittee was to develop the procedure for creating ground rules that ensured the privacy, confidentiality
and security of APCD information, which required legal support for accurate definition of rules and regulations.
Joan Feldman stated that during her review of the APCD enabling legislation, charter, and previous meeting
minutes for the APCD, all documents appeared to lack consistent terminology to communicate the semantics of
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the revised charge language. Ms. Feldman commented on the potential need for more than one term to describe
this content and encouraged further discussion regarding the development of this terminology. Ms. Feldman
recommended the edited language be changed from personally identifiable information to the sole term
information for the purpose of the charter. Ms. Feldman suggested the inclusion of additional terminology with
specialized definitions in policy and frequently asked question (FAQ) documents and the subcommittee indicated
their agreement. Mr. Katz remarked that broader language was sufficient for the purpose of the charge.

Victor Villagra opined that the redacted charge needed revision to indicate the subcommittee aim to create
transparent process in addition to policy. Mr. Katz commented that transparency dominated the subcommittee
approach for decision making in terms of sharing data and conveyed agreement with statement by Mr. Villagra
when remarking that the language remained misaligned with aim. Ms. Feldman discussed the importance of
balancing accessibility with privacy and security of the data in response to the comment by Mr. Villagra. Mr. Katz
conveyed his concern about the appropriateness of the terms limits and boundaries, and offered requirements and
restrictions as a terminology to replace limits and boundaries. Robert Blundo stated that the recommendations
discussed by the committee would be drafted by Access Health Analytics to reflect the discussion and then
provided to the workgroup prior to the next meeting to allow for collaborative revision.

Mr. Rutchick raised a concern in the content of the third bullet, which tasked the subcommittee with the
“preparation of a functional data use agreement.” Mr. Rutchick commented that more than one data use
agreement may be required depending needs and qualifications of various requestors. Dr. Scalettar indicated his
agreement with the statement by Mr. Rutchick and noted that the need for multiple data use agreements could be
inferred from the charge.

V. Legal Issues Concerning Data Privacy and Security
Dr. Scalettar introduced the next agenda item regarding legal issues in data privacy and security. Dr. Scalettar
noted that the discussion was initiated when Mr. lacobellis and the Hospital Association questioned whether the
APCD had status under HIPAA. Dr. Scalettar continued to explain that the deliberation catalyzed APCD engagement
with Ms. Feldman and Mr. Roberts, who have since joined the workgroup and begun the iterative process of
providing legal clarification. Dr. Scalettar stated that the legal counsel identified the APCD as a non HIPAA-covered
entity governed by state legislation. Mr. Rutchick posed the question of whether state agencies, such as OCAH and
DSS, would be allowed to only obtain solely deidentified data and no patient identifiable content. Ms. Feldman
indicated that this speculation was correct provided the current statute language and suggested that legislators
may not have intended it to be extremely self-limiting in translation. Mr. Rutchick remarked that the limitation was
problematic in efforts to consolidate data distribution efforts in the state agency network and noted that DPH
required APCD data for research. Ms. Feldman specified that the FAQ document was pertinent to issues
concerning disclosures by Access Health Analytics to third parties and noted that it did not preclude the exchange
from using the data for purposes articulated in the statute. Mr. lacobellis commented that the severe restriction
could prevent researchers from attempting to obtain the data. Dr. Scalettar suggested that the subcommittee
draw on their knowledge of stakeholder use cases to drive FAQ inquiry and to then leverage information gained
from the discussion by incorporating it into proposals for new or redacted legislation.

Ms. Feldman announced the three categories that fell under the HIPAA definition of a covered entity, which
included providers of healthcare services, health plans, and healthcare clearinghouses. Ms. Feldman stated the
APCD did not fall into any of the three categories. Ms. Feldman addressed the question of whether the APCD was a
business associate under the HIPAA regulations by indicating that the definition of business associate suggested
the organization provided a service on behalf of a covered entity; however, the APCD would not be acting as an
agent due to its responsibility to fulfill duties set forth by the law. Ms. Feldman explained that submissions were
required of payers pursuant to Connecticut General Statute Section 38A-1091b3. Ms. Feldman conveyed that
although the APCD was not covered by HIPAA, due to its lack of status as a covered entity or as a business
associate, certain HIPAA provisions could apply because the APCD functioned in accordance with HIPAA by way of
statute. Ms. Feldman recommended that definitions be cleaned up in the future provided that the APCD had self-
imposed HIPAA.
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Ms. Hyman questioned whether there could be an occasion where the APCD would be considered a business
associate of a covered entity provided that the entity required the APCD to act on its behalf for issuance of reports.
Ms. Feldman replied that the answer was uncertain from a policy standpoint. Mr. Katz requested clarification
regarding the APCD ability to provide deidentified non-health information. Mr. Roberts responded by referencing
38a-1090(B)(2)-(b), which stated that the exchange could disclose information that was not health information in a
manner that would protect the confidentiality of other information as required by law, and conveyed that non-
health information be disclosed in accordance with any laws that may or may not apply. Ms. Feldman added there
was uncertainty regarding whether the health insurer or provider identifiers were blanketed under this language.
Mr. Katz postulated that the provider and insurer names could be provided given this language and acknowledged
that not all identifiers, such as those related to the patient level of specificity, could be provided for research.

Ms. Shipley requested that Mr. Ahmed clarify the type of relationship the vendor had with Access Health Analytics.
Mr. Ahmed indicated that the analytics vendor could be perceived as the right arm of Access Health Analytics in
the sense that the vendor would be working with limited data sets and be held accountable to the same policies
established by the state legislature. Mr. Ahmed noted that the contractor had to receive fully identifiable data due
to role in deidentification, but would not disclose non-deidentified data. Ms. Shipley asked Mr. Ahmed whether
the analytics group would have access to the fully identified data and Mr. Ahmed replied that the group had
permission to work with limited data sets.

Ms. Feldman reviewed the FAQ document and answered questions regarding data accessibility and distribution.
Ms. Feldman addressed a question regarding the data management vendor by stating that although the vendor
was not a HIPAA covered entity or business associate, the same obligations and responsibilities, with respect to
maintaining the privacy and security of all data received from submitters, could be inserted into the contract. Mr.
lacobellis provided context to a second question by Ms. Hyman by offering the example of the APCD acting as a
business associate of the ACO, in which case, the ACO came to the APCD to work with data for research that
aligned with APCD goals, versus a direct data request from the ACO. Ms. Feldman stated that the example would
potentially be allowed in some instances, but the ACO would want to voluntarily fill that role. Mr. lacobellis
suggested that the APCD was not precluded to becoming a business associate of a HIPAA covered entity and Ms.
Feldman confirmed this statement was true. Mr. Katz asked that Ms. Feldman confirm that the ACPD was not able
to give any identifiable data, but was allowed to analyze data on behalf of a requesting entity. Ms. Feldman stated
that this statute circled back to Connecticut General Statute section 38A-1090 subsection (B)(2), which included
the data deidentification requirement and noted that both the exchange and analytics were bound by the bill. Ms.
Shipley requested information of the reason the exchange was requested identifiable data, and Mr. Ahmed replied
by stating that analytics would synthesize data, which may require identifiable elements for tracking purposes, on
behalf of the exchange to track healthcare trends and utilization. Mr. Blundo commented the information was a
crucial component in creating patient identifiers. Mr. lacobellis stated he was concerned that current language
allowed for the exchange to perform the research with data containing identifiers. Mr. Blundo confirmed that it
was common practice for vendors to offer the services to remove identifiers and replace them with de-identified
identiifiers. Mary Taylor offered in response a constructive overview of the approach taken by other states to
encrypt identifiable information to allow a researcher to follow an unidentifiable person through health care
provider and payer service. Mr. Ahmed added that limited data sets could contain state and county level data,
which could be incorporated into data received by a requesting entity on a case-by-case basis. Mr. Ahmed
continued comment on overarching legal parameters, which restricted the APCD to provide solely deidentified
data and then suggested that legal parameters be deliberated by the subcommitee before the next legislative
session.

Dr. Scalettar articulated the goal of the FAQ discussion, which was to enhance subcommittee comprehension of
legal allowances and restrictions and to begin brainstorming and redacting legal terminology to better suit the
needs of stakeholders. Mr. Katz remarked that Access Health Analytics could act as an agent by analyzing data on
behalf of other agencies, and Mr. Ahmed indicated that the analytics team would provide analytic service by way
of Enclave Modeling and analytic expertise.
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Mr. Roberts continued to discuss the FAQ document. Mr. Roberts addressed the fourth question, which applied to
the state laws concerning APCD data collection and maintence, by explaining that the state data breach law, 36(A)-
701(B) was the only law identified with relevance to this topic. Mr. Roberts stated that a security breach in the
context of this law was defined as any unauthorized access or acquisition of personal information. Ms. Rexford
asked whether the APCD could fine the vendor if a breach occurred in deidentification. Mr. Roberts provided that
typically the vendor was responsible for reimbursing cost caused by or arising from action of the vendor. Ms.
Taylor requested information of state or federal laws that would impact the ability of a payer to give the APCD
data such as behavioral health, sensitive diagnosis, or substance abuse information. Mr. Roberts replied by
indicating that the state legislation for the APCD did not address laws that may apply to the payers and their
distribution of this data. Mr. Roberts remarked that payers were held accountable to laws that would restrict the
content of data submissions beyond those promulgated by APCD legislation. Ms. Taylor continued to comment on
a concern regarding the high expense of APCD payer submissions. Dr. Scalettar thanked Ms. Taylor for her support
during this iterative learning process and requested the subcommittee to reach out to stakeholders and payers to
learn about their experiences with APCD submissions in other states and requested that the legal consultants look
into regulations that may restrict APCD data collection.

Mr. Roberts proceeded to review items five through seven on the FAQ document. Ms. Shipley posed a question
regarding the seventh item, which concerned whether the state of Connnecticut would own the data and Mr.
Roberts replied that Access Health would own the data due to the quasai-agency status of Access Health Analytics.
Ms. Shipley iterated her concern that at least some of the data belonged to the state by definition of quasai and
opined that the topic be tabled for investigation and future deliberation to come to a conclusion on the data
ownership issue. Mr. Katz requested that the subcommittee consider how the APCD would handle a payer pulling
out of the APCD if the opt-out provision was passed in the future and determine whether an opt-out would require
their information to be removed from the database. Ms. Feldman clarified that the data would presumably not be
given back to the payer and if this statement was not true then it would dealt with on a legislative level. Mr. Katz
posed a question to the eighth FAQ item regarding whether a state agency or APCD would own data upon its
disclosure. Mr. Roberts replied that ownership would depend on whether specific procedures surrounding the
data use agreement (DUA) required the agency to return or destroy the data following a given duration. Ms.
Feldman indicated this policy would be set forth through a DUA, which would be established by the subcommittee.
Mr. Rutchick raised the concern that the term shall or may seemed to be used incorrectly in the statute language.
Ms. Hyman added that the term shall appeared to require the disclosure of data for any request that paralelled
any one category in the APCD mission. Mr. Roberts responded by stating that the shall versus may issues, including
those related to shall and may inconsistencies in language, were in the process of being investigated in the context
of a DUA. Ms. Feldman recommended that the language related to shall and may be refined at the subsequent
meeting. Mr. Ahmed indicated that shall was presently in the bill language and urged that a review committee
process, similar in nature to that of the IRB, be considered for implementation to ensure appropriate disclosure of
data. Discussion surrounding the challenge of shall versus may ensued.

Ms. Feldman reviewed the ninth item related to health care cost and care utilization. Mr. lacobellis called attention
to the term cost, noted that this term referred to the payer, and stated that payment was the appropriate term
due to differences in their meaning, especially with the potential addition of Medicaid as a submitter. Ms. Feldman
stated that altering the term cost to payment may be a beneficial revision.

Ms. Feldman closed the FAQ discussion by briefly reviewing the tenth and eleventh items on the document. Ms.
Rexford suggested that the subcommittee diligently work toward transparency and buy-in during the internal
review processes. Mr. Salner clarified that the internal processes would be developed through collaboration
between this subcommittee, the Policy and Procedures Enhancement Subcommittee, and the APCD Advisory
Group. Mr. Ahmed stated that the protocol, or scaffolding, in which the data requests would be reviewed would
be compensated by requiring a data review committee to mitigate risk. Ms. Feldman addressed concerns raised by
the subcomittee regarding subjective influences impinging on the integrity of an objective reivew process by
reiterating that a DUA would contain the proper language and restrictions to relieve the challenges of deciding if
and how the data would be used. Mr. Roberts referred to the limiting restrictions attributed by 514 for the
purpose of highlighting that data requestors would only be able to receive deidentified data. Mr. Katz referred to
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the tenth item and asked the question of whether consumer information would be available on an aggregate level,
yet be specific to a given zip code. Mr. Salner, in response to the question by Mr. Katz, confirmed that aggregate
data would be available, but did not state that it would definitely be available by zip code. Ms. Feldman stated that
information not under the umbrella of individually identifiable health care information would not necessarily be
subject to the deidentification requirement.

Dr. Scalettar addressed delays in the timeline to highlight that data would not be available for release as soon as
anticipated to stakeholders. Mr. Ahmed indicated that the contract with the vendor would be prepared in the next
month, data was expected to be received starting in May, and permission had been requested to start reporting in
the fourth quarter of the year. Mr. Rutchick questioned the requirements for the vendor contract and Mr. Salner
replied that a selection of federal and state requirements would be relevant in the process of vendor contract
development.

VL. Initial DUA Research Findings and Best Practices
Mr. Ahmed, Mr. Blundo, and Christen Orticari reported on slides five through 15 to provideinformation on
terminology and current APCD data review and release policies and procedures. Mr. Ahmed stated the CMS
definitions for deidentified data, limited data set, data security levels, introduced the topic of data use
agreements, and discussed their implementation in Massachusetts. Ms. Orticari provided an aggregate summary
of data review committee (DRC) practices in Massachusetts and Colorado. The DRC could be viewed as a ‘kill-
switch’ for the APCD administrator to mitigate risk.

Mr. Blundo presented a case study of the data review, release, and use agreement procedures and materials
developed by Colorado. Mr. Katz requested clarification regarding whether Colorado commenced their DRC and
DUA practice following their transition from quasi to not-for-profit. Mr. Blundo indicated that the transition
occurred in 2011 and their APCD began receiving data in 2012, which pointed to their status as not-for-profit
during DRC and DUA implementation. Joshua Wojcik remarked that the Colorado data review and release
committee appeared to have a transparent process and requested clarification regarding whether there were
checks and balances in place to handle a case in which the APCD Administrator decided to go against the
committee recommendation. Mr. Blundo indicated that the topic would be tabled to permit time for researching
an appeal process and the topic would be discussed at the next meeting. Ms. Shipley requested information on
cost estimates for data requests. Cost varied by state and often,the rates were set to cover the procurement of
data for a requestor. He suggested that the subject be further researched and discussedat the next meeting.

Damian Fontanella asked the location for data storage. Mr. Blundo indicated that Access Health Analytics was in
the process of determining whether data would be stored according to the data enclave model in which data
would be stored internally or sent via a feed of information. Mr. Blundo stated that this would be a topic to be
discussed in future subcommittee meetings.

VII. Next Steps

Dr. Scalettar reminded the subcommittee the next APCD Advisory Group meeting would be held from 9:00 a.m. to
11:00 a.m. on April 10, 2014. Dr. Scalettar restated that all discussions of the subcommittee were iterative and
encouraged the continuation of collaborative discussion throughout all developments taken on by the
subcommittee.

VIII. Future Meetings
To be determined.

IX. Adjournment

Dr. Scalettar entertained a motion to adjourn the meeting. Motion seconded by Mr. Katz and Ms. Hyman, and
passed unanimously. The meeting was adjourned at 3:25 p.m.
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Special Meeting of the Data Privacy, Confidentiality and Security Subcommittee

Draft Meeting Minutes

Date: Thursday, June 26, 2014
Time: 1:00 p.m. - 3:00 p.m. EST
Location: Legislative Office Building, Hearing Room 1E

300 Capital Avenue, Hartford, CT

Members Present: Dr. Robert Scalettar (Chair), Robert Aseltine, Demian Fontanella, James lacobellis (phone), Phyllis Hyman,
Matthew Katz (phone), Shawn Rutchick, Mary Taylor, Joshua Wojcik

Members Absent: Jean Rexford, Brenda Shipley, Victor Villagra

Other Participants: Joan Feldman, Tamim Ahmed, Robert Blundo, Matthew Salner, Christen Orticari

I. Call to Order and Introductions

Dr. Robert Scalettar called the meeting to order at 1:00 p.m. by welcoming attendees. Dr. Scalettar provided a brief update to
the subcommittee. Members introduced themselves.

1. Public Comment

A public comment was made by Susan Israel to encourage legislators to consider taking legislative action to further protect
medical records and allow for an opt-out model. Ms. Israel provided members of the subcommittee a copy of her written
comments and questions.

. Review and Approval of Minutes for April 1, 2014 Meeting
Acceptance of the minutes was tabled until the next meeting.
V. Revised Committee Charge Language

Dr. Scalettar reviewed the amended subcommittee charge language. The word “process” was added to the line “to create
effective and transparent processes and policies to ensure information is properly protected...” Other administrative changes
included making plural the term “agreement” and replacing “individually identifiable information” with “information.” Ms. Taylor
motioned to approve the revised charter language. Mr. Rutchick seconded. Motion passed unanimously without abstention.

V. Proposed Broad Outline of Data Governance Processes

Mr. Ahmed presented a proposed broad outline of data governance processes, and briefed members on aspects of the APCD
Policy and Procedures document that necessitated the development of a data governance framework. Mr. Ahmed provided an
overview of data disclosure requirements and processes proposed for internal and external users and analysis. Mr. Ahmed
explained the structure and function of a data release committee (DRC) and critical components to include in a data request
evaluation criteria and protocol. Approved entities would be held to Data Use Agreements (DUA). Dr. Scalettar remarked that
since time was of the essence in light of the grant, the data review and release processes, DRC workgroup proposal, and DUA
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framework should be prepared and presented in early fall. Dr. Scalettar asked for a motion for staff to build, a proposed ‘straw
man’ data governance model that would include proposed processes for managing internal and external users, a strategy for
DRC and DUA composition, as well as a framework of data review and release policies, procedures. Mr. Aseltine made the
motion. Ms. Taylor seconded. Motion passed unanimously without abstention. Mr. Aseltine and Ms. Taylor recommended that
existing IRB protocols, APCD data release processes and data use agreements be leveraged in development of the straw man
model.

VL. Security Related RFP and RTM Requirements For The Data Management Vendor

Mr. Blundo provided an overview of the requirements related to privacy and security in the publically available Request for
Proposals (RFP) and Requirements Traceability Matrix (RTM) documents. Mr. Blundo summarized the four main RFP and RTM
components which included: data collection, data management managed environment, and reporting software and services.
Mr. Blundo reviewed industry standards and other requirements for privacy and security within each RFP and RTM domain. He
reported on the encryption standards and processes, authentication requirements, anonymization protocol, and services to be
performed in the future during APCD project implementation.

VII. Update and Overview of Preferred Vendor Security Audit

Mr. Blundo announced that the cybersecurity audit vendor, Global Cyber Risk, would perform the security audit of the preferred
vendor, and provided an overview of the audit scope, services and audit event timeline. Mr. Blundo summarized the proposed
audit cycle of the proposed APCD Data Management Vendor. He indicated contract signing with the preferred data management
vendor would be contingent on a successful cybersecurity audit and remediation of vulnerabilities identified. In addition to the
audit, an independent evaluation of the anonymization strategies and methodologies proposed by AHA for receiving, sanitizing,
anonymizing, storing, and transmitting health data would be performed. Mr. Blundo also indicated that the cybersecurity
contractor would assist in proposing contract language related to security services and would perform future security code
audits upon request by AHA.

VIIlL. Next Steps

Mr. Ahmed explained contract negotiations were ongoing and the proposed modified timeline for data intake and reporting was
contingent on the date of contract enactment. Mr. Blundo reviewed the AHA proposal for an updated timeline for data
submission, which was presented at the June 12 Special Meeting of the APCD Advisory Group. Mr. Blundo reiterated that staff
would propose an outline of data governance processes, policies, DUA(s), and strategy for DRC composition by the next meeting.
IX. Future Meetings

The next meeting was to be planned for September.

X. Adjournment

Dr. Scalettar asked for a motion to adjourn the meeting. Demian Fontanella seconded the motion, and passed unanimously.
The meeting was adjourned at 3:00 p.m.
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Presentation Overview

« Approval of April 1 and June 26, 2014, Meeting Minutes
e Chairperson’s Update

* Broad Outline of Data Governance Process

e Develop Data Disclosure Policy & Procedure

o Straw-man Model for Data Disclosure
— Data Release Application (DRA)
— Data Review and Release Committee (DRRC)
— Develop Data Use Agreement (DUA)
— Determine data distribution fees schedule

* Next Steps
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Outline of Data Governance

Policy and Procedures document cite a number of data governance issues,
referenced below.

Data Collection - legislation mandates data collection from commercial

Data Management & Security - legislation enables Access Health Analytics
(AHA) to manage All-Payer Claims Database (APCD); AHA ensures best
practices in security and privacy are implemented and maintained 0

Data Reporting - legislation objective is to use APCD’s data to report on
healthcare market trends, costs and utilization which may “...improve
efficiency, enhance outcomes and improve understanding of healthcare
expenditures in public and private sector.” AHA ensures data is reported to
public in an appropriate manner 0

Data Disclosure - legislation allows only deidentified data to be released
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Data Disclosure Highlight

Data Requesters - academic, private and public (e.g., state agencies) entities

Data Release Entity - a committee, Data Review & Release Committee (DRRC),
will be created which receives, evaluates and approves data requests

AHA will enter into data use agreement (DUA) with approved data requestors

AHA will charge a cost for developing data extracts and/or performing research
on requestors behalf

Releasable Data -
— Only deidentified data, i.e., 18 safe-harbor identifiers suppressed

— Claims from facilities (inpatient & outpatient), professionals, pharmacy, provider
— Includes diagnoses, procedures, drug codes, financials, types and places of services
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Data Request Application (DRA)
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Data Disclosure - Data Request Application (DRA) process

Data Release Criteria -
Identifying varying levels of data - aggregated vs. detailed claims data

“Minimum necessary” standard under HIPAA

Requestors will not be allowed to link with other data sets to minimize
reidentification risk

Requestors will need to provide evidence of infrastructural adequacy

Requesters will also have to demonstrate -

Purpose of the data request

Methodology and data elements needed to support research

Qualifications of the researcher and/or the institution (s)he belongs to

Privacy and security measures to protect the data

State how the research will support CT’s objective

Requirement that the committee will be given the preview prior to publication

DRA is the first and foremost process in data release (and disclosure)
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Data Disclosure - Data Review and Release
Committee (DRRC)

Composition of Data Review and Release Committee (DRRC)

* AHA Administrator will coordinate in identifying & nominating committee
members to APCD Advisory Group. The following representations is proposed -

Physician organization

Hospital organization

Academic institution

Research & non-profit organization
State agency

Consumer advocate

Employer purchaser

Health insurance payer

Access Health Analytics

access health ’r
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Data Disclosure - Data Review and Release
Committee Tasks

* Review data applications received via data request application (DRA)

« Scrutinize applications for consistency in meeting broad strategic objectives -

— Adherence to meeting the statutory purpose of APCD
— Addressing research issues for the betterment of health care in Connecticut

* DRRC will review whether the DRA meets the following criteria -

Data requirements — types of data, span of time, fields requested

Risk of Reidentification — scrutinize possibility that researcher can reidentify
members from a deidentified data set

Security — applicant’s ability to secure data in compliance with NIST and HIPAA
standards

Commercial use — allowing data to be used to construct product for commercial
use (need to formulate types of data uses)

Methodology conforms to acceptable standard and practices in the
analytics/research domain
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Data Disclosure - Data Review and Release Committee
(DRRC) Tasks

DRRC will treat each Data Request Application (DRA) as confidential and
proprietary information

DRRC members must receive DRA and supporting materials at least 15 days in
advance of a DRRC meeting

If DRRC members require additional clarifications, it needs to be communicated
to the Administrator at least 5 days prior to the meeting

If DRRC requires additional information to make a determination for a DRA, it
can advise the Administrator on the following:

— In case of minor deficiency, the DRRC may issue conditional recommendation for
approval pending submission of supplemental information, or

— In case of major deficiency, the DRRC will require supplemental information to be
considered at the next regular meeting

DRRC members must be present in person or via teleconference

Majority of votes will determine approval of a DRA

analytics 9@



Data Disclosure - Data Review and Release Committee Tasks

10

DRRC members cannot delegate authority to designees

DRRC member will recuse from any discussion of a DRA if he/she has a self-
disclosed or discovered financial or other conflict of interest with the
applicant(s) immediately upon receiving the DRA

A DRA will be -
— Recommended for approval,
— Recommended with a conditional approval, or

— Recommended for approval and returned to Administrator with reasons and/or
list of deficiencies that must be corrected before reconsidering it as a new
request

DRRC will approve or disapprove based on majority votes of the members
present in the meeting; no quorum rule will be applied

DRRC will meet according to a pre-published schedule posted on the APCD
website

DRRC meetings are not open to the public

A DRRC meeting will be cancelled if no new application is available for review or
complete
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Data Disclosure - Data Review and Release Committee
(DRRC) Supporting Tasks by Access Health Analytics (AHA)

11

Receive requests for data or report via Data Request Application (DRA)
Maintain a system to enter data or report requests for each DRA

Administrator will deny applicant’s access to data if the latter failed to comply
with data use agreement in the past

Administrator will determine if data or report request is incomplete; upon
completion of those deficiencies Administrator will forward DRA and other
supporting materials to DRRC

Administrator will publish name and affiliations of each member in the DRRC in
public APCD website

Administrator shall create a meeting schedule at the beginning of the data
review cycle, typically a calendar year, and under special circumstances,
convene a meeting with at least 15 days advance notice
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Data Disclosure - Data Review and Release Committee
(DRRC) Supporting Tasks by Access Health Analytics (AHA)

« Administrator must receive DRA 30 calendar days before the DRRC meeting to
be considered for its review

o Administrator will provide data application and other related materials to DRRC
at least 15 days prior to the meeting for review consideration of a DRA

« Administrator will receive questions, clarifications and other related concerns
from DRRC at least 5 days prior to the meeting for review consideration of a
DRA

o Administrator shall coordinate identification and nomination of
representative(s) with APCD Advisory Group for approval

« AHA will be represented by the Administrator and a subject matter expert as
voting members of the DRRC

e Conduct meeting and associated administrative tasks - preparing agenda,
materials supporting DRRC’s decision making process, provide web-based
secured location for on-going decision process, preparing meeting minutes and
documenting process for DRRC’s decision

e Collection of fees
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Data Disclosure - Data Review and Release Committee
(DRRC) Supporting Tasks by Access Health Analytics (AHA)

13

Communicate with applicant(s) with determinations of their data or report
request(s)

AHA will tally votes to determine approval of a DRA

Administrator can propose and establish additional requirements as a
precondition for data release, to ensure data security and data privacy

Administrator will publish summary of each approved application on an APCD
website within 30 days of approval. Summary will include abstract of the DRA,
type of data requested, duration of the study, purpose of the study, benefit of
the study in alignment of the APCD statute, primary and secondary researchers
names, organization(s) sponsoring research, and funding source of the research

Administrator will provide technical assistance regarding data, system,
transmission and security

In the event requester plans to make public research/analysis findings,
Administrator will provide review of the completed work prior to publication to
ensure compliance with HIPAA reporting requirements
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Data Disclosure Process - Data Use Agreement (DUA)

DUA must include the following -

14

Ensure that data will be used only for the purpose of the proposed research

Data recipient must safeguard data by having appropriate administrative,
technical and physical capabilities

Recipient of data agrees to grant access to AHA for site inspecting to ensure
compliance

Recipient of data agrees to the cell suppression policy by HIPAA on any
document - manuscript, table, chart, study, report, etc.

Recipient of data must not reidentify individuals from APCD data

Recipient of data agrees to provide APCD administrator advanced copy of
results derived from APCD data

Recipient of data must ensure that the data is not used by other(s) not stated
Iin the research proposal and/or used for any other projects, unless approved
by DRRC

Data recipient must assign a person who Is accountable for compliance on
data security standards and procedures ~analytics O



Data Disclosure Process - Data Use Agreement (DUA)

DUA must include the following -

15

Data recipient must provide, on demand by AHA, logs of all data users
Data recipient must report any unauthorized uses or disclosures of data

Data recipient will indemnify, defend, and hold AHA harmless from any and all
claims, losses, liabilities, damages, judgments, fees, expenses, awards,
penalties and costs, etc.

Data recipient will not use APCD data for anticompetitive or other unlawful
purposes

Data recipient will ensure that their employees, contractors and clients
adhere to the requirements of the DUA including signing it

Data recipient agrees to notify AHA within 30 days of the project completion
date, if such date comes before the original last day of data retention period,
and agrees to destroy all APCD data
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Data Disclosure Process - Data Use Agreement (DUA)

DUA must include the following -

« Data recipient may request an extension by submitting written request to the
APCD Administrator if the purpose for the data is same as the original request

« Data recipient or AHA may terminate this agreement at any time upon 30 days
written notice; however, even with termination data recipient must submit
certificate of data destruction

* Recipient agrees to defray costs of producing the data in advance of data
delivery

* Breaches of DUA may constitute enough grounds to
— Immediate cancellation and return of data to AHA

— Will result in future denial of any data from APCD
— May lead to civil action by the AHA, at State and/or Federal level
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Next Steps
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