State of Connecticut Tumbleweed Secure Email
Department of Social Services Instructions for External Users

This document provides instructions for communicating with the Department of Social Services
(DSS) through secure email, also known as Tumbleweed. It will tell you how to:

1. Know that you have received a secure email and how to access it.

2. Create your secure mail account and password.

3. Read and reply to a message from DSS using Tumbleweed.

4. Access your Tumbleweed email account outside of your personal email account

1. How to know you have a secure email message from DSS.

Notification that you have a secure

message from DSS will appear as a

message in your email window. Upon
opening the mail you will see a message DSSEmployee 1o m show details 851 AM (58 minutes aga) |~ € Feply ¥
similar to Figure 1 to the right.

& Print all =

testing email [secure] Inbos |#

Important Delivery

To access your message, place your
mouse on the button that says pick up
package and click. First time users will
be directed to create a password to get
into the system - see Figure 2. People
who have already used the Tumbleweed POWERED BY
system will be directed to a login TUMBLEWEED
window — see Figure 4 for instructions.

IME Delivery
Menu

You have received an important delivery from DSS-Employee

Please pick up the package at your earliest convenience by clicking this
button:

If you need help with Tumbleweed, the
login process or other assistance please
contact the Department of Social Services
Help Desk at 860 424-4949 option 1 or you

The package will expire on Friday June 11, 2010 at 03:52:23 EDT4.

may email the unit at Having trouble?

If clicking the "Pick up Package" button above does not autormatically
‘I‘DCHeIDDeSk'DSS@Ct'.qOV' P,I,e.ase put launch your web browser and take you ta the package, then follow these
Tumbleweed IME Assistance” in the steps:
subject line and include the following
information in the body of the email: 1. Open aweb browser window. —

2. Copy and paste the following Web address into the "location” or
"address" bar of the broveser:

e The Recipient's Name:
E-mail Address: https://smail.ct.gov/ime? x=4-1540493-1044751-1L O5FXX G

°
e Phone Number: 3. Press enter.
.

Brief Description of Problem (for .
- Once you arrive at the package web page, you can access the attached
example. Pa.SSWOfd reset, ACCOUﬂt ﬂ|e(5) andfor pri\;ate message.

disabled, 1° time use)
POWERED B‘\j
TUMBLEWEED r

Figure 1
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2. How to create your secure Tumbleweed account and password.

Note your email address is already listed. Create your account by entering your first and last
name; creating a new password; reentering that same password; then entering a password hint.
See Figure 2 below.

’ Complete Account Information Help B

Package testing email [secure]

From DSS.Employee (dss.employee (Zet.gov)
Sent Today, 05/12/2010 02:51 23, EDT4

Expires 30 days later, 0671172010 08:52:23, EDT4

S Complete Account Information Type your
TUMBLEWEED . . . . _ First name
To ensure secunty, the sender of this package requires all recipients to have a validated IME
account.
Pleaze complete this one-time account setup to recetve your package. Type your
) ) Last name
Email Address - thectresidentizgmail.com
First Name : |
Last Name : | Select a unique

password that you

New Password ! I .
will remember.

The pasaword requires a minimum of G charactens) and at least 0 digitis) and at least 0 alphabetical charactenz)

Re-enter New Password ! |

Password Hint Phrase : |

Enter that same
password again.

Continue

‘\_ﬂl
( Enter a hint phrase

that will help you
remember your
password. Warning
—make sure it is
unique and not
known to others.

\ _/

Figure 2
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3. How to retrieve a message using Tumbleweed.

Once you have created your Tumbleweed account, when you want read or reply to a secure
message from DSS, you should follow these steps (see figure 3):

e Open any Internet browser like Safari or Explorer to get to your email account.

e Open your email inbox to locate the secure email notification. . .
Click email

e Click on the subject to access the secure package. subject to access

the secure email.
: Show search aptions
) i search options
M I I Search Mail Searchtheiish | 2 EEEoe

by L',pt\...;|_-

Expetience The Palm Pixi - wewe Palm com - Communicate On Your Terms 2 Jn Sprint F o About

Compose Mail
Inbox {4)

1-40of4

Mare actiog

Lakelzw

Archive = Report zpam | Delete Move tow Fefresh

Buzz @ Select: All, Mone, Read, Unread, Starred, Unstarred

Starred 3% -

ot i dssemployeedct.gov Test [secure] - Tumbleweed Integrated Messaging Exchange Ih 10:00 am
Figure 3

After you do that, the Tumbleweed account login will be displayed. See Figure 4. Note your
email address is already entered. Enter your Tumbleweed account password then click Log In.
Remember if you don’t remember your password; click the button “email a hint to me.”

’ Package
Package testing email [secure]

From Dss.Employee(dss.employee@ct.gov)
IME Menu Sent Today, 15122010 03:51:23, EDT4
Expires 30 days later, 06/11,/2010 02:52:23, EDT4

CNTIEGEEEYG | Flease log in with vour password to recetve the important delivery from Dss.Employee

TUMBLEWEED

Email Address : thectresidemtagmail.com

Enter your Account Password ! I........ Ernail a hint to me. ..
Tumbleweed [T Eemember my password
account
password.
[ =
Figure 4
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After logging in your Tumbleweed account, your inbox will appear. See Figure 5. Click

the Package subject link to be able to view message.

Click the Package
subject link to
access message.

’ Inbox
IME Menu Status Priority  From = Package = = Expires =
uViewed Mormal  DSSEmplevee tooting email [secure] 05/12/2010 30 davls)
DSS.Employee lestsecure email
n New Normal [secure] 05/11/2010 29 dayis)

Extend Expiration of C
(Selecta Folder)

Total Storage Allocation: 10240 KBsrtes

POWERED

TUMBLEWEED

BY

Files Size
0 1 KB

0 1KB

2 Packages 1-2

Arailable Storage: 10240 KBytes

Figure 5

If you wish to reply, click the reply button. See Figure 6.

Inbox > Package

r'_

IME Menu

®Inbox

Package testing email [secure]

S

TUMBLEWEED

COMMUNICATIONS

From
To
Sent
Expires

Dss.Employee(dss.emploveeidct.gov)
thectresidentigmail.com

Today, 053712/2010 08:51:23, EDT4
30 days later, 06/11,/2010 08:52:237 EDT4

1 of 2 package(s) ’
(Selecta Folder) =

Extend Expiration

Message from Sender

L A

Click the reply
button to open a
message form

IMessage Redirected by CT Tumbleweed EME.

Criginal Eecipients:
POWERED BY Ta: "thectresident@gmail.com™ thectresident@gmail.com>

TUMBLEWEED
Ce:

Figure 6
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Type your reply in the message box. See figure 7. If you wish to attach a file you may click on
Browse button to locate and select the file. Then, click the “Add” button. Note due to size
limitations large attachments (over 5 MB) cannot be sent via Tumbleweed.

Click the send button to complete the process. Very important - Do not change any options.

’ IME New Package
To! DSS.Employeedct.gov

IME Menu cc
®|nbox BCC:
Subject: |Re: Test [secure] P i i
Message: Type your reply message at this point.
"CT RESIDENT™ ﬁtlleﬂresw
Message Redirected by CT Tunbleweesd EMF. J
Original Recipients:
To: "'thectresidentfomail.com'™ thectresidentfomail.com

Co:

POWERED BY Thi=s is a test.

TUMBLEWEED

R

y 4 Add files to package B Y

Filename Type Size Action

| Browse... | @

[ih:

Figure 7

Click the send button to transmit your secure
email response to the DSS sender.

4. How to directly access your Tumbleweed email account outside of your personal
email account

Open a web browser window. Copy and paste the following Web address into the "location"
or "address" bar of the browser: https://smail.ct.gov, then press enter.

If you need help with Tumbleweed, the login process or other assistance please contact the

Department of Social Services Help Desk at 860 424-4949 option 1
or you may email the unit at PCHelpDesk.DSS@ct.gov.
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