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State of Connecticut 

Department of Public Works

Freedom of Information and Security Confidentiality Language

(Feb 2003)

Pursuant to an amendment to the CT Freedom of Information Act, the commissioner of Public Works has the authority to exempt certain records from disclosure when the commissioner has reasonable grounds to believe disclosure may result in a safety risk. This Act covers records held by state agencies, municipalities, public service companies and municipal utilities (water, electric and gas). The intent of this legislation is to protect such information that can be used to commit an act of terrorism or in a criminal act against persons and/or property. By statute, such records shall include, but are not limited to:

· security manuals or reports, including emergency plans
· engineering/architectural drawings
· operational specifications of security systems
·  training manuals related to security
· security audits 
· minutes/records of meetings that reveal information pertaining to security
· documents on movement or assignment of security personnel
· emergency plans and emergency recovery or response plans.
Other kinds of information which may be protected are: information on a building's structural integrity and capacity to resist bombs or blasts, utility information, air intake system, water, vulnerability assessments and fire/biochemical protection systems. 

Because some of this information is used or generated in the normal course of state business, DPW is  considering having our contractors sign confidentiality agreements, where the contractor agrees to notify the commissioner of Public Works of any request for such information, to keep such information confidential and to use such information only as necessary to fulfill contractual obligations. In Public Works, this agreement would be signed by architects, engineers, consultant, vendors, subcontractors, sub consultants and property managers. 

Other agencies are also drafting similar language, appropriate to their respective audiences.  Attached are examples provided to stimulate thinking about how, and whether, such language is needed in your organization. Obviously, we strongly advise that all such language be reviewed by your legal staff.   

· CT Department of Public Health

· CT Department of Public Utility Control (DRAFT)

· CT Department of Public Works (DRAFT)

· South Central Connecticut Regional Water Authority

CT Department of Public Health (DPH) 

CONTRACT PROVISIONS

RELATED TO RECORDS DISCLOSURE

For Public Sector Entities

Pursuant to Connecticut General Statutes, Section 1-210, the Commissioner of Public Works has the authority to exempt certain records from disclosure under the Freedom of Information Act, when said Commissioner has reasonable grounds to believe disclosure may result in a safety risk.  It is the Department’s belief that certain records received, maintained, or created by the Contractor in fulfilling its contractual obligations may be subject to this exemption.  The Contractor agrees to notify the Commissioner of Public Health and the Commissioner of Public Works of any request it may receive for disclosure of records received, maintained, or created by the Contractor in fulfilling its contractual obligations, prior to responding to such request.  The Contractor agrees to assert any exemption from disclosure available under the Freedom of Information Act or other laws including but not limited to an exemption that may be authorized by the Commissioner of Public Works.  The Contractor further agrees that the Contractor and its agents will utilize such records or make available information contained in such records only to the extent necessary to fulfill its contractual obligations and will keep confidential any records designated as such by the Department of Public Health.

For Private Sector Entities

The Contractor agrees to notify the Commissioner of Public Health of any request it may receive for disclosure of records received, maintained, or created by the Contractor in fulfilling its contractual obligations, prior to responding to such request.  The Contractor agrees to abide by the determination of the Commissioner of Public Health as to the disclosure of such records.  The Contractor further agrees that the Contractor and its agents will utilize such records or make available information contained in such records only to the extent necessary to fulfill its contractual obligations and will keep confidential any records designated as such by the Department of Public Health.

D R A F T

CT Department of Public Utilities Control (DPUC)

CONFIDENTIALITY AGREEMENT

Safety and Security Risk Material and Information Protected from the Public Domain Pursuant to Connecticut General Statutes § 1-210 (b)

DESIGNATED INDIVIDUALS
1. Person requesting material:

__________________________________________________________________

Last Name, First Name, Middle Initial


Representing

_______________________________________________________________________________

Address




Telephone


Email Address

2. Purpose of the Request:

__________________________________________________________________

3. Confidentiality Agreement:

I understand that I will have access to certain protected information contained in protected files at 

___________________________ pursuant to Connecticut General Statutes § 1-210.  I will have access in connection with my official duties on behalf of _________________________________.

I agree to protect this information from disclosure while it is in my custody.  I will not permit this information to come into the possession of any person except my designated agents necessary to fulfill my responsibilities and only within my sight and direction, requiring that they hold and treat the information in strictest confidence.  I will route or trransmit this information to other authorized persons only via official transfer procedures as set forth in the Department of Public Works protocol.

I understand that any breach of this agreement or unauthorized disclosure of any information received by myself or by my agent is a breach per se from which _____________________________  may invoke all of its rights and remedies under the law. 

I aver that I have not concealed, misrepresented, or falsified any facts in this agreement.

I understand that all protected materials in my possession shall be returned to __________________

___________________ when access is not longer necessary in a manner prescribed by DPW.

I agree to sign a "Confidential Agreement for Termination or Transfer" if I no longer require access to this information because of a change or termination of duties or position. 

____________________________________


​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​_______________________

Signature







Date

4. Approval by the authorize representative of the providing agency.

_____________________________________


________________________

Signature / Title






Date
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D R A F T

CT Department of Public Works (DPW)

CONFIDENTIALITY OF INFORMATION RELATING TO STATE-OWNED OR LEASED FACILITIES

Pursuant to Connecticut General Statutes, Section 1-210, the Commissioner of Public Works has the authority to exempt certain records from disclosure under the Freedom of Information Act, when said Commissioner has reasonable grounds to believe disclosure may result in a safety risk.  It is the Department of Public Works’ belief that certain records received, maintained, or created by the Contractor in fulfilling its contractual obligations may be subject to this exemption. 

For the purposes of this article, the word “Contractor” is substituted for and has the same meaning and effect as if it read “architect, engineer, consultant, vendor, subcontractor, sub-consultants and property managers.” 

Confidential records are hereinafter referred to as “Confidential Information” and may include, but are not limited to: engineering/architectural drawings; maps, site perimeter and layout showing access points; operational specifications of security systems (e.g. access, surveillance), security audits, manuals or reports; information on a building’s structural integrity and capacity to resist blasts or bombs, building security vulnerability, efforts to address areas of vulnerability or mitigate the impact of blasts; utility information, air intake system, water; vehicle barriers and control;  fire/biochemical protection systems and emergency response/evacuation/recovery plans; minutes or recordings of meetings of  the Department of Public Works that contain or reveal information relating to security or other items set forth in this paragraph.  Therefore:    

A. The Contractor agrees on behalf of the Contractor and the Contractor’s principals, employees, agents, heirs, successors, and assigns that they may only utilize and/or disclose such Confidential Information, electronically or otherwise as is necessary for the performance of the Contractor’s duties under this contract. The Contractor will keep confidential any records designated as such by the Department of Public Works.

B. The Contractor agrees to compile and maintain a list of those firms or individuals to whom it has disclosed Confidential Information.

C. The Contractor agrees that it shall not post Confidential Information on its web site.

D. The Contractor agrees that it shall not include Confidential Information in publicly distributed documents without permission from the Commissioner of the Department of Public Works.

E. The Contractor agrees to store Confidential Information in a secure manner. This provision includes, but is not limited to, storing electronic information.

F. The Contractor agrees to dispose of Confidential Information in a manner consistent with the need to prevent disclosure of Confidential Information.

G. The Contractor shall take such other reasonable actions as are necessary to protect the confidentiality of Confidential Information including, at a minimum, instructing each person assigned to work under this contract on the Contractor’s behalf of the prohibition on disclosing Confidential Information except as provided in this article. 

DRAFT

DPW Confidentiality Agreement

-2-

H. The Contractor agrees to notify the Commissioner of Public Works in writing of any request it may receive for disclosure of any Confidential Information received, maintained or created by the Contractor in fulfilling its contractual obligations, prior to responding to such request.  

I. The Contractor agrees to assert any exemption from disclosure available under the Freedom of Information Act or other laws including, but not limited, to an exemption that may be authorized by the Commissioner of Public Works. 
J. Upon receipt of such request, the Department of Public Works will review the material requested under secure conditions and determine whether all or part of the material will be protected. This review will be done on a case-by-case basis.  

K. The Contractor agrees to abide by the determination of the Commissioner of Public Works as to the disclosure of such Confidential Information.

L. The Contractor agrees to include these provisions in its agreements with vendors, sub-consultants, subcontractors and any others who will work on this project.

M. The Contractor acknowledges that the duty not to disclose Confidential Information unless authorized to do so is part of the Contractor’s professional services.

N. The unauthorized disclosure of Confidential Information by the Contractor shall constitute a breach of contract and subject the Contractor to any and all rights and remedies available to the State pursuant to this contract and law. 

O. The Contractor shall indemnify, defend and hold harmless the State, its officers, agents and employees from and against all claims, causes of action, legal proceedings, suits, losses, damages, and expenses initiated, suffered, or claimed to have been suffered by third parties not involved by contract in the project to the extent that they arise out of, or result from, the unauthorized disclosure of Confidential Information by the Contractor.

South Central Connecticut Regional Water Authority

Available soon
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