Connecticut Departmont
of Public Health

CONNECTICUT MEANINGFUL USE STATE TESTING (MUST)

Stage 1

User Manual

Release 1.2

January 15, 2015



Contents

(@ 0T o) (< ol A o o Yo [¥ ot { o o TP 5
Chapter 2 - MUST POrtal OVEIVIEW ....cciiciiiiiieiiee e ceitee e settee sttt e e e stee e s etee e s s sbee e s ssabee e e essbeeesssnreeesennseeeessnsenas 6
Chapter 3 - Prerequisites prior to self-Registration ProCess.......ccccceueeciiiiiieei et 13
Chapter 4 - REGISTRATION. . ...uitiiiiiitiee ittt e ettt e e sttt e e s sttt e e s s beeeessbeeeessbteeessseaeesssseeeessseneessseneessnsseeessnses 16
ROIES @Nd PEIMISSIONS: ...ttt ettt ettt ettt et e s bt e satesae e st e e bt e bt e beesneesmeesneeennean 16
4.1 Register NPI (National Provider Identifier) ... 17

4.2 Add User to NPI (National Provider Identifier) ......ccueeeeiiieieiciiiieeeec et 20

e B ST T LT V=T o [ U 22
Chapter 5 - How to use Documentation tab........coccuiiiiiiiiiiicic et e e 25
Chapter 6 - MANAGE PROFILE ......ccuuiiiiiiiieecciieeeeeitee e et e e s s ttee e s ettt e e ssbteeessbteeeessbtaeessaseaaessnsensesssssesessnnes 27
6.1 ChanGe PaSSWOI .......uuiiiiiiiiieieiieeeeccit e e et e e e stte e e e tae e e e aateeessatbeee s sssaeeeaassasesanssaeeeasteeesasseeesannsenas 29
6.2 FOrgOt ThE PASSWOIT .....oooiiiiiieeiiiee ettt e e ettt e e et e e e et e e e e ttae e eeasbaeeeenntaeeeenbeeesennsaeesennsenas 30
Chapter 7 - SEND A MESSAGE ..........utiiiiieie ettt ettt e ettt e e e e tte e e e e ttee e e ebteeesebteeeeestseeeasaseeeaseneesaseeeanannes 32
Chapter 8 - MESSAGE VALIDATION.....cii ittt iectieee ettt e eettee e e e siteeessteeeessbaeeessbeeeasssseeeessseseessseneesssssesessnnes 38
< o To ] K O OO O OO PO OO TSRO P PO PPRUPPPOTOUPRRUPROINS 39
8.2 Validation RESUIES Tab......coiuiiieiieee ettt st e b e saeesaeeeas 41
I I\ (Y- 1= L o] 01 < oY £ 1= o PP 42
e T A Y=Y [Ty A 11 o SRR 42
I A T o To g YT - | « SRR 43

8.4 ACTIONS TAD ..t sreesane e 44
8.4.1. Delete Validation AttemPt: ..o e e e s et e e e e eareeeean 45
8.4.2 E-Mail CITIICAtE ..eeueiiuiieiietiete ettt et b e b e st st st e b e e beesbeesbeesaeenas 45
Charter 9 - MANAGE USERS ... .ottt ettt ettt b e st st e et b e e bt e sbe e saeesateebeesbeesbeesaeenas 48
HOW Edit INfOrmMation: .. ..ottt sttt et b e b e b e sae e saeeenneas 48
What Information can edit the NPl Administrator USer?........cccccevveriiriiriienieereeneesee e 50
Charter 10 — How a NPI user can resend the Certificate generated by NPl Administrator user................ 52
PrEIEOUISITES ceeeiiiiiiiiiiiiiiiitieieieeeeeee ettt e ettt ee et e e tete e ettt et et et et ereteseeeteteseeeteeeaeteteeeeeteteseeeeeeeeeeeeeseeeeeeenenees 52
How Users resend the CertifiCate ..o ittt 52
How Group Administrator are sending Users’ certificate to themselves.........cccovveeeciieiicciieeccciieeeees 55
Chapter 11 - TUtorial INfOrmMation.........occuiiii ittt e et e e e bt e e e e ete e e e e ebeeeeeenteeaeeanes 56
Chapter 12 - Contact INfOrmMation ... ..o e e et e e e s ae e e s sbeeeesertaeeesanes 64

MUST Portal User Guide Page 2



Chapter 13 — Troubleshooting for Browser SETHiNGS......cccoiecciiiiiiiie ettt e e 65
13.1 BrOWSEr REQUITEMENTES eiiiiiiiiiiiitiieie e ettt e e e ettt e e e e e s s bbbttt e e e e s e sanberteeeeeesesannsssaeeeesssssannnnes 65
13.2 Clear Cache and Cookies in YOUr DIrOWSEN .......ccccuiiiiiiciiie ettt et e e e evae e e e vre e e e eanes 65

F YT 1< g Yo [P I €] Lo T1-Y- | VSR 70
VXU SEOMENT USAGE.......eiiieiiiiiieiteesieesteete et eteesteesteesteesseeste e teesteesseesseessseensessseensesssesssesssessssesnses 71

Frequently Asked QUESEIONS FAQS......cuutiiiiiiieieiitet ettt e sttt e e et e e s sbee e e s sabeeeessbeeeessbeeessnaseeessnsenessnssens 72
1. Where can | find the exemption [ELLEI? ...o.eviii i 73
2.  Whatis the URLs and difference between Staging and Production environments?..........cccccuee.... 73
3. How do I register as individual NP1 or as @ group NPI?........ccociiiiiiiiiieecieee e e e e e 73
B (o1 e T B I =Y = 1] o o PSP 73
5. How add USers UNAEr NPl SIrOUP? .....uuiiiiiiiieeeiiiee e ettt e ecite e e e ette e e e atee e e e areeesenntaeeeearaeesensseeesennsenas 74
6. How can | see my users associated tO MY SroOUP? .....ueviiciieieiiiieeeeriee e rree e esire e e sree e s ssbee e e e nareeas 74
7. Where can | get the HL7 MESSAZE? .. .uiiiiiiiieieiiieeeeiiiee e estte e esree e ree e e sabee e e s abee e e sabeeesssbeeessnnsenas 74
8. How to submit a test and generate the certificate?.......ccovveeiiiiieccce e, 74
9. How do I resend @ CertifiCate? ..ot 75
10. How do | resend the certificate generated by my NPI Administrator? ........ccccceeeieeeeicieeecennen. 75
11. How do | review the parsing result of My message? .......cccocceviicciee e 76
12. What does “Failed” status means on my certificate?.......ccoccvvviiieiiiiiiee e 76
13. How can | correct my NPl number or E-mail?.......c.cooiiiiiiiiiiiie st 76
14. HOW Can | 8Bt MY PASSWOIA? ....ceiiiiiiicciiiieee et e e e e e e e e e e s e are e e e e e e e snnbaareeeeeesesnnnrenns 76
15. How the site Administrator retrieve their NPl Group password? ........c.ccceecveeeevcieeeeeciveeeeenenen. 77
16. How do | change My PasSWOIrA? .......coocuiiii ittt e e etee e e e etee e e e earae e e e eabee e e eareeas 77
17. Why | can’t get MY CertifiCate? ....oooiiiii e aae e 77
18. I’'m getting UNstable BENAVION .........vi i 78
19. How can | report an issue or Make @ reqUESE? .......eeiiiiiii it 78

MUST Portal User Guide Page 3



Document Revision History:

Version Date Published By Version Notes

1.0 5/28/2014 Diane Fraiter Initial Release

1.1 10/30/2014 Diane Fraiter New secure URLs on
page 7

1.2 01/12/2015 Diane Fraiter Added Chapter 9 —
Manager Users, Page 46

1.2 01/12/2015 Diane Fraiter Added Chapter 10 -
How a NPl user can
resend the certificate
generated by NPI
Administrator, page 50

1.2 01/12/2015 Diane Fraiter Test data Page 7 and
FAQs, Page 68

MUST Portal User Guide Page 4




Chapter 1 - Introduction

Welcome

Welcome to the CT Meaningful Use State Testing (MUST).

Purpose

The goal of this manual is to provide you with a thorough understanding of the MUST Portal.

Objectives

Upon completion of this manual, you will be able to:

Log in and out of the MUST application
Navigate through the MUST tabs
Send Test Message
Find the summary results in Validation tab
o understand icons for status and certificate columns,
o customize summary page,
o expanding and collapsing individual tests
Understand icons and validation results for message segments and message fields
Understand message content to display actual content in the request and the simulated
response for the test message
Understand Action — e-mail attestation certificate or delete tests in Message Content for
the test message
Manage your profile
How to run tutorial
Log Off
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Chapter 2 - MUST Portal Overview

CONNECTICUT MEANINGFUL USE STATE TESTING
OVERVIEW

(MUST)

This self-service integration portal provides your IT staff does not need to wait for hours,
days, or even weeks to get a response back to technical inquiries in HL7 format parsing or
to receive feedback on the validity of a test message(s). All of the information you need to
get started with your HL7 message implementation is available from this web portal. Once
you have developed your test message from your system, the majority of the integration
testing is handled through DPH MUST portal with fully automated test harness. Test
messages are validated against CT processing rules in real-time, with results available
immediately for review. This portal provides incremental testing with all results available
for review.

MUST Portal Functionality

Business Requirement Functionality

Rationale

Ability to access and complete on-line

Ability to register for multiple MU public
health objectives (planned in next
release)using NPI registration

Registration instructions/FAQs/checklists
available prior to beginning registration
process; All documentation is downloadable

Ability for user to establish user account
using e-mail and password with e-mail
verification during registration process and
manage their profile with password resets by
user

Ability to register group practices or
individuals use NPI

Ability to add multiple EPs under a Group NPI

Ability to allow EHR vendors or third party
integrators to register to develop HL7
interface for their clients

Streamline submission process

Eliminate multiple registration processes
and user accounts and passwords

Collection of all the necessary information to
complete registration process quickly

Facilitates updates to the registration
information to accommodate EPs’ hectic
schedules

Accommodates different types of practices

Allows one designated person (Group NPI
administrator) from group practice to add
EPs using Group’s NPI; Also associates
Group NPI attestation certificate to all those
EPs

test their HL7 message test message for parsing
and, format and review content against CT local
HL7 guides
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The Connecticut Department of Health is committed to streamlining the process of
sending, receiving, and testing HL7 messages for public health reporting. This initial
release will have support immunization VXU message type. The Connecticut Meaningful
Use State Testing (MUST) is a web application available to eligible professionals (EPS),
eligible hospitals (EHs), their vendors of their systems and third party integrators to test
their HL7 message test message for parsing and, format and review content against CT
local HL7 guides. Additionally, for those EPs and EHs looking to complete Stage 1 testing
and receiving attestation certificate that the test was completed will be required to use this
portal.

Please continue check the CT DPH Health Information Technology Exchange page for
new announcements related to MUST. There will be a downloadable links in the
Documentation tab in MUST portal.

URL Access
Staging https://stg-dphmust.ct.gov/portal/
Production https://dphmust.ct.gov/portal/

Both sites work the same except for the certificate generated from staging
environment is not valid as stated on certificate.

MUST web application provides immediate feedback on each test message on the tree
like structure that can expand and collapse on multiple message segments and further

expand or collapse on the message fields. Please refer to the Chapter 8 Validation tab for
more details.

It is the responsibility of the person performing that the data submitted in the HL7
message contains TEST DATA-Don’t submit production data.

e Thetestis for one message only.
o Please do not submit a file that contains messages for 1 year or even 1 day.

e Do not “cut & paste” or upload a file with FHS/FTS or BHS/BTS segments.
This will cause the validation status as “failed”.

e This message will not be parsed..

DPH is not liable if the person performing the test does not comply with following
requirements:

The person performing the test for generating the Stage 1 attestation certificate will be
required to certify:
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1. that the test performed for submittal of electronic data was from the certified EHR
technology for their system

2. All documentation that supports that this test was performed from the certified EHR
technologies is maintained by them and may be audited.

3. This certificate should be retained as documentation supporting that you have
performed at least one test of your certified EHR technology’s capacity to submit
electronic data to Connecticut Department of Public Health for Stage 1 Meaningful
Use Menu Option for Public Health Reporting requirement.

If requested, please provide a PDF copy of this certificate to the State Medicaid office
and/or CMS as part of your application for EHR Incentive payment, showing that you have
performed the test.

The About Screen
This page is the MUST portal default page. This is the only page that is available with a
user name and password.

CAPTCHA security feature

Captcha is a security mechanism which protects against automated malware, by using
human-readable text in an image to confirm access to the portal by a human. This security
feature is used when registering your account, each time you log into MUST and when you
submit a test message.

Captcha Confirmation X

Please provide the Captcha text
below:

Submit

When performing an important function in the portal, such as registration, logging in or
submitting a test message, a captcha confirmation with text will appear. Type the
characters you see into the Answer field and click “Submit” to continue. If you would like
to try another image instead of the current one, click “Refresh”. The answer that you type
must match the letters that you see in the grey image with the line through it.

Navigation of tabs and within tabs
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Understanding the visual clues

Status  Certificate
P& 4
@ &

b (x
b %
PO 4
b & &3
ro 9

A green check indicates there was no problem where an ‘X’ in a red box indicates there
was a problem.

Only test submitted to complete Stage 1 testing will have a certificate generated as
indicated by the green check. These tests cannot be deleted. These records are
permanently stored and can be audited for Stage 1 attestation by DSS and/or CMS.

Upon each test message submitted, there is a corresponding validation results as a
separate row in the tab. These tests can be sorted and filtered as describe below by the
fields available.

Each row has a gray triangle pointing to the right. This is collapsed view. If you click on
this triangle, the message is expanded with the gray arrow changing direction from
pointing to the right to down direction. All of the parent message type is displayed with the
associated segments further expanded to all the message fields. Before each is a visual
indicator on whether there were any problems. A green check indicates there was no
problem where an X’ in a red box indicates there was a problem. If the is a problem in any
field, all the message segments that contain the fields will have a red check as well as the
parent VXU_VO4 in the validation results.
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Click on the arrow to open or close the information for a validation result. If you want to
reset the sorting for the data inside a validation attempt, close the grey arrow and then

open it again.

Filtering and sorting columns

Any time a table view is displayed in a tab, the column names can be sorted and/or
filtered. The filter icon looks like a funnel or you can use ‘>’ to select drop downs to
filter. The filter is the row above the column name. Sorting is performed by clicking
on column then use the arrow to the right to drop down the choices below.
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About Documentation | Send Message Yalidation M

i

Status w | Certifi... | Timestamp Service Call Type

P i sortAscending 140742013 SYNC
P | 1% SortDescending 1/07/2013 S¥YNC
b Configure Sort... 1082013 SYNC
b Auto Fit All Columns  11/08/2013 SYNC
b Auto Fit 1082013 SYNC
b 1/08/2013 SYNC
P |4 columns » 11/08/2013 SYNC
b 1/08/2013 SYNC
b Group by Status 1/12/2013 SYNC
b 1/13/2013 SYNC
P | ] Freeze Status 111312013 SYNC
P & %] 11/13(2013 SYNC
P & %] 111132013 S¥YNC

Expanding and Collapsing tree structure of a test

Mame

=& CRTS 2.0

Click on plus (+) and minus (-) signs inside the tree of result data to expand and collapse
data fields or segments.

Each line in the result column corresponds to the rule used to validate this segment.

é...a PID #1 PID Segment 1
----- @ PID.1 The PID.1 field is required
----- 0 P2 The PID.2 field is not supported
= Q2
----- 0 Cx1 e CX.1 Tield 1s required
o ... —_— e e e
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With the "Validation Results" row expanded, the user may view the validation rules applied
to this message in a tree structure, including the name, text result, and if the rule passed
or failed as indicated by green checkmark or red "X". Rules are organized into a hierarchy,
with any failed rule causing its immediate parent rules to also fail.

Message Contents

Use the Message Contents tab to see the contents of the message that was submitted

4 & (v QunzEOL cY NG HLY Validation ben.ramot@ct.g
Validation Results Actions Child Mez=zages
Request Response
=8 VXU_V04 ORsoncited_vaccinaton_record_updateUnsolicite.
E MSH Message HeaderMessage Header
- @ MSH.1 | Field_SeparatorField_Separator
MSH.2 & Encoding_CharactersEncoding_Characters

- @ MSH.3 Test EHR Application Sending_ApplicationSending_Application

The value column shows the data for that segment, and the Description column shows the
name of the segment.
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Chapter 3 - Prerequisites prior to self-Registration Process

3.1 Eligible Professionals and Eligible Hospitals

Information entered into MUST is for test data only but important who is performing the
test. Users will be assigned their own username and password and will have an e-mail
verification of the e-mail account entered. This will be part of the registration process.
Each username is connected to one role and may or may not belong to a group practice.
The critical unique identifier is the NPI (National Provider Identifier) used at registration
time. DSS will be able to use either group NPI or the individual NPI. DPH cannot change
the designation of a NPI from either group NPI or individual NPI. This decision is user’'s
discretions. Once the NPI and e-mail accounts are created, DPH can address any issues
with these fields. E-mail accounts and NPI numbers can only be used once and must be
unigue. Users are able to change their own passwords and resend a password if they
forget their password.

The group practice concept allows the portal to collect practice’s NPI whether it is
individual practice, group practice with many providers or a hospital and associate multiple
professionals to the Stage 1 Meaningful Use test. The “Add User to Group” concept allows
associating multiple providers under the NPI for this organization. This construct will work
for hospitals as well as practices.

Each additional professional is added to group NPI by the group administrator. The group
administrator only needs to add the name, password and e-mail address for each
professional to the group for this to work. Adding users to a group generates e-mail
verification to the new e-mail address. The test perform by the group will be used to
generate additional Stage 1 certificates with each professional’'s name. This user will be
required to log in and go to Validation tab, find the test with the certificate associated with
it and open it and go to Action tab to e-mail it to their e-mail account.

Roles and permissions work together to provide the functionality for the MUST portal.

Question for EPs and EHs:
Determine how to register into MUST portal
Register NPI as
Individual Eligible Professional (EP)?
Group Practice?
Eligible Hospital (EH)?
Eligible Professionals (EPs) associated to Group Practice?

Are you looking for Stage 1 Medicaid attestation with CT DSS?
Are you looking for Stage 1 Medicare attestation with CMS?

Questions to ask your EHR Vendor or third party integrator to generate HL7 test message
from your EHR system?
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Talk with your EHR vendor on how to “copy and paste” test message into MUST
Talk with your EHR vendor on how to “generate a file” with test message that can be
uploaded into MUST portal

Fields in Registration Value Selection Choices
Process:

NPI to use to Register

NPI

Public Health Measure Immunizations

NPI Group Password

Administrator E-mail

Administrator Password

First Name

Last Name

Organization Name
Address

City

State

Zip

Facility Type select from EP, Group
Practice, EH, CAH

Phone Number

Attesting to MU Stage 1? select Yes or No
Enrolled with CT DSS select Yes or No
MAPIR?

ONC Certified EHR #

Who is your vendor of
EHR Product?
Name of EHR Product

EHR Product Version

NPI to use to Register NPI
NPI Group Password

User E-mail

User Password

First Name

Last Name

Phone Number
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3.2 Vendor or third party integrator Registration

Information entered into MUST is for test data only but important who is performing the test.
Users will be assigned their own username and password and will have an e-mail verification of
the e-mail account entered. This will be part of the registration process. Each username and e-
mail account combination is connected a unique identify created at the time of registration. All
tests submitted by the user account can be viewed and/or deleted only by that user account not
by vendor. There is no association to the vendor’s clients; vendors cannot submit the Stage 1

test for their clients. Vendors must provide instructions to their clients on “how to perform the

tests”.

Registration fields in Vendor Value
Registration:

Public Health Measure Immunizations

User E-mail

User Password

First Name

Last Name

Vendor Organization Name

Address

City

State

Zip

Phone Number

Cell Number

Product Name you're testing?

EHR Product Version

HL7 Version 2.5.1

CT’s approved transport mechanism currently is PHIN MS; please see the documentation

page of the portal on transport preparation for Meaningful Use Stage 2.

MUST Portal User Guide
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Chapter 4 - REGISTRATION

Roles and Permissions:

Information entered into MUST is only for testing data, however is important to know who is
performing the test. In order to identify the person who is utilizing this portal, usernames and
passwords will be provided to allow access to the web application. Each username is connected
to one role and may or may not belong to a group. Three different roles exist: Register NIP,
User to NPI, and Register Vendor.

“Register NPI” is a group concept allows the portal to collect NPI (National Provider ldentifier),
whether it is an individual practice, a group practice, or a hospital.

“User to NPI” allows associating multiple providers under the NPI for this organization. The
users can be added to a NPI group where the test for the NPI group will cover all of the EP/EH
users associated to the group.

goina electronic submission and G =
- Registration X

2 Register NPI

O

n Add User to NP —

Register Vendor

hds
o Cancel
edeéd at your own speed and on '

Table 1.1- 1 Role and Permissions

Role
Permissions Register Add User Register
NPI to NPI Vendor
View the documentation X X X
Send a HL7 message X X
Validation a HL7 message X X X
Delete a validation attempt for X X X
your user account
Generate an E-mail certificate X X
Manage profile (change
password, modify general X X X
information)
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4.1  Register NPI (National Provider Identifier)

Register as “NPI” (National Provider Identifier) as group practice or individual professional. DSS
will accept either from the Stage 1 Attestation certificate or from the MUST Portal. The NPI
group can be a single EP, a group practice or hospital organization. The NPI group will be able
to associate registered users to the NPI group, by the NPI group administrator. The NPI Group
Administrator registers the NPI group is the NPI group and only the NPl Group Administrator
can add users to the NPI Group by using “Add User to NPI” with additional information. This
enables the testing performed by the administrator to cover all the EP users in a practice. The
NPI filters out extraneous information so only the attempts from your NPI are display in the
validation tab. The EP user will be e-mailed a “Stage 1 Certificate” with the EP’s name on it and
all the testing performed by the person who initiated the test. The EP can submit the Stage 1
certificate as part of application to DSS under his number with the NPI group test.

The Portal will store the NPl and e-mail to be used with the group of users in order to manage
its validation process. This NPl number will be printed on the Stage 1 attestation certificate and
must be the one used while registering in DSS MAPIR. This initial registration for the group will
create an administrative user who is part of the NPI group, as well as the group itself.

When registering as an NPI group representing a single provider practice, you will be asked to
provide the NPI and the group password for your group, as well as your own email and new
password for the Portal. You will not use the “Add user to NPI” function.

TO CREATE A NPl GROUP

Click on the “Register NPI” button and provide your NPI group information.

HPI Group Registration | f

- Plzase provide your NPl group
* information |

Group NP :
1407833488
Group Password :
Admin E-Mail :

test@stfranciscare.org

Admin Password :

Continue:

Click on the “continue” button and provide general information about the group (all fields
are required).
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NPl Group Registration

@ Pleaze provide =ome informaticn
First Hame :

Alejandra

Last Hame :

Martinez

Facility Hame :

OPH

Facility Address :

410 Capitol Ave

Facility City :

Hartford

Facility State :

CT w
Facility Zip :

05134

Facility Phone :

260-500-7676

Facility Type :

Group Practice b
Attesting to MU Stage 17 :

e w
Enrolled with CT DSS MAPIR? :

Mo b
ONC Certified EHR #:

78063

Who is your vendor of EHR
Product? :

Consilience

Hame of EHR Product :
CIRTS

EHR Product Version :

2.0

Go Back Continue

Click on the “continue” button. You will see a distorted picture (a “CAPTCHA”) with a few
characters that you will need to type in, for security purposes. You can click Refresh to

try a different picture.

MUST Portal User Guide
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NPI Group Registration X

Please enter the text from the image | |
below

Refresh

Answer:
crna’l

Go Back ‘ Finish

Click on the “Finish” button and a pop up will notify you and a confirmation email will be
sent to the email you provided during registration.

P RN R TN T AR WA R T NN 7T I W TR AT T Y I F A N e

¢ WPl Group Registration bt

ﬁ Successfully completed
i Registration E-Mail Sent
Close ]
|
All e-mail addresses are verified at the time of registration. MUST Portal will send out e-

mail confirmation from the mustportal@ct.qov (example below) with a link in the body.
Please confirm by clicking on the link.

From: mustportal@ct.gov

Date: March 21, 2014 at 12:22:39 PM EDT
To: dahiana030393 @hotmail. com

Subject: MUST Portal Group Registration

Meaningful Use State Testing Portal

Registration
Hello, Alejandra
You have registered successfullv with Meaningful Use State Testing Portal. To login, please click here.

E-Mail Address: dahiana030393 @hotmail com

API Key: c5955d78-cf11-40da-bec3-c05683b9383¢

Group Password: 123
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4.2 Add User to NPI (National Provider Identifier)

To add a new user to a NPI group, you must supply the NPI group number and password
supplied in the creation of the group.

TO ADD A USER TO NPI GROUP

Click on the “Add User to NPI” button and provide your NPI group information.

Add User to Group #

Please provide vour NPl group
information

Group HPI:
1407833485
Group Password :
739554

User E-Mail :
usuariol@stfranciscare.org

User Pazsword :

Continue

Click on the “Continue” button and provide some general information about the new user.

Add User to Group *

@ Pleaze provide =ome information

FirstHame :
Daniel

LastHame :
Allcee

Phone :
R60-569-8974

Go Back Continue
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Click on the “continue” button. You will see a distorted picture (a “CAPTCHA”) with a few
characters that you will need to type in, for security purposes. You can click Refresh to try a
different picture.

Add User to Group X
Please enter the text from the image
below

.

-

Refresh

Answer:
,32xgae

|
Go Back | Finish

Click on the “Finish” button and a pop up will notify you and a confirmation email will be
sent to the email you provided during registration.

Add User to Group *

a Successfully completed
Registered with id 044ed31d-1cad-40e9-
bS0a-000f3afs5159

Close

All e-mail addresses are verified at the time of registration. The MUST Portal will send
out an e-mail confirmation from the mustportal@ct.gov (example below) with a link in the
body. Please confirm by clicking on the link.

From: mustportal(@ct.gov

Date: March 21, 2014 at 12:22:39 PM EDT
To: dahiana(30393/@hotmail com

Subject: MUST Portal Group Registration

Meaningful Use State Testing Portal

Registration
Hello. Alejandra
You have registered successfully with Meaningful Use State Testing Portal. To login. please click here.

E-Mail Address: dahiana(030393 @hotmail com

API Key: ¢53955d78-cfl11-40da-bec3-c05683b9383c

Group Password: 123
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4.3 Register Vendor

When registering as a vendor or third party integrator the Portal will store a unique id
and e-mail to be used to manage its validation process. This unique identification filters
out so only your attempts are display in the validation tab.

TO CREATE A VENDOR

Click on the “Register Vendor” button and provide your information.

Register Vendor A

@ Please provide vour information

Company Hame :
DPH

User E-Mail :
alejandra.martinez@ct.gov

User Pazsword :

Continue

Click on the “Continue” button and provide some general information about the new
user.
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Register Vendor
@ Pleaze provide zome information

First Name :

Diane

Last Name :
Brown

Address .
242 Main 5t
City :

IManchester

State :

cT v |
Zip:

05040

Phone Humber :
2680-8596-T205

Cell Number :
260-741-8523

Product Hame you're testing? :

AccuCare

EHR Product Version :
87.0.0

Go Back Continue

Click on the “continue” button. You will see a distorted picture (a “CAPTCHA”) with a few
characters that you will need to type in, for security purposes. You can click Refresh to
try a different picture.

| Register Vendor X

’

|
8!
FE|

|

Please enter the text from the image '
below

Refresh {

| [eesm |

Answer:

Go Back Finish ‘
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Click on the “Finish” button and a pop up will notify you and a confirmation email will be sent to
the email you provided during registration.

Register Vendor b4
a Successfully completed
Registration E-Mail Sent

Close

All e-mail addresses are verified at the time of registration. The MUST Portal will send out an e-
mail confirmation from the mustportal@ct.gov (example below) with a link in the body. Please
confirm by clicking on the link.

MUST Portal Vendor Registration

mustportal@ct.gov
Fri 3/21/2014 12:50 PM
Martinez, Alejandra

Meaningful Use State Testing Portal

Registration
Hello, Alejandra
You have registered successfully with Meaningful Use State Testing Portal. To login, please click here.

E-Mail Address: alejandra.martinez@ct.gov

API Key: 82878153-2033-41e5-bf23-91664£f7c008

Group Password: 144da8d5-6aab-421d-9ee4-7d4466909fad

TIP:

Please make sure that your e-mail application is not sending this email to your spam or junk e-
mail box. Follow the process of your e-mail application to prevent this sender being moved to

these folders in the future.
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Chapter 5 - How to use Documentation tab

Meaningful Use State Testing

TUTORIAL

The Documentation tab shows a list of helpful resources provided to help you in the validation
process, organized by Service category.

If you click on the triangle next to a service category you will see a list of the various documents
that are relevant.

Meaningful Use State Testing b )

TUTORIAL

Decuments [Browse for Versons|

Mare Descrpton
P Amouncemes Viez Arncuncements 4
P immeezation Immunzstor Asated Cocuments .
P T Gude \mrranastos L7 Gude
PPN S Tremgent PHN NS Tarssot -

If you then click on the triangle next to a document, you will see a list of versions. Each version
can be accessed via the grey icon in the Download column.

MUST Portal User Guide Page 25



.-

- Q1 Sy vt O 0 P

Meaningful Use State Testing -

TUTONRIAL

Documents (Browss ks Versen)
Marw Dwscrpten
A Amouscerem Weo Arnouncements ‘ I
Vawons
Vewe Tipe Scuce Dowred
1 . 00 www.CLgOWdphTwp vew aspTand 1060qe40s052 B
4  Imrusgeen Imerunzatos Nested Cocuments
Varwze
Versos Type Seuce Dowsosd
1 - 52w ot Gowdphices v anp Tee 3 36803382 a
1 rtpae Arncuncement for Nesdreas 1o moane dats riz Im a
1 - 5 Twww £t GO o = E}

If you click on the grey icon for a document, you will get a pop up with a link to the document. If
you click on the link, the document will pop up in a new tab or window.

T FT e pe e

Download
Cownload ! View : Immunization guide

Close
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Chapter 6 - MANAGE PROFILE

The “Manage Profile” option allows the user to edit the user’s general information, for example:
change passwords, addresses, names, and phone numbers.

| grousie™t 14149715836

grousPras word 12

Phene BA0.505-2078 =
Losthiame Afoss

The information shown depends of the type of user. Double click on a field to change the
information within.

NPI user Administrator:

The “NPI administrator” can change:

e Last Name

o First Name

e Facility Name

e Facility Address

e Facility City
o Facility State
e Facility Zip

e Facility Phone

o Facility Type

e Attesting to MU Stage 1

e Enrolled with CT DSS MAPIR?
e ONC Certified EHR #

e Vendor of EHR Product

¢ Name of EHR Product

¢ EHR Product Version
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NPI user Group:

“NPI User Group” can change:

e First Name
e Last Name
¢ Phone Number

MUST Portal User Guide

Vake
14141715808
08134
Oroup Fracice

410 Captat Ay

Ve
Darie!

14149715858
12
B40-525-2078
Aloes




Vendor user:

A “Vendor User” can change:

e Last name

e First name

¢ Phone number
e Company name

e Address
e City

¢ State

o Zip

¢ Phone Number
e Cell Number

rwj” twten | SendUansage | Vastutsn | Uneage rone

Change Fesswora

6.1 Change Password

To change a password click on “Change Password” button, provide the old and
password, enter your new password twice, and then click on the “save new password”
button.
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Change password b4

@ Please enter your password

Old Password :

New Password :

Repeat New Password :

m.m..l

Save new password

6.2 Forgot the Password
If a user forgets their password, the portal provides an option to reset the password and will
send them an email with the new password assigned.

To reset the password

Go to the “Stage MUST” portal and click the “Login” button.

' Stage 1 Meaningful Use A x

€ - C [ stg-dphmust.ctgov:8080/portal/

i@u Meaningful Use State Testing

LOGIN

REGISTER

Provide your e-mail address and click on “Forgot Password” link.

User Login X

@ Please enter your credentials
E-Mail Address :

alejandra.martin ez@ct.gwl |
Password :

Forgot Pagsword

Login
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A window will pop up asking you to confirm your request with the option buttons “Yes” or
“No”. Click on “Yes” button.

Question b4

The system is about to send the email with vour new password
to your mailbox. Proceed?

| Yes | Mo

A pop up will notify you thét your request has been submitted.

Note o

i y Password was sent to algjandra. martinez@ct. gov address
\ _."'
=

o

Check your email to verify that the email with the new password is there.

(UAT on Staging) MUST Portal Password Reseat
mustportal{@ct. gov [mustportal @ct gov]

Sent: Swnday, March 23, 2014 5:36 PM
To: Martinez, Alzjandra

Hello, Alejandra

Your password was changed successfully. Your new password 1s: xEO§WPy1

MUST Portal User Guide Page 31



Chapter 7 - SEND A MESSAGE

The Send Message tab is where you either “cut & paste” or upload a file containing the HL7
messages to test and validate.

The test is for one message only. Please do not submit a file that contains messages for
1 year or even 1 day. Do not “cut & paste” or upload a file with FHS/FTS or BHS/BTS
segments. This will cause the validation status as ‘“failed”. This message will not be
parsed.

e il el e o

TO SEND A MESSAGE

Choose a service type for Immunization validation —“VXU HL7 Validation Immunizations”.

o T s | Vi | e
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If you want to “cut and paste” the HL7 message, paste into the Message Contents box.

Jocumentation I Send Message I Validation I Manage Profile TUTOR

WU HLY Walidation - Immunizations n

MSH"-SEEHR" TouchWor CIRTSICIRTS2014031 301 250U 04 VXL WVD420445T2.5.10AL
PID{1§0020348 1~ MRIDahiana"Rivera®***L|Luz[20140303|Fi2108-3"White"HLT 000516 Duval
St“Manchester*CT 06042*USANMI*EPRN"PH" 18505537845 Jes Spanizsh*HLT 020502 186-5"Not Hispanic or
Lating"HLT 01 2HINIIZ01403 14N

PO NA20140314

HNE1MAmpare*Rivera™**LIFTH*Father"HL7 006316 Duval ST**Manchester*CT*08042*USAH 12 3|(560)563-
TB45"PRN"PH " 3E0"4TB536T]

ORI

FOCAN 12014031 2(2014031 220 DTa P CVX 1]999+ 0~ L1001 23N IP00 1 /5496276 1 36 Carter"L*M*L"{3496276 1 36" Carter"Jane*** NPl
2018051 8PMC sanofi pasteurMVAXICPIA]

RN Intramuscular*HL7 016 2RARight Upper Arm*HLT0163

[Q_Ii_lzgﬂCElﬂ-uﬂtlS-U“Vaccinatiun contraindication*LNJ HY POTON*Hypotonic*NMO0 1 INZ0100531

Or

If you want to upload the HL7 messages, click on “Choose Files” button.

cumantation | end iassage |  Valaton | Wanage Frorie [

WL HLT Walidation - Immunizations n

Send Message
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Select the HL7 messages and click on “open” button.

Organize v New folder = v @

[&=] Pictures *  Name ‘ Date modified
Subversion - :
i | 7] Scene_1_HL7_parsing 3/19/2014 12:00 PM
B videos [3) Scene_2_HL7_parsing 3/19/2014 12:53 PM
- i [;‘] Scene_3_HL7_parsing 3/19/2014 1:45 PM
N @ Scene_4_HL7_parsing 3/19/2014 2:36 PM
B muiatbons e g Scene_5_HL7_parsing 3/19/2014 2:52 PM
| 7 Scene 6_HL7_parsing 3/19/2014 4:05 PM

52 MartinezAle (\\exec\dfs\dph-us
& DPH-Groupsl (\\DPH-FS001) (S:
@ DPH-Agency (\\exec\dfs) (U:)
® DPH-Sharedl (\\dph-fs001) (V:)
® DPH-Sharedl (\\exec\dfs) (W:)

|| Updatelnformation 3/19/2014 3:17 PM

ﬁ Network

v «f i |

File name: Scene_6_HL7_parsing > [Allﬁles

| Open

The HL7 messages will appear in “Messages Contents” box.

martaton | sens Hessage | Vaitaton | wanage rrone

WHU HLT Walidation - Immunizations n

MESHP -\ E8H201 403180300V XUV 04142880081 3 T2.5.10T

PIDWOO1 88230 0soriotamparo®|Lilaj20120412)FR18 Duval St**Manchester* CT 080424 US4 ee" Spanish* HLT 0288 H Hispanic or
Latina*HL7 01 3800

HEAILilia*OaorioMTH Mothar*HLT 006318 Duval ST Manchaster CT* 06042 US54 (560) 266-6681

REANZ01 00625201 0062583  Hap A, pediadal, 2 dose"CVXI 00 Angalica Romerol 6220181 025SKBAGlaxa S mith Klina MWV XHCPY
RERIIM*Intramuscular*HLTO182|RAMRight Upper Arm*HLTO1E2

OBX]1|0TI20848-E"Vaccination contraindication/precaution effective date"LMNI1|2012082500F

Choose Files
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If logged into the portal as a NPI group user, the option “Completing Stage 1 Testing” checkbox
will be available.

If the option for “Completing Stage 1 Testing” is selected, the results of the validation attempt
will be used to generate the attestation certificate to any of the users in the NPI group. To
submit electronic data for Meaningful Use Stage 1, the green check mark will signify that the
attestation certificate has been generated. This validation attempt cannot be deleted.

If you don’t check the box labeled “Completing Stage 1 Testing”, you can continue to perform
and analyze data validation attempts. The results of the validation attempt will not be used to
generate the attestation certificate to any user in your NPI group. To submit electronic data for
Meaningful Use Stage 1, the red “X” in the validation tab identifies that there is no attestation
certificate associated with this test. This validation attempt can be deleted.

imentation I Send Message I Validation I Manage Profile

WXU HLT Validatien - Immunizations n

WMSHP-\&EEHR TouchWWarl CIRTSICIRTSIZ014031301 250 XU 04" WXU_VI4[20445T|2 5 1AL
PIDJ1p002024%1~~*MRIDahiana*Rivera™***LLuzi20140303F)2108-3"White"HLT 000516 Duval
St**Manchester*CT*08042*JSAME*PRN"PH"1" 860" 2637845 les" Spanish"HLT 02362 186-5"Not Hispanic or
Latino"HL701 ESINIMZ01403 14N

POW WAI20140314

NEAJ1|Amparo”Rivera™**LIFTH"Father*HL70083|16 Duval ST**Manchester*CT*06042" USAH 123|(B860)563-
7845 PRN"PH" 860" 4TB536T"]

ORCIRE[Z9990M

FXAINM[2014031 22014031 220" DT aP* C\V201[999 0 L0 0123 NIPO0 1/5408276 186" Carter" LM L5496 2761 86" Carter"Jang™ "~ NP
[20180518PMC sanafi pasteur MVXICHA]

RXRIM*Intramuscular*HL70162)RARight Upper Arm*HLT0163

OBX1ICEI30945-0"Vaccination contraindication*LNJ HY POTON*Hypotanic*NMOD 1201 00531

Send Message

Click on the “Send Message” button
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If the checkbox labeled as “Completing Stage 1 Testing” is checked, a popup window
confirming that you are attesting for the NPI will appear with the option buttons “Agree” or

“Disagree”

Confirm Attesting
|, Daniel Allbee, hereby certify that the test performed for submittal of electrenic
data was from the certified EHR technology for (14141715896). All documentation
that supports that this test was performed from the certified EHR technologies is
maintained by (141417158%8) and may be audited.

Dizagree

Agree

Next the security feature call a “Captcha” image will appear. If you are having trouble
with the image, you can click the refresh button to display a new image. You must type

the answer in the text box and then click “Submit” to complete the test.

W

Captcha Confirmation X

Please provide the Captcha text

2.

below:

Refresh [

AnsSwer :
|
(xf506 \

I Submit

When you click “Submit”, the validation attempt will be submitted to the Portal. A pop up will
notify you that a validation has been attempted and submitted.
Hote i
i ;, “four message has been successfully sent to the remote service.
= “ou will be notified when Validation Results are ready for
rEview.
Page 36
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A pop up will notify that a validation has been processed and is ready to review.

Information: Your message has been
processed. You can =ee the response and
validation results in the Validation
Section.
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Chapter 8 - MESSAGE VALIDATION

After a validation attempt has been processed, the results can be viewed at the “validation tab”,
with results listed separately by attempt.

r Abcat T 2 { Sand Nessag T Vaidatoo | Masage Protie
m L v |
Status  Csns Toestarg Servee Cal Type Service k User Emas i
> O V] 83212984 SYNC VXU HLT Vaidation - inmurezations Bt sejanana Qrotread cam
» o S 201a SYNG VU HLT Vidsbian « ivrunzations wud_sepndra@ctmed csm
Validation Results Certificate Generate Allowing the user to filter and search

based on particular values
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8.1 Tools

The portal provide options to sort, filter, fit columns, add and delete columns, status freezing
and group by status. For activate this option click in the columns labels a grey triangle will
appear on the right.

Mar 21, 2... )
Status  Certifi...  Timestamp Service Call Type
P i sortAscending /2014 SYNC
P | 03 SortDescending /2014 SYNC

Configure Sort...
Aute Fit All Columns
Auto Fit

m Columns »
; Group by Status

E Freeze Status

Filter by Date: Click on the “Calendar” button Eand select date range and then click
the “ok” button.

E Select Date Range s
From : | |
To: L H
Clear Ok Cancel

Move to scrollbar to the end and click on “filter” k button.
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TUTORIAL

Zer.ca Waar D

VXU NLT Vakdation - Ampnars mamnes@cr gav
VI HLT Vekdaloe - beesrszatens alepndrs mennesgct gov
VU LT Vakdatos - sagnore martnesgiol gav
VOO HLT Vakiation - I anane Ampnars ramnesQa gav
VI HLT Vakdalon - knerszatens tlepnsrs rannesgct gov
VX0 HLT Viakdation - imerzatens Aps marnes Gt oo

Sort Information: You can sort the results by date or by other columns. Any column in the
Portal can generally be sorted as well.

Configure Sort Option: click in the column’s label and a grey triangle will appear on the
right and then click “Configure Sort”. The user can now sort, add levels, delete and define

the order.
] sort
| @ AddLevel| | @ Dekete Level| [ Copy Level B E]
Column Order
Sort by User Email Azcending
Then by Certificate w | | Ascending v
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Setup Columns: click on the column’s label and a grey triangle will appear on the right
and click on “Columns”. The user can add or delete columns in the table.

Status Certificate Timestamp Service Call Type User Email “ I
ﬁ_: Sort Ascending 0342172014 SYNC audi_alejandra@hotmail.com
13 SortDescending 0212014 SYNC audi_alsjandrag@hotmail.com

Configure Sort...
Aute Fit All Columns

Auto Fit
m Columns | v Status
v  Cerificate
Group by Status v  Timestamp
v  Service Call Type
E Freeze Status Service

v  Uszer Email

8.2 Validation Results Tab
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Click on the grey triangle on the left to expand a validation attempt to show more details. The
Validation Results tab will show each segment, subcomponents of the data, and the validation
result for each. The parts of the hierarchy can be expanded and collapsed by clicking on the
minus and plus signs next to an item.

[ Zbet | Cocumentaten I Send Vesssge I Vakdshen | Manage Profie ! FUTORIALY  L0G OFF |
g v v
Stsus  CertA Treatarp Service Col Type Service User Lmat
E g X 03232014 SYNC VAU WLT Vaktston - mmunizetons cahana030353Qhstmal com
Vaddaton Resuts | Message Conlents Actony Ot Vessagon
tin=e Resut
v & PO Name Of the Segment 0K Every ViU 8as coe PO segment
D POl nvaid Every VAU has ooe PO1 sepment
O E] Nt nvaid The PO sepment 0 a VXU may Rave Zerp or more NK1 segments
= B uxi s nvald NK1 Sepment 81
& Nkt 1 Segment and field number K Tre 1K1 1 feit s reqeres  the rule used to validate this segment
o Q2 OK: Tre 10€1.2 fei2 o rogeres
Validation 0% (& @ N1 3 OK The NX1.3 feid i recueed
v 0 NKT 4 OK The X1 4 feld n regured
= D NKL S vadd The NX1 S foid i required
Validation Liroe @v.z vakd The XTN.2 % & requred
8xma Irvale The XTI D feld & requred
£ e nvakd The XTN 2 %eid i requred
gxmr vakd The XTN T fedd & requeed
Q1 0K The NX1.8 feld & optona)
Qncrr vasd The N1 T feic is 1ot susporied <
‘. m N

Each row of the table has an entry for the "Status" column indicating if the message was
considered by the system to be successful or to have failed. This is indicated via a green
checkmark (for success) or a red "x" (for failure).

8.3 Message Contents Tab

With the "Message Contents” row expanded the user may view any messages associated with
the one sent, such as the initial request (sent by the user) and the response (sent back by the
system).

8.3.1 Request Tab

The Request tab shows the parsed content sent in the HL7 message by field. The user can
view:
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¢ Name of the segment and field number
¢ Value (data sent)
o Description (name of the field)

E

[sesessae | [rsse e IS

L.

3 ol

R

Statge - Certh Tmastamp  Service Cal Tyge Service User Lmal
483 0O | oawousnc VXU NL? VaMesen - mmusizators Saneall0FI@rotmas com
Vicdaton Aesuts | umm Cotests | Actibrs | Chit Uessages
Reguest Reszanse
Ve Ve Descrgptan
WOAT UOZUaSI7 oo
®cxs MR Idant@isr_Type_Coda
= @ PDS Patient_Name
® xPN 1 Rivera Family_Name
® xPN2 Dahiana Given_Name
L L Hame_Type_Code
®FODG Luz Mother_s_Maiden_Mama
e FO7 20140303 Date_Time_of_Bth
®rFoD8 F Sex
-~ ®POD10 Race
®cE 21063 entfiec
®CEZ White Text
L ®CE3 HLT0005 MName of Coding System_
HLT Tree H?

8.3.2 Response Tab

Show the ACK message obtained. The user can view:

e Name of the segment and field number
e Value
e Description (name of the field)
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I o I Tsu ~T 7[”"’*"‘* TUTORIAL LOG OFF

= =] F
Status  Cemifi Timastamg  Sareco Cal Tyge 5«\(:0 Vear Email
43 B 035233014 SvI VXU LT Vieksation - smmnizatess dnsned 3033 @tatrwd com
Vabtaton Resits | Ueasage Corsemts | Actors | Cnkd Uiessages
Qsquest | Resoonse
r— Vaue Descrpsen '
= Message Header I
® MSH 1 | Field_Separator |
® MsHZ & Encoding_Characters |
® MSH3 0361 Sending_Apglication
® M5H.4 X658 Sending_Facility e
® MSHE 0362 Recening_Application
® MSHE 0362 Recamng_Facility
® MSHT 201403130125 Date_Time_Of_Message
- @ M3 9 Message_Type )
® MSH 10 62891916535 Message_Control_ID
® MSH 11 T Processing_ID i
- orac 2L Lmwmimen A0 'x
HL7Tree | "y -
!
B — - - " . - I i

The option HL7 shows the response obtained in format HL7 message.

Abost | Dacunenistan | Send 9 Usrage Frotie
14
m | ¥
Staus Ceit.  Timestamp  Service Cal Type Seryce User Exat
40 A 322018 SN VI HLT Vaidatan - Immunzations 4ahiaa033353@hstmal con

| Waidston fesults | Nessage Contests | Achene Cnig Hessages

Reguas! Reaporas
NESHP-R035 IES0 3520322201403 13D 125VI0L VD4 VIQU_VOSE2EI F1ESI5TI2 S 1RALIR MSAAAS22913 16535 Accepie D0 ALK AGOML

e Y|

8.4 Actions Tab

The Actions tab allows the removal of a validation attempt or generation of an E-mail certificate.

4 & a 03/21/2014 SYNC
[ alidation Rezultz H Message Contents " Actions "

| Delete Validation Attempt |

| E-Mail Certificate |
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In the Actions tab, an E-Mail Certificate button will be available only if you or another user in
your NPI group checked the Completing Stage 1 Testing checkbox when submitting the
validation. If this button was selected, an email containing a certificate will be sent to your email
address.

The “Delete Validation Attempt” button will be available only if you don’t generate the certificate.

8.4.1. Delete Validation Attempt:

To remove a validation attempt, click on the button and confirm the request by clicking on the
“ok” button.

Certificate Sent *

i . vour certificate has been 2ent to vour registered e-mail
)
-

s
L

0K

A pop up will notify you that a validation Attempt record was successfully been deleted.

Success b4

i . Walidation Attempt Record Successfulty deleted
)

o
i

oK

8.4.2 E-Mail Certificate

This option is using to resend the certificate to your email account and only is available if:
¢ You checked the Completing Stage 1 Testing checkbox.

The message was OK and you are login as a NPI user group and the checkbox labeled as
“Completing Stage 1 Testing” was checked, the system automatically sends an email certificate
in pdf format to your email.

To generate an E-mail certificate, click on the button and confirm the request by clicking on “ok”.
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E-Mail Certificate b4

Are you surg?
? ¥

A pop up will notify you that validation Attempt record was successfully been sent it.

Cenrtificate Sent *

v rour certificate has been sent to your registered e-mail

r

N

Check your email to verify that the certificate is there in pdf format.

From: mustpor tal @ct.gov

To: Martinez, Alejandra

Cc

Subject: MUST Stage 1 Certificate

MUST Portal User Guide Page 46



TR, .
?@{; State of Connecticut DPH)<zie.
X, Department of Public Health - Healthy

&

Certificate of Public Health Meaningful Use Stage 1 Testing

DPH Test Certificate Number: 7d59f55a-7bc4-4649-a6fd-bad38ad5afc

Name: Clinical Test

NPI: 789

I, Alejandra Martinez , hereby certify that the test performed for
submittal of electronic data was from the certified EHR technology for

Clinical Test (789) . All documentation that supports that
this test was performed from the certified EHR technologies is maintained by

Clinical Test (789) and may be audited.

Test was performed by:
Name: Alejandra Martinez

Organization: Clinical Test
Address: 410 Capitol Ave, Hartford, CT 06134
Phone Number: 8602686691

E-mail: alejandra.martinez@ct.gov

CT DPH — Stage 1 Public Health Reporting Measure tested:
Immunization

Status of Test: passed, Not Valid (UAT testing|
Date Test Performed: 2014-03-18

Time Test Performed: 08:53:03.007
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Charter 9 - MANAGE USERS

The “Manage Users” tab allows the NPI Administrator the following:

> See all users associated to the group NPI as group users

» NPl administrator is labelled as Group Administrator

> NPl administrator can edit the general information from this, for example: Facility name,
addresses, names, and phone numbers

Aboul | Documestaton | Sena Message | | Manoge Erone | Manage Users
Group NRL Orcup Passwond
4 B5358683 123
il

¥ o sicjanayadhoimal com
#  slsiarors mikenn anes@omat com

Home
prowpPassaced
LastName
FophPr
FazfeyShore
Fosthame

vy v v eww

How Edit Information:

1. Click on the arrow at the side on the Group NPI

User Groups

Group MNP Group Password Facility
b §B52963 123 Prueba 10

2. The system displays all accounts associated to NPI group; the first account belongs to the
administrator account.

User Groups
Groep NP1 Group Paasweod Faciny
- 552083 123 Prusts 10
Users
E-mmt Acle
P suo_piejpndragihotmad com Growp Aommistrator
P sepandrs miens smasiomel com Gronp Uner
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3. Select the account that you want to edit and click on the arrow at the side on the E-Mail column

Group NFY Groep Passwore Faciiry
| « ss088 123 Prusts 10
E-Mad Role
« fruni_slemnara@rctmal com Group Admnistrator
tame Ve
b Fecltylop psIR
b Fisthare Ao
b groupPasswero 133
b FecExyPhone [REREEX LT
b VencorHN Test
P AnetingMUSIage Yen
P ONCCertfied TES ]
b FacityName Prusta 10
P NameErSProduct Tost !t
b FaciyCly Hiwtloy
b FacleyAcdress 410 Capeol
F LastName Martnec
P FacityType Ep
b FacityStale cT
b groaphP BE25€3
b EnmlesCY Yes
P EHRProsct/erson 10
b sicjonare miena Bnas@omail com Group User

Or
| oo s | o e e s v [ I
[ - =
‘ User Grouow
Group NSO Group Passwers Faclty
4 52063 e ] Pruste 10
sen
EMap Role
P augi_piejaocra@hoimad tom Group Acministrator )
# slegancrs miens sties{domal com Growp Usar
Frepertnes
Name Value
b groupSasewcsa 123
b Losthome Eoowm
L 852963
b FaulnProne mnn
b Finsthame Diann

.

4. To edit the information double click on a field to change the information within.
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Cous NP1

Gropp Fraswont

Usar Groes

Faaiy

What Information can edit the NPI Administrator User?

For his role, it can change:

Facility Name
Facility Address
Facility City

Facility Zip

Facility State
Facility Phone
Facility Type

Last Name

First Name
Attesting MU Stage

Enrolled CT

Vendor EHR

Name EHR Product
EHR Product version

0O 0 0O O oo o 0o O o0 o o o o

ONC Certified Number

#  BSR ps ) Frostin 10
lvers
E-um Ruke
«  w sleaccra@hctmisd con oD AaTEmeTDr
Propertes.
Harre vialue
b racnie 06133
P Pextiare
P grogFwsaced >
b PacinFhone TSI
P Vecdatre Tont
P AteatingUTtage -
P ONCCetws
¥ Teonytans Froet =4
b NemeDiRPromst Al
b Fon Gy Martios
b Fausyasdess 410 Capiod
b Lesthome Mardrer
b FoumyTyre e
b FoulnySinte T
P grouphiee 52563
b SrfedCT ves
b EHRPromxVersion w
P slepecin mieny areeQgrral oo Geonp Lises

e For the NPI users associated to his group, it can change:

o First Name
o Last Name
o Phone Number
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 grougPras weed 12 |
Ehens PA0-525-2078 =
Losthiame Alee

The NPI Administrator User cannot change:

» Email accounts
> NPl number
» NPI Group Password

These changes the user must contact DPH directly using dph.must@ct.qgov e-mail
address with the request.
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Charter 10 - How a NPI user can resend the Certificate generated
by NPI Administrator user

This option allows to the NPI users associated to a NPI group resend the certificate generated by the NPI
administrator to his email account with the NPl user name at the top of the certificate.

Prerequisites
e The certificate must be previously generated NPl administrator.

e This option is only available for users NPI associated to a NPI group.
How Users resend the certificate
e Login to the system as NPl user associated a NPI group

e Click on validation tab

o The system should display the validations generated for you and for your NPl administrator user.

See image
Agout 0 | Semd Merage Frofie
B |
™ -
Status Cenfl. Timest *  Senvice Cal Type Servee
r O V] 1022015 SYNG VX HLT \Vabdaton - immuncations 2isjancrs méena anas@orai com
r O V] 127912014 SYNG VXU HLY Visidation - immusizsticos sudi_skegaecrs @horead zom
v 3 o 127312018 SYNCT WOOU HLT Vakdation - immun@ations audi_sisjerdraghormal zom

e The validations are sorted in descendent order from newest to oldest.
e In User Email column you can see who generated the certificate.

e Select the validation and click on the arrow located at side of the message, see image

I e o | SengMessage | [ Marage Srotie FUTORIAL Y  LOG OFF
| v -
States  Cenifi.. Tnest, * Senvite Cod Type Senwe User Emad
r O V] D1O22015 SYNC IO HLT Validetion - lmmunizaticns slejancra mibena sras@gmai com
EP» 9 10N SING VL HLT Viiction - trmmunignticns uct_nimgan e @ertmae com
e s e e
Name Rawn
=&Ccars20 O Viskdlation for CATS 20 -
= Qusn 0K Every message bagies with an MSH L
= @usun OK: MSH Segment 31
F YT Pl W M0 ¢ M b b |
e Click on Actions tab
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e C(Click on E-Mail Certificate button, see image

TUTORIAL LOG Orr

v w v —
Abont | Do | Sena ge | | Manage Profe
Stess  Cenfl., Timest, ™ Service Col Type Senite User Emal
» ° o 01022015 SYNC D04 MLT Valicetcn - Immuncanons slejanda miens anasomal com
VL HLT Valiowton - mmusaalions wtl_shjpecraQhconsl com

+« 9 <9 1203472014 SYNC
r

A0S
EMeak Cervticate

Click on the button and confirm the request by clicking on “ok”.

E-Mail Certificate

r Are you sure?

o A pop up will notify you that validation Attempt record was successfully been sent it.

Certificate Sent

i j our certificate has been sent to vour registered e-mail
ey

e Check your email to verify that the certificate is there in pdf format.

MUST Stage 1 Certificate

mustportal@ct.gov
Sent: Fril/2/2015 2:55 PM
To Martinez, Alejandra
] Message 'T|7badea05-2357-4c24-b19f-eBa6BeB cccdd. pdf (475 KE)

o When you opened the certificate, you should be available to see the original information at the

time of creation, the only field that changed is the name of the person who requested the
certificate on the certificate top line (for the case your name). See image.
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"gﬁy‘ State of Connecticut DPH Keaping
£ Department of Public Health -y
o -

=

Certificate of Public Health Meaningful Use Stage 1 Testing

DPH Test Certificate Number: 46f29962-5a9d-4144-a455-62b536bc7156

Name: Diane Brown

NPI: 852963

|, Aleja Martinez , hereby certify that the test performed for
submittal of electronic data was from the certified EHR technology for

Prueba 10 (852963) . All documentation that supports that
this test was performed from the certified EHR technologies is maintained by

Prueba 10 (852963) and may be audited.

Test was performed by:
Name: Aleja Martinez

Organization: Prueba 10
Address: 410 Capitol, Hartford, CT 06132
Phone Number: 222.222.2222

E-mail: aydi_alejandra@hotmail.com

CT DPH — Stage 1 Public Health Reporting Measure tested:
Immunization

Status of Test: Passed, Not Valid (UAT testing)
Date Test Performed: 2014-12-31

Time Test Performed: 10:19:39.637
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How Group Administrator are sending Users’ certificate to themselves
e Prior to logging in as the User associated with NPI, please add a rule to each of the user’s
account in the e-mail system to automatically forward any e-mails from the about below to the
administrator’s e-mail address:

From: mustportal@ct.gov [mailto:mustportal@ct.gov]

This will eliminate the need to have the user to look for the e-mailed certificate and forward.

Follow the instructions How Users resend the certificate above.

This work around will be replaced in the next release so that there is a button for the NPI
Administrator can perform this function without e-mail rule.
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Chapter 11 - Tutorial Information

About Tutorial

You navigate through the Portal using 5 tabs. You will primarily be working with 3 of them.

1.About - How to use the Portal.

2.Documentation - A central repository of all you need to build an interface including
interface details and contact information.

3.Send Message - This section allows the user to send messages synchronously for
testing.

4.Validation - This section allows the user to review their sent messages.

5.Manage Profiles - This section allows the user to modify user information, including
your password.

Moving through the tabs on the MUST Portal allows the user to validate HL7 structure and
mapping according to CT local guides for building the HL7 interface. Once you have configured
the interface, testing HL7 message parsing and validating is fairly easy. MUST Portal is
available for use 24X7 with immediate response for all functions can be accessed using the tabs
and tree hierarchy.

Documentation Tutorial

The Documentation section links to an online repository listing all of the interface templates
available for EPs and EHs and their vendors for the HL7 interface. The tree structure is
expanded or collapsed for each area with capability to download documents and links to a
separate page.
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.@\; Meaningful Use State Testing

Service |
4 VXU HLT Vaideton « mmunzations ‘
De: (Bruwse for Vi
Name Jescreton
i - §:4EB>QHMNCW1‘ DN -;IYB AN
Yersons
Vargen Type Source Downned
! e httooTwww ot gowdphvowp/view asp 782 1 285230 t
A Portel amer gudle Sercle document
Verszas
Versan Type Seurce Downiced
1 appicatondynd spenamiformats-oficedocument wat  MUST user gude draft € docx a
\’ 4 DPH wab ste Sampie Ink
Versena
Verago Type 7 Seyres Downicad
‘ "t s ffw e €2 goeidpn &
3 ni i Oct govidph & e

The Documentation page includes all the resources for building a compliant HL7 message for
your interface. Resources provided includes User Guide that walks a user through to process to
test a message and generating the Stage 1 attestation certificate. Additional documentation
includes implementation guides, web site links and other interface template information as well
as information to prepare for PHIN MS connectivity.

Send Message Tutorial

In the "Send Message" section, the user can send test messages without needing to establish
to DPH or test connectivity to the receiving system. The "Target Service" drop-down (current
only has immunizations) will allows the user to select from a list of services. NOTE: There may
fewer or other available services and the expected message formats may vary according to the
target service.
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Meaningful Use State Testing

Documentation | Send Message Validation Manage Profile LOG OFF

‘ Name Description

115 NIST Tast1 Pra-test for NIST Test 1 Validation for Immun..
VXU HL7 Validation - Immunizations HLT Validation for Immunization Messages

croone i

The user will need a sample message to send into the service. Please contact your interface
vendor ho how to generate test message from your electronic system. The MUST portal can
support a "copy and paste" into a window or upload a file. The user may then click "Send
Message," after which the button will be greyed out while the message is processed. If the user
is looking for the attestation certificate, it is the same process just answering additional question
for this test. The certificate is e-mailed to the logged in user account if they are EP or EH user
type.
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Meaningful Use State Testing ;
[(R{LT-

LOG OFF

VXU HL7 Validation - Immunizations v

MSH"~\3EX621201301015VXU"V04/13430383718M2.5. 10T
PIDdbH340235CASINOWA JOHNATTHAN "CARLOSTAYLORI20130101|ME265 SLATER
STREET*MANCHESTER"CT*06106Mien"English"HL702968MH"Hispanic or Latino*HL70183/0009{Y**HL70136/1M
NKULORFTAYLORIMTH"Mother"HL70063/265 SLATER STREET*MANCHESTER"CT*061061{8883)838-8888
RXAN20120101{20120101108"Hep B, adolescent or

pediatric”CV/XI0.5800¢ BELLAGRAHAM*4x63mDh8345/20130101/3KB" GlaxoSmithKline MY XECPI20130101
RXRill"inframuscular"HL70162/LG"Left Gluteous Medius"HL70163

0BX/1[TSI26768-9"Date Vaccine Information Statement Published*LNi11201401015F|

Choose Files
Send Message

Validation Tutorial
In the Validation section a view of sent messages are presented. This is the most complex

portion of the MUST Portal. Message Contents can be viewed, actionable responses to correct
errors are presented and Validation Results show validation rules that were performed.

Meaningful Use State Testing 3 ;

LOG OFF

Status  Certifi...  Timestamp Service Call Type Service User Email
P & a 01/15/2014 SYNC VXU HL7 Validation - Immunizations test@testmail.com

Here's how to analyze your results:

1.Each column in the table ("Status", "Timestamp", "Service Call Type", etc.) has a text
field above it, allowing the user to filter and search based on particular values. The
Portal may be configured by administrators to show additional information in these
columns, such as "Service" or "User E-mail".
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2.Each row of the table has an entry for the "Status" column indicating if the message was
considered to be successful or to have failed HL7 parsing. This is indicated via a green
checkmark (for success) or a red "x" (for failure).

3.Finally, each row has a small, grey arrow on the left-most column, which allows the row
to be expanded.

In the simulated testing examples below, the test result is expanded by clicking on gray triangle.
Expanding a row reveals three additional sub tabs:

"Validation Results" - allows the user to see a tree representation of the validation rules
performed.

"Message Contents" - allows the user to view message contents.

"Actions" - allows the user to take actions specific to that row.

NOTE: Each of these rows within each tab can also be expanded by clicking its own
arrow.

] ]
Meaningful Use State Testing 3 ;
Validati LOG OFF
= x| & E
Status  Certifi...  Timestamp Service Call Type Service User Email =
A Q m 01/15/2014 SYNC VXU HL7 Validation - Immunizations abhilasha.korade@ct.gov
J Validation Results “ Message Contents H Actions H Child Messages ‘
Name Result ‘
=& CRTS 2.0 Validation for CIRTS 2.0 B
E] Q MSH Every message begins with an MSH _‘E:‘
: = o MSH#1 MSH Segment #1
0 MSHA The MSH.1 field shall be |
. o MSH.2 The MSH.2 field shall be *~\&
@ nsH3 The IMSH.2 field is required
- usH.4 The 1SH.4 field is required
2 0 MSH.S The MSH.S field is required
D usHs The MSH.6 field is required
- O MSH.7 Format must be YYYYMMddHHmm[S}+-Z
" a MSH.8 The MSH.8 field is not supported
=& MSH.S The MSH.S field is required
& nsc.1 The MSG.1 field is required
L. use2 The 11SG.2 field is required =
- MsH.10 The 14SH.10 field is required 3
o . 2 =

With the "Validation Results" row expanded the user may view the validation rules applied to
this message in a tree structure, including the name, text result, and if the rule passed or failed
(indicated via green checkmark or red "X"). Rules are organized into a hierarchy, with any failed
rule causing its immediate parent rules to also fail.
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Aot |M|s~m| Vakdatcn |qum|. LOG OFF

Swa  Cedf. Tmesaop  ServceCalType  Senviee User Esat
«0 0 RN SNE VAL M7 Vikdsion - immusizations dase bater@et gor
Veldaton Resuts | Ulsssage Contents Actons | ChidMessspes
tame Resat
= [oRTs20 Vaktaten tor CRTS 28 -
= sy Every measags begns wih a8 USH :
= Qusin USH Segment 51 -
& usir The 3 1 feld sad e
Qusq2 The 5K 2 feid a2l be 3
Busis The USH 3 feld 8 requred
Qusis The S 4 feld s reacred
Lusas The WSH S fad i requred
BusHe The WSHE feld & recured
Qusar Foomal must e YV Y YMUSSHm{Se-Z
Qusiis The S fekd i nol sugponed
= Qusis The WSH & fed i recursd
Qusar The WSG  feid s requred
S musq:.s.s‘;m“
L)
< s L - B

With the "Message Contents" row expanded the user may view any messages associated with
the one sent, such as the initial request (sent by the user) and the response (sent back by the
system).

Meaningful Use State Testing

4 O %] 011152014 SYNC VXL ML Vasdatien - smmurizaticns anhissna Azradezt goe B
Valdmon Resats | Message Cortsnty Aztons | Chibd Messages
ROIMH! Responsge
tinme Ve Descreten |
= @ VXU_Vod Unsolcited_vaccination_record_updatelUnsclicite |
= @ MSH WMessage_HeadarMessage_Header |2
® MSH 1 | Field_SeparatorField_Separator |
® MSH 2 '3 Encoding_CharactersEncoding_Characters
® MSi 2 %68 Sendng_FacatySending_Facility
® MSHT 20130101 Date_Tma_OfF MessageDate_Time_Of Message
= ®MSHE Massage_TypeMeszags Typs
® M5G1 ViU Message_Codedlessage_Code
® MSG2 V4 Trgge:_EventTrigger_Event
® MSH 10 11479106434 Message_Conteed_IDMessage_Centrol 10
@ MSH 11 T Processing_IDProcessing_ID
® MsH 12 251 Version_IDVersion_iD 4 il
HLT Tree (g

With the "Actions" row expanded the user may see the available actions for each test.
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"E-mail certificate" which allows the user to resend the attestation certificate to the
account logged in.

Status  Certifi...  Timestamp Service Call Type
b @ %) 11/07/2013 SYNC
4 & < 11/07/2013 SYNC

Validation Results | Message Contenis Actions

E-Mail Certificate

"Delete Entry" - deletes this particular validation attempt row as long as no certificate
was generated by this test and refreshes the page.

NOTE: that the effects of this button are permanent.

b 9 3 1111312013 SYNC
4 & &3 11/13/2013 SYNC
Validation Results | Message Contents Actions

Delete Validation Attempt

Final Testing and Deployment Once the user has reviewed the validation results and
corrected any errors, the message can once again be submitted via the "Test Message" tab for
final testing. Once this message passes validation and succeeds, the user may communicate
with the "Technical Contact" to arrange moving to the pre-test steps and transport mechanism.
Technical contact information can be found under Documentation.

Manage Profiles Tutorial

The Manage Profiles Tab allows the user to modify their password, name, organization name,
address and phone number in one central dialogue screen. New users will probably want to
change their automatically generated password using Change Password button. After altering
any of the editable fields, the user just type it in. Once you move to another field on this page,
this information is saved.
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These changes the user must contact DPH directly using dph.must@ct.gov e-mail
address with the request.

Fields that the user cannot modify are:
1.e-mail address

2.NIP if EP or EH or vendor ID if a vendor or third integrator
3.Group ID or Group password

: e R e e
v Denet Gatas . = Seroee’) iomagent Pewnay . J Towitoge [ Messmghon Une e Sost. @ CIT1 2.0 MY Maaage C1

Meaningful USe State Testing

—
PELrTTT
B
recereorwin 122 e 52 ¢
[E = 2 1 "
VaciyLe e
o ] ooy
| anane e
et Ty b
R A wa—
Lo g WETEAAID N
e ARan
o . e ———
WA L
Frasmsieat eSS A1)
Factyt me Vi L
TeciryTyoe e e
*
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Chapter 12 - Contact Information

For technical support and related questions, contact the following support staff:

Contacts Phone/Fax

DPH Help Desk (technical support

for MUST) Phone: (860) 509-7777 | Dph.must@ct.gov
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Chapter 13 - Troubleshooting for Browser settings
If you are experiencing technical issues with MUST portal, we recommend your first try:

13.1 Browser Requirements
Supported browsers for MUST include:

o Microsoft Internet Explorer 9.0 and above
o Motzilla Firefox 3.0 and above
o Chrome Auto Update Enabled (Latest Version)

13.2 Clear Cache and CooKkies in your browser

Internet Explorer 9, 10 and 11.
This section explains how to clear the cache and cookies in Internet Explorer 9, 10 and 11.

1. Select Tools (via the Gear Icon) > Safety > Delete browsing history....

‘ <. Connecticut Immunization ... ﬂb ﬂ?ln

Print »
File 3
Zoom (110%) »
| Delete browsing history.. Ctrl+Shift+Del | Safety C

InPrivate Browsing Ctrl+Shift+P Add site to Start menu

Turn on Tracking Protection View downloads Ctrl+)

Turn off Do Mot Track requests
ActiveX Filtering

Manage add-ons

Bgi51 F12 Developer Tools

Webpage privacy policy.. Go to pinned sites

Check this website Compatibility View settings
Turn off SmartScreen Filter...

Report website problems
Report unsafe website

Internet options

About Internet Explorer

e anrd ~rAanditinne Aramnthe avit thic
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2. Make sure to uncheck Preserve Favorites website data and check both Temporary
Internet Files and Cookies then click Delete.

reserve Favorites website data

Keep cookies and tempaorary Internet files that enable your favorite
websites to retain preferences and display faster.

lh emporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

(V))cookies
Files stored on your computer by websites to save preferences
such as login information.

[ History
List of websites you have visited.

[ pownload History

List of files you have downloaded.

[ Form data
Saved information that you have typed into forms.

[ Passwords
Saved passwords that are automatically filed in when you sign in
to a website you've previously visited,

[|InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your wvisit.

About deleting browsing history

3. You will get a confirmation at the bottom of the window once it has successfully cleared
your cache and cookies.

Internet Explorer hes finished deleting the selected browsing hestory

————— T —=ur W = ‘—#

Mozilla Firefbx

This section explains how to clear the cache and cookies in Mozilla Firefox

1. Click the menu button = and choose Options
2. Select the Advanced panel.
3. Click on the Network tab.
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4. Inthe Cached Web Content section, click Clear Now .
5. Click OK to close the Options window

’
Cptions

0 & = & Ot
General Tabs Content  Applications  Privacy  Security Adwvanced
Genera pdatel Encryption|

Connection

Configure how Firefox connects to the Internet

Cached Web Content

Your web content cache is currently using 542 KB of disk space

[] Override automatic cache rmanagement

Limit cache to 1024 ME of space

Offline Web Content and Uzer Data

Your application cache is currently using 0 bytes of disk space
[¥] Tell me when a website asks to store data for offline use Exceptions...
The fFollowinag weheites are allowed to <tore data far offline uce

Chrome

This section explains how to clear the cache and cookies in Chrome
Click the Chrome menu = on the browser toolbar.
Select Tools.

3. Select Clear browsing data.

MUST Portal User Guide Page 67



ks

Inspect devices

Mew tab Ctrl+T
“ Mew window Ctrl+N
Mew incognito window  Ctrl+ Shift+ [
Recent Tabs b
Edit Cut  Copy Paste
Zoom - 100% + [ 2
Operating system Save page as... Ctrl+5
Find... Ctrl+F
Stable, beta. and d Frrri Strir
Create application shortouts... 00
Extensions History Ctrl+H
Taskmanager Shift+E=c Downloads Ctrl+J
hro g d D
Sign in to Chrome..,
Report an issue... Alt+Shift+1 ]
Settings
Encoding » About Google Chrome
View source Ctrl+L Help
Developer tools Ctrl+Shift+I ) B _
Exit Ctrl+Shift+Q
JavaScript conscle Ctrl+Shift+)

4. Inthe dialog that appears, select the checkboxes for the types of information that you want

to remove.

5. Use the menu at the top to select the amount of data that you want to delete.

Select beginning of time to delete everything.

6. Click Clear browsing data.
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Clear browsing data

Psst! Incognito mode (Ctrl+5hift+MN) may come in handy next time.

Obliterate the following items frgm: | the beginning of time =

[ Browsing history

<

| Download history

| Cookies and other site and plug-in dat

| Cached images and files

| Paszwords

| Autcfill form data
| Hosted app data

| Content licenses

Learn more Clear browsing data Cancel

Saved content settings and search engines will not be cleared and may reflect your

browsing habits.
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Appendix a - Glossary

Overview

Some of the commonly-used terms and abbreviations in MUST are:

Term Meaning
CDC Centers for Disease Control and Prevention
CMS Centers for Medicare & Medicaid Services
DAS/BEST | Department of Administrative Services /Bureau of Enterprise Systems and
Technology
DPH Department of Public Health, State of Connecticut
DSS Department of Social Services, State of Connecticut
EH Eligible hospital
EHR Electronic Health Record
EP Eligible provider
HL7 Health Level Seven organization and standards
MU Meaningful Use
MUST Connecticut Meaningful Use State Testing Portal
NPI National Provider Identifier
PHINMS Public Health Information Network Messaging System
User A person who uses MUST
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HL7 Message Structure

VXU sending or receiving immunization-related
messages
VXU Segment Usage
Segment Comment
MSH Every message begins with a header.
PID Every VXU has one Patient identification segment.
PD1 Every VXU has one Patient Demographic segment.
NK1 The PID segment in a VXU may have one next of kin segment.
ORC The order segment in a VXU message.
RXA Each ORC segment in a VXU message must have one or more
Pharmacy/Treatment Administration segment. Every RXA has the
vaccine event.
RXR Every RXA segment in a VXU message may have zero or one
Pharmacy/Treatment Route segment for route and administration.
OoBX Every RXA segment in a VXU may have zero or more OBX
observation segments that contain additional vaccine information.
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MUST Portal

Frequently Asked Questions FAQs

1. Where can | find the exemption letter?

2. What is the URLs and difference between Staging and Production environments?
3. How do | register as individual NPI or as a group NPI?

4. How do | register?

5. How add users under NPI group?

6. How can | see my users associated to my group?

7. Where can | get the HL7 message?

8. How to submit a test and generate the certificate?

9. How do | resend a certificate?

10. How do I resend the certificate generated by my NPl administrator?
11. How do I review the parsing result of my message?

12. What does “Failed” status means on my certificate?

13. How can | correct my NPl number or E-mail?

14. How can | get my password?

15. How the site Administrator retrieve their NPl Group password?

16. How do | change my password?

17. Why | can’t get my certificate?

18. I'm getting unstable behavior.

19. How can | report an issue or make a request?
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1. Where can I find the exemption letter?

Stage 1

Stage 2

Electronic laboratory reporting

Syndromic surveillance

Cancer — Please contact Cathy Phillips (Cathy.Phillips@ct.gov ) Phone 860-509-7163

Exemption Letter — web site link
http://www.ct.gov/dph/cwp/view.asp?a=3936&q=462960&dphNav=|&dphNav_GID=1993

2. What is the URLs and difference between Staging and Production

environments?
Production: https://dphmust.ct.gov/portal/
Staging: https://stg-dphmust.ct.gov/portal/

The only difference between staging and production is for EPs and EHs in generating a valid
stage 1 certificate. For the attestation process, the EP or EH must register in the production
application in order to generate a valid certificate. Everyone can use both URLs.

3. How do I register as individual NPI or as a group NPI?

Department Public of Health (DPH) doesn’t determine how the organization has registered with
CMS or DSS for Stage 1 or 2 Meaningful Use, if you have questions about that | would suggest
that you follow up with either DSS or CMS directly. This decision is totally up to each
organization.

4. How do I register?
e URL: https://dphmust.ct.gov/portal/ Production or https://stg-dphmust.ct.gov/portal/
Staging

e C(Click on “register” button

e Select your type of user and provide the facility of vendor information

e Click on the “continue” button

e Provide the general information (Name, Address, Phone Number, etc.)

e Click on the “continue” button

e You will see a distorted picture (a “CAPTCHA”) with a few characters that you will need to
type in, for security purposes. You can click Refresh to try a different picture.
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e C(Click on the “Finish” button and a pop up will notify you and a confirmation email will be
sent to the email you provided during registration.

For more information see Chapter 4 — Registration of the guide.

5. How add users under NPI group?
How register a NPl user: associated to an NPI group existing

e Go to URL: https://dphmust.ct.gov/portal/ production or https://stg-dphmust.ct.gov/portal/
staging, select according with the environment that you used to make the registration of the
NPl administrator user.

e C(Click on register button

e Click on “Add user to NPI” button
e Provide the group NPI number (This number is the number you provided when created the

administrator NPI group)

e Provide the Password group (This password is the password group that you provided when
created the administrator NPI group)

e Provide the user email for the new user associated (the system doesn’t allow an existing
email)

e Provide the user password to login to MUST Portal

e Click on continue button

e Provide the general information about the new user associated.

6. How can I see my users associated to my group?
e Login to the system as NPl administrator user
e Click on Manage Users tab
e Click on the arrow located at side of the Group NPl number
e The system should display the list of the users associated.

7. Where can I get the HL7 message?

For the creation of the message you can contact your vendor and ask for assistance, all
specifications about the structure required are in the MUST portal in “Documentation” tab
section “HL7 guide” or in the web site link

http://www.ct.gov/dph/lib/dph/infectious diseases/immunization/cirts/ct local hl7 2 5 1 gu
ide version 1 0 08-29-2013.pdf

8. How to submit a test and generate the certificate?
Once you completed the registration, the next steps for generate the certificate are:
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e Login to MUST portal, click on “login” button and provide your e-mail address and
password.

e C(Click on login button

e Provide the captcha text.

e  C(Click on “Send Message” tab

e  Select the target service equal to VXU HL7 Validation — Immunizations

e Copy and paste the HL7 message on “message contents” tab or click on browse and
select the HL7 file

e |f you want to generate the certificate select “Completing Stage 1 Testing” checkbox

e C(Click on send message button

e If the checkbox labeled as “Completing Stage 1 Testing” is checked, click on “Agree”
button

e Provide the captcha text

e Click on “submit” button

o A pop up will notify you that a validation has been attempted and submitted.

e Click on “validation” tab

e  This tab will show the validation result by each segment and subcomponents of the
data.

e Verify the email associated with the account, the system automatically sends an email
with the certificate in pdf format.

9. How do I resend a certificate?

Login to the system

Click on Validation tab

Select the message and expand the arrow at side of the message

Click on the actions tab

Click on E-mail Certificate

Confirm the request

Verify the email associated with the account, the system sends an email with the certificate
in pdf format.

10. How do I resend the certificate generated by my NPI Administrator?

Login to the system as NPI user associated a NPI group

Click on validation tab

The system should display the validations generated for you and for your NPl administrator
user.

The validations are sorted in descendent order from newest to oldest.

In User Email column you can see who generated the certificate.

Select the validation and click on the arrow located at side of the message

Click on Actions tab
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e Click on E-Mail Certificate button.

e C(Click on the button and confirm the request by clicking on “ok”.

e A pop up will notify you that validation Attempt record was successfully been sent it.

e Check your email to verify that the certificate is there in pdf format.

e When you opened the certificate, you should be available to see the original information at
the time of creation, the only field that changed is the name of the person who requested
the certificate on the certificate top line (for the case your name).

For more information see Chapter 10 — How a NPI user can resend the Certificate generated by
NPl Administrator user of the guide.

11. How do I review the parsing result of my message?
You can see field by field the parsing result in MUST Portal, the steps are:
e Click on validation tab

e Select the message and click in the arrow at side of the message.
e Inred with an “X” you can see the errors and “Result” column give a description of the
error, for example required fields, fields not supported, etc.

For more information see Chapter 8 — Message validation of the guide.

12. What does “Failed” status means on my certificate?
It is the result of the validation of the structure. Currently to complete your attestation to
Meaningful Use Stage 1 the only requirement is to generate the certificate regardless of the
result of the validation of the structure.

13. How can I correct my NPI number or E-mail?
These changes the user must contact DPH directly using dph.must@ct.gov e-mail address with

the request. Please provide in the email the following information:

e Name:

e Organization:

e E-mail address:

e Phone Number (with extension)
e Date/time to reach person

e Question or Issue description

14. How can I get my password?
The system has the option forgot password, the steps are:

e Go to URL: https://dphmust.ct.gov/portal/ production or https://stg-dphmust.ct.gov/portal/
staging, select according with the environment that you used to make the registration.
e Click on login button

e Provide the e-mail address you previously registered
e C(Click on Forgot Password link
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e Confirm your request, click on Yes button

e Verify the email account, the system will send a new password (please check if the email is
in the Junk (spam) folder of the account, because sometimes the email system puts these
messages into this folder).

e Try to login with the new password.

15. How the site Administrator retrieve their NPI Group password?

Go to URL: https://dphmust.ct.gov/portal/ production or https://stg-
dphmust.ct.gov/portal/ staging, select according with the environment that you used to
make the registration.

Login to the system
Click on Manage Profile tab

Locate the Name “GroupPassword” at the side you can see the password group that you
previously created.

16. How do I change my password?

Go to URL: https://dphmust.ct.gov/portal/ production or
https://stg-dphmust.ct.gov/portal/ staging, select according with the environment that
you used to make the registration.

Login to the system

Click on Manage Profile tab

Click on Change Password button

Provide the old password

Provide the new password twice

Click on Save New Password button.

17. Why I can’t get my certificate?
The reasons for you can’t get your certificate are:

The email was located in the Junk (spam) folder: Please check if the email is in the
Junk (spam) folder of the account, because sometimes the email system puts these
messages into this folder.

The email entered is incorrect: Please verify the email that you entered is correct, in
case it is incorrect please contact DPH directly using dph.must@ct.gov e-mail address
with the request. Please provide in the email the following information:

o Name:
o Organization:
o E-mail address:
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o Phone Number (with extension)
o Date/time to reach person:
o Question or Issue description:

e Browser with issues: Please use Firefox or Chrome browser, because we identified
that a recent update from Microsoft may have impacted the manner in which Internet
Explorer handles SSL connections. At the moment, we have not yet identified the
specific patch that is causing the issue, once the latest updates are applied, the
problem is appearing.

18. I'm getting unstable behavior
The unstable behavior can be caused by your browser, please make the following:

e Clean your cookies, for more information see chapter 13 - Troubleshooting for
Browser settings of the guide.

e Please use Firefox or Chrome browser, because we identified that a recent update
from Microsoft may have impacted the manner in which Internet Explorer handles SSL
connections. At the moment, we have not yet identified the specific patch that is
causing the issue, once the latest updates are applied, the problem is appearing.

19. How canIreport an issue or make a request?
e Please send all to dph.must@ct.gov we respond quickly. Please provide in the email

the following information:

Name:

Organization:

E-mail address:

Phone Number (with extension)
Date/time to reach person

O O O O O

Question or Issue description
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