CHAPTER 669
REGULATED ACTIVITIES

PART V

CONSUMER CREDIT REPORTS


Sec. 36a-695. (Formerly Sec. 36-431). Definitions. As used in sections 36a-695 to 36a-699e, inclusive, unless the context otherwise requires:


(1) “Consumer” means an individual seeking credit for personal, family or household purposes;

(2) “Creditor” means any person who extends credit in the ordinary course of business;

(3) “Credit report” means any written or oral report, recommendation or representation of a credit rating agency as to the credit worthiness, credit standing, or credit capacity of any consumer, and includes any information which is sought or given for the purpose of serving as the basis for determining eligibility for credit to be used primarily for personal, family or household purposes;

(4) “Credit rating agency” means any person whose business is the assembling and evaluating of information as to the credit standing and credit worthiness of a consumer, for the purposes of furnishing credit reports, for monetary fees and dues to third parties.


(1971, P.A. 868, S. 1; P.A. 86-403, S. 100, 132; P.A. 92-12, S. 85; P.A. 94-122, S. 309, 340; P.A. 98-177, S. 5.)


History: P.A. 86-403 made technical change in Subdiv. (c); P.A. 92-12 redesignated Subdivs. and made technical changes; P.A. 94-122 added “unless the context otherwise requires” and deleted “firm, company, partnership, corporation, bureau or agency” from the definition of “credit rating agency” in Subdiv. (4), effective January 1, 1995; Sec. 36-431 transferred to Sec. 36a-695 in 1995; P.A. 98-177 made a technical change.


Sec. 36a-696. (Formerly Sec. 36-432). Disclosure to consumer of information re credit report. (a) No creditor shall take adverse action based wholly or in part on a credit report on any consumer applying to such creditor for credit for personal, family or household purposes without first disclosing to the consumer the name and address of the credit rating agency which issued the report.


(b) Upon written request and proper identification of any consumer, a credit rating agency shall disclose to the consumer, within five business days of receipt of the consumer’s request, the nature and substance of all information in its files, including (1) any credit score or predictor relating to the consumer, as required by and in a form and manner that complies with the federal Fair Credit Reporting Act and commentary adopted and enforced by the Federal Trade Commission; (2) a record of all inquiries, by recipient, including the recipient’s name which resulted in providing a credit report concerning the consumer during the preceding twelve-month period; (3) a clear and concise explanation of the information; and (4) a written summary of the consumer’s rights under state and federal consumer credit reporting statutes in a form substantially similar to the summary in section 36a-699a. The credit rating agency may charge no more than five dollars for the first request for such information within the preceding twelve months and no more than seven dollars and fifty cents for any additional request within the same twelve-month period for such information, provided such disclosure shall be made without charge to the consumer if the request for disclosure is made not more than sixty days after notification to the consumer of an adverse action by a creditor.


(1971, P.A. 868, S. 2; P.A. 87-146, S. 2; P.A. 92-12, S. 86; P.A. 95-104, S. 1.)


History: P.A. 87-146 amended Subsec. (b) by requiring disclosure to be made without charge to the consumer if the request for disclosure is made not more than 30 days after notification to the consumer of an adverse action by a creditor; P.A. 92-12 made technical changes; Sec. 36-432 transferred to Sec. 36a-696 in 1995; P.A. 95-104 divided section into Subsecs. and amended Subsec. (b) by adding a 5-day disclosure deadline, adding Subdiv. (1) providing for disclosure of any credit score or predictor relating to the customer, Subdiv. (2) requiring a record of all inquiries by recipient, Subdiv. (3) requiring a clear and concise explanation of the information and Subdiv. (4) requiring a written summary of the consumer’s rights, and adding the maximum charge by the credit rating agency and changing the request period from 30 to 60 days for disclosures without charge.


See Sec. 36a-699a re written summary of consumer’s rights.


See Sec. 36a-699b re dispute by consumer re completeness or accuracy of information.


See Sec. 36a-699c re procedures by credit rating agency to assure accuracy.


See Sec. 36a-699d re credit report for use in credit transaction not initiated by consumer.


See Sec. 36a-699e re existing consent judgment or settlement with Attorney General.


Sec. 36a-697. (Formerly Sec. 36-433). Exceptions. The provisions of sections 36a-691 to 36a-699, inclusive, shall not apply to any disclosure made at the request of a law enforcement or investigative officer in his capacity as such, who is employed on a full-time basis in that capacity, by the United States, or by any state or political subdivision thereof, or upon the order of any court.


(1971, P.A. 868, S. 3.)


History: Sec. 36-433 transferred to Sec. 36a-697 in 1995.


Sec. 36a-698. (Formerly Sec. 36-434). Regulations. The commissioner shall adopt such regulations, in accordance with chapter 54, as may be necessary to carry out the provisions of sections 36a-695 to 36a-699, inclusive.


(1971, P.A. 868, S. 4; P.A. 77-614, S. 161, 610; P.A. 87-9, S. 2, 3; P.A. 94-122, S. 310, 340.)


History: P.A. 77-614 replaced bank commissioner with banking commissioner, effective January 1, 1979; (Revisor’s note: Pursuant to P.A. 87-9 “banking commissioner” was changed editorially by the Revisors to “commissioner of banking”); P.A. 94‑122 made technical changes, effective January 1, 1995; Sec. 36-434 transferred to Sec. 36a-698 in 1995.


Sec. 36a-699. (Formerly Sec. 36-435). Penalty. Any person who wilfully violates any provision of sections 36a-695 to 36a-699, inclusive, or section 36a-699f shall be fined not more than one hundred dollars for a first offense and not more than five hundred dollars for a second offense, and shall be fined not more than one thousand dollars or be imprisoned for not more than six months, or both, for each subsequent offense.

(1971, P.A. 868, S. 5; P.A. 03-156, S. 10.)


History: Sec. 36-435 transferred to Sec. 36a-699 in 1995; P.A. 03-156 included a violation of Sec. 36a-699f.


Sec. 36a-699a. Written summary of consumer’s rights. Each written summary of a consumer’s rights under state and federal consumer credit reporting statutes shall be in a form substantially similar to the following:


“You have a right to obtain a copy of your credit file from a credit rating agency. You may be charged a reasonable fee not exceeding five dollars for your first request in twelve months or seven dollars and fifty cents for any subsequent request in that same twelve-month period. There is no fee, however, if you have been turned down for credit, employment, insurance or a rental dwelling because of information in your credit report within the preceding sixty days. The credit rating agency must provide someone to help you interpret the information in your credit file.


You have a right to dispute inaccurate information by contacting the credit rating agency directly. However, neither you nor any credit repair company or credit service organization has the right to have accurate, current and verifiable information removed from your credit report. Under the federal Fair Credit Reporting Act, the credit rating agency must remove accurate, negative information from your report only if it is over seven years old. Bankruptcy information can be reported for ten years.


If you have notified a credit rating agency in writing that you dispute the accuracy of information in your file, the credit rating agency must then, within thirty business days, reinvestigate and modify or remove inaccurate information. If you provide additional information to the credit rating agency, the agency may extend this time period by fifteen business days. The credit rating agency shall provide you with a toll-free telephone number to use in resolving the dispute.


The credit rating agency may not charge a fee for this service. Any pertinent information and copies of all documents you have concerning an error should be given to the credit rating agency.


If reinvestigation does not resolve the dispute to your satisfaction, you may send a brief statement to the credit rating agency to keep in your file, explaining why you think the record is inaccurate. The credit rating agency must include your statement about disputed information in a report it issues about you.


You have a right to receive a record of all inquiries relating to a credit transaction initiated in twelve months preceding your request which resulted in the provision of a credit report.


You may request in writing that the information contained in your file not be provided to a third party for marketing purposes.


If you have reviewed your credit report with the credit rating agency and are dissatisfied, you may contact the Connecticut Department of Banking. You have a right to bring civil action against anyone who knowingly or wilfully misuses file data or improperly obtains access to your file.”

(P.A. 95-104, S. 2.)


Sec. 36a-699b. Dispute by consumer re completeness or accuracy of information. (a) If the completeness or accuracy of any item of information contained in any credit file of a credit rating agency is disputed by the consumer, the consumer may notify, in writing, the credit rating agency of the disputed information. The credit rating agency shall, no later than after a written dispute has been submitted by the consumer to the credit rating agency, provide the credit rating agency’s toll-free telephone number to the consumer for use in resolving the dispute. The credit rating agency shall reinvestigate the disputed information without fee to the consumer. Within five business days of receipt of the notice from the consumer, the credit rating agency shall provide notice of the dispute to all persons who provided any item of the information in dispute. Within thirty business days of receipt of the notice of dispute from the consumer, the credit rating agency shall complete its reinvestigation and provide notice to the consumer of the results of the reinvestigation provided the time period for completing the reinvestigation may be extended for a period not exceeding fifteen business days if the credit rating agency receives additional information from the consumer which the credit rating agency determines is necessary to the accuracy of the reinvestigation and provides written notice to the consumer of such extension. The notice of the results of the reinvestigation shall contain a statement that the reinvestigation is completed, a copy of the credit file indicating the results of the reinvestigation, a notice of the consumer’s right to file a statement with the credit rating agency disputing the accuracy or completeness of the information, a notice that the consumer may request, in writing or by a toll-free telephone call at the consumer’s option, that the credit rating agency disclose the company name, address and telephone number of each information source contacted during the reinvestigation and a notice of the consumer’s right to request a revised credit report be sent to any recipient of information in the consumer’s file who requested such information within twelve months preceding the consumer’s filing of the notice of disputed information. If the credit rating agency fails to complete the reinvestigation and provide notice of the results of the reinvestigation (1) within thirty business days of receipt of the notice of dispute, or (2) if an extension was noticed, within forty-five business days of such receipt, such information shall be deleted.


(b) If the credit rating agency determines, upon reinvestigation, that an item of information is inaccurate or cannot be verified, the credit rating agency shall promptly delete that item. At the request of the consumer, the credit rating agency shall promptly notify, without charge, those recipients specifically designated by the consumer who received a credit report within twelve months of completion of the reinvestigation that such information was deleted. Such information may be reinserted only upon verification of the completeness and accuracy of the information by the furnisher of the information. The credit rating agency shall notify the consumer within five business days of reinsertion of such information.


(c) If the credit rating agency determines, upon reinvestigation, that an item of information is accurate and complete or that the consumer has not provided sufficient information, the credit rating agency may retain such information.


(d) If the credit rating agency determines, upon reinvestigation, that an item of information is inaccurate or incomplete, but can be modified so as to make such information accurate and complete, the credit rating agency shall promptly modify such information.


(P.A. 95-104, S. 3.)


Sec. 36a-699c. Procedures by credit rating agency to assure accuracy. Each credit rating agency shall maintain reasonable procedures to assure maximum possible accuracy of the information concerning the consumer and to avoid the reinsertion of previously deleted information without verification.


(P.A. 95-104, S. 4.)


Sec. 36a-699d. Credit report for use in credit transaction not initiated by consumer. (a) A credit rating agency shall not provide a credit report for use in a credit transaction which is not initiated by the consumer if the consumer notifies, in writing, the credit rating agency that the consumer does not consent to that use.


(b) Each credit rating agency shall annually publish in a publication of general circulation in the state a notice that information in its credit files may be used in connection with a credit transaction which is not initiated by the consumer. A consumer may notify the credit rating agency of his election to be excluded from credit transactions which are not initiated by the consumer by writing to the address provided in the notice for such election. Compliance with the requirements of this section by any credit rating agency constitutes compliance by the agency’s affiliates.


(c) As used in this section, “credit transaction which is not initiated by the consumer” does not include a request for a consumer report by a person with which the consumer has an account for purposes of reviewing the account or collecting on the account or a request for a consumer report by an employer in accordance with 15 USC 1681b.


(P.A. 95-104, S. 5.)


Sec. 36a-699e. Existing consent judgment or settlement with Attorney General. Nothing in sections 36a-696 or 36a-699a to 36a-699d, inclusive, shall prohibit a credit rating agency from complying with any requirement contained in any existing consent judgment or settlement with the Attorney General.


(P.A. 95-104, S. 6.)


Sec. 36a-699f. Blocking of information appearing on credit report as result of identity theft. (a) A consumer, as defined in section 36a-695, who believes he or she is a victim of a violation of section 53a-129a of the general statutes, revision of 1958, revised to January 1, 2003, or section 53a-129b, 53a‑129c or 53a-129d may request a credit rating agency, as defined in section 36a-695, to block and not report information appearing on his or her credit report, as defined in section 36a-695, as a result of such violation. Such consumer shall submit such request, in writing, to the credit rating agency, together with proof of such consumer’s identity and a copy of a police report prepared pursuant to section 54-1n. Not later than thirty days after receipt of such request, the credit rating agency shall block reporting any information that the consumer alleges appears on his or her credit report as a result of such violation so that the information cannot be reported. The credit rating agency shall promptly notify the furnisher of the information that a police report has been filed, that a block has been requested and the effective date of the block. 


(b) A credit rating agency may decline to block or may rescind any block of consumer information if the credit rating agency believes in good faith that: (1) The information was blocked due to a misrepresentation of fact by the consumer relevant to the request to block under this section, (2) the consumer agrees that the blocked information or portions of the blocked information were blocked in error, (3) the consumer knowingly obtained possession of goods, services or moneys as a result of the blocked transaction or transactions or the consumer should have known that he or she obtained possession of goods, services or moneys as a result of the blocked transaction or transactions, (4) the information was blocked due to fraud in which the consumer participated or of which the consumer had knowledge, and which may for purposes of this section be demonstrated by circumstantial evidence, or (5) the credit rating agency, in the exercise of good faith and reasonable judgment, has substantial reason based on specific, verifiable facts to doubt the authenticity of the consumer’s report of a violation of section 53a‑129a of the general statutes, revision of 1958, revised to January 1, 2003, or section 53a-129b, 53a‑129c or 53a-129d. 


(c) If the credit rating agency declines to block information or rescinds the block of information pursuant to subsection (b) of this section, the credit rating agency shall promptly notify the consumer in the same manner as consumers are notified of the reinsertion of information pursuant to subsection (b) of section 36a-699b. The prior presence of the blocked information in the credit rating agency’s file on the consumer is not evidence of whether the consumer knew or should have known that he or she obtained possession of any goods, services or moneys. 


(d) A credit rating agency shall accept the consumer’s version of the disputed information and correct the disputed item when the consumer submits to the credit rating agency documentation obtained from the source of the item in dispute or from public records confirming that the report was inaccurate or incomplete, unless the credit rating agency, in the exercise of good faith and reasonable judgment, has substantial reason based on specific, verifiable facts to doubt the authenticity of the documentation submitted and notifies the consumer in writing of that decision, explaining its reasons for unblocking the information and setting forth specific, verifiable facts on which the decision is based.


(e) A credit rating agency shall delete from a credit report inquiries for credit reports based upon credit requests that the credit rating agency verifies were initiated as a result of a violation of section 53a‑129a of the general statutes, revision of 1958, revised to January 1, 2003, or section 53a-129b, 53a‑129c or 53a-129d.


(f) The provisions of this section do not apply to: (1) A credit rating agency that acts as a reseller of credit information by assembling and merging information contained in the databases of other credit rating agencies, and that does not maintain a permanent database of credit information from which new credit reports are produced, (2) a check services or fraud prevention services company that issues reports on incidents of fraud or authorizations for the purpose of approving or processing negotiable instruments, electronic funds transfers or similar payment methods, or (3) a demand deposit account information service company that issues reports regarding account closures due to fraud, substantial overdrafts, automated teller machine abuse or similar negative information regarding a consumer to inquiring banks or other financial institutions for use only in reviewing a consumer request for a demand deposit account at the inquiring bank or financial institution.


(P.A. 03-156, S. 9; P.A. 05-288, S. 224.)


History: P.A. 05-288 made a technical change in Subsec. (f)(3), effective July 13, 2005.


Sec. 36a-700. (Formerly Sec. 36-435l). Credit clinics. Definitions. Contracts. Prohibited acts. Penalties. (a) As used in this section, “credit clinic” means any person who sells, provides or performs, or who represents that such person can or will sell, provide or perform, a service for the express or implied purpose of correcting, changing or deleting adverse entries on a consumer’s credit record, history or rating or providing advice or assistance to a consumer with regard to correcting, changing or deleting adverse entries on a consumer’s credit record, history or rating in return for the payment of a fee. “Credit clinic” does not include: (1) Credit rating agencies as defined in section 36a‑695; (2) any person licensed to practice law in this state provided such person renders services as a credit clinic, as defined in this subsection, within the course and scope of his practice as an attorney; or (3) any organization which is exempt from taxation pursuant to Section 501(c)(3) of the Internal Revenue Code of 1986, or any subsequent corresponding internal revenue code of the United States, as from time to time amended.


(b) A credit clinic shall provide to each purchaser of the services of a credit clinic a contract which contract shall include, in bold face type a minimum size of ten points, the following statements:


RIGHT TO REVIEW YOUR FILE


The federal Fair Credit Reporting Act gives you the right to know what your credit file contains and the credit rating agency must provide someone to help you interpret the data. Sections 36a‑695 to 36a‑699, inclusive, of the Connecticut general statutes gives you the right to receive an actual copy of your credit report. You will be required to identify yourself to the credit rating agency and you may be charged a small fee. There is no fee, however, if you have been turned down for credit, employment or insurance because of information contained in a report within the preceding thirty days.


INCORRECT INFORMATION


If you notify the credit rating agency that you dispute the accuracy of information, the agency must reinvestigate and modify or remove inaccurate data. The credit rating agency may not charge any fee for this investigation or for modifying or removing inaccurate data. If reinvestigation does not resolve the dispute, you may enter a statement of one hundred words or less in your file, explaining why you dispute the accuracy of your record or file. This statement or a coded version of it must be included with all reports which the credit rating agency issues on you. If the error is corrected, the credit rating agency must notify any person who requested a report on you during the previous two years for employment purposes and the previous six months for any other purpose.


TIME LIMITS ON ADVERSE DATA


Most kinds of information in your file may be reported for a period of seven years. If you have declared personal bankruptcy, however, that fact may be reported for ten years. After seven or ten years, the information cannot be disclosed by a credit rating agency unless you are being investigated for a credit application of fifty thousand dollars or more, for an application to purchase life insurance of fifty thousand dollars or more, or for employment at an annual salary of twenty thousand dollars or more.


(c) In addition to statements required in subsection (b) of this section, each contract shall contain a complete, detailed list of services to be performed by the credit clinic and the results to be achieved by the credit clinic. A copy of the consumer’s current credit report shall be attached to the contract with the adverse entries to be modified clearly marked.


(d) Any contract which does not comply with the provisions of subsections (b) and (c) of this section shall be void and the credit clinic shall return to the consumer any payments made by the consumer to the credit clinic under the voided contract.


(e) No credit clinic may charge a fee or receive any money or other valuable consideration for the performance of any service the credit clinic has agreed to perform for any consumer until the credit clinic has fully performed such service.


(f) A violation of any provision of this section shall be deemed an unfair or deceptive trade practice pursuant to section 42‑110b.


(P.A. 87-146, S. 1; P.A. 91-357, S. 57, 78; P.A. 97-22, S. 2; P.A. 99-40.)


History: P.A. 91-357 made a technical change in Subsec. (a); Sec. 36-435l transferred to Sec. 36a-700 in 1995; P.A. 97-22 made technical changes in Subsec. (a); P.A. 99-40 added new Subsec. (e) prohibiting credit clinics from charging consumers prior to fully performing services and relettered former Subsec. (e) accordingly.


Annotations to former section 36-435l:


Cited. 228 C. 375. Cited. 231 C. 707.


Sec. 36a-701. Security freeze on credit report: Definitions. As used in this section and section 36a-701a:


(1) “Consumer” means any person who is utilizing or seeking credit for personal, family or household purposes;

(2) “Credit rating agency” means credit rating agency, as defined in section 36a-695;

(3) “Credit report” means credit report, as defined in section 36a-695; 


(4) “Creditor” means creditor, as defined in section 36a-695; and


(5) “Security freeze” means a notice placed in a consumer’s credit report, at the request of the consumer, that prohibits the credit rating agency from releasing the consumer’s credit report or any information from it without the express authorization of the consumer.


(P.A. 05-148, S. 1.)


History: P.A. 05-148 effective January 1, 2006.


Sec. 36a-701a. Consumer security freezes on credit report. Timing. Disclosure of report to third party during freeze. Procedures for freeze. Refusal by credit rating agency to implement freeze. Exceptions. (a) Any consumer may submit a written request, by certified mail or such other secure method as authorized by a credit rating agency, to a credit rating agency to place a security freeze on such consumer’s credit report. Such credit rating agency shall place a security freeze on a consumer’s credit report not later than five business days after receipt of such request. Not later than ten business days after placing a security freeze on a consumer’s credit report, such credit rating agency shall send a written confirmation of such security freeze to such consumer that provides the consumer with a unique personal identification number or password to be used by the consumer when providing authorization for the release of such consumer’s report to a third party or for a period of time.


(b) In the event such consumer wishes to authorize the disclosure of such consumer’s credit report to a third party, or for a period of time, while such security freeze is in effect, such consumer shall contact such credit rating agency and provide: (1) Proper identification, (2) the unique personal identification number or password described in subsection (a) of this section, and (3) proper information regarding the third party who is to receive the credit report or the time period for which the credit report shall be available. Any credit rating agency that receives a request from a consumer pursuant to this section shall lift such security freeze not later than three business days after receipt of such request.


(c) Except for the temporary lifting of a security freeze as provided in subsection (b) of this section, any security freeze authorized pursuant to the provisions of this section shall remain in effect until such time as such consumer requests such security freeze to be removed. A credit rating agency shall remove such security freeze not later than three business days after receipt of such request provided such consumer provides proper identification to such credit rating agency and the unique personal identification number or password described in subsection (a) of this section at the time of such request for removal of the security freeze.


(d) Any credit rating agency may develop procedures to receive and process such request from a consumer to temporarily lift or remove a security freeze on a credit report pursuant to subsection (b) of this section. Such procedures, at a minimum, shall include, but not be limited to, the ability of a consumer to send such temporary lift or removal request by electronic mail, letter or facsimile.


(e) In the event that a third party requests access to a consumer’s credit report that has such a security freeze in place and such third party request is made in connection with an application for credit or any other use and such consumer has not authorized the disclosure of such consumer’s credit report to such third party, such third party may deem such credit application as incomplete.


(f) Any credit rating agency may refuse to implement or may remove such security freeze if such agency believes, in good faith, that: (1) The request for a security freeze was made as part of a fraud that the consumer participated in, had knowledge of, or that can be demonstrated by circumstantial evidence, or (2) the consumer credit report was frozen due to a material misrepresentation of fact by the consumer. In the event any such credit rating agency refuses to implement or removes a security freeze pursuant to this subsection, such credit rating agency shall promptly notify such consumer in writing of such refusal not later than five business days after such refusal or, in the case of a removal of a security freeze, prior to removing the freeze on the consumer’s credit report.


(g) Nothing in this section shall be construed to prohibit disclosure of a consumer’s credit report to: (1) A person, or the person’s subsidiary, affiliate, agent or assignee with which the consumer has or, prior to assignment, had an account, contract or debtor-creditor relationship for the purpose of reviewing the account or collecting the financial obligation owing for the account, contract or debt; (2) a subsidiary, affiliate, agent, assignee or prospective assignee of a person to whom access has been granted under subsection (b) of this section for the purpose of facilitating the extension of credit or other permissible use; (3) any person acting pursuant to a court order, warrant or subpoena; (4) any person for the purpose of using such credit information to prescreen as provided by the federal Fair Credit Reporting Act; (5) any person for the sole purpose of providing a credit file monitoring subscription service to which the consumer has subscribed; (6) a credit rating agency for the sole purpose of providing a consumer with a copy of his or her credit report upon the consumer’s request; or (7) a federal, state or local governmental entity, including a law enforcement agency, or court, or their agents or assignees pursuant to their statutory or regulatory duties. For purposes of this subsection, “reviewing the account” includes activities related to account maintenance, monitoring, credit line increases and account upgrades and enhancements.


(h) The following persons shall not be required to place a security freeze on a consumer’s credit report, provided such persons shall be subject to any security freeze placed on a credit report by another credit rating agency: (1) A check services or fraud prevention services company that reports on incidents of fraud or issues authorizations for the purpose of approving or processing negotiable instruments, electronic fund transfers or similar methods of payment; (2) a deposit account information service company that issues reports regarding account closures due to fraud, substantial overdrafts, automated teller machine abuse, or similar information regarding a consumer to inquiring banks or other financial institutions for use only in reviewing a consumer request for a deposit account at the inquiring bank or financial institution; or (3) a credit rating agency that: (A) Acts only to resell credit information by assembling and merging information contained in a database of one or more credit reporting agencies; and (B) does not maintain a permanent database of credit information from which new credit reports are produced.


(i) A credit rating agency may charge a fee of not more than ten dollars to a consumer for each security freeze, removal of such freeze or temporary lift of such freeze for a period of time, and a fee of not more than twelve dollars for a temporary lift of such freeze for a specific party.


(j) An insurer, as defined in section 38a-1, may deny an application for insurance if an applicant has placed a security freeze on such applicant’s credit report and fails to authorize the disclosure of such applicant’s credit report to such insurer pursuant to the provisions of subsection (b) of this section.


(P.A. 05-148, S. 2; 05-288, S. 230.)


History: P.A. 05-148 effective January 1, 2006; P.A. 05-288 made a technical change in Subsec. (f), effective January 1, 2006.


Sec. 36a-701b. Breach of security re computerized data containing personal information. Disclosure of breach. Delay for criminal investigation. Means of notice. Unfair trade practice. (a) For purposes of this section, “breach of security” means unauthorized access to or acquisition of electronic files, media, databases or computerized data containing personal information when access to the personal information has not been secured by encryption or by any other method or technology that renders the personal information unreadable or unusable; “personal information” means an individual’s first name or first initial and last name in combination with any one, or more, of the following data: (1) Social Security number; (2) driver’s license number or state identification card number; or (3) account number, credit or debit card number, in combination with any required security code, access code or password that would permit access to an individual’s financial account. “Personal information” does not include publicly available information that is lawfully made available to the general public from federal, state or local government records or widely distributed media.


(b) Any person who conducts business in this state, and who, in the ordinary course of such person’s business, owns, licenses or maintains computerized data that includes personal information, shall disclose any breach of security following the discovery of the breach to any resident of this state whose personal information was, or is reasonably believed to have been, accessed by an unauthorized person through such breach of security. Such disclosure shall be made without unreasonable delay, subject to the provisions of subsection (d) of this section and the completion of an investigation by such person to determine the nature and scope of the incident, to identify the individuals affected, or to restore the reasonable integrity of the data system. Such notification shall not be required if, after an appropriate investigation and consultation with relevant federal, state and local agencies responsible for law enforcement, the person reasonably determines that the breach will not likely result in harm to the individuals whose personal information has been acquired and accessed.


(c) Any person that maintains computerized data that includes personal information that the person does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following its discovery, if the personal information was, or is reasonably believed to have been accessed by an unauthorized person.


(d) Any notification required by this section shall be delayed for a reasonable period of time if a law enforcement agency determines that the notification will impede a criminal investigation and such law enforcement agency has made a request that the notification be delayed. Any such delayed notification shall be made after such law enforcement agency determines that notification will not compromise the criminal investigation and so notifies the person of such determination.


(e) Any notice required by the provisions of this section may be provided by one of the following methods: (1) Written notice; (2) telephone notice; (3) electronic notice, provided such notice is consistent with the provisions regarding electronic records and signatures set forth in 15 USC 7001; (4) substitute notice, provided such person demonstrates that the cost of providing notice in accordance with subdivision (1), (2) or (3) of this subsection would exceed two hundred fifty thousand dollars, that the affected class of subject persons to be notified exceeds five hundred thousand persons or the person does not have sufficient contact information. Substitute notice shall consist of the following: (A) Electronic mail notice when the person, business or agency has an electronic mail address for the affected persons; (B) conspicuous posting of the notice on the web site of the person, business or agency if the person maintains one; and (C) notification to major state-wide media, including newspapers, radio and television.


(f) Any person that maintains such person’s own security breach procedures as part of an information security policy for the treatment of personal information and otherwise complies with the timing requirements of this section, shall be deemed to be in compliance with the security breach notification requirements of this section, provided such person notifies subject persons in accordance with such person’s policies in the event of a breach of security. Any person that maintains such a security breach procedure pursuant to the rules, regulations, procedures or guidelines established by the primary or functional regulator, as defined in 15 USC 6809(2), shall be deemed to be in compliance with the security breach notification requirements of this section, provided such person notifies subject persons in accordance with the policies or the rules, regulations, procedures or guidelines established by the primary or functional regulator in the event of a breach of security of the system.


(g) Failure to comply with the requirements of this section shall constitute an unfair trade practice for purposes of section 42-110b and shall be enforced by the Attorney General.


(P.A. 05-148, S. 3; 05-288, S. 231, 232.)


History: P.A. 05-148 effective January 1, 2006; P.A. 05-288 made technical changes in Subsecs. (b) and (f), effective January 1, 2006.


Secs. 36a-702 to 36a-704. Reserved for future use.
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