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1.0 FOREWORD

1.1 PREFACE

The Department of Administrative Services (DAS) is responsible for “The purchase and provision of supplies, materials,
equipment and contractual services, as defined in section 4a-50" (CGS Sec 4a-2). Within DAS, the IT Procurement
Services is responsible for processing and authorizing all procurement activities for Information Technology and micro-
graphic hardware, equipment, software and contractual services.

1.2 OBJECTIVE

The State of Connecticut's Department of Administrative Services (DAS), IT Procurement Services, is issuing this
Request for Proposals (RFP) on behalf of the Department of Emergency Services and Public Protection, for the Next
Generation 9-1-1 Emergency Telecommunications System to meet the following objectives;

It is a continuing goal of the State of Connecticut Department of Emergency Services and Public Protection to provide the
public with the most technologically advanced 9-1-1 system in the country. It is objective of this RFP to develop an
Internet Protocol (IP) based Next Generation 9-1-1 (NG911) emergency telecommunication system that will be compliant
with the following National Emergency Number Association (NENA) Standards: NENA 08-003 v1 Detailed Functional and
Interface Specification for the NENA i3 Solution — Stage 3; NENA 08-002 NENA Functional and Interface Standards for
Next Generation 9-1-1 Version 1.0 (i3); NENA 08-751 NENA i3 Technical Requirements Document; NENA-04-001
Section 10.4 Software Quality; NENA 58-001 NENA IP-Capable PSAP Minimum Operational Requirements Standard;
NENA 58-501 IP PSAP 9-1-1 System Features and Capabilities. The system will operate utilizing the State of
Connecticut Public Safety Data Network for voice call delivery, receiving and displaying text messages requesting
emergency assistance, as well as photos and videos related to a request for emergency services, and will provide a
means to receive 9-1-1 calls originating from the internet. The NG911 system will be implemented at the 106 9-1-1 public
safety answering points (PSAPs), Department of Emergency Services and Public Protection Headquarters and at four
Connecticut State Police secondary answering points (Troops C, D, F, K).

1.3 BACKGROUND

The existing ISDN Enhanced 9-1-1 Emergency Telephone System has been in operation since 2000 and must be
replaced due to a lack of equipment spare parts and software support as soon as possible. The new system must be
operational no later than June 30, 2013.

1.4 IMPLEMENTATION

As a result of the evaluation process, if the proposal of a given Contractor is determined to be in the best interest of the
State of Connecticut, the State may select that Contractor to negotiate a contract with the State for the implementation of
the Contractor’s proposal.

2.0 ADMINISTRATIVE REQUIREMENTS
21 CONTRACTOR INSTRUCTIONS

211 CONFORMITY TO INSTRUCTIONS

Contractors must conform with all RFP instructions and conditions when responding to this RFP. The State, at its
discretion, may reject any nhonconforming proposal.

2.1.2 PROPOSAL RESPONSES TO THIS RFP

Contractors desiring to participate in this RFP process must submit proposals with the format and content as detailed
below. Contractors must respond to all requirements set forth in this RFP.
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The business and technical requirements for this RFP, Attachment 5, is structured so that Contractors may respond to
Part A (Section 5.0) and Part B Option B-1 (Section 6.0 LNG) and/or Option B-2 (Section 6.0 NG9-1-1).

¢ Each requirement is specifically identified with a unique requirement number, and is identified as “Mandatory”
or “Optional.” Optional items shall be further prioritized as “High”, “Medium” and “Low.”

¢ For Commercial-off-the-shelf applications:

e Contractors should complete the checklist by identifying if the requirement is “Delivered”, “Requires a
Modification” or is “Not Available”. Indicating a mandatory requirement is not available will result in
elimination for consideration the Contractor’s proposal.

e Mandatory requirements that are being addressed by modifications/customization of the existing package
should have their costs broken out on the Costs Worksheets — Mandatory Customization Cost and
reference the associated requirement identification number.

e Optional requirements that are being addressed by modifications/customizations of the existing package
should have their costs broken out on the Cost Worksheet — Optional Customization Cost and reference the
associated requirement identification number.

2.1.3 CONTRACTOR QUESTIONS AND STATE REPLIES

The DAS IT Procurement Services will reply to only written via emails to kris.wohlgemuth@ct.gov to Contractor questions
which it receives in accordance with Section 3.1 and no later than the Contractor Questions Due date specified in Section
3.1.1.

2.1.4 ACCEPTANCE OF ADMINISTRATIVE REQUIREMENTS

Contractor proposals must include unequivocal statements accepting the administrative requirements of this RFP, and
must reflect compliance with such requirements. Any failure to do so may result in the State's rejection of the proposal.
These statements must be included in the Transmittal Letter.

2.1.5 DEVIATING FROM RFP REQUIREMENTS

The State will reject any proposal that deviates significantly from the requirements of this RFP. Contractors submitting
proposals with any minor deviations must identify and fully justify such deviations for State consideration. Contractors who
modify the format of the proposal form from that provided by the State may be subject to disqualification.

2.1.6 EXCLUSION OF TAXES FROM PRICES

The State of Connecticut is exempt from the payment of excise and sales taxes imposed by the Federal Government
and/or the State. Contractors remain liable, however, for any other applicable taxes.

2.1.7 CONTRACTOR CONTACT(S)

The proposal must provide the name, title, address, telephone number and email address of the contact person(s)
respectively responsible for clarifying proposal content and for approving any agreement with the State. This information
must be included in the Transmittal Letter, (Attachment 9).

2.1.8 VALIDATION OF PROPOSAL OFFERINGS

The proposal shall be a binding commitment which the State may include, at its sole discretion, by reference or otherwise,
into any agreement with the Contractor. Therefore, each proposal copy must be validated by signature of a person having
such authority to commit the Contractor.

The signer's authority in this regard must be authenticated by a signed statement to that effect by an appropriate higher
level company official. A Contractor Proposal Validation and Authentication Statement, attached to this RFP as
Attachment 3, must be used for this purpose.
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219 PROPOSAL COMPLETENESS

To be acceptable, proposals must contain all required information and statements in the form requested by this RFP.
Contractor proposals must submit "none" or "not applicable" responses to any RFP question and information request,
when such a response is the only appropriate response.

2.1.10 RESTRICTIONS ON CONTACTS WITH STATE PERSONNEL

From the date of release of this RFP until the contract is awarded as a result of this RFP, all contacts with personnel
employed by or under contract to the State of Connecticut are restricted. During the same period, no prospective
Contractor shall approach personnel employed by or under contract to the State, any other State agency patrticipating in
the evaluation of proposals, or any other related matters. An exception to this restriction will be made for Contractors
who, in the normal course of work under a current and valid contract with other State agencies, may need to discuss
legitimate business matters concerning their work with the contracting agency.

Violation of these conditions may be considered sufficient cause by the State of Connecticut to reject a Contractor's
proposal, irrespective of any other consideration.

2.1.11 OTHER RIGHTS RESERVED

The State of Connecticut, at its sole discretion in determining that its best interests would be served, reserves the right to:
1) Amend or cancel this RFP at any time prior to contract award,
2) Modify deadlines through amendments to this RFP,
3) Refuse to accept, or return accepted proposals that do not comply with procurement requirements,

4) Reject the proposal of any Contractor in default of any prior contract or for misrepresentation of material
presented,

5) Reject any proposer’s response that is received after the deadline,
6) Reject any proposal which is incomplete or in which there are significant inconsistencies or inaccuracies,

7) Accept or reject any or all proposals submitted for consideration in whole or in part; and to waive technical
defects, irregularities, or omissions,

8) Allow no additions or changes to the original proposal after the due date specified herein, except as
specifically requested and authorized by the State of Connecticut,

9) Require organizations, at their own expense, to submit written clarification of proposals in a manner or format
that the State of Connecticut may require,

10) Require organizations, at their own expense, to make oral presentations at a time selected and in a place
provided by the State of Connecticut. Invite Contractors, but not necessarily all, to make an oral presentation
to assist the State of Connecticut in their determination of award. The State of Connecticut further reserves
the right to limit the number of Contractors invited to make such a presentation. The oral presentation shall
only be permitted for purpose of proposal clarification and not to allow changes to be made to the proposal,

11) Negotiate separately any service in any manner necessatry,
12) Contract with one or more Contractors who submit proposals,
13) Consider cost and all factors in determining the most advantageous proposal for the State of Connecticut, and

14) Contract for all or any portion of the scope of work or tasks within this RFP.

2.1.12 REMEDIES

Remedies associated with nonperformance, substandard performance, or unacceptable performance will include
non-financial remedies. Examples of remedies include, but are not limited to:
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1) Corrective action plans to be developed and implemented by the Contractor, subject to State of Connecticut
approval.

2) Accelerated monitoring of Contractor performance by the State of Connecticut or its designee, including
access to Contractor facilities, records, and personnel.

3) Additional or ad hoc reporting by the Contractor, at no cost to the State of Connecticut, to address
performance issues.

4) Pass-through of a proportional share of federal disallowances and sanctions/penalties imposed on the State
and resulting from the Contractor’s performance or non-performance under the system services agreement.

2.1.13 SYSTEM NON-ACCEPTANCE

Failure of the System to be accepted by the State of Connecticut as proposed by the Contractor may result in the
forfeiture of the Holdback by the Contractor to the State, as specified below, or other remedies or measures permitted by
contract or by law.

2.1.14 CONTROL OF RFP EVENTS AND TIMING
The timing and sequence of procurement events associated with from this RFP will be determined solely by the State.
2.1.15 PROPOSAL EXPENSES

The State of Connecticut assumes no liability for payment of any costs or expenses incurred by any Contractor in
responding to this RFP.

2.1.16 OWNERSHIP OF PROPOSALS

All proposals submitted in response to this RFP and upon receipt by the State shall become the sole property of the State.

2.1.17 ORAL AGREEMENT OR ARRANGEMENTS

Any alleged oral agreements or arrangements made by Contractors with any State agency or employee will be
disregarded in any State proposal evaluation or associated award.

2.1.18 HOLDBACK REQUIREMENTS

Payments for deliverables accepted by DAS/DESPP shall be subject to a thirteen percent (13%) holdback. The State of
Connecticut shall hold the thirteen-percent (13%) until the State of Connecticut has accepted the deliverable and
thereafter, releasing one-half the holdback. Once the warranty period has expired, in accordance with the provisions of
Attachment 4 — Information Processing Systems Agreement, the State of Connecticut will release the remaining holdback.

The successful Contractor will be required to complete milestones by due dates presented in the Contractor’s response to
the RFP requirements. If the Contractor fails to complete a milestone by the agreed upon due date, the State of
Connecticut shall have the discretion to withhold any payment due until the Contractor has completed a subsequent
milestone in accordance with its proposed due dates or the State of Connecticut has accepted the deliverable whichever
occurs first.

2.1.19 CONTRACTOR PRESENTATION OF SUPPORTING EVIDENCE/SURETY

Contractors must be prepared to provide any evidence of experience, performance ability, and/or financial surety that the
State deems to be necessary or appropriate to fully establish the performance capabilities represented in their proposals.
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2.1.20 CONTRACTOR DEMONSTRATION OF PROPOSED PRODUCTS

Contractors must be able to confirm their ability to provide all proposed services. Any required confirmation must be
provided at a site approved by the State and without cost to the State.

2.1.21 CONTRACTOR MISREPRESENTATION OR DEFAULT

The State will reject the proposal of any Contractor and void any award resulting from this RFP to a Contractor who
materially misrepresents any product and/or service or defaults on any State contract.

2.1.22 STATE FISCAL AND PRODUCT PERFORMANCE REQUIREMENTS

Any product acquisition resulting from this RFP must be contingent upon contractual provisions for cancellation of such
acquisition, without penalty, if the applicable funds are not available for required payment of product and/or service costs
or if the product and/or service fails to meet minimum State criteria for acceptance.

2.1.23 CONFORMANCE OF AWARDS WITH STATE STATUTES

Any award resulting from this RFP must be in full conformance with State of Connecticut statutory, regulatory and
procedural requirements.

2.1.24 ERRONEOUS AWARDS

The State reserves the right to correct inaccurate awards, including canceling an award and contract, resulting from its
clerical errors.

2.1.25 CORPORATE REPORTING

Upon request by the State of Connecticut and/or DAS, the Contractor must provide:

1) A Certificate of Authority, Certificate of Legal Existence or Certificate of Good Standing, as applicable, from
the Connecticut Secretary of the State's Office, prior to the execution of the contract;

2) A tax clearance statement from the Department of Revenue Services within sixty (60) days of the execution of
the contract; and,

3) A statement from the Department of Labor regarding employee contributions within sixty (60) days of the
execution of the contract.

2.1.26 PRIME CONTRACTOR

The State of Connecticut will only enter into a contract with a prime Contractor who will be required to assume full
responsibility for the delivery/installation of the products, and/or services identified in this RFP, whether or not the
equipment, products, and/or services are manufactured, produced, or provided by the prime Contractor.

In accordance with Conn. Gen. Stat.§ 4d-32, the Contractor shall not award or execute a subcontract for work under the
contract without having first obtained written approval of the Chief Information Officer (CIO) of the Bureau of Information
Technology, DAS or its designee of the selection of the subcontractor, and of the provisions of the subcontract. The
Contractor shall deliver a copy of each executed subcontract or amendment to the subcontract to the CIO who shall
maintain the subcontract or amendment as a public record, as defined in Conn. Gen. Stat. § 1-200. The subcontract must
contain the following provisions in order for the CIO to approve it:
1) 4d-31 - Subcontracts to include State Comptroller's Specifications
The Subcontractor shall Perform in accordance with all specifications established by the State Comptroller to
ensure that all policies, procedures, processes and control systems, including hardware, software and protocols,
which are established or provided by the Contractor or Contractor Parties, shall be compatible with and support the
State’s core financial systems, including but not limited to, accounting, payroll, time and attendance, and retirement
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2)

3)

systems.

4d-40 - General Assembly access to State Agency Records Under Subcontracts

In accordance with Conn. Gen. Stat. § 4d-40, the subcontractor shall ensure that the Joint Committee on Legislative
Management and each nonpartisan office of the General Assembly shall continue to have access to DOIT records
that is not less than the access that said committee and such offices have on July 1, 1997.

4d-44 - Continuity of Systems

The subcontractor acknowledges that the Systems and associated services are important to the function of State
government, and that they must continue without interruption. Pursuant to Conn. Gen. Stat. §4d-44, if the work
under the Agreement, any subcontract, or amendment to either, is transferred back to the State or to another
subcontract at any time for any reason, then for a period of six (6) months, or for a mutually agreeable time from the
date transfer was initiated, the subcontractor shall cooperate and comply fully with Conn. Gen. Stat. § 4d-44 as if
the subcontractor were in fact the Contractor, and do and perform all acts and things that the State deems to be
necessary or appropriate, at subcontractor’s then-current labor rates for such services, to ensure continuity of state
agency information system and telecommunication system facilities, equipment and services so that there is no
disruption or interruption in Performance as required or permitted in the Agreement. The subcontractor shall make
a full and complete disclosure of and delivery to the State or its representatives of all Records and “Public Records,”
as that term is defined in Conn. Gen. Stat. §4d-33, as it may be amended, in whatever form they exist or are stored
and maintained and wherever located, directly or indirectly concerning the Agreement.

The subcontractor shall follow the following applicable and respective procedures in order to ensure the orderly
transfer to the State of: (1) such facilities and equipment: Unless a shorter period is necessary or appropriate to
ensure compliance with subsection (a) above, in which case that shorter period shall apply, the subcontractor shall
deliver to the State, F.O.B. Hartford, Connecticut or other State location which the State identifies, all Systems
related to or arising out of the Agreement, subcontract or amendment, no later than 10 days from the date
subcontractor shall deliver the Systems to the State, during the State’s business hours, in good working order and
in appropriately protective packaging to ensure delivery without damage. Concurrent with this delivery, the
subcontractor shall also deliver all Systems-related operation manuals and other documentation in whatever form
they exist and a list of all Systems passwords and security codes; (2) all software created or modified pursuant to
the Agreement, subcontract or amendment: all software, including all applicable licenses, purchased, created or
modified pursuant to the Agreement, subcontract or amendment--Unless a shorter period is necessary or
appropriate to ensure compliance with subsection (a) above, in which case that shorter period shall apply, the
subcontractor shall deliver to the State, F.O.B. Hartford, Connecticut or other State location which the State
identifies, all software, including all applicable licenses, purchased, created or modified pursuant to the Agreement,
subcontract or amendment no later than 10 days from the date that the work under the Agreement is transferred
back to the State or to another Contractor for any reason. The subcontractor shall deliver to the State, during the
State’s business hours, the software, including its source code, if applicable, in good working order, readily capable
of being maintained and modified, and housed in appropriately protective packaging or hardware to ensure delivery
without damage. Concurrent with this delivery, the subcontractor shall also deliver all related operation manuals
and other documentation in whatever form they exist and a list of all applicable passwords and security codes. The
subcontractor shall deliver record layouts, including field attributes, field descriptions, key field identification and any
available documentation to support the Department with moving their data into a replacement application; and (3)
all Public Records, as defined in Conn. Gen. Stat. §4d-33, which the subcontractor possess or create pursuant to
the Agreement, subcontract or amendment-- Unless a shorter period is necessary or appropriate to ensure
compliance with subsection (a) above, in which case that shorter period shall apply, the subcontractor shall deliver
to the State, F.O.B. Hartford, Connecticut or other State location which the State identifies, all Records and Public
Records created or modified pursuant to the Agreement, subcontract or amendment no later than the latter of (1)
the time specified in the section in the Agreement concerning Termination for the return of Records and (2) 10 days
from the date that the work under the Agreement is transferred back to the State or to another Contractor for any
reason. The subcontractor shall deliver to the State those Records and Public Records that exist in electronic,
magnetic or other intangible form in a non-proprietary format, such as, but not limited to, ASCIl or .TXT. The
subcontractor shall deliver to the State, during the State’s business hours, those Records and Public Records and a
list of all applicable passwords and security codes, all in appropriately protective packaging to ensure delivery
without damage. Upon Termination of the Agreement for any reason, the subcontractor and Contractor shall provide
the State a copy of any and all data provided, created, or in any way handled by the subcontractor and Contractor
under the terms of the Agreement. In addition, upon Termination of the Agreement for any reason, any and all data
provided to the Contractor and subcontractor that originated in any way from the State shall be expunged from any
and all media not owned by the State. The expungement shall include all types of media, including but not limited
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4)

to, hard drives, removable media including backup media, and volatile and non-volatile memory of all types.
Expungement is intended to mean removal in such a way as to make restoration or retrieval impossible. If the
subcontractor employs former State employees, the subcontractor shall facilitate the exercising of any
reemployment rights that such State employees may have with the State, including, but not limited to, affording
them all reasonable opportunities during the workday to interview for State jobs.

4a-60(h) - Non-discrimination

The following subsections are set forth here as required by section 4a-60 of the Connecticut General Statutes: (1)
The subcontractor agrees and warrants that in the performance of the subcontract, such subcontractor will not
discriminate or permit discrimination against any person or group of persons on the grounds of race, color, religious
creed, age, marital status, national origin, ancestry, sex, mental retardation, mental disability or physical disability,
including, but not limited to, blindness, unless it is shown by such contractor that such disability prevents
performance of the work involved, in any manner prohibited by the laws of the United States or of the state of
Connecticut. The subcontractor further agrees to take affirmative action to insure that applicants with job-related
gualifications are employed and that employees are treated when employed without regard to their race, color,
religious creed, age, marital status, national origin, ancestry, sex, mental retardation, mental disability or physical
disability, including, but not limited to, blindness, unless it is shown by such subcontractor that such disability
prevents performance of the work involved; (2) the subcontractor agrees, in all solicitations or advertisements for
employees placed by or on behalf of the contractor, to state that it is an "affirmative action-equal opportunity
employer" in accordance with regulations adopted by the commission; (3) the subcontractor agrees to provide
each labor union or representative of workers with which such subcontractor has a collective bargaining agreement
or other contract or understanding and each Contractor with which such subcontractor has a contract or
understanding, a notice to be provided by the commission advising the labor union or workers' representative of the
subcontractor's commitments under this section, and to post copies of the notice in conspicuous places available to
employees and applicants for employment;

(4) the subcontractor agrees to comply with each provision of this section and sections 46a-68e and

46a-68f and with each regulation or relevant order issued by said commission pursuant to sections 46a-56, 46a-68e
and 46a-68f; (5) the subcontractor agrees to provide the Commission on Human Rights and Opportunities with such
information requested by the commission, and permit access to pertinent books, records and accounts, concerning
the employment practices and procedures of the subcontractor as relate to the provisions of this section and section
46a-56. If the contract is a public works contract, the subcontract agrees and warrants that he will make good faith
efforts to employ minority business enterprises as subcontractors and suppliers of materials on such public works
project. "Minority business enterprise" means any small contractor or supplier of materials fifty-one per cent or more
of the capital stock, if any, or assets of which is owned by a person or persons: (1) Who are active in the daily
affairs of the enterprise, (2) who have the power to direct the management and policies of the enterprise and (3)
who are members of a minority, as such term is defined in subsection (a) of section 32-9n; and "good faith" means
that degree of diligence which a reasonable person would exercise in the performance of legal duties and
obligations. "Good faith efforts” shall include, but not be limited to, those reasonable initial efforts necessary to
comply with statutory or regulatory requirements and additional or substituted efforts when it is determined that such
initial efforts will not be sufficient to comply with such requirements. Determination of the subcontractor’s good faith
efforts shall include but shall not be limited to the following factors: The subcontractor's employment and
subcontracting policies, patterns and practices; affirmative advertising, recruitment and training; technical
assistance activities and such other reasonable activities or efforts as the commission may prescribe that are
designed to ensure the participation of minority business enterprises in public works projects. The subcontractor
shall develop and maintain adequate documentation, in a manner prescribed by the commission, of its good faith
efforts.

The following subsections are set forth here as required by section 4a-60a of the Connecticut General Statutes: (1)
The subcontract agrees and warrants that in the performance of the subcontract such subcontractor will not
discriminate or permit discrimination against any person or group of persons on the grounds of sexual orientation, in
any manner prohibited by the laws of the United States or of the state of Connecticut, and that employees are
treated when employed without regard to their sexual orientation;

(2) the subcontractor agrees to provide each labor union or representative of workers with which such
subcontractor has a collective bargaining agreement or other contract or understanding and each Contractor with
which such subcontract has a contract or understanding, a notice to be provided by the Commission on Human
Rights and Opportunities advising the labor union or workers' representative of the subcontractor's commitments
under this section, and to post copies of the notice in conspicuous places available to employees and applicants for
employment; (3) the subcontractor agrees to comply with each provision of this section and with each regulation or
relevant order issued by said commission pursuant to section 46a-56; and (4) the subcontractor agrees to provide
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the Commission on Human Rights and Opportunities with such information requested by the commission, and
permit access to pertinent books, records and accounts, concerning the employment practices and procedures of
the subcontractor which relate to the provisions of this section and section 46a-56.
For the purposes of this entire Non-Discrimination section, "contract" includes any extension or modification of the
contract, "contractor" includes any successors or assigns of the contractor, "marital status" means being single,
married as recognized by the state of Connecticut, widowed, separated or divorced, and "mental disability" means
one or more mental disorders, as defined in the most recent edition of the American Psychiatric Association's
"Diagnostic and Statistical Manual of Mental Disorders", or a record of or regarding a person as having one or more
such disorders. For the purposes of this section, "contract" does not include a contract where each contractor is (1)
a political subdivision of the state, including, but not limited to, a municipality, (2) a quasi-public agency, as defined
in Conn. Gen. Stat. Section 1-120, (3) any other state, including but not limited to any federally recognized Indian
tribal governments, as defined in Conn. Gen. Stat. Section 1-267, (4) the federal government, (5) a foreign
government, or (6) an agency of a subdivision, agency, state or government described in the immediately preceding
enumerated items (1), (2), (3), (4) or (5).

2.1.27 FREEDOM OF INFORMATION ACT

Due regard will be given for the protection of proprietary information contained in all proposals received; however,
Contractors should be aware that all materials associated with the procurement are subject to the terms of the Freedom of
Information Act (FOIA) and all rules, regulations and interpretations resulting there from. It will not be sufficient for
Contractors to merely state generally that the proposal is proprietary in nature and not therefore subject to
release to third parties. Any proposal that makes such a general or overarching claim may be subject to
disqualification. Those particular sentences, paragraphs, pages or sections which a Contractor believes to be
exempt from disclosure under the Act must be specifically identified as such.

Convincing explanation and rationale sufficient to justify each exemption consistent with the Act’s Section 1-210 of the
Connecticut General Statutes, must accompany the proposal. The rationale and explanation must be stated in terms of
the prospective harm to the competitive position of the Contractor that would result if the identified material were to be
released and the reasons why the materials are legally exempt from release pursuant to the above cited statute. Please
refer also to Section 2.2.23 - Ownership of the System.

Between the Contractor and the State, the final administrative authority to release or exempt any or all material so
identified rests with the State.

ALL SUCH MATERIAL MUST BE SUBMITTED IN A SEPARATE SEALED ENVELOPE AND
MARKED "CONFIDENTIAL". THIS INCLUDES ANY INFORMATION REQUESTED IN AN
ELECTRONIC FORMAT.

2.1.28 SECURITY CLEARANCE

A Contractor receiving an award from this RFP must understand that all employees, including subcontracted personnel,
shall be subject to all applicable Federal, State of Connecticut, Department of Emergency Services and Public Protection,
and Department of Administrative Services (DAS) security procedures.

2.1.29 AUTHORIZED TO WORK ON PROJECT

A Contractor receiving an award from this RFP must certify that all personnel are legally authorized to work on the project,
pursuant to State and Federal guidelines, policy, mandates, and statutes, and further attest, under penalty of perjury, that
all proposed project staff, whether named in the proposal or not, are one of the following:

¢ A citizen or national of the United States
¢ A Lawful Permanent Resident
¢+ An Alien authorized to work until all project responsibilities have been fulfilled

Contractor must agree that each individual proposed at any time to perform activities on the project will be subject to an
individual certification of authorization to work on the project. Any individual on the proposed project team that is eligible
to work in the United Stated under an H1B Visa must have sufficient time remaining on their Visa to ensure that such an
individual is able to complete the requirements of this RFP before their Visa expires. For submitted personnel to be

RFP # 11PSX0202 September 28, 2011 15



State of Connecticut, Department of Administrative Services

Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System

eligible to actively participate in the project, they must be able to successfully pass a U.S. or Canadian background check,
and must complete a State of Connecticut background check. All work must be completed in the United States or
Canada.

2.1.30 KEY PERSONNEL

The Contractor must certify that all personnel named in their proposal shall actually work on the contract in the manner
described in their proposal. No changes, substitution, additions or deletions shall be made unless approved in advance
by the State, which approval shall not be unreasonably withheld. In addition, these individuals shall continue for the
duration of the Contract, except in the event of resignation or death. In such event, the substitute personnel shall be
approved by the State of Connecticut.

During the course of the Contract, the State of Connecticut reserves the right to approve or disapprove the Contractor’s or
any subcontractor’s staff assigned to the Contract, to approve or disapprove any proposed changes in staff, or to require
the removal or reassignment of any Contractor employee or subcontractor employee found unacceptable by the State.
Replacement of personnel who leave the Project shall be made within thirty (30) days. Replacement of any personnel
shall be with personnel of equal ability and qualifications and subject to approval by the State.

Any key personnel assigned by the Contractor tasked with management of the project must employ the use of
MS Project for the purposes of reporting project status to the State of Connecticut.

21.31 OWNERSHIP OF THE SYSTEM AND WORKFLOWS

The Contractor, upon acceptance by the State of Connecticut of any computer code developed or customized as a result
of this RFP, shall relinquish all interest, title, ownership, and proprietary rights (collectively, “Title”) in and to the computer
code and transfer said Title to the State and its designated agencies.

The Contractor agrees not to copyright or disclose proprietary State of Connecticut processes and workflows. Generic
processes and workflows discovered during the execution of this RFP project work may be incorporated into Contractor’s
products and services provided that written approval is obtained from DAS and the Department of Emergency Services
and Public Protection.

2.1.32 ENCRYPTION OF CONFIDENTIAL DATA
Protection of Confidential Information

a. Contractor and Contractor Parties, at their own expense, have a duty to and shall protect from a Confidential
Information Breach any and all Confidential Information which they come to possess or control, wherever and
however stored or maintained, in a commercially reasonable manner in accordance with current industry
standards.

b. Each Contractor or Contractor Party shall develop, implement and maintain a comprehensive data - security
program for the protection of Confidential Information. The safeguards contained in such program shall be
consistent with and comply with the safeguards for protection of Confidential Information, and information of a similar
character, as set forth in all applicable federal and state law and written policy of the Department or State concerning
the confidentiality of Confidential Information. Such data-security program shall include, but not be limited to, the
following:

1) A security policy for employees related to the storage, access and transportation of data containing
Confidential Information;

2) Reasonable restrictions on access to records containing Confidential Information, including access to
any locked storage where such records are kept;

3) A process for reviewing policies and security measures at least annually;
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4) Creating secure access controls to Confidential Information, including but not limited to passwords; and
5) Encrypting of Confidential Information that is stored on laptops, portable devices or being transmitted
electronically.

c. The Contractor and Contractor Parties shall notify the Department and the Connecticut Office of the Attorney
General as soon as practical, but no later than twenty-four (24) hours, after they become aware of or suspect that
any Confidential Information which Contractor or Contractor Parties have come to possess or control has been
subject to a Confidential Information Breach. If a Confidential Information Breach has occurred, the Contractor
shall, within three (3) business days after the notification, present a credit monitoring and protection plan to the
Commissioner of Administrative Services, the Department and the Connecticut Office of the Attorney General, for
review and approval. Such credit monitoring or protection plan shall be made available by the Contractor at its
own cost and expense to all individuals affected by the Confidential Information Breach. Such credit monitoring or
protection plan shall include, but is not limited to reimbursement for the cost of placing and lifting one (1) security
freeze per credit file pursuant to Connecticut General Statutes § 36a-701a. Such credit monitoring or protection
plans shall be approved by the State in accordance with this Section and shall cover a length of time
commensurate with the circumstances of the Confidential Information Breach. The Contractors’ costs and
expenses for the credit monitoring and protection plan shall not be recoverable from the Department, any State of
Connecticut entity or any affected individuals.

d. The Contractor shall incorporate the requirements of this Section in all subcontracts requiring each Contractor
Party to safeguard Confidential Information in the same manner as provided for in this Section.

e. Nothing in this Section shall supersede in any manner Contractor’s or Contractor Party’s obligations pursuant to
HIPAA or the provisions of this Contract concerning the obligations of the Contractor as a Business Associate of
the Department.

2.1.33 RIGHTS TO AUDIT

Responding Contractors agree to provide the State of Connecticut and/or their representatives’ access to Contractor
documents, papers, or other records pertinent to the RFP response in order to make audits, examinations, excerpts and
transcripts.

2.1.34 WARRANTY

The Contractor shall represent and warrant in the proposal that the System shall function according to the RFP
requirements and Contractor's written specifications and that it shall be free from defects in materials and workmanship
for a minimum period of one year after the State of Connecticut’s acceptance of the System.

Contractor shall represent and warrant that the Contractor shall modify, adjust, repair and/or replace said System as the
State of Connecticut deems it to be necessary or appropriate to have it perform in full accordance with the terms and
conditions of the RFP.

2.1.35 INDEPENDENT PRICE DETERMINATION

The Contractor must warrant, represent, and certify in the Transmittal Letter that the following requirements have been
met in connection with this RFP:

¢ The costs proposed have been arrived at independently, without consultation, communication, or agreement for
the purpose of restricting competition as to any matter relating to such process with any other organization or
with any competitor.

¢ Unless otherwise required by law, the costs quoted have not been knowingly disclosed by the Contractor on a
prior basis directly or indirectly to any other organization or to any competitor.
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+ No attempt has been made or will be made by the Contractor to induce any other person or firm to submit or
not to submit a proposal for the purpose of restricting competition.

¢ The Contractor did not participate in the RFP development process, had no knowledge of the specific contents
of the RFP prior to its issuance, and that no employee of the State of Connecticut participated directly or
indirectly in the Contractor’s proposal preparation.

2.1.36 READINESS OF OFFERED PRODUCTS

The Contractor must warrant, represent and certify in the Transmittal Letter (Attachment 9) that all System products
(software, hardware, operating system, etc.), as applicable, offered to the State in the proposal must be currently
manufactured and available for general sales, lease, or licenses on the date the proposal is submitted. Any proprietary
products must be identified as such.

2.1.37 INSPECTION OF WORK PERFORMED

The Contractor will prepare and maintain all financial records and records of services performed as are necessary to
substantiate claims for payment under this award/contract. The State of Connecticut, the Auditors of Public Accounts or
their duly authorized representatives, shall have the right at reasonable times, upon reasonable notice to the Contractor,
to examine all books, records, and other compilations of data which pertain to the performance and/or charges applicable
to the provisions and requirements of this award/contract.

The Contractor will preserve and make available such books, records and data for a period of three years from the date of
final payment under this award/contract.

The Contractor will further retain such documents which are pertinent to any actions, suits, proceedings or appeals
commenced during the three year period or until they have reached final disposition. The Contractor shall also make this
a requirement of any subcontractors whom the Contractor engages and, accordingly, this requirement shall be included in
the contract and shall survive the termination or expiration of the contract. During and after the installation of the products
and System, the State, and its authorized representatives, shall be allowed access to inspect all Contractor materials,
documents, work papers, equipment or products, deliverables, or any such other items which pertain to the scope of work
for this RFP and contract.

This requirement also applies to any subcontractors who may be engaged by the Contractor.

2.1.38 DATE/TIME COMPLIANCE

Contractor warrants that Hardware, Software and Firmware Products or each developed, modified or remediated item of
Hardware, Software, Firmware (“item") or each service delivered under this Contract shall be able to:

¢ accurately assess, present or process date/time data (including, but not limited to, management, manipulation,
processing, comparing, sequencing and other use of date data, including single and multi-century formulae and
leap years).

¢ properly exchange date/time data when used in combination with other information technology, provided that
other information technology not covered by this Contract provides such data in 1ISO-8601 (2004) approved
format;

¢ perform as a System, as so stipulated in the Contract, and the warranty shall apply to those items as a System.
Notwithstanding any provision to the contrary in any warranty or warranties, the remedies available to the State under this
Date/Time Compliance Warranty shall include the obligation to repair or replace any Product and/or item whose

non-compliance with this Warranty or defect is discovered by Contractor or the State, all at the expense of Contractor. If
the State becomes aware thereof it must be made known to Contractor in writing.
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This Warranty remains in effect through the 365 days following the termination of this Contract. This provision shall not be
construed to extend the Warranty Term of this Contract, except as services for defects to the System and all Products
shall be required under any Maintenance Term.

Nothing in this Warranty shall be construed to limit any rights or remedies the State may otherwise have under this
Contract with respect to defects.

In addition, Contractor warrants that Products or items modified or remediated to achieve Date/Time compliance shall
remain unaffected with respect to their functioning or performance except for processing and exchanging date data.
Contractor further warrants that Products or items not being modified or remediated directly shall remain unaffected with
respect to their normal functioning or performance.

2.1.39 CORPORATE GOVERNANCE

The Contractor must state in the Transmittal Letter (Attachment 9) whether it complies fully with the August 2002
corporate governance rules proposed by the New York Stock Exchange (www.nyse.com/pdfs/corp_gov_pro_b.pdf). Any
non-compliance must be identified and explained.

3.0 TYPICAL ACTIVITIES CONDUCTED AFTER RFP ISSUANCE

3.1 CONTRACTOR COMMUNICATION

All communication must be in writing via email to Kris.Wohlgemuth@ct.gov

3.1.1 PROCUREMENT SCHEDULE

The following schedule has been established for this procurement, however, the ultimate timing and sequence of
procurement events resulting from this RFP will be determined by the State.

Event Date Event

September 29, 2011 RFP Issued

October 14, 2011 Contractor Questions Due to State — 5:00 PM EDT

TBD Response to Contractor Questions

November 10, 2011 Proposal Submissions Due — 2:00 PM EDT

TBD State Review of Contractor, Business, Technical Proposals
Conclude

TBD State Review of Cost Proposals Conclude

TBD Estimated Start of Contract Negotiations

TBD Estimated Contractor Project Start Date

3.1.2 CONTRACTORS' CONFERENCE

A Contractors' Conference will not be held for RFP 11PSX0202

3.1.3 CONTRACTORS' QUESTIONS

The State intends to answer questions from any Contractor that is considering a response to this RFP. Questions
received by the DAS IT Procurement Services up to the Contractor deadline of October 14, 2011 at 5:00 PM EDT will be
answered. Address any inquires to Kris Wohlgemuth. Only written inquiries will be accepted via e-mail at
kris.wohlgemuth@ct.gov. To properly process Contractor questions, Contractors shall ensure that the RFP nhumber
11PSX0202 is on the subject line of the electronic mail message.
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Questions shall be included as Microsoft Word or compatible format, as an attachment. Response to Contractor
guestions will be posted on the DAS Portal's website as soon after the question deadline as possible.

3.1.4 RFP RESPONSE COORDINATION AND REVIEW

The State will open only those proposals received by the date and time specified in Section 4.1 — Proposal Submission.

Proposals received after the due date will be returned unopened. Contractors who are hand-delivering proposals will not
be granted access to the building without a photo ID and should allow extra time for security procedures. Immediately
upon opening, the State will review each proposal for Contractor compliance with the instructions and conditions set forth
in this RFP and the attachments hereto. DAS, at its option, may seek Contractor retraction and clarification of any
discrepancy/contradiction found during its review of proposals. The Evaluation Team will evaluate only proposals
complying with the submission and formatting requirements of this RFP.

3.1.5 LIVE DEMONSTRATIONS AND PROOF OF CONCEPTS TO STATE

The State usually requires Contractors to conduct demonstrations or POCs at a mutually agreed upon site and at no cost
to the State. Should the demonstration or POC site be beyond the regional area of Hartford, Connecticut then the
Contractor will be responsible for necessary travel, meals and lodging arrangements and expenses for a team of up to
three (3) individuals. The evaluation of any and all live demonstrations that shall be subject to a review and approval by
the State’s Ethics Commission

Contractors must indicate agreement that the State will be permitted to videotape demonstrations or POCs

The State reserves the right to request that Contractors make additional presentations, either in person or by telephone,
to the Evaluation Team to clarify their proposal and respond to questions from the Evaluation Team regarding their
proposal. The State also reserves the right to require additional written documentation to support and clarify information
provided in the proposal. Failure to respond to such requests may at the discretion of the Evaluation Team, result in
disqualification of the Contractor from further consideration.

3.1.6 IMPLEMENT NECESSARY AGREEMENTS

The offered agreement, Attachment 4 - Information Processing Systems Agreement, shall be the agreement pertaining to
this RFP. In that the State offered agreement is viewed as being most reasonable to the Contractor, the State will not
accept any request by the Contractor to modify a specific provision unless there are compelling reasons for doing so, and
that without the provision being modified the Contractor will not consider contract approval. In any such case, Contractor
should state the rationale for the specific provision’s unacceptability (define the deficiency); provide recommended
verbiage (consistent with verbiage used throughout the agreement) for the State’s consideration; and how such
recommended verbiage corrects the claimed deficiency and maintains fairness to both parties, as part of the proposal. IT
IS NOT ACCEPTABLE to simply replace a State provision with a Contractor’s “preferred” provision.

If for some reason DAS cannot reach consensus with the Contractor within a reasonable time, DAS shall offer the
agreement to the next best proposal and so on until either the agreement is executed or the State decides to cancel the
RFP and initiate a new process.

The State will notify Contractors who submit proposals as to any award issued by the State as a result of this RFP.
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4.0 PROPOSAL REQUIREMENTS

4.1 PROPOSAL SUBMISSION

Contractor proposals in response to this RFP # 11PSX0202 MUST be received at:
Department of Administrative Services

IT Procurement Services

ATTN: Kris Wohlgemuth

165 Capital Ave, Room 161

Hartford, CT 06106

No later than November 10, 2011 at 2:00 PM (EDT) in order to be considered. Postmark dates will not be considered as
the basis for meeting any submission deadline. Therefore, any Contractor proposal received after the deadline will not be
accepted. Receipt of a proposal after the closing date and/or time as stated herein shall not be construed as acceptance
of the proposal as the actual receipt of the document is a clerical function. If delivery of proposals is not made by courier
or in person, the use of certified or registered mail is suggested. Proposals will not be publicly opened on or before
the due date. All proposals must be date/time stamped by procurement personnel.

The submittal of proposals shall constitute, without any further act required of the Contractors of the State, acceptance of
the requirements, administrative stipulations and all of the terms and conditions of the RFP and all its attachments.

5.0 CONTRACTOR’S RESPONSE - TABLE OF CONTENTS

Responding Contractors must restrict and order their responses in each of the two binders in accordance with the
following three (3) tables of content for Parts I, Il and 1ll. Please refer to Section 3 of this document for a detailed
description of each section.

Table of contents for Contractor, Business, and Technical Proposal:

LAl Completed and Executed Mandatory Forms and Documents
.A1.1 Transmittal Letter

I.A.1.2 Mandatory Contractor Questionnaire

I.LA.1.3 Contractor Validation and Authentication Statement
LA.1l.4 CHRO Form

ILA.1.5 Contractor Certifications

I.A.2 Executive Summary

I.A.3 Company Overview

I.A.4 Summary of Qualifications

.A4.1 Related Products and Services

I.A.5. Financial Overview

I.LA5.1.1 Financial Status

I.LA.5.1.2 Copy of Annual Statement (Public Companies Only)
.LA.6 Contractor Customer References

1.B.1 Overview of the Proposed Solution

I.C.1 Architecture Overview
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Table of contents for Project Management, Planning and Staffing Proposal.

1.1 Executive Summary

1.2 Meeting the Requirements for Project Management, Planning and Staffing

1.2.1 Satisfying Milestone Driven Work Plans

11.2.2 Project Planning using MS Project 2003 (or higher) — Schedule, Task & Resources
1.3 System Development Methodology (SDM); phase-based deliverables

11.3.1 Design Phase

11.3.2 Construction Phase

11.3.3 Testing Phase

11.3.4 Implementation Phase
[1.3.5  Post Implementation Phase
1.4 Biographical Summaries
1.5 Team Resumes

Table of contents for Financial Proposal:

1.1 Executive Summary
1.2  RFP Attachment 02 - Contractor Proposal Cost Worksheets

6.0 GENERAL FORMAT REQUIREMENTS

The content of the Contractor’s response between hardcopy and electronic submissions must be exactly the
same.

6.1 BINDING THE PROPOSAL

The original hardcopy, which must be clearly identified and signed, and two additional hardcopies of the proposal shall be
provided. They shall be bound using loose leaf style binders; with the proposal sections being bound as described above.
Proposals that are submitted that use Spiral, Wire Form, GBC or Perfect Bound, type of binding materials are not
acceptable.

Each hardcopy binder cover slip must include the responding Contractor's name, address and the RFP# 11PSX0202 as
reference in the lower right corner. Titles for the appropriate sections shall be centered on the cover slip. The spine of
each binder must contain the proper section title, with the RFP number reference and the submitting Contractor's name.

6.2 FORMATTING THE PROPOSAL’S CONTENT

The State is providing the following formatting expectations to ensure a uniformity of presentation. The body of the
narrative material should be presented using the following formatting guidelines:

1. Text should be on 8 %4” x 11" paper in the “portrait” orientation, except where a supplied template is in
“landscape” orientation,
2. Text should be single spaced,

3. The State prefers a Sans Serif baseline font for the body of the document with a font pitch no smaller than
11 points,

4. The margin at the binding edge of any document should be a minimum of one and one half inches (1 %2"),
all other margins should be one inch (17),
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Inline graphics or illustrations should be clean and crisp in appearance must be captioned appropriately,

Any graphics or illustration may have a smaller text spacing, pitch and font size but must be legible,

Oversize attachments or appendices should not exceed more than one fold to conform to 8 42" X 11",

© N o O»

Resumes must be in a consistent format; but, they do not need to conform to the formatting guidelines for
the proposal itself.

6.3 ELECTRONIC VERSIONS (CD-ROM)

The Contractor is expected to provide the State with eight (8) sets of electronic versions of the proposal. These electronic
versions are to be submitted using CD-ROM media, formatted for use with computers using the Microsoft Windows
operating system. The two sets are to be submitted in the following manner:

CD-ROM Set #1 CD-ROM 1: Section | — Contractor, Business, and Technical Proposal
Section Il — Project Management and Staffing Proposal

CD-ROM 2: Section llI- Financial Proposal
CD-ROM Sets #2 through #8

CD-ROM 1: Section | — Contractor, Business, and Technical Proposal
Section Il - Project Management and Staffing Proposal

CD-ROM 2: Section llI- Financial Proposal

Each CD must be submitted in a protective case and must be clearly labeled on the cover and spine in a manner
consistent with the hardcopy submission. In addition, the CD itself must be labeled with the RFP reference and the
caption “CD ROM n of 8", where n is the sequence number of the CD in the set.

Electronic versions of the proposal are to be rendered in the PDF file format, using Adobe Acrobat version 5.x or a
compatible product. The PDF document must be created with Fast Web View; tagged PDF must be enabled, and the
electronic version must contain a master table of contents supporting hyperlinks to each entry in the table of contents and
a link to the master table of contents on each page.

Also, electronic versions of the Contractor worksheet attachments and appendices (e.g. Attachment 2 & Appendices A, B,
C & D) are expected to be submitted in the original Microsoft Word or Excel format as well as rendered in PDF file format.

The contents of the CD-ROMs must be organized intuitively. For example, Contractors can create directory and
subdirectories to categorize content in a logical way. It's desirable that there are no files in the root directory of the CD-
ROM other than the home directory for each of the sections that are appropriate for that CD.

Contractor marketing materials or other information not specifically related to the content of the RFP should not be
included as part of the electronic version.

6.4 CORRUPTED PDF DOCUMENTS

When creating PDF versions of the proposal for electronic submission, Contractors shall take care to ensure that all
sections of the proposal are properly rendered and contain no corrupted text or illustrations and that all necessary fonts
are embedded within the PDF document.

Corrupted text can occur when fonts used in a PDF document do not exist on the reader’'s computer and font substitution
is used by the PDF reader*. Adobe recommends that: “For precise control over the appearance of text in a PDF file, you
can embed fonts using either Acrobat PDF Writer or Acrobat Distiller. Acrobat viewers can display and print embedded
fonts in PDF files, even if they are not installed on the computer on which the files are viewed.”

! Please refer to: http://www.adobe.com/support/salesdocs/1006759.html for additional information.
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7.0 SECTION | - CONTRACTOR, BUSINESS, AND TECHNICAL PROPOSAL

All proposals in response to this RFP must specify the Contractor's unequivocal acceptance of all the requirements of this
RFP and must reflect written compliance to all its requirements. (See Attachment 9)

Proposals must include a Table of Contents that includes sections and subsections with page numbers. Contractors are
encouraged to ensure that the Table of Contents is updated prior to publishing the proposal.

7.1 USE OF SUBCONTRACTORS

Service Provider Identity and Subcontracting

The Contractor shall identify the service organization to be used for both routine and emergency maintenance.
Subcontracted service is acceptable, provided that:

1) the subcontractor is certified and trained by the equipment manufacturer to perform service on the provided
equipment,

2) the Contractor remains the single point of contact for entry into the service system, and
3) The subcontractor meets all other requirements of this section.

7.1.1 COMPLETED AND EXECUTED MANDATORY FORMS AND DOCUMENTS (l.A.1)

These mandatory documents are included in RFP Attachments. They are required to be completed, with original
signature and notarized, if necessary. The original mandatory forms and documents will be included in the signed (original
signature) master/original bound proposal. Additional print and electronic versions of the proposal will contain copies of
the original.

7.1.2 TRANSMITTAL LETTER (I.A.1.1)

Proposals must include a Transmittal Letter addressed to DAS, which must be in the form of a standard business letter,
signed by an individual authorized to legally bind the Contractor. (See Attachment 9)

The letter shall include the name, title, mailing address, telephone number and extension, fax number as well as a valid
email address for the person that the State is to contact to resolve questions or issues regarding the submitted proposal.
The transmittal letter must contain specific statements, cross-referenced to the State administrative requirements
stipulated in Section 2 of the RFP, to establish the Contractor's full acceptance of all such requirements.

The Contractor may use RFP Attachment 9 - Contractor Transmittal Letter as a template for this letter.

7.1.3 MANDATORY CONTRACTOR QUESTIONNAIRE (I.A.1.2)

Include completed RFP Attachment 01 - Mandatory Contractor Questionnaire.

7.1.4 CONTRACTOR VALIDATION AND AUTHENTICATION STATEMENT (l.A.1.3)

Include completed RFP Attachment 03 - Contractor Validation and Authentication Statement.

7.1.5 CHRO Forwm (l.A.1.4)

Include completed RFP Attachment 06 - CHRO
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7.1.6 CONTRACTOR CERTIFICATIONS (I.A.1.5)

Include completed RFP Attachment 7 - Contractor Certifications.

7.1.7 EXECUTIVE SUMMARY (l.A.2)

This RFP expects that an Executive Summary will be part of each of the three Sections. This is to permit a Contractor to
briefly summarize the most salient aspects of each section of the proposal in terms of satisfying the requirements presented in
this RFP. The Executive Summary must provide a high-level overview of the Contractor’s proposal in such a way as to
demonstrate a broad understanding of the RFP requirements. The Contractor must summarize their understanding of the
objectives of the RFP, the intended results of the Project, the scope of work and any issues which the Contractor believes
needs to be addressed in this Project. The Executive Summary shall not mention the dollar amount proposed for the

project.
7.1.8 COMPANY OVERVIEW (l.A.3)

Contractors must provide historical, financial, sales, and organizational information and, if applicable, similar information
for proposed subcontractors:

Provide a brief summary of the company discussing size, markets, customer base, company organization, strengths and
achievements. If the company is a subsidiary of another company, the name and address of the parent company must be
provided.

The State of Connecticut is seeking organization and client profile information, which may include their resellers or
implementation partners. The minimum information required is:
1. Formal Company Name

Company Trade Name (If Different)
Physical Address
Mailing Address
Corporate TIN
Company Representative Contact Information
RFP Response Contact Person
Title
Daytime Telephone & Extension
Electronic Mail Address
e. Company Web Site
7. Publicly or Privately Held
8. Stock Symbol (Public Companies)
9. Corporate Status (C Corporation, 501(C) 3, LLC, etc.)
10. Date of Incorporation
11. State of Incorporation
12. Number of Business Locations
13. Address and Description of offsite Development Center(s)
a. Address
b. Management Structure / Organization Chart
14. Number of Employees
15. Number of Developers
16. Number of Help Desk or Support Staff
17. Number of Active Government Clients or Customers
18. Years of Experience with projects of similar scope and complexity
19. Resellers or Partners & Nature of Partnership
20. References (Name, Title, Mailing Address, Work Phone, Email Address) — See section 3.6.
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The state desires that this information be provided in a tabled format, for example:

COMPANY PROFILE — SAMPLE SOLUTIONS, INC.

Formal Company Name Sample Solutions, Inc.
Company Trade Name Sample Consulting
Physical Address 123 Easy Street, Suite 1000

Anytown, CA 90266

Mailing Address P.O. Box 123456

Anytown, CA 90266-1234

Corporate Tax Identification 35-1234567
and so forth...

7.1.9 SUMMARY OF QUALIFICATIONS (l.A.4)

Qualifications must contain a detailed description of the proposing firm and subcontractors (if applicable).

o g krwnNpE

14.
15.
16.
17.
18.
19.
20.

Formal Company Name

Company Trade Name (If Different)

Physical Address

Mailing Address

Corporate TIN

Company Representative Contact Information
RFP Response Contact Person

Title

Daytime Telephone & Extension
Electronic Mail Address

. Company Web Site

Publicly or Privately Held

Stock Symbol (Public Companies)

Corporate Status (C Corporation, 501(C) 3, LLC, etc.)

® oo o

. Date of Incorporation

. State of Incorporation

. Number of Business Locations

. Address and Description of offsite Development Center(s)

a. Address

b. Management Structure / Organization Chart

Number of Employees

Number of Developers

Number of Help Desk or Support Staff

Number of Active Government Clients or Customers

Years of Experience with projects of similar scope and complexity

Resellers or Partners & Nature of Partnership

References (Name, Title, Mailing Address, Work Phone, Email Address) — See section 3.6.

7.1.10 RELATED PRODUCTS AND SERVICES (l.A.4.1)

Contractors must list the most recent examples of the requested products or service being implemented. If this is an
application installation, examples of systems in production are encouraged. A maximum of five (5) examples may be
provided. Details of other relevant information technology experience, which would be valuable in the completion of this
project, may be provided. If applicable, provide relevant experience and qualifications for all proposed subcontractors.
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7.1.11 FINANCIAL OVERVIEW (l.A.5.)

Elaborate on company trends, current sales data, or any other financial information that may differentiate Contractor from
other proposals.

7.1.12 FINANCIAL STATUS (1.A.5.1.1)

Sales in dollars for the three most recent years must be given, along with a financial statement (e.g. Profit & Loss) for the
last fiscal year. Contractors must also provide revenue attributable to the sale of integrated information technology
systems, either produced or integrated over the three most recent years. All financial penalties and liquidated damages
imposed in the last three (3) years must be disclosed. If none, state so. If information is confidential please place in
enveloped marked “confidential” and note where it can found in the table of contents.

7.1.13 COPY OF ANNUAL STATEMENT - PuBLIC COMPANIES ONLY (I.A.5.1.2)

If the Contractor submitting the RFP response is publicly traded, or any of the subcontractors specified, please attach the
most recent financial report(s) or annual statement(s).

7.1.14 CONTRACTOR CUSTOMER REFERENCES (l.A.6)

Contractors must provide three (3) Client references with products or services comparable to that being proposed for the
State of Connecticut. Reference information must include:
+ Name and Address of Customer, Organization, or State Agency.
+ Contact Person, Title, Current Phone, Address and electronic mail address, Role for the product deployment.
¢ Days of week and times that person can be contacted.
¢ For applications:
o Date of Installation and Types of Applications Software/Hardware.
0 Was project or product deployment of similar size and scope as outlined in this RFP?
= Configuration/Hardware & Software.
= # of Users, size of Database, or other factors that will help to determine size/scale of
application solution.
= Complexity or user interfaces or system interfaces.

7.1.15 OVERVIEW OF THE PROPOSED SOLUTION (1.B.1)

Contractors are asked to briefly summarize the proposed solution including how they intend on satisfying the business
and technical requirements. While this narrative should not be lengthy, it should provide the reader with a general
understanding of the nature of the proposed solution and, specifically, how the responding Contractor believes this will
meet the objective of this RFP and the requirements found therein.

7.1.16 ARCHITECTURE OVERVIEW (I.C.1)

Contractor must present a detailed architecture design for the proposed application along with a text description and
annotated diagram (or diagrams). Any descriptions and diagrams must clearly identify middleware products, interfaces,
message formats and component function. Each description/diagram should be accompanied by a narrative indicating
where the proposal meets the State of CT technical guidelines and where exceptions will occur. Refer to Attachment 10
Platform on which the Application Must Run for a detailed description of what to include in the product architecture
diagrams.

If application hosting is not being proposed the implemented solution must comply with the State of Connecticut’s
Enterprise Architecture, Technology Architecture principles, best practices and standards. Please refer to
http://www.ct.gov/doit/cwp/view.asp?a=1245&q=462024 for additional information.

Contractors are required to submit detailed product technical specifications organized as defined in this section.
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If Contractor can supply more than one unique product type, version or level of their software that meets or exceeds the
requirements in this RFP, Contractor must clearly state the existence of multiple products, explain the major differences
between them and take these additional steps:

+ Provide separate Product Version and Architecture sections for each.

+ |dentify where appropriate that multiple architectural solutions exist.

¢ Provide clear and separate statements in any proposal sections or sub-sections where there are differences
between product versions.

¢ Provide separate cost schedules and total cost if different in Cost Proposal.

+ |dentify which is the Contractor’s preferred solution and why.

Provide product version information which must include, but not be limited to, product name, version number, date version
was released for general use and number of installed customer entities.

If product has any Web accessibility, it must comply with the State of Connecticut’'s “Universal Web Site Accessibility
Policy for State Web Sites” and Contractors are required to explain how their solution meets this requirement. Information

on this policy can be found at http://www.ct.gov/doit/cwp/view.asp?a=1306&q=255004.

8.0 SECTION Il PROJECT MANAGEMENT, PLANNING AND STAFFING
PROPOSAL

8.1 EXECUTIVE SUMMARY (Il.1)

This RFP expects that an Executive Summary will be part of each of the three Sections. This is to permit a Contractor to
briefly summarize the most salient aspects of each section of the proposal in terms of satisfying the requirements presented in
this RFP. The Executive Summary must provide a high-level overview of the Contractor’s proposal in such a way as to
demonstrate a broad understanding of the RFP requirements. The Contractor must summarize their understanding of the
objectives of the RFP, the intended results of the Project, the scope of work and any issues which the Contractor believes
needs to be addressed in this Project. The Executive Summary shall not mention the dollar amount proposed for the
project.

8.2 MEETING THE REQUIREMENTS FOR PROJECT MANAGEMENT, PLANNING AND
STAFFING (11.2)

Contractor may provide a brief overview regarding how organization can satisfy the intended management, planning, and
staffing solution. Briefly describe previous project experiences.

Provide a complete list of software tools and respective version numbers Contractor will use to support all project
management planning and reporting activities.

Considering the Contractor’s current products and services, how is configuration and change managed for each product
deployed at a customer site? Describe your change request process. Describe how you integrate or accommodate
customer change request processes. How do you document change? Explain and provide examples of an Impact
Assessment for a change request. Explain how you execute a change request and track changes to a product or
configuration, including typical timelines for implementation. Are the configuration and change management procedures
documented by Contractor? To what extent are changes you make for one customer made available to all customers?

Describe your Risk and Issue Management procedures. ldentify potential risks for this initiative outside of the risks
identified in this RFP. Explain how you will be able to identify risks, and mitigate their impact. What policies or
procedures have the Contractor or customers put into place to mitigate risks? What practices do you recommend?

Provide a statement of acknowledgement that design, construction, testing, implementation, and post
implementation/maintenance will use System Development Methodology best practices, including but not limited to:
detailed project planning with clearly defined tasks, resources, and timelines, go/no go decision points at key phases of
the project, a formal communication plan, risk management and a formal change management process with concomitant
updates to the requirements traceability matrix.
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8.3 MILESTONE DRIVEN WORK PLANS (11.2.1)

Describe your strategy at executing and satisfying “Milestone Driven Work Plans”. Provide evidence on how you have
been able to meet the time, quality, and cost expectations of large multi-phase projects. Contractor payments will be tied
with satisfying project milestones and deliverables, and not by billing for “Time & Materials”. Describe the fair and
reasonable provisions you would like to see in a Milestone Driven Work Plan.

The project plan should include, but not be limited to, Gantt charts showing the time lines, recommended tasks, task
dependencies, deliverables, risks, milestones, and resource allocations. It should address what resources will be
assigned what major milestones and how these milestones will be completed. Discuss all the elements necessary to
satisfy SDM requirements. This project schedule should be sufficiently detailed to provide start and end target dates for
each phase of the project. DAS requires that the project plan document be submitted as a Microsoft Project file.
(Attachment 12)

Proposal should address resources provided as well as responsibilities/duties for each resource. Attach organization’s job
class descriptions for the members of the project team.

Proposal should identify the following project resources:
+ Roles — what project roles, quantity of staff, and duration are needed?
¢ Resources — what resources (e.g. equipment, State of Connecticut staff, software for project delivery) are needed,
when, and how many? Consider what equipment will be necessary for meetings, demos, training, and testing.
What resources is Contractor providing?
¢ Access/Space — what type of access to staff and space be needed? Consider if on-site space is needed to
interact with teams. If so, what kind of space (e.g. 2 cubicles or conference room space at DPS.)

It is acceptable to attach multiple organization charts, particularly if Contractor team composition will be different during
project intervals (e.g. design, construction, testing)

8.4 SYSTEM DEVELOPMENT METHODOLOGY (SDM) PRACTICES (Il.3)

Only project and software management practices and principles that comply with or meet the intent of established State of
Connecticut System Development Methodology, Attachment 11, will be acceptable.

If your organization has its own System Development Methodology:
e Describe your established SDM practices. Are these practices utilized by your organization documented in
Standard Operating Procedures, Practice Manuals, and/or project/software management reference guides?
Please elaborate.

¢ Briefly explain SDM, describing the phases, milestones, deliverables, etc and its ability to align with State of
Connecticut SDM phases: Business Issue, Business Requirements, Design, Construct, Test, Implement, and
Post Implementation/Maintenance. Can your SDM methodology support differing roll-out strategies such as
“Waterfall”, “Iterative”, or “Hybrid” oriented?

e Can the organization demonstrate that they have “working hands-on” experience with this SDM? Do all
projects use this SDM? Did the projects provided as references in Section 3.6 use this SDM?

8.5 DESIGN PHASE (11.3.1)

If applicable, describe your methodology and tools for assessing a gap analysis and producing general and detailed
design specification documents from validated and approved requirements. Describe factors assessed in development of
test strategies and plans.

If applicable, describe your customization and configuration of customer software process and procedures. Do you use
templates or checklists during your configuration process? How do you verify or validate the requested changes are
completed? Are the customization and configuration of customer software procedures documented by Contractor?
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If applicable, describe your methodology for migrating legacy data into a new environment and testing the accuracy of the
migrated data.

8.6 CONSTRUCTION PHASE (11.3.2)

If applicable, describe your methodology and tools for constructing the application in the hosting environment. Describe
your familiarity with code and unit testing, test cases, creating back out and recovery plans, and planning for production
support and user training.

8.7 TESTING PHASE (I1.3.3)

If applicable, describe your methodology for Integration Testing, System Testing, User Acceptance Testing, Performance
Testing, and Recovery testing. Describe your experience with these types of testing. Describe any standard tools you
use in the course of product testing. Provide a sample of any documents you use to capture test results and the results
that should be obtained for the application to be considered to be operating within normal parameters. Can the
organization demonstrate that they have “working hands-on” experience with this test methodology? Which of the
projects referenced in Section 3.6 used this test methodology? Describe the test error reporting summaries provided to
the State.

8.8 IMPLEMENTATION PHASE (Il.3.4)

If applicable, describe your methodology of establishing the production environment, assessing the need for production
parallel testing, executing a pilot deployment, executing the general deployment, and executing back out and recovery
plans established in the construction phase.

89 POST IMPLEMENTATION PHASE (I1.3.5)

Contractor must document lessons learned, publish a project summary, and archive project and, if applicable, system
documentation.

8.10 TEAM RESUMES (l1.5)

Attach resumes (3 pages maximum) for each member of the project team. Keep resumes as short as possible with
emphasis on work experience, technical proficiencies, and projects during the last five (5) years. Include resource names
and proposed project title on each page

Please specifically identify any member of your team that rely on any form of Work Visa for their authority to work in the
United States; please specify the type of Visa, the Visa's expiration date and finally, the individual’s formal sponsor as
recognized by the Immigration and Naturalization Service.

Resumes should clearly indicate the relevant dates of each project and the amount of participation on the project as a
fraction of a full-time equivalent. For example, if proposed developer only worked on a project half of this time, this would
be reflected as “0.5 FTE” whereas a fulltime participant would be “1 FTE".

9.0 SECTION Il - FINANCIAL PROPOSAL

Contractors must show all costs to the State of Connecticut for their proposed solution. For this RFP, the proposal shall be
fixed price. If the Contractor has determined a fixed price by estimating time and materials, the Contractor will have the
opportunity to detail these calculations and assumptions in the Cost Worksheets. They must also agree that any costs not
included in this proposal, for software or service or equipment or any other product or resource necessary to implement a
Contractor’s proposal solution, which was "forgotten" or not included with the proposal submission will be the
responsibility of the Contractor. The State of Connecticut reserves the right to infer or consider costs, which in the State’s
opinion, have not been included in the Contractor’s proposal that may contribute to the State’s total cost of ownership.

It is required that this information be presented in accordance with Attachment 4 of this RFP:
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¢ The cost information must include details of unit prices by product component being proposed, quantity,
and extended prices by product component, subtotals and any applicable discounts. One- time costs
such as installation charges must be included by product as appropriate.

¢ Indicate that the proposal is valid for at least one (1) year and prices will be effective for at least one (1)
year from date of contract. A responding Contractor further agrees that any across the board price
decreases announced by the Contractor for any products offered under the proposal will be passed on
to the State of Connecticut.

¢ Cost Proposals must rely on the worksheets found in Attachment 2. The pricing worksheets provide the
format for presenting item-by-item pricing for hardware, software, conversion, maintenance, etc.
Contractors must offer a firm fixed price and a fixed hourly rate for all time and materials for related
services when appropriate.

¢ Pricing worksheets must be provided for any proposed system alternative(s). Contractors must include
all necessary software, and maintenance to implement fully functional systems in the cost proposal.
Submit a separate Attachment 2 for each cost proposal alternative and specify that more than one
alternative is available in the Financial Executive Summary.

+ All License fees for application and support licenses must clearly indicate the license type(s) i.e. Lump-
sum, Perpetual or Periodic Payment License.

+ All Maintenance and Support fees must clearly indicate when such fees are payable including the
commencement and timing following any initial maintenance and support provide under the initial
purchase.

+ Contractor must fully disclose and explain any fees, charges, costs that are dependent upon other
factors including but not limited to hardware, software, management, staff, training, etc.

If hosted at DAS, the State reserves the right to acquire hardware, operating and support software through its normal
procurement channels for these items.

9.1 EXECUTIVE SUMMARY (lll.1)

The Cost Proposal Executive Summary should recapitulate the proposal as broken down in Attachment 2, Contractor
Proposal Cost Worksheets. Keep the summary to 1 to 2 pages maximum. Use Attachment 2 to specify additional cost
details. Clearly summarize the cost proposal and any additional costs elements that will interest the State. Please
consider the following bullets below if any are applicable:

+ Include any assumptions, qualifications, or explanations that will provide additional clarifications for understanding
the cost proposal.

+ Describe any price protection applicable to product service/maintenance payments during the periods cited in the
above system cost worksheets.

+ Specify the basis and extent of any applicable product discounts (e.g., government, educational, multiple system
installations) that may be available to the State but are not already reflected in your system cost worksheets. If
your cost offerings already reflect any discounts, specify the type and percent of the discount(s) reflected. The
State reserves the right to make additions or reductions in awards as a result of this RFP. Indicate your
agreement to maintain the same discount rate as proposed.

+ State the supply costs or specialty equipment required. Please provide source, reusability, and unit cost of any
supplies needed for use by any proposed product. Please refer to Appendix 3 for the worksheet for any such
costs.

9.2 RFP ATTACHMENT 02 - CONTRACTOR PROPOSAL COST WORKSHEETS (lll.2)

The RFP Attachment 2, Contractor Proposal Cost Worksheets will be placed into this section of the financial proposal.
The worksheet should be filled out completely per the instructions within the attachment. An incomplete or partially filled
in worksheet may disqualify or negatively affect a proposal. There are provisions within the cost worksheets to allow a
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Contractor to explain or qualify any category price. The RFP Attachment 9 - Evaluation and Selection Criteria document
explains the RFP scoring process. Only qualified Contractor, business, and technical proposals will have their cost
proposals opened and examined.

10.0 ARCHITECTURE OF PROPOSED PRODUCTS

Enterprise Architecture’s Technology Architecture — Technical Guidelines

Contractors are required to comply with the State Enterprise Architecture, Technology Architecture principles, best
practices and standards. These standards are available at http://www.ct.gov/doit/cwp/view.asp?a=124580=462024 . If a
Contractor can supply more than one unique product type, version or level of their software that meets or exceeds the
requirements in this RFP, Contractor must clearly state the existence of multiple products, explain the major differences
between them and take these additional steps:

¢ Provide separate Product Version and Architecture statements for each.

¢ Complete a Functional Requirements Contractor Response Form for each.

¢ Provide clear and separate statements in any proposal sections or sub-sections where there are differences

between product versions.
¢ Provide separate cost schedules and total cost if different.
+ Identify which is the Contractor’s preferred solution and why.

10.1 PRODUCT VERSION

Provide product version information which must include, but not be limited to, product name, version number, date version
was released for general use and number of installed customer entities.

If product has any Web accessibility, it must comply with the State of Connecticut’s “Universal Web Site Accessibility
Policy for State Web Sites - Version 4.0” and Contractors are required to explain how their solution meets this
requirement. Information on this policy can be found at www.doit.state.ct.us/purchase/main/staccess.htm.

10.2 PRODUCT ARCHITECTURE

Contractor must present a detailed architecture design for the proposed product along with a text description and
annotated diagram (or diagrams). Descriptions and diagrams must clearly identify Middleware products, interfaces,
message formats and component function. Each description/diagram should be accompanied by a narrative indicating
where the proposal meets the State’s technical guidelines and where exceptions will occur.

1. Server descriptions—general functions and operational software components deployed (e.g., IS, FTP, other
services activated).

2. Network—servers and the zones (user, DMZ, server zone, database zone at minimum) in which the servers
are hosted, firewalls, network protocols, port requirements (specific port, range, configuration capability). This
description should include both internal (agency, DAS, etc.) and external environments (as appropriate).

3. Describe each server to server connection and communications dialog with protocols, type of message or
content and paths. The diagrams should also show the (numbered) sequence of the communications dialog.
These descriptions should include both internal (agency, DAS, etc.) and external environments (as
appropriate).

If your design does not use message-based interfaces between components or systems, you must explain your rationale
for such a design. You must explain what the impact would be if you are required to use message-based interfaces
between components or systems.

The State is requiring the use of XML as "the" format for most inter-application messaging. You must explain how your
proposed design utilizes XML for this purpose. You must explain how your design utilizes XML between components for
intra-application messaging. You must identify the source of the XML Schema or Document Type Definitions (DTDs)
utilized in your design.

The implemented solution must comply with the State Enterprise Architecture, Technology Architecture principles, best
practices and standards. http://www.ct.gov/doitservices/cwp/view.asp?a=3941&0=463754
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11.0 ARCHITECTURE GUIDELINES FOR WEB BASED APPLICATIONS
(IF APPLICABLE TO THIS RFP)

11.1 PURPOSE

Web Development Guidelines are intended to inform prospective proposers of the State Enterprise Architecture,
Technology Architecture principles, best practices and standards that support our web-based computing environments —
intranet, extranet, and Internet. http://www.ct.gov/doitservices/cwp/view.asp?a=3941&q=463754

11.2 BACKGROUND

The State has built, and is committed to maintaining a secure, cost effective computing environment capable of supporting
various web pages and applications.

The State must protect its investment by ensuring that Contractors develop according to the State of Connecticut's
Enterprise Architecture, Technology Architecture, principles, best practices and standards. Compliance with these
principles, best practices and standards will ensure the portability necessary to host agency applications and web pages
and will also ensure the compatibility, reusability, and scalability of applications. The goal of these principles, best
practices and standards is to enhance an agency'’s ability to shorten development time, ensure security and reliability, and
extend application longevity.

In addition to the guidelines within this document, the State has adopted a set of Conceptual Architecture Principles.
These principles are intended to align technology solutions that meet the current business needs of the State.

In sum, to make the highest and best use of the State’s IT assets, these guidelines have been prepared. Compliance with
the standards and guidelines shall be considered when evaluating proposals for state computer systems. The Department
of Administrative Services (DAS) will not approve any procurement for products or services that would result in a
contravention of these guidelines.

11.3 REQUEST FOR WAIVER

Deviation from these guidelines requires prior approval by DAS.

11.4 REQUIREMENTS

Web applications shall be designed with the presentation (user work stations are not considered a tier), business logic
and data layers both logically and physically separated to increase portability, scalability, re-usability and to support
simplicity. This design is commonly referred to as n-tier application development architecture. The State requires the use
of at least 3 logical tiers implemented as at least 3 physical security zones. These tiers are presentation, (user work
stations are not considered a tier), business or application logic, and data base (or data storage).

11.4.1 ACCESSIBILITY

All applications and pages developed for the State must be compatible with the principles and goals contained in the
electronic and information technology accessibility standards adopted by the Architectural and Transportation Barriers
Compliance Board under Section 508 of the Federal Rehabilitation Act of 1973 (29 U.S.C. 749d), as amended, and with
the State Accessibility guidelines developed pursuant to HEA 1926, Acts of 2001. These guidelines are listed via a link
available at http://www.access.state.ct.us/policies/accesspolicy40.html.

11.4.2 HOSTING
Both the logical and physical separation of the presentation, application and database layers is crucial to the State’s
hosting strategy. During the Design Phase, the Technical Review Board (TRB) will conduct a general design review
and detailed design review of each application. Projects may not proceed to the Construction Phase of the project
without TRB approval of the general and detailed design. This evaluation, among other reviews, will determine the
appropriate location and security zone for hosting each of the presentation, application and database layers/servers.

11.4.3 SUPPORT
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System Development Methodology, Construction Phase, requires that a plan for ongoing application and support.
Contractors are expected to work with the State/DESPP in creating the Plan for production support. The plan shall
include a solution overview, application support requirements, network support requirements, system availability
requirements, support roles, problem workflow and escalation. A Production Support Checklist shall be created.
Information regarding the appropriate technical skill sets and approximate quantity of support is required. The plan
shall also identify whether application support is to be conducted from within the State’s network backbone or from an
external source outside of the State’s firewall systems which must be done using the State VPN.

11.4.4 Security

1. Protocols.
Only HTTP and HTTPS traffic (port 80 and port 443) will be allowed from the client to the Presentation layer through
the State’s firewall systems for Internet based applications. Extranet applications must use the State VPN for
communications between the client and Presentation layer.

Applications requiring additional ports opened on the State’s firewall systems are strongly discouraged. In all cases,
no direct client access to either the Business Logic layer or Database layer will be permitted. If a specific technical
solution requires that additional firewall ports be opened, then the presentation of that technical solution must include
and clearly identify the advantages to the state for taking on such an additional security risk. Applications and
solutions will be designed to allow for the configuration of ports utilized at implementation, however, applications and
solutions will not utilize or implement dynamic allocation of ports.

2. Presentation Layer Input Validation
Safeguards must be included in all applications to protect the State’s data and technical resources. Presentation layer
coding must include (at a minimum) specified user input validation checks to guard against unauthorized access. See
the Open Web Application Security Project (OWASP)
http://www.owasp.org/index.php/OWASP_Top_Ten_Project#Top _Ten_Overview for presentation layer input
validation guidelines.

3. Web Authentication
The State’s direction is to allow users to input the same username and password to access different services. This
strengthens the State’s goal of providing a common look and feel environment in which users perceive they are
interacting with State government as a whole, as opposed to many agencies and departments individually. The State
has adopted a single sign-on solution utilizing Novell E-Directory, ID Mgr, Access Mgr services.
The use of a secondary or alternate sign-on process is not allowed. All agency-specific secondary sign on processes
are in addition to, not in lieu of, the above mentioned authentication products. Multiple factor authentication is also
allowed as a complement to the single sign-on solution the use of Active Directory for authentication is limited to
Exchange, legacy support and file and print scenarios. Agencies should have a complete and uniform vetting process
for employee identifications, role establishment and association. A formal set of more complete guidelines has been
developed and is available.

4. Security Review.
The State reserves the right to test all applications from a security perspective and require that any vulnerability
identified by such testing be subject to remediation. Testing will occur prior to implementation and may occur post
implementation (possibly on a recurring basis).

11.4.5 DOCUMENTATION
All system architectures, applications and application components will be documented at a level sufficient to allow for
individuals other than the original developer(s) to maintain, support and enhance the application solution. This is
described in Section 1.2.

11.4.6 SOURCE CODE
The State retains the right to review application source code prior to implementation and while in production status.

11.4.7 DEVELOPMENT, TEST AND PRODUCTION SERVERS, MONITORING AND LOGGING
All web-based applications must be tested in an appropriate n-tiered environment to ensure compatibility, reliability
and reasonable performance under load while operating in the State's production environment. It is anticipated that
the sophistication and completeness of the testing environment, tools and procedures will be proportional to the size
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and complexity of the target system. The test environment configuration, tools and procedures will be presented to the
agency and the production hosting organizations for review and approval. Applications in development or test status

will not be permitted on production servers.

11.4.8 DISASTER BACKUP AND RECOVERY (DBAR)
All critical applications will be designed with Disaster Recovery and Business Continuity in mind. The planning and
documentation of such critical applications will include the necessary DBAR content.

12.0 CONCEPTUAL ARCHITECTURE PRINCIPLES (IF APPLICABLE TO THIS RFP)
12.1 BUSINESS ORIENTED

1. Information is valued as an enterprise asset, which must be shared to enhance and accelerate decision-making.

2. The planning and management of the State Enterprise Architecture, Technology Architecture must be unified and
have a planned evolution that is governed across the enterprise.

3. Architecture support and review structures shall be used to ensure that the integrity of the architecture is
maintained as systems and infrastructure are acquired, developed and enhanced.

4. We should leverage data warehouses to facilitate the sharing of existing information to accelerate and improve
decision-making at all levels.

5. IT systems should be implemented in adherence with all security, confidentiality and privacy policies and
applicable statutes.

6. The enterprise architecture must reduce integration complexity to the greatest extent possible.

7. Systems must be designed, acquired, developed, or enhanced such that data and processes can be shared and
integrated across the enterprise and with our partners.

8. We will consider re-use of existing applications, systems, and infrastructure before investing in new solutions. We
will build only those applications or systems that will provide clear business advantages and demonstrable cost
savings

9. New information systems will be implemented after business processes have been analyzed, simplified or
otherwise redesigned as appropriate.

10. Adopt a total cost of ownership model for applications and technologies which balances the costs of development,
support, disaster recovery and retirement against the costs of flexibility, scalability, ease of use and reduction of
integration complexity.

11. Create a small number of consistent configurations for deployment across the enterprise.

12. A standardized set of basic information services (e.g., email, voicemail, e-forms) will be provided to all employees.

12.2 TECHNOLOGY ORIENTED

1. Applications, systems and infrastructure will employ reusable components across the enterprise, using an n-tier
model.

2. The logical design of application systems and databases should be highly partitioned. These partitions must have
logical boundaries established and the logical boundaries must not be violated.

3. The interfaces between separate application systems must be message-based; this applies to both internal and

external systems.

We must deploy application systems that are driven by business events.

We should separate On-Line Transaction Processing (OLTP) from data warehouse and other end-user

computing.

6. The State shall adopt and employ consistent software engineering practices and methods based on accepted
industry standards.

S

12.3 BUSINESS CONTINUITY ORIENTED

a) |IT solutions will use industry-proven, mainstream technologies.

b) Priority will be given to products adhering to industry standards and open architecture.

c) An assessment of business recovery requirements is mandatory when acquiring, developing, enhancing or
outsourcing systems. Based on that assessment, appropriate disaster recovery and business continuity planning,
design and testing will take place.

d) We must implement a statewide backbone network that provides a virtual, enterprise-wide local area network
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e) The underlying technology infrastructure and applications must be scalable in size, capacity, and functionality to
meet changing business and technical requirements.

13.0 PROGRAMMING GUIDELINES - SECURITY VULNERABILITIES FOR WEB-
BASED APPLICATIONS (IF APPLICABLE TO THIS RFP)

The State’s obvious security objective is to protect citizen information. Code addressing web presentation layer
vulnerabilities in development is required to provide this protection.

The State directs developers to the Open Web Application Security Project (OWASP) * Top Ten web site -
http://www.owasp.org/index.php/OWASP_Top Ten Project#Top Ten Overview

Writing code addressing the Top Ten vulnerabilities is required to meet the state’s minimum standards for web application
security. The Top Ten follow in brief:

1. Invalidated input - Information from web requests is not validated before being used by a web application.
Attackers can use these flaws to attack backend components through a web application.

2. Broken access control - Restrictions on what authenticated users are allowed to do are not properly enforced.
Attackers can exploit these flaws to access other users' accounts, view sensitive files, or use unauthorized
functions.

3. Broken authentication and session management - Account credentials and session tokens are not properly
protected. Attackers that can compromise passwords, keys, session cookies, or other tokens can defeat
authentication restrictions and assume other users' identities.

4. Cross site scripting (XSS) flaws - The web application can be used as a mechanism to transport an attack to an
end user's browser. A successful attack can disclose the end user’s session token, attack the local machine, or
spoof content to fool the user.

5. Buffer overflows - Web application components in some languages that do not properly validate input can be
crashed and, in some cases, used to take control of a process. These components can include CGl, libraries,
drivers, and web application server components.

6. Injection flaws - Web applications pass parameters when they access external systems or the local operating
system. If an attacker can embed malicious commands in these parameters, the external system may execute
those commands on behalf of the web application.

7. Improper error handling - Error conditions that occur during normal operation are not handled properly. If an
attacker can cause errors to occur that the web application does not handle, they can gain detailed system
information, deny service, cause security mechanisms to fail, or crash the server.

8. Insecure storage - Web applications frequently use cryptographic functions to protect information and credentials.
These functions and the code to integrate them have proven difficult to code properly, frequently resulting in weak
protection.

9. Denial of service - Attackers can consume web application resources to a point where other legitimate users can
no longer access or use the application. Attackers can also lock users out of their accounts or even cause the
entire application to fail.

10. Insecure configuration management - Having a strong server configuration standard is critical to a secure web
application. These servers have many configuration options that affect security and are not secure out of the box.

The State does not dictate how developers will address vulnerabilities, only that they be able to demonstrate that
vulnerabilities are addressed.

Recognizing other vulnerabilities exist outside those listed above, the state expects web developers to apply best
development practices in building secure applications.

It is also required that developers address new vulnerabilities as they are identified.

Note:

* The State is not a member of OWASP. It respects their findings, but does not endorse any methodology, product, or
company represented on their website.
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ATTACHMENT 1 — MANDATORY CONTRACTOR QUESTIONNAIRE

In order to respond to this RFP and have your proposal included in the evaluation
process, a Contractor should be able to answer "Yes" to the following questions.

If a proposal is submitted with any "No" responses or if the Questionnaire is
returned incomplete or is missing altogether, the State may reject said proposal. If “NO”

please explain.

Contractor Name:

Contractor Address:

Yes

No

1. Is your company, its agents or subcontractors free from any
pending civil litigation, arbitration or other similar actions as a result of
work performed by the company or its agents or subcontractors?

2. Has your company been free from premature termination from
any project, award or contract for cause?

3. Has your company been free from being subject of any
liquidated damages at anytime during the last three (3) years?

4. Is your company free from any suspensions or disbarments?

5. Will your company utilize the State’s System Development
Methodology or one that meets the intent of the State SDM?

6. Does your company have any Connecticut employees?
If so how many?

7. Will this contract award create any Connecticut jobs? If so
how many?

Person certifying the above information:

Name:

Signature:

Title:
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WORKSHEET INSTRUCTIONS

The following instructions apply to the Completion of these worksheets:

*
¢

* & & 6 o o

Submitters must use the following worksheets as a template to follow for supplying cost data.

All worksheets are considered mandatory parts of the application, are fixed price in nature, and must be
complete for the cost proposal to be accepted.

If submitter wishes to elaborate on a line item, they should use the additional notes section for the line item.

additional information must be attached (e.g. 3" party software quote), the submitter should specify the
attachment in the appropriate line item additional notes section and attach information at the end of the
financial proposal.

It is in the submitter’s best interest to elaborate each line item of the cost worksheets.

To ease readability, dollar amounts should have cents truncated, and use the following format: 1,234,567.
Do not renumber the line #s in any worksheet.

Do not add new line #s to any worksheet.

Do not leave any entry in the worksheets blank or empty. Where appropriate, enter a zero (0) or “N/A”.

Double check all column amounts and tallies. For example, values from line numbers 100-198 should sum up

to the total value in line 199.
Break out costs based on line item and unit cost, and also provide cost totals

Example:

Line item $250
Line item $300
Line item $200
Line item $250
Unit Cost  $1,000

330 units = $330,000
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WORKSHEET 1 - SYSTEM SOFTWARE COST

Line | RFP Cost Proposal Category - Software Exact Cost Additional Notes

#
100
101
102
103
104
105
106
107
108
109
110
199 | TOTAL
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WORKSHEET 2 - SYSTEM HARDWARE COSTS

(List each equipment item and quantity required separately)

Line# RFP Cost Proposal Category - Quantity Exact Cost Additional Notes
Hardware
200

201

202

203

204

205

206

207

208

209

210

211

212

299 | TOTAL
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WORKSHEET 3 — SYSTEM INSTALLATION COST

Line# RFP Cost Proposal Category - Maintenance Exact Cost Additional Notes
301

302

303

304

305

306

307

308

399

TOTAL
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WORKSHEET 4 — SYSTEM MAINTENANCE COST

Exact Cost Additional Notes

RFP Cost Proposal Category - Maintenance

401 Maintenance Year 1

402 Maintenance Year 2

403 Maintenance Year 3

404 Maintenance Year 4

405 Maintenance Year 5

406 | Time and Materials (Hourly Rate)
499 | TOTAL
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WORKSHEET 5 — TRAINING COST

Exact Cost Additional Notes

RFP Cost Proposal Category-Training

500 Just In Time Training

501 Regional Training Offsite from PSAPs
502 Train the Trainer

503 Self Paced On Line or CD Based Training
504

505

599 | TOTAL
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WORKSHEET 6 — MISCELLANEOUS COSTS

Line# RFP Cost Proposal Category-Other Exact Cost Additional Notes
600 | Other Expenses (Please explain in detall

601

602

603

604

605

699 | TOTAL
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WORKSHEET 7 — TOTAL COSTS

Please use the totals from Worksheets 1 through n to complete this Worksheet.

Line # Total Cost

199 | WORKSHEET 1

299 | WORKSHEET 2

399 | WORKSHEET 3

499 | WORKSHEET 4

599 | WORKSHEET 5

699 | WORKSHEET 6

799 | GRAND TOTAL
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ATTACHMENT 3 - CONTRACTOR PROPOSAL VALIDATION AND
AUTHENTICATION STATEMENT

Contractor Organization:

FEIN # (the “Company”).

The person responsible for the validation of the Company’s proposal must fully complete and sign this
statement where indicated and attach it to your company's response to the RFP. By doing so, the
signer attests that the given proposal represents:

1.0 Full and unconditional acceptance of all stipulated administrative requirements of this
RFP, # 11PSX0202,

2.0 Complete and valid information as of the proposal due date,

3.0Product and term offerings that are valid until such date as the State of Connecticut is
specifically notified otherwise, but not less than one (1) year from the proposal due date; and
prices that are valid for at least twelve (12) months from the proposal due date,

4.0 The Company shall comply with all State requirements regarding proposal contents and
formats, and

5.0 The Company has read and understands the principles, standards and best practices of the
State of Connecticut’s Enterprise Architecture, Technology Architecture. As noted in
Attachment 2, Contractors should summarize any non-Technology Architecture compliant
proposals or approaches, a copy of which is to be attached to the Contractor’s response to this
attachment.

Validating Official:

Signature

Printed Name and Title

By signing this proposal, | confirm that this proposal constitutes a complete, authentic and bona-fide
offer to the State of Connecticut, which the Company is fully prepared to implement as described.
The Company official who validated this proposal was authorized to represent the Company in that
capacity on the date of his/her signature.

Authenticating Official:

Signature

Printed Name and Title

Any modifications to this form will subject the Company’s proposal to the
risk of being deemed a "contingent" proposal, thus subject to rejection by
the State.
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ATTACHMENT 4 - INFORMATION PROCESSING SYSTEMS AGREEMENT

The State’s preferred Information Processing Systems Agreement is included in this Attachment to
this RFP. It represents a contract that the State believes is equitable to both the State and the
selected contractor.

The State reserves the right to incorporate into this Agreement any and/or all terms and conditions
that may be deemed to be fair or beneficial to the State. The State further will not waive, modify or
entertain modifications to Sections 24-49 of this Attachment as currently written in this RFP.

If the contract negotiations cannot be successfully concluded, the State may, at its sole discretion,
proceed to withdraw the offer and offer a contract to another competing firm, or follow any other
course of action that it deems necessary or advisable to provide for the carrying out of its statutory
responsibilities.
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This Information Processing Systems Agreement hereinafter referred to as the "Agreement” is made by and
between the STATE OF CONNECTICUT, acting by its Department of Administrative Services, hereinafter
referred to as the "State,"” located at 165 Capitol Ave., Hartford, CT 06106, and

hereinafter referred to as the "Contractor,” having its principal place of

business at

The terms and conditions of this Agreement are contained in the following sections:

Now therefore, in consideration of these presents, and for other good and valuable consideration, the receipt and
sufficiency of which the parties acknowledge Contractor and the State agree as follows:

1.

TERM OF AGREEMENT

This Agreement shall become effective upon its approval as to form by the Office of the Attorney General of
the State of Connecticut and shall continue for five years from date of approval with five one year extension
options. The State may extend this Agreement in its sole discretion, prior to Termination in accordance with the
provisions of Section 30. TERMINATION OF AGREEMENT, one or more times for a combined total period
not to exceed three years beyond the original five year term.

2.

a.

DEFINITIONS
“Acceptance Date” as used herein, shall mean completion of the Implementation Phase including signoff
approval by the Project Administrator.

“Call” as used herein, shall mean a request for emergency service from the public received by the PSAP
as voice or text message.

“Central Station Service” as used herein, shall mean is a system or group of systems maintained by
others from which notifications of emergency conditions are received and retransmitted to PSAPSs.

“Claims” as used herein, shall mean all actions, suits, claims, demands, investigations, and proceedings
of any kind, open, pending, or threatened, whether mature, un-matured, contingent, known or unknown,
at law of in equity in any form

“Composite Geo-coding” as used herein, shall mean a process that relies on multiple reference data, and
in order of best quality attempt to match the source data in a cascading fashion. If no match is reached in
the best quality reference data set, the geo-coder will turn to the next reference data set and attempt to
perform the same function and repeat until a match is found which meets the business rules
applied to the reference data.

“Confidential Information” shall mean any information about a client, including but not limited to first
name and last name, or first initial and last name, in combination with any one or more of the following
related to such client: (a) Social Security Number; (b) driver’s license number or State-issued
identification card number; (c) date of birth; and (d) financial account number, or credit or debit card
number, with or without any required security code, access code, personal identification number or
password, that would permit access to a client’s financial account. Without limiting the foregoing,
Confidential Information shall also include any information that the Department classifies as
“confidential” or “restricted.” Confidential Information shall not include information that may be
lawfully obtained from publicly available sources or from federal, state, or local government records
which are lawfully made available to the general public.

“Confidential Information Breach” shall mean, generally, an instance where an unauthorized person or
entity accesses Confidential Information in any manner, including but not limited to the following
occurrences: (1) any Confidential Information that is not encrypted or protected is misplaced, lost,
stolen or in any way compromised; (2) one or more third parties have had access to or taken control or
possession of any Confidential Information that is not encrypted or protected without prior written
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authorization from the State; (3) the unauthorized acquisition of encrypted or protected Confidential
Information together with the confidential process or key that is capable of compromising the integrity
of the Confidential Information; or (4) if there is a substantial risk of identity theft or fraud to the client,
the Contractor, the Department or State.

h. “Connecticut System Development Methodology (SDM)” as used herein, shall mean the State of
Connecticut’s standard methodology for defining requirements, designing, constructing and
implementing IT systems.

i. “Contractor Parties” as used herein, shall mean a Contractor’s members, directors, officers,
shareholders, partners, managers, principal officers representatives, agents, consultants, employees or
any one of them or any other person or entity with whom the Contractor is in privity of oral or written
Agreement and the Contractor intends for such other person or entity to Perform under the Agreement in
any capacity.

j. “CPSSDN” means the Connecticut Public Safety Services Data Network, the fiber optic network which
will be used to provide the connectivity for the System.

k. “CPSSDN NOC” means the CPSSDN Network Operations Center, the entity which monitors the
CPSSDN for performance issues, faults and failures.

I. “Deliverable” as used herein, shall mean any product, whether software, hardware, documentation,
license, information, or otherwise, or any service, whether development, integration, administrative,
maintenance, consulting, training, data warehousing, operations, support, hosting, or otherwise, or any
warranty, that is an element of the Contractor’s overall approach and solution to the requirements of this
Agreement, whether produced by the Contractor or by a third party as a supplier or subcontractor to the
Contractor.

m. "Department” as used herein, shall mean the Department of Emergency Services and Public Protection

n. “Force Majeure” as used herein, shall mean events that materially affect the cost of the Goods or
Services or the time schedule within which to perform and are outside the control of the party asserting
that such an event has occurred, including but not limited to, labor troubles unrelated to Contractor,
failure of or inadequate permanent power, unavoidable casualties, fire not caused by the Contractor, acts
of terrorism, extraordinary weather conditions, disasters, riots, acts of God, insurrection of war.

0. “Implementation Phase” as used herein, shall mean the sixth phase of Connecticut’s System
Development Methodology, in which the system or system modifications are installed and made
operational in the production environment.

p. “Improvements” as used herein, shall mean Contractor changes made to Deliverables from time to time
either to provide additional functions for Department use or to correct errors and other Performance
deficiencies noted by the Department and reported to the Contractor.

g. “Licensed Software” as used herein, shall mean computer program (s) acquired from Contractor under
an agreement where the Department acquires the right to use the product but does NOT acquire the
licensor’s (1) title to the product nor, (2) liability for payment of any tax levied upon the product, nor (3)
liability for payment of any liability/casualty premium for the product.

r. “Major Failure” as used herein, refers to any failure which:

1. Prevents the delivery of any 9-1-1 calls to the correct designated PSAP, complete with
location information

2. Interferes with the transfer any received calls to any PSAP within the system, or from the
system to the CPSSDN.

3. Interferes with the ability to initiate calls from the system or any PSAP within the system
to the PSTN.
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aa.

bb.

CC.

dd.

ee.

99.

4. Interferes with the ability to accept calls from or transfer calls to the legacy E911 system

5. Interferes with the ability to accept calls from or transfer calls to any participating NG911
partners

6. Interferes with the ability to record all calls within the system.

“Minor Failure”, as used herein, means loss or impairment of any service and/or equipment of a lesser
magnitude than any Major Failure.

“Performance” as used herein, shall mean the Contractor shall perform as set forth in Exhibit 1. For
purposes of this Agreement to perform and the performance in Exhibit 1 is referred to as “Perform” and
the “Performance.”

“Product Schedule” as used herein, which is attached to and made part of this Agreement, shall mean
that document which establishes the component or unit pricing, and price schedules and terms as
applicable, for every Deliverable available pursuant to this Agreement.

“Project Schedule” as used herein, which is attached to and made part of this Agreement, shall mean that
document which itemizes phases, tasks, Deliverables and date of completion including where
Department signoffs are to be taken.

“Project Implementation Summary” as used herein, which is attached to and made part of this
Agreement, shall mean that document which sets forth the services and Deliverables that are available
pursuant to this Agreement.

“PSAP” as used herein, shall mean public safety answering point which is a facility operated on a
twenty-four hour basis, assigned the responsibility of receiving 9-1-1 calls, and as appropriate, directly
dispatching emergency response services, or transferring or relaying emergency 9-1-1 calls to other
public safety agencies.

“PSTN” means the Public Switched Telephone Network

“Purchase Order” as used herein, shall mean a document issued by the Department for one or more
products or Deliverables in accordance with the terms and conditions of this Agreement.

“Records” as used herein, shall mean all working papers and such other information and materials as
may have been accumulated by the Contractor in performing the Agreement, including but not limited
to, documents, data, plans, books, computations, drawings, Specifications, notes, reports, records,
estimates, summaries and correspondence, kept or stored in any form.

“Site” as used herein, shall mean a location of a computer system or systems consisting of one
processing unit (PU) or multiple interconnected processing units.

“Specifications” as used herein, shall mean the Contractor’s published technical and non-technical
detailed descriptions of a Deliverable’s capabilities and/or intended use.

“System” as used herein, shall mean Contractor furnished or otherwise supplied software and
documentation that collectively and in an integrated fashion fulfill the business and technical
requirements of this Agreement.

“Telecommunicator” shall mean means the public safety answering point personnel responsible for the
processing of 9-1-1 calls.

“VSAT” as used herein, shall mean very small aperture terminal which used for disaster or
supplementary connectivity for the NG9-1-1 system

“Warranty Period” as used herein, shall mean the twelve (12) months following acceptance by the
Department of the System after successful completion of all System Acceptance Tests.
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3.

ACQUIRING DELIVERABLES

a. Subject to the terms and conditions of this Agreement, Contractor shall sell, transfer, convey and/or license

to the Department any duly ordered Deliverable. Such Deliverables shall be available in the Product
Schedule and listed in Purchase Orders issued by a Department.

. Any Purchase Order which has been accepted by the Contractor is subject to the terns of this Agreement

and shall remain in effect until such time as the Purchase Order obligations are fulfilled or until Department
acceptance of full Performance of all requirements contained therein, or extended or terminated sooner
under the terms of this Agreement. Neither party will be bound by any additional terms different from those
in the Agreement that may appear on a Purchase Order or other form document issued by either party.

. Contractor may supplement the Product Schedule at any time to make additional products, services and

related terms available to the State, provided that the effective date of each supplement is stated thereon.
Any supplement must be transmitted to the State with a cover letter documenting formal approval of the
supplement by a Contractor representative then legally empowered to so act.

. Notwithstanding any other provision of this Agreement, no material change may be made to the list of

Products on the Product Schedule that alters the nature or scope of the Products or their intended use. Any
change in the Products listed in the Product Schedule is conditioned upon the new products being of a
similar nature and having a similar use as the defined Products. An update of the Products or the addition
of Products that are related to or serve similar functions as the Products is permissible only with the prior
approval of the State. Upon State receipt of ninety (90) calendar days' prior written notice, Contractor may
update the Deliverable price schedule pricing by amending the Product Schedule effective July 1 of any
State of Connecticut fiscal year, provided: (1) the Product Schedule amendment is transmitted and
approved in the same manner as described for supplements in Subsection 3.c., (2) no software license, or
Deliverable maintenance or service rate is increased within the first year of any Deliverable acceptance,
and (3) any such price increase shall not exceed the lesser of five percent (5%) or the consumer price index
in any State of Connecticut fiscal year. In no case shall any such increase exceed Contractor's published
prices then applicable to local governments and other States. State shall provide Contractor written
acknowledgement, for Contractor’s Records, of such received amendment.

e. Deliverables ordered prior to the effective date of any Product Schedule pricing increase shall enjoy

protection from rate increase during their initial terms.

f. Contractor shall provide State with a discount on any Product Schedule pricing according to Contractor's

discount policy in effect when a Purchase Order is placed or according to the discount shown on the
Product Schedule, whichever is greater.

. The Department is authorized to use any Licensed Software to develop and/or enhance said Department’s

systems, only in the pursuit of its own business interests. Any such Licensed Software shall be non-
exclusive and non-transferable.

. Notwithstanding the foregoing restrictions on use, the Department may use the Licensed Software

Deliverable on another PU or Site in the following circumstances:

1) If the Department determines that a designated PU or Site cannot be used because of equipment or
software inoperability, or initiation of a disaster recovery test or a disaster recovery event.

2) If the Department designated PU is replaced by a Department, said Department may designate a
successor PU and use the Deliverable on that PU regardless of speed and performance. Prior to such
other use, Department shall give Contractor written notice of such intended use and such other use shall
be subject to Contractor's written consent. Such consent shall not be unreasonably withheld or delayed
and shall have no cost or charge to the State associated with it.

3) If the Department designated PU is removed to another location, the Department may move any Licensed
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Software Deliverable and supporting materials to that location which physically replaces the original
location. Prior to such moving of any such Deliverable and supporting materials, the Department shall
give Contractor written notice of such intended movement and such movement shall be subject to
Contractor's written consent. Such consent shall not be unreasonably withheld or delayed and shall have
no cost or charge to the State associated with it.

4. PROJECT ADMINISTRATOR
a. The Department shall designate a Project Administrator, who may be replaced at the discretion of the
Department. The Project Administrator shall have the authority to act for the Department under this
Agreement, for any Deliverable(s) initially acquired/installed from the Contractor and such authority shall
continue to be in effect throughout the tern of this Agreement.

b. Any additions to or reductions in the Deliverables and prices for work completed in the Performance of the
Project Schedule must be executed according to the provisions of Section 5. CHANGE ORDERS.

5. CHANGE ORDERS
a. The Department may, at any time, with written notice to Contractor, request changes within the general
scope of the Project Schedule. Such changes shall not be unreasonably denied or delayed by Contractor.
Such changes may include modifications or other changes specifically required by new or amended State
and/or Federal laws and regulations.

Such changes may be related to functional requirements and processing procedures. Other changes may
involve the correction of system deficiencies.

Prior to expiration of any Warranty Period, any changes to the Deliverables(s) that are required due to
System deficiencies or if the System does not fully perform in accordance with this Agreement, shall be
made by Contractor without charge to the Department or the State. Any investigation that is necessary to
determine the source of the problem requiring the change shall be done by Contractor at its sole cost and
expense

b. The written change order request shall be issued by the Department. As soon as possible after Contractor
receives a written change order request, but in no event later than fifteen (15) calendar days thereafter, the
Contractor shall provide the Department with a written statement that the change has no price impact on the
Contractor or that there is a price impact, in which case the statement shall include a description of the
price increase or decrease involved in implementing the change. The cost or credit to the Department
resulting in a change in the work shall specify the total cost by the number of hours or days times the
applicable service rate, itemized by each applicable service rate scale, as specified within the Product
Schedule.

c. No change order shall become effective, nor any change in the Project Implementation Schedule, until
Contractor’s receipt of a Purchase Order. No employee, officer, or representative of the Department,
including the Department Project Administrator, or the Contractor shall circumvent the intent of this
section.

6. DELIVERY, INSTALLATION & DEINSTALLATION

a. Department shall undertake at its own expense to prepare and make available to Contractor the site of
installation of any hardware Deliverable in accordance with Contractor furnished Specifications. If
preparation for installation has not been completed, the State shall so notify Contractor as soon as possible
but no later than ten (10) days prior to the scheduled hardware Deliverable installation date. If the State
installation site requirements do not meet Contractor Specifications, the State shall be charged, at prices in
effect at the time of the State’s order, for any extra work and ancillary materials required to complete
installation.

b. Contractor shall provide such pre-installation and post-installation hardware Deliverable compatibility
system surveys, consultation, reference manuals and onsite operational training as to facilitate proper
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installation and operation of all Deliverables. Additional Contractor assistance, if requested by the State
and issued in a Purchase Order, shall be furnished at the State expense at Contractor’s published rates.

c. Contractor represents and warrants that it shall complete installation of the System in accordance with the
Project Implementation Summary.

d. Department ordered System de-installation, relocation and reinstallation of any System previously installed
at a Department site or the Department's designated site shall be at Department's expense according to
Contractor's prices then in effect for such services.

7. DELIVERABLE EVALUATION & ACCEPTANCE
a. Any Deliverable furnished by Contractor under the terms of this Agreement shall be subject to an evaluation
and acceptance period at the Department installation site. For a Deliverable installed by Contractor, said
period shall commence on the Department next work day following receipt of written notification from the
Contractor to the Department that the Deliverable is installed and ready to undergo evaluation and
acceptance testing. For a Deliverable installed by Department, said period shall commence on the next
work day following receipt of the Deliverable by Department.

b. The evaluation and acceptance period will not conclude until all Deliverable items are functioning within
specifications, all punch list items have been corrected and completed by the Contractor, and no major or
minor failures have occurred in a continuous thirty day (30) day period.

c. Should any Deliverable fail to be satisfactory due to Force Majeure, the evaluation and acceptance period
then shall be immediately reinitiated or rescheduled at a later date upon mutual agreement between
Contractor and Department.

d. Successful completion of the Deliverable evaluation and acceptance period shall be determined by
Department in accordance with the Project Schedule. The Department agrees to complete any required
Contractor acceptance certificate.

e. If the Department does not accept any Deliverable within sixty (60) days of installation, due to the
Deliverable being unsatisfactory as specified in Subsection 6.a., the Department may then release the
Deliverable to Contractor and be relieved of all financial obligations therefore.

8. PAYMENTS & CREDITS
a. The Department shall pay any charges for Deliverables per the Project Schedule, promptly after receipt of
the Contractor’s properly documented invoice and acceptance of Deliverables by the Department. Charges
for services shall apply starting with the relevant Acceptance Date; charges for associated services shall
apply starting with the relevant dates specified in the Project Schedule.

b. Payment of Contractor charges for any license term or license maintenance and support term shall entitle
the Department to use the software license Deliverable, free of any usage charges, at the Department's
convenience at any time during the applicable term, excluding the time required for maintenance and
support.

c. Contractor may assign any license payments (but not any associated service payments), in whole or in part,
upon prior written notice to the Department and compliance with the requirements of the State's
Comptroller's Office concerning such assignments. No Deliverable assignment by Contractor shall relieve
Contractor of any obligations under this Agreement without prior written Department consent in each such
instance. Notwithstanding any such assignment, Contractor represents and warrants that the Deliverable
shall be and remain free of any repossession or any Claims by Contractor or its successors and assigns,
subject to the terms and conditions of this Agreement, provided the Department is not in default hereunder.

d. Contractor shall furnish separate invoices for each Purchase Order and each license charge, maintenance
and support charge or other charge shall be included as separate line items on such invoices.

e. It shall be the responsibility of the Department to pay any charges due hereunder within forty-five days after
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acceptance of the Deliverable or services being rendered, as applicable, after having received the properly
documented invoice.

f. Where the license term specified in the Attachment is perpetual, charges for maintenance and support are as
follows:

1) If the license fee specified in the Attachment is payable in periodic payments, there shall be no
additional charge for maintenance and support during the period for which such periodic payments are
payable.

2) If the license fee specified in the Attachment is payable in one lump sum, there shall be no additional
charge for maintenance and support during the twelve (12) months following the Deliverable
Acceptance Date, or during the Warranty Period if applicable.

3) For the year after the period for which periodic payments are payable, or twelve (12) months after the
Deliverable Acceptance Date or immediately after the Warranty Period if applicable, as the case may
be, Contractor shall continue to provide the Department with maintenance and support services
provided the Department elects to pay Contractor the applicable maintenance and support charges then
in effect.

4) For each subsequent year, Contractor's obligation to provide maintenance and support services and
Department's obligation to pay the maintenance and support charges then in effect shall be deemed to
be automatically renewed unless cancelled in writing by the State at least thirty (30) days prior to such
renewal date.

g. Notwithstanding this Section 8., properly documented invoices for Deliverables shall be paid as follows:

1) The Department shall pay Contractor within forty-five (45) days after Department has accepted such
Deliverables, and received Contractor’s properly documented invoice, in accordance with the Project
Implementation Schedule has been received

2) There shall be a thirteen percent (13%) holdback from the monies that are due for each Deliverable
accepted by the Department.

3) Upon successful completion of the System evaluation and acceptance period, determined by the
Department, Department shall pay Contractor one-half of the holdback monies.

4) Upon successful completion of the Warranty Period the remaining one-half of the holdback monies
will be paid to the Contractor.

0. SOFTWARE MAINTENANCE & SUPPORT
a. After acceptance of any software Deliverable by the Department and subject to the terms, conditions, and
charges set forth in this Agreement, Contractor represents and warrants that maintenance and support
services for any software Deliverable shall be provided to the Department as follows:

1) Contractor shall provide such reasonable and competent assistance as necessary to cause the
Deliverable to perform in accordance with applicable portions of the Specifications

2) Contractor shall provide Improvements which may be available to Contractor to any Deliverable

3) Contractor shall update any Deliverable, if and as required, to cause it to operate under new versions
or releases of the operating system(s) specified in the Attachment

b. Maintenance and support services shall be provided by the Contractor on an annual basis and shall
automatically renew for successive twelve (12) month periods unless thirty (30) days' prior written notice
of termination is provided to the Contractor by the Department before the end of the initial term or any
renewal term of maintenance and support services. Telephone support services are to include no
customization or training, but technical support issues only. Contractor shall maintain sufficient and

RFP # 11PSX0202 September 28, 2011 57



State of Connecticut, Department of Administrative Services
Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System

10.

competent Deliverable support services staff to satisfy the Contractor obligations specified herein for any
Deliverable.

Contractor shall continually monitor the system for performance issues, faults and failures, utilizing their
purpose-built and staffed network operations center (NOC) with live personnel providing diagnostic,
reroute, trouble ticket issuance, service dispatch and help desk functionality 24 hours per day, 7 days per
week. This NOC will be the single point of contact for the reporting of hardware and software System
incidents specific to NG911, and will cooperate with the CPSSDN NOC provided by others. Live NOC
personnel shall answer all telephone requests from either the CPSSDN NOC or the Department within 30
seconds, and shall immediately initiate investigation and remediation efforts as appropriate and approved.
Contractor shall provide monthly reports to the Department which will include system performance
statistics as well as records of performance issues, faults, failures and service activities engaged in by the
Contractor to address such issues. Contractor shall have full and free access to any Deliverable to provide
required services thereon.

. Contractor failure to meet the service requirements detailed in the Attachments, in the State's sole

determination, shall entitle Department to either credit or reimbursement against current charges payable to
the Contractor, for a non-perpetual license in the amount of ten percent (10%) of the Contractor's current
license fee for each succeeding period of non-performance by Contractor. The State of Connecticut
expects the Contractor to cooperate with the CPSSDN NOC, to use online tools which allow for online
troubleshooting, desktop sharing, and remote control, as well as other remote tools in order to satisfy the
performance requirement. Any change to client software or configuration is to be approved by the client
representative at the time of support session. The Contractor will plan for appropriate travel time when
scheduling onsite meetings with the client. Should inclement weather be forecast, the Contractor would
advise the client as soon as the Contractor becomes aware that travel may be affected. Contractor
employees will not be expected to travel in unsafe conditions, but will make other arrangements for support
as soon as possible. For a perpetual license, the amount shall be 1/6 times the related annual maintenance
and support charge, or two (2) times the related monthly maintenance and support charge, as the case may
be, whether payable or not by a Department, for each succeeding period of non-performance by Contractor.

If any Licensed Software Deliverable becomes not usable due to the computer manufacturer's release and
the installation of (1) a new PU operating system or (2) an updated version of the present PU operating
system or (3) a change to the present PU operating system and the Contractor is unable to provide changes
to the Deliverable to cause it to operate according to Specifications within thirty (30) days of written
notification by the Department to Contractor of such failure to operate, any such Deliverable so affected
shall have its paid maintenance and support period, periodic-payment license period or limited term license
period extended an additional period of time equal to the period of time the Deliverable was not usable. If,
after the expiration of thirty (30) days from the date of said notification, the Deliverable remains not usable,
then the applicable license may be terminated at the option of said Department without further obligation or
liability.
SYSTEM RELIABILITY

a. The system shall be engineered to maintain a grade of service so that no greater than one (1) busy call per

five hundred (500) calls received during the average busy hour of the busiest four (4) consecutive weeks, of
the preceding fifty-five (55) weeks, shall encounter a busy condition.

The reliability, at any point in time, of the System shall be determined by the System's operational
capability for productive Department use as configured and installed within the agreed operating
environment. Continued acceptability of such System performance reliability shall be based on the
Department's experienced rate of recoverable and non-recoverable System operating errors or failures that
preclude productive Department use of the System according to the agreed requirements and Contractor
operating specifications.
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c. The required reliability percentage for the System during any calendar year is ninety-nine point nine-nine-

11.
. After acceptance of any hardware Deliverable by the Department and subject to the terms, conditions, and

12.
. Contractor represents and warrants that the System shall conform to the terms and conditions of this

nine percent (99.999%) uptime. No more than 5 minutes total of unscheduled downtime (e.g., any “Major
Failure”) may occur across the State in any 12 month period.

. No more than 5 minutes total of scheduled downtime or Minor Failures may occur in any single PSAP in
any 12-month period.

. A given instance of System downtime shall start after receipt of notification by the Contractor of a Major

Failure or Minor Failure from the CPSSDN NOC, from a PSAP, from the Department, or from the
Contractor's own monitoring system(s), and end with notification by the Contractor to the Department and
any designee (e.g., the CPSSDN NOC) that such System status has been fully restored to the applicable
agreed operational specifications and made ready for 9-1-1 as well as routine use.

HARDWARE MAINTENANCE & SUPPORT

charges set forth in this Agreement, Contractor represents and warrants that maintenance and support
services for any hardware Deliverable shall be provided to the Department as follows:

. Contractor shall maintain sufficient installed hardware Deliverable support services staff, replacement

hardware Deliverable and ancillary equipment to satisfy the preventive and remedial maintenance
requirements and Section 10. SYSTEM RELIABILITY.

. Contractor shall have full and free access to any hardware Deliverable to provide required service thereon.

Contractor shall maintain an on-site hardware Deliverable log to contain brief descriptions of Department
reported problems and the associated remedial or scheduled preventive maintenance services performed on
any installed hardware Deliverable.

. Preventive maintenance shall be provided at a time mutually agreeable to Department and Contractor, costs
of which are included in the Maintenance Agreement. Preventive maintenance shall conform to the
hardware Deliverable manufacturer’s recommended schedules and procedures, and may be performed
concurrently with remedial maintenance. The provision of preventative maintenance services shall not
cause any loss of service to the System.

SYSTEM WARRANTIES

Agreement and Contractor’s proposal, and be free from defects in material and workmanship upon
acceptance of the System by the Department and for a minimum period of the Warranty Period.

Additionally, during the Warranty Period, Contractor shall modify, adjust, repair and/or replace such
Deliverable(s), at no charge to Department, as necessary to maintain ongoing System reliability according to
Section 10. SYSTEM RELIABILITY.

b. If the ongoing performance of Contractor maintenance and support of the System or if the System does not

conform to Section 10. SYSTEM RELIABILITY, the Department shall give Contractor written notice of
performance deficiencies. Contractor shall then have not more than a thirty (30) calendar day period to
correct the applicable Deliverable deficiency and restore the functioning of the Deliverable to a level of
operation that meets or exceeds the requirements of this Agreement. If during the Warranty Period such
Deliverable or System performance, or service level, continues to fail to meet these specifications, then the
Contractor shall be in material default of this Agreement.

In addition to as may otherwise be provided in this Agreement, any material default by the Contractor
during the Warranty Period, the State may, by written notice to Contractor signed by the Project
Administrator, terminate this Agreement. In event of such termination, the Contractor shall reimburse
Department of all monies paid by Department to Contractor under this Agreement.
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13. POST-WARRANTY MAINTENANCE

The Contractor shall provide, in the response to this RFP, the price for post-warranty maintenance services
out to five (5) years following the warranty period. The Contractor may be asked to provide maintenance
service for the five (5) year period following System acceptance (exclusive of the included warranty
coverage), and shall quote the cost for the initial maintenance period for this service in the RFP response.
The Contractor shall also specify a guaranteed inflation cap, expressed in percentage of the maintenance
agreement, and specify for which period this cap applies. The same repair and restoration response provided
during the warranty period is anticipated to be required during the post-warranty period, subject to
negotiation prior to contract award. The Contractor shall recommend any special tools and software,
including those considered proprietary, required or necessary for maintaining any installed equipment. All
sets of special tools shall include any hardware or software servicing aids not normally used in the day-to-
day operations of a 9-1-1 system. Special tools shall include any utility software used to change equipment
attributes. The Contractor shall provide any utility software specific to the Contractor's system that is not
readily available from a third party.

The Contractor shall provide pricing for a “Time and Materials” option for system maintenance as an
alternative to annual maintenance cost for fives after the warranty period.

The Contractor shall maintain a spare hardware inventory of one unit for every ten units in service.

14. OTHER WARRANTIES

a. Contractor hereby warrants its ownership and/or marketing rights to the software license Deliverables.
Unless stated otherwise in an Attachment, Contractor hereby warrants that a software Deliverable installed
by Contractor, or installed by the Department in accordance with Contractor's instructions, shall function
according to the Specifications on the Acceptance Date for such Deliverable, and that Contractor shall
modify and/or replace such Deliverable as necessary to maintain ongoing reliability according to Section 9.
SOFTWARE MAINTENANCE & SUPPORT. This latter warranty shall not apply to any software
Deliverable deficiency caused by maintenance by a person other than the Contractor or its representative.

b. If the ongoing performance of the software Deliverable does not conform to Section 9. SOFTWARE
MAINTENANCE & SUPPORT provisions of this Agreement, the Department shall give Contractor
written notice of performance deficiencies. Contractor shall then have not more than a ten (10) calendar day
cumulative cure period per twelve (12) month period to correct such deficiencies. If the cumulative
number of days in a twelve (12) month period is exceeded, and said performance continues to be in
nonconformance with said Section 9, the Contractor shall be in material default of this Agreement and the
State at its option may thereupon:

1) In addition to the options listed below, if during the Warranty Period, terminate this Agreement in
accordance with Subsection 12.c.

2) Request Contractor to replace said Deliverable at Contractor's expense with a functional Deliverable or
competent service.

3) Terminate the Deliverable license or service without Department penalty, further obligation or
financial liability. In the event of such termination, the Department shall be entitled to a refund of
monies paid to the Contractor according to the following schedule:

a) Termination of a lump-sum payment perpetual license:
Period that terminated Deliverable license has been in effect with Acceptance Date in:
1st - 12th month: 100% of license fee paid to be refunded
13th - 24th month: 75% of license fee paid to be refunded
25th - 36th month: 50% of license fee paid to be refunded
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37th month and over: 25% of license fee paid to be refunded

b) Termination of associated services or a periodic payment license or a lump-sum payment
non-perpetual license:

All fees paid by the Department to the Contractor applicable to the period following default
shall be refunded to the Department.

c) The Contractor neither excludes nor modifies the implied warranties of merchantability and
fitness for a particular purpose concerning the Deliverables offered under the terms and
conditions of this Agreement.

15. PATENT, COPYRIGHT, LICENSE & PROPRIETARY RIGHTS

a. Contractor hereby grants the Department, at no additional cost, rights to copy and use any patented,
copyrighted, licensed or proprietary software Deliverable solely in the pursuit of its own business interests
Department shall promptly affix to any such copy a reproduction of the patent, copyright, license or
proprietary rights information notice affixed to the original Deliverable. The Department shall maintain the
confidentiality of any such Licensed Software Deliverable consistent with its privileged nature, and shall
not divulge the Deliverable or make it available to any third party, except as may be noted elsewhere in this
Agreement. This obligation survives termination of this Agreement.

b. In the event any software Deliverable becomes the actual or prospective subject of any said claim or
proceeding, Contractor may, at its discretion:

1) Modify the Deliverable or substitute another equally suitable Deliverable (providing such
alternative does not degrade the Department's Deliverable dependent performance capability)

2) Obtain for said Department the right to continued Deliverable use

3) If Deliverable use is prevented by injunction, take back the Deliverable and credit the Department
for any charges unearned as a result of enjoined use as follows:

a. Where the license specified in the applicable Attachment is less than perpetual, Contractor
shall promptly refund the Department the amount of the fees paid to the Contractor for the
portion of the applicable term found to be infringing.

b. Where the license specified in the applicable Attachment is perpetual:

(1) Periodic Payment License: Contractor shall promptly refund the Department the amount of the
fees paid to the Contractor for the portion of the applicable term found to be infringing.

(2) Lump-Sum Payment License: Contractor shall promptly refund the Department any Deliverable
maintenance and support charges paid by the Department to the Contractor applicable to the
infringement period plus a sum computed as follows:

Period that infringing Deliverable license has been in effect with Acceptance Date in:
1st - 12th month: 100% of license fee paid
13th - 24th month: 75% of license fee paid
25th - 36th month: 50% of license fee paid
37th month and over: 25% of license fee paid

c. Contractor shall have no liability for any infringement claim or proceeding based on the Department's use of
a Deliverable for which it was neither designed nor intended and Contractor has provided written
notification to said Department of such inappropriate use.

16. CONFIDENTIALITY; NONDISCLOSURE
a. All material and information provided to the Contractor by the State or acquired by the Contractor in
performance of the Contract whether verbal, written, recorded magnetic media, cards or otherwise shall be
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regarded as confidential information and all necessary steps shall be taken by the Contractor to safeguard
the confidentiality of such material or information in conformance with federal and state statutes and
regulations. The Contractor agrees that it is prohibited from releasing any and all information provided by
the Department or providers or any information generated by the Contractor without the prior express
written consent of the Department.

b. The Department shall exercise at least the same degree of care to safeguard any Licensed Software
Deliverable as the Department does its own property of a similar nature and shall take reasonable steps to
assure that neither the Licensed Software Deliverable nor any part thereof received by Department under
this Agreement shall be disclosed for other than its own business interests. Such prohibition on disclosures
shall not apply to disclosures by the Department to its employees or its representatives, provided such
disclosures are reasonably necessary to Department’s use of the Deliverable, and provided further that
Department shall take all reasonable steps to insure that the Deliverable is not disclosed by such parties in
contravention of this Agreement.

c. The Department shall use any Licensed Software Deliverable only in the pursuit of its own business
interests. The State shall not sell, lease, license or otherwise transfer with or without consideration, any
such Deliverable to any third party (other than those non-designated third parties that have need to know
and agree to abide by the terms of this Section 15.) or permit any third party to reproduce or copy or
otherwise use such Deliverable. The State will not create derivative works, translate, reverse engineer or
decompile the Licensed Software Deliverable, in whole or in part, nor create or attempt to create, by
reverse engineering or disassembling of the design, algorithms or other proprietary trade secrets of the
Deliverable software.

d. Contractor hereby agrees that:

1) All Department information exposed or made available to Contractor or its representatives is to be
considered confidential and handled as such.

2) Any such Department information is not to be removed, altered, or disclosed to others in whole or
in part by Contractor and its representatives.

3) All Department security procedures shall be adhered to by Contractor and its representatives.

e. It is expressly understood and agreed that the obligations of this Section 14 shall survive the termination of
this Agreement.

17. ENCRYPTION OF CONFIDENTIAL DATA
Protection of Confidential Information

a. Contractor and Contractor Parties, at their own expense, have a duty to and shall protect from a
Confidential Information Breach any and all Confidential Information which they come to possess or
control, wherever and however stored or maintained, in a commercially reasonable manner in accordance
with current industry standards.

b. Each Contractor or Contractor Party shall develop, implement and maintain a comprehensive data - security
program for the protection of Confidential Information. The safeguards contained in such program shall be
consistent with and comply with the safeguards for protection of Confidential Information, and information of
a similar character, as set forth in all applicable federal and state law and written policy of the Department or
State concerning the confidentiality of Confidential Information. Such data-security program shall include,
but not be limited to, the following:

1) A security policy for employees related to the storage, access and transportation of data
containing Confidential Information;
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2) Reasonable restrictions on access to records containing Confidential Information, including
access to any locked storage where such records are kept;

3) A process for reviewing policies and security measures at least annually;

4) Creating secure access controls to Confidential Information, including but not limited to
passwords; and

5) Encrypting of Confidential Information that is stored on laptops, portable devices or being
transmitted electronically.

c. The Contractor and Contractor Parties shall notify the Department and the Connecticut Office of the
Attorney General as soon as practical, but no later than twenty-four (24) hours, after they become aware of
or suspect that any Confidential Information which Contractor or Contractor Parties have come to possess
or control has been subject to a Confidential Information Breach. If a Confidential Information Breach has
occurred, the Contractor shall, within three (3) business days after the notification, present a credit
monitoring and protection plan to the Commissioner of Administrative Services, the Department and the
Connecticut Office of the Attorney General, for review and approval. Such credit monitoring or protection
plan shall be made available by the Contractor at its own cost and expense to all individuals affected by the
Confidential Information Breach. Such credit monitoring or protection plan shall include, but is not limited
to reimbursement for the cost of placing and lifting one (1) security freeze per credit file pursuant to
Connecticut General Statutes § 36a-701a. Such credit monitoring or protection plans shall be approved by
the State in accordance with this Section and shall cover a length of time commensurate with the
circumstances of the Confidential Information Breach. The Contractors’ costs and expenses for the credit
monitoring and protection plan shall not be recoverable from the Department, any State of Connecticut
entity or any affected individuals.

d. The Contractor shall incorporate the requirements of this Section in all subcontracts requiring each
Contractor Party to safeguard Confidential Information in the same manner as provided for in this Section.

e. Nothing in this Section shall supersede in any manner Contractor’s or Contractor Party’s obligations
pursuant to HIPAA or the provisions of this Contract concerning the obligations of the Contractor as a
Business Associate of the Department.

18. DELIVERABLE REPLACEMENTS & UPGRADES

a. The State may order replacement of any Deliverable license with any other Deliverable license then
available to the State. Contractor shall provide the State with a discount or credit according to Contractor’s
policy then in effect or according to the credit shown below, whichever is greater:

1) Replacement Deliverable that was provided by the Contractor under a lump sum payment
perpetual license

Period license of replaced Deliverable has been in effect starting with Acceptance Date:
1st - 12th month: 75% of license fee paid shall be credited toward fee for Replacement Deliverable
13th - 24th month: 50% of license fee paid shall be credited toward fee for Replacement Deliverable
25th - 36th month: 25% of license fee paid shall be credited toward fee for Replacement Deliverable
37th month and over: No credit toward fee for Replacement Deliverable
2) Replaced Deliverable that was provided by the Contractor under a periodic payment license:
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19.

20.
. Alterations of any hardware Deliverable may be made only with the prior written consent of Contractor

License fee payments for a replaced Deliverable shall terminate on the Acceptance Date of the
replacement Deliverable.

3) Replaced Deliverable that was provided by the Contractor under a lump-sum payment non-
perpetual license:

There shall be a prorated adjustment of the license fee payment for a replaced Deliverable as of the
Acceptance Date of the replacement Deliverable.

. The license fee for any replacement Deliverable applies commencing on the Acceptance Date of such

Deliverable.

Contractor shall keep current any installed Deliverable that it has supplied throughout its license term by
delivering, at no cost or expense to a Department, the most current release of said Deliverable to the
Department, provided that said Department has paid or will pay the most recent applicable annual
maintenance charges.

RISK OF LOSS & INSURANCE
The Department shall not be liable to Contractor for any risk of Deliverable loss or damage while
Deliverable is in transit to or from a Department installation site, or while in a Department's possession,
except when such loss or damage is due directly to Department gross negligence.

. In the event Contractor employees or agents enter premises occupied by or under control of a Department in

the performance of their responsibilities, Contractor shall indemnify and hold said Department harmless
from and defend it against any loss, cost, damage, expense or liability by reason of tangible property
damage or personal injury, of any nature or any kind, caused by the performance or act of commission or
omission of said employees or agents. Without limiting the foregoing, Contractor shall maintain public
liability and property damage insurance within reasonable limits covering the obligations contained herein,
and shall maintain proper workers' compensation insurance in accordance with Section 50. WORKERS'
COMPENSATION.

DELIVERABLE ALTERATIONS

and/or manufacturer. Such consent shall not be unreasonably withheld or delayed and shall be provided
without cost to customer or Department.

. All inventions or improvements to the computer programs and/or base software developed by the

Contractor pursuant to this Agreement shall become the property of the State. The State shall retain all
ownership rights to any such inventions or improvements. The Contractor shall receive a non-exclusive,
royalty-free license for any software, software enhancement, documentation or invention developed under
this Agreement. The Contractor may sublicense any software, software enhancement, invention or
improvements developed by the Contractor pursuant to this Agreement to third parties on the same royalty-
free basis as provided by the State to the Contractor hereunder.

. If any Deliverable Alteration interferes with the normal and satisfactory operation or maintenance and

support of any Deliverable or increases substantially the costs of maintenance and support thereof or
creates a safety hazard, the Department shall, upon receipt of written notice from Contractor, promptly
restore the Deliverable to its pre-altered condition.

. Any Alteration of a Licensed Software Deliverable by the Department without prior written consent of

Contractor shall void the obligations of Contractor under Section 9. SOFTWARE MAINTENANCE &
SUPPORT for the Deliverable. Contractor shall indicate in any prior written consent, which parts of the
Deliverable being altered will continue to be subject to Section 9. SOFTWARE MAINTENANCE &
SUPPORT and which will not. The State understands and agrees that Contractor may develop and market
a new or substantially different product that either uses or performs all or part of the functions performed
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by an installed Deliverable or System. Nothing contained in this Agreement gives the State any rights, with
respect to such new or different product, not granted to other product users.

21. FORCE MAJEURE

Neither party shall be responsible for delays or failures in its obligations herein due to any cause beyond its
reasonable control. Such causes shall include, but not be limited to, strikes, lockouts, riot, sabotage, rebellion,
insurrection, acts of war or the public enemy, acts of terrorism, unavailable raw materials, telecommunication or
power failure, fire, flood, earthquake, epidemics, natural disasters, and acts of God.

22. SOURCE CODE ESCROW

a. Contractor agrees to store their own intellectual property, at the expense of the Department, during the term
of this Agreement at a third party site, as set forth in the pricing provided by the supplier, a copy of the
most current source code, and any documentation and written instructions required to interpret said source
code, for all Licensed Software Deliverables. Said third party site, source code, documentation and
instructions will be affirmed to the Department in writing by Contractor within fourteen (14) days of a
request of the Department. Contractor shall immediately arrange for the surrender of such source code,
documentation and instructions to Department:

1) If Contractor becomes insolvent or commits any act of bankruptcy or makes a general assignment
for the benefit of creditors;

OR

2) If Contractor or its successors or assignees discontinues support of the Deliverables for any
reason.

b. Contractor shall arrange so that the Department shall have the right at any time to contact the so identified
third party and shall also arrange so the Department's audit personnel shall have full and free access to
examine any such source code, documentation and written instructions for the purposes of ascertaining the
existence of the source code and related documentation and instructions and for the verification of the
continued validity of the instructions from the Contractor to the third party to release the source code,
documentation and instructions to the Department under the circumstances specified in this section.

c. In no event shall a Department use the source code, documentation and written instructions for purposes
other than satisfying Department needs. Title to any source code released to the State in compliance with
this Section 20. shall remain with Contractor and the State shall continue to treat the released materials as
valuable and proprietary trade secret information of Contractor in accordance with the terms of this
Agreement, which terms shall expressly survive the termination or expiration of this Agreement. The State
agrees that any released source code shall be used solely for the business purposes of Department and shall
not be disclosed to any third party pursuant to this Agreement.

23. REMEDIES

23.1 UNDERSTANDING AND EXPECTATIONS

The Contractor agrees and understands that the Department or the State may pursue contractual remedies for
both programmatic and financial noncompliance. The Department, at its discretion, may impose or pursue one
or more remedies for each item of noncompliance and will determine sanctions on a case-by-case basis. The
Department’s pursuit or non-pursuit of a tailored administrative remedy shall not constitute a waiver of any
other remedy that the Department may have at law or equity. The remedies described in this Section are
directed to the Contractor’s timely and responsive performance of the Deliverables.

22.2. ADMINISTRATIVE REMEDIES
a. Contractor responsibility for improvement: The Department expects the Contractor’s performance to
continuously meet or exceed performance criteria over the term of this Agreement. Accordingly, Contractor
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shall be responsible for ensuring that performance for a particular activity or result that fails to meet the
requirements of the Project Implementation Summary or this Agreement must improve within thirty (30)
days of written notice from the Department regarding the deficiency.

b. Notification and interim response: If the Department identifies areas of Contractor performance that fail to
meet performance expectations, standards, or schedules, but which, in the determination of the Department,
do not result in a material delay in the implementation or operation of the System, the Department will
notify Contractor of such deficiency or exception. Contractor shall within three (3) business days of receipt
of written notice of such a non-material deficiency, provide the Department Project Manager a written
response that

1) Explains the reasons for the deficiency, the Contractor’s plan to address or cure the deficiency, and
the date and time by which the deficiency will be cured, or

2) If Contractor disagrees with the Department’s findings, its reasons for disagreeing with the
Department’s findings. Contractor’s proposed cure of a non-material deficiency is subject to the
approval of the Department. Contractor’s repeated commission of non-material deficiencies or
repeated failure to resolve any such deficiencies may be regarded by the Department as a material
deficiency and entitle the Department to pursue any other remedy provided in this Agreement or any
other appropriate remedy the Department may have at law or equity.

c. Corrective Action Plan: the Department may require the Contractor to submit to the Department a detailed
written plan (the “Corrective Action Plan”) to correct or resolve the deficiency. The Corrective Action Plan
must provide a detailed explanation of the reasons for the cited deficiency, the Contractor’s assessment or
diagnosis of the cause, and a specific proposal to cure or resolve the deficiency. The Corrective Action Plan
must be submitted within ten (10) business days following the request for the plan by the Department and is
subject to approval by the Department, which approval shall not unreasonably be withheld.
Notwithstanding the submission and acceptance of a Corrective Action Plan, Contractor remains
responsible for achieving all oral and written performance criteria.

The acceptance of a Corrective Action Plan under this Section shall not excuse prior substandard
performance, relieve Contractor of its duty to comply with performance standards, or prohibit the
Department from assessing additional remedies or pursuing other approaches to correct substandard
performance.

d. Additional remedies: the Department at its own discretion may impose one or more of the following
remedies for each item of noncompliance or sub-standard performance and will determine the scope and
schedule of the remedy on a case-by-case basis. Both Parties agree that a state or federal statute, rule,
regulation or guideline will prevail over the provisions of this Section unless the statute, rule, regulation, or
guidelines can be read together with this Section to give effect to both.

1) Corrective Action Plans

2) Additional, more detailed, financial, programmatic and/or ad hoc reporting by the Contractor, at
no cost to the Department, to address performance issues

3) Pass-through of a proportional share of federal disallowances and sanctions/penalties imposed on
the State and resulting from the Contractor’s performance or non-performance under this
Agreement

The Department will formally notify the Contractor of the imposition of an administrative remedy in
accordance with paragraph (b) of this Section. Contractor is required to file a written response to such
notification in accordance with paragraph (b) of this Section.

e. Review of administrative remedies: Contractor may request a review of the imposition of the foregoing
remedies. Contractor must make the request for review within ten (10) business days of receipt of written
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notification of the imposition of a remedy by the Department.

24 HOLDBACK REQUIREMENTS

Payments for deliverables accepted by DAS/DESPP shall be subject to a thirteen-percent (13%) holdback. The
State of Connecticut shall hold the thirteen-percent (13%) until the State of Connecticut has accepted the
deliverable and thereafter, releasing one-half the holdback. Once the warranty period has expired, in
accordance with the provisions of Attachment 5 — Information Processing Systems Agreement, the State of
Connecticut will release the remaining holdback.

The successful Contractor will be required to complete milestones by due dates presented in the Contractor’s
response to the RFP requirements. If the Contractor fails to complete a milestone by the agreed upon due date,
the State of Connecticut shall have the discretion to withhold any payment due until the Contractor has
completed a subsequent milestone in accordance with its proposed due dates or the State of Connecticut has
accepted the deliverable whichever occurs first.

25. GENERAL PROVISIONS
a. Section headings and document titles used in this Agreement are included for convenience only and shall
not be used in any substantive interpretation of this Agreement.

b. If any term or condition of this Agreement is decided by a proper authority to be invalid, the remaining
provisions of the Agreement shall be unimpaired and the invalid provision shall be replaced by a provision
which, being valid comes closest to the intention underlying the invalid provision.

c. The terms of all Deliverable(s), maintenance service rates/pricing, and associated offerings in this
Agreement are equivalent to or better than those for comparable Contractor offerings to any other state or
local government customer under like terms and conditions.

If during the life of this Agreement Contractor provides more favorable terms for said offerings to another
such customer, this Agreement shall thereupon be deemed amended to provide same to the State.

d. The failure at any time by either party to this Agreement to require performance by the other party of any
provision hereof shall not affect in any way the full right to require such performance at any time thereafter.
The waiver by either party of a breach of any such provision shall not constitute a waiver of the provision
itself, unless such a waiver is expressed in writing and signed by a duly authorized representative of the
waiving party.

e. In any case where the consent or approval of either party is required to be obtained under this Agreement,
such consent or approval shall not be unreasonably withheld or delayed. No such consent or approval shall
be valid unless in writing and signed by a duly authorized representative of that party. Such consent or
approval shall apply only to the given instance, and shall not be deemed to be a consent to, or approval of,
any subsequent like act or inaction by either party.

f. The Department agrees not to remove or destroy any proprietary markings or proprietary legends placed
upon or contained within any Deliverable.

g. Except as may be otherwise provided for in this Agreement, the Department shall not assign, mortgage,
alter, relocate or give up possession of any lease Deliverable or Licensed Software Deliverable without the
prior written consent of Contractor.

h. If the Department desires to obtain a version of the Licensed Software Deliverable that operates under an
operating system not specified in the Specifications, Contractor shall provide said Department with the
appropriate version of the Deliverable, if available, on a 60-day trial basis without additional charge,
provided a Department has paid all applicable maintenance and support charges then due. At the end of the
60-day trial period, a Department must elect one of the following three options:

1) Department may retain and continue to use the old version of the Deliverable and return the new
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version to Contractor and continue to pay the applicable license fee and maintenance and support
charge for the old version;

OR

2) Department may retain and use the new version of the Deliverable and return the old version to
Contractor, provided that any difference in the applicable license fee and maintenance and support
charge for the new version and such fee and charge for the old version is paid or refunded to the
appropriate party;

OR
3) Department may retain and use both versions of the Deliverable, provided Department pays

Contractor the applicable license fees and maintenance and support charges for both versions of the
Deliverable.

i. Contractor covenants and agrees that it will not, without prior written consent from the State, make any
reference to the Department or the State in any of Contractor's advertising or news releases.

J. Any Deliverable developed under this Agreement shall be the sole property of the State and the State shall
have sole proprietary rights thereto. Contractor acknowledges and agrees that any program, process,
equipment, proprietary know-how or other proprietary information or technology (and all associated
documentation) that is produced or is the result of Contractor’s performance of any work under this
Agreement shall be owned solely by the State upon creation and Contractor shall have no rights in such
property and Contractor agrees to execute any and all documents or to take any actions which may be
necessary to fully effectuate the terms and conditions of this Section.

k. Neither Department nor Contractor shall employ an employee of the other party to this agreement for a
period of one year after separation of that employee from the payroll of the other party or from the
termination or expiration of this contract, whichever is later.

I. The Department, DAS, the Connecticut Attorney General, or any of their duly authorized representatives,
shall have access to any books, documents, papers and records of the Contractor, which are directly
pertinent to the work to be performed under this contract, for the purpose of making audits, examinations,
excerpts and transcriptions.

m. Time is of the essence: In consideration of the time limits for compliance with State law and Department
procedures, time is of the essence on the performance of the Services under this Agreement.

26. COMMUNICATIONS
Unless notified otherwise by the other party in writing, correspondence, notices, and coordination between the
parties to this Agreement as to general business matters or the terms and conditions herein should be directed to:

State:  Connecticut Department of Administrative Services
Contracts & Purchasing Division
165 Capitol Ave.,
Hartford, CT 06106

Contractor:  As stated in page one of this Agreement.

Details regarding Contractor invoices and all technical or day-to-day administrative matters pertaining to any
Deliverable should be directed to:
Department:  The individual specified in the applicable Purchase Order

Contractor:  The individual designated by Contractor in their Proposal or as the Contractor may otherwise
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designate in writing to the Department.

27. AUDIT REQUIREMENT FOR STATE GRANTS

For purposes of this paragraph, the word “contractor” shall be read to mean “non-state entity,” as that term is
defined in Conn. Gen. Stat. 8 4-230. The contractor shall provide for an annual financial audit acceptable to
the Department for any expenditure of state-awarded funds made by the contractor. Such audit shall include
management letters and audit recommendations. The State Auditors of Public Accounts shall have access to all
Records and accounts for the fiscal year(s) in which the award was made. The contractor will comply with
federal and state single audit standards as applicable.

28. WHISTLEBLOWER PROVISION

This Contract may be subject to the provisions of §4-61dd of the Connecticut General Statutes. In accordance
with this statute, if an officer, employee or appointing authority of the Contractor takes or threatens to take any
personnel action against any employee of the Contractor in retaliation for such employee's disclosure of
information to any employee of the contracting state or quasi-public agency or the Auditors of Public Accounts
or the Attorney General under the provisions of subsection (a) of such statute, the Contractor shall be liable for
a civil penalty of not more than five thousand dollars for each offense, up to a maximum of twenty per cent of
the value of this Contract. Each violation shall be a separate and distinct offense and in the case of a continuing
violation, each calendar day's continuance of the violation shall be deemed to be a separate and distinct offense.

The State may request that the Attorney General bring a civil action in the Superior Court for the Judicial
District of Hartford to seek imposition and recovery of such civil penalty.

In accordance with subsection (f) of such statute, each large state contractor, as defined in the statute, shall post
a notice of the provisions of the statute relating to large state contractors in a conspicuous place which is readily
available for viewing by the employees of the Contractor.

29. PUBLIC RECORDS PROVISION

The Contract may be subject to the provisions of section 1-218 of the Connecticut General Statutes. In
accordance with this section, each contract in excess of two million five hundred thousand dollars between a
public agency and a person for the performance of a governmental function shall (a) provide that the public
agency is entitled to receive a copy of records and files related to the performance of the governmental function,
and (b) indicate that such records and files are subject to FOIA and may be disclosed by the public agency
pursuant to FOIA. No request to inspect or copy such records or files shall be valid unless the request is made to
the public agency in accordance with FOIA. Any complaint by a person who is denied the right to inspect or
copy such records or files shall be brought to the Freedom of Information Commission in accordance with the
provisions of sections 1-205 and 1-206 of the Connecticut General Statutes.

30. FORUM AND CHOICE OF LAW

The Contract shall be deemed to have been made in the City of Hartford, State of Connecticut. Both Parties
agree that it is fair and reasonable for the validity and construction of the Contract to be, and it shall be,
governed by the laws and court decisions of the State of Connecticut, without giving effect to its principles of
conflicts of laws. To the extent that any immunities provided by Federal law or the laws of the State of
Connecticut do not bar an action against the State, and to the extent that these courts are courts of competent
jurisdiction, for the purpose of venue, the complaint shall be made returnable to the Judicial District of Hartford
only or shall be brought in the United States District Court for the District of Connecticut only, and shall not be
transferred to any other court, provided, however, that nothing here constitutes a waiver or compromise of the
sovereign immunity of the State of Connecticut. The Contractor waives any objection which it may now have
or will have to the laying of venue of any Claims in any forum and further irrevocably submits to such
jurisdiction in any suit, action or proceeding.
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31.

TERMINATION OF AGREEMENT

Termination, Cancellation and Expiration.

a. Notwithstanding any provisions in this Contract, the Agency, through a duly authorized employee, may

Terminate the Contract whenever the Agency makes a written determination that such Termination is in the
best interests of the State. The Agency shall notify the Contractor in writing of Termination pursuant to
this section, which notice shall specify the effective date of Termination and the extent to which the
Contractor must complete Performance under the Contract prior to such date.

Notwithstanding any provisions in this Contract, the Agency, through a duly authorized employee, may,
after making a written determination that the Contractor has breached the Contract, Cancel the Contract in
accordance with the provisions in the Breach section of this Contract.

c. The Agency shall send the notice of Termination or Cancellation via certified mail, return receipt requested,

to the Contractor at the most current address which the Contractor has furnished to the Agency for purposes
of correspondence, or by hand delivery. Upon receiving such notice from the Agency, the Contractor shall
immediately discontinue all services affected in accordance with the notice, undertake all commercially
reasonable efforts to mitigate any losses or damages, and deliver to the Agency all Records.

The Records are deemed to be the property of the Agency and the Contractor shall deliver them to the
Agency no later than thirty (30) days after the Termination, Cancellation or Expiration of the Contract or
fifteen (15) days after the Contractor receives a written request from the Agency for the Records.

The Contractor shall deliver those Records that exist in electronic, magnetic or other intangible form in a

d

non-proprietary format, such as, but not limited to, ASCII or .TXT.

. Upon receipt of a written notice of Termination or Cancellation from the Agency, the Contractor shall cease
operations as directed by the Agency in the notice, and take all actions that are necessary or appropriate, or
that the Agency may reasonably direct, for the protection and preservation of the Goods and any other
property. Except for any work which the Agency directs the Contractor to Perform in the notice prior to
the effective date of Termination or Cancellation, and except as otherwise provided in the notice, the
Contractor shall terminate or conclude all existing subcontracts and purchase orders and shall not enter into
any further subcontracts, purchase orders or commitments.

e. In the case of any Termination or Cancellation, the Agency shall, within forty-five (45) days of the effective

f.

g.

RF

date of Termination or Cancellation, reimburse the Contractor for its Performance rendered and accepted
by the Agency in accordance with Exhibit 1, in addition to all actual and reasonable costs incurred after
Termination or Cancellation in completing those portions of the Performance which the Contractor was
required to complete by the notice. However, the Contractor is not entitled to receive and the Agency is not
obligated to tender to the Contractor any payments for anticipated or lost profits. Upon request by the
Agency, the Contractor shall assign to the Agency, or any replacement contractor which the Agency
designates, all subcontracts, purchase orders and other commitments, deliver to the Agency all Records and
other information pertaining to its Performance, and remove from State premises, whether leased or owned,
all such equipment, waste material and rubbish related to its Performance as the Agency may request.

For breach or violation of any of the provisions in the section concerning Representations and Warranties,
the Agency may Cancel the Contract in accordance with its terms and revoke any consent to assignments
given as if the assignments had never been requested or consented to, without liability to the Contractor or
Contractor Parties or any third party.

Upon Termination, Cancellation or Expiration of the Contract, all rights and obligations shall be null and
void, so that no party shall have any further rights or obligations to any other party, except with respect to
the sections which survive Termination, Cancellation or Expiration of the Contract. All representations,
warranties, agreements and rights of the parties under the Contract shall survive such Termination,
Cancellation or Expiration to the extent not otherwise limited in the Contract and without each one of them
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having to be specifically mentioned in the Contract.

h. Termination or Cancellation of the Contract pursuant to this section shall not be deemed to be a breach of
contract by the Agency.

32. STATE COMPTROLLER’S SPECIFICATIONS

In accordance with Conn. Gen. Stat. § 4d-31, this Agreement is deemed to have incorporated within it, and the
Contractor shall deliver the Goods and Services in compliance with, all specifications established by the State
Comptroller to ensure that all policies, procedures, processes and control systems, including hardware, software
and protocols, which are established or provided by the Contractor or Contractor Parties, are compatible with
and support the State's CORE financial systems, including but not limited to, accounting, payroll, time and
attendance, and retirement systems.

33. CIO SUBCONTRACT APPROVAL

In accordance with Conn. Gen. Stat. § 4d-32, the Contractor shall not award a subcontract for work under this
Agreement without having first obtained the written approval of the Chief Information Officer of the
Department of Administrative Services or their designee of the selection of the subcontractor and of the
provisions of the subcontract.

The Contractor shall deliver a copy of each executed subcontract or amendment to the subcontract to the Chief
Information Officer, who shall maintain the subcontract or amendment as a public record, as defined in Conn.
Gen. Stat. § 1-200.

34. GENERAL ASSEMBLY ACCESS TO DOIT RECORDS

In accordance with Conn. Gen. Stat. 8 4d-40, the Joint Committee on Legislative Management and each
nonpartisan office of the General Assembly shall continue to have access to DOIT records that is not less than
the access that said committee and such offices have on July 1, 1997.

35. CONTINUITY OF SYSTEMS

This Section is intended to comply with Conn. Gen. Stat. §84d-44. The Contractor acknowledges that the
Systems and associated services are important to the function of State government and that they must continue
without interruption. Pursuant to Conn. Gen. Stat. 84d-44, if the work under the Agreement, any subcontract, or
amendment to either, is transferred back to the State or to another Contractor at any time for any reason, then
for a period of six (6) months, or for a mutually agreeable time from the date transfer was initiated, the
Contractor shall cooperate fully with the State, and do and perform all acts and things that the State deems to be
necessary or appropriate, at Contractor’s then-current labor rates for such services, to ensure continuity of state
agency information system and telecommunication system facilities, equipment and services so that there is no
disruption or interruption in Performance as required or permitted in the Agreement. The Contractor shall not
enter into any subcontract for any part of the Performance under the Agreement without approval of such
subcontract by the State, as required by Conn. Gen. Stat. 84d-32, and without such subcontract including a
provision that obligates the subcontractor to comply fully with Conn. Gen. Stat. 84d-44 as if the subcontractor
were in fact the Contractor. The Contractor shall make a full and complete disclosure of and delivery to the
State or its representatives of all Records and “Public Records,” as that term is defined in Conn. Gen. Stat.
84d-33, as it may be amended, in whatever form they exist or are stored and maintained and wherever located,
directly or indirectly concerning the Agreement

The parties shall follow the following applicable and respective procedures in order to ensure the orderly
transfer to the State of: (1) such facilities and equipment: Unless a shorter period is necessary or appropriate to
ensure compliance with subsection (a) above, in which case that shorter period shall apply, the Contractor shall
deliver to the State, F.O.B. Hartford, Connecticut or other State location which the State identifies, all Systems
related to or arising out of the Agreement, subcontract or amendment, no later than 10 days from the date
Contractor shall deliver the Systems to the State, during the State’s business hours, in good working order and
in appropriately protective packaging to ensure delivery without damage.

Concurrent with this delivery, the Contractor shall also deliver all Systems-related operation manuals and other
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documentation in whatever form they exist and a list of all Systems passwords and security codes;

(1) all software created or modified pursuant to the Agreement, subcontract or amendment: all software,
including all applicable licenses, purchased, created or modified pursuant to the contract, subcontract or
amendment--Unless a shorter period is necessary or appropriate to ensure compliance with subsection (a)
above, in which case that shorter period shall apply, the Contractor shall deliver to the State, F.O.B. Hartford,
Connecticut or other State location which the State identifies, all software, including all applicable licenses,
purchased, created or modified pursuant to the Agreement, subcontract or amendment no later than 10 days
from the date that the work under the Agreement is transferred back to the State or to another Contractor for any
reason.

The Contractor shall deliver to the State, during the State’s business hours, the software, including its source
code, if applicable, in good working order, readily capable of being maintained and modified, and housed in
appropriately protective packaging or hardware to ensure delivery without damage. Concurrent with this
delivery, the Contractor shall also deliver all related operation manuals and other documentation in whatever
form they exist and a list of all applicable passwords and security codes. The Contractor shall deliver record
layouts, including field attributes, field descriptions, key field identification and any available documentation to
support the Department with moving their data into a replacement application; and (3) all Public Records, as
defined in Conn. Gen. Stat. 84d-33, which the Contractor or Contractor Parties possess or create pursuant to the
Agreement subcontract or amendment-- Unless a shorter period is necessary or appropriate to ensure
compliance with subsection (a) above, in which case that shorter period shall apply, the Contractor shall deliver
to the State, F.O.B. Hartford, Connecticut or other State location which the State identifies, all Records and
Public Records created or modified pursuant to the Agreement, subcontract or amendment no later than the
latter of (1) the time specified in the section in this Agreement concerning Termination for the return of Records
and (2) 10 days from the date that the work under the Agreement is transferred back to the State or to another
Contractor for any reason.

The Contractor shall deliver to the State those Records and Public Records that exist in electronic, magnetic or
other intangible form in a non-proprietary format, such as, but not limited to, ASCII or .TXT. The Contractor
shall deliver to the State, during the State’s business hours, those Records and Public Records and a list of all
applicable passwords and security codes, all in appropriately protective packaging to ensure delivery without
damage.

Upon Termination of the Agreement for any reason, the Contractor shall provide the State a copy of any and all
data provided, created, or in any way handled by the Contractor under the terms of this contract. In addition,
upon Termination of the Agreement for any reason, any and all data provided to the Contractor that originated
in any way from the State shall be expunged from any and all media not owned by the State. The expungement
shall include all types of media, including but not limited to, hard drives, removable media including backup
media, and volatile and non-volatile memory of all types. Expungement is intended to mean removal in such a
way as to make restoration or retrieval impossible.

If the Contractor employs former State employees, the Contractor shall facilitate the exercising of any
reemployment rights that such State employees may have with the State, including, but not limited to, affording
them all reasonable opportunities during the workday to interview for State jobs. The Contractor shall include
language similar to this section in all of its Agreements with its subcontractors and applicable Contractor Parties
so that they are similarly obligated.

36. RIGHTS TO PUBLIC RECORDS

In accordance with Conn. Gen. Stat. 8 4d-34, (a) neither the Contractor nor Contractor Parties shall have any
Title in or to (1) any public records which the Contractor or Contractor Parties possess, modify or create
pursuant to a contract, subcontract or amendment to a contract or subcontract, or (2) any modifications by such
contractor, subcontractor, employee or agent to such public records; (b) neither the Contractor nor Contractor
Parties shall impair the integrity of any public records which they possess or create; and (c) public records
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which the Contractor or Contractor Parties possess, modify or create pursuant to this Agreement or other
contract, subcontract or amendment to a contract or subcontract shall at all times and for all purposes remain the
property of the State. For purposes of this section, “public records” shall have the meaning set forth in Conn.
Gen. Stat. § 1-200, as it may be modified from time to time.

37. PUBLIC RECORDS AND FOIA

In accordance with Conn. Gen. Stat. § 4d-35, any public record which a state agency provides to the Contractor
or Contractor Parties shall remain a public record for the purposes of subsection (a) of section 1-210 and as to
such public records, the State, the Contractor and Contractor Parties shall have a joint and several obligation to
comply with the obligations of the state agency under the Freedom of Information Act, as defined in section
1-200, provided that the determination of whether or not to disclose a particular record or type of record shall be
made by such state agency.

38. DISCLOSURE OF PUBLIC RECORDS

In accordance with Conn. Gen. Stat. 8 4d-36, neither the Contractor nor Contractor Parties shall disclose to the
public any public records (a) which they possess, modify or create pursuant to this Agreement or any contract,
subcontract or amendment to a contract or subcontract and (b) which a state agency (1) is prohibited from
disclosing pursuant to state or federal law in all cases, (2) may disclose pursuant to state or federal law only to
certain entities or individuals or under certain conditions or (3) may withhold from disclosure pursuant to state
or federal law. This provision shall not be construed to prohibit the Contractor from disclosing such public
records to any Contractor Parties to carry out the purposes of its subcontract. For purposes of this section,
“public records” shall have the meaning set forth in Conn. Gen. Stat. 8§ 1-200, as it may be modified from time
to time.

39. PROFITING FROM PUBLIC RECORDS

In accordance with Conn. Gen. Stat. 8 4d-37, neither the Contractor nor Contractor Parties shall sell, market or
otherwise profit from the disclosure or use of any public records which are in their possession pursuant to this
Agreement or any contract, subcontract or amendment to a contract or subcontract, except as authorized in this
Agreement. For purposes of this section, “public records” shall have the meaning set forth in Conn. Gen. Stat. §
1-200, as it may be modified from time to time.

40. CONTRACTOR’S OBLIGATION TO NOTIFY DOIT CONCERNING PUBLIC RECORDS

In accordance with Conn. Gen. Stat. § 4d-38, if the Contractor or Contractor Parties learn of any violation of the
provisions of Conn. Gen. Stat. 88 4d-36 or 4d-37 they shall, no later than seven calendar days after learning of
such violation, notify the Chief Information Officer of such violation.

41. TANGIBLE PERSONAL PROPERTY
a. The Contractor on its behalf and on behalf of its Affiliates, as defined below, shall comply with the
provisions of Conn. Gen. Stat. §12-411b, as follows:

(1) For the term of the Contract, the Contractor and its Affiliates shall collect and remit to the State
of Connecticut, Department of Revenue Services, any Connecticut use tax due under the provisions of
Chapter 219 of the Connecticut General Statutes for items of tangible personal property sold by the
Contractor or by any of its Affiliates in the same manner as if the Contractor and such Affiliates were
engaged in the business of selling tangible personal property for use in Connecticut and had sufficient nexus
under the provisions of Chapter 219 to be required to collect Connecticut use tax;

(2) A customer’s payment of a use tax to the Contractor or its Affiliates relieves the customer of
liability for the use tax;

(3) The Contractor and its Affiliates shall remit all use taxes they collect from customers on or
before the due date specified in the Contract, which may not be later than the last day of the month next
succeeding the end of a calendar quarter or other tax collection period during which the tax was collected;

(4) The Contractor and its Affiliates are not liable for use tax billed by them but not paid to them by
a customer; and
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(5) Any Contractor or Affiliate who fails to remit use taxes collected on behalf of its customers by
the due date specified in the Contract shall be subject to the interest and penalties provided for persons
required to collect sales tax under chapter 219 of the general statutes.

b. For purposes of this section of the Contract, the word “Affiliate” means any person, as defined in section

12-1 of the general statutes that controls is controlled by, or is under common control with another person.
A person controls another person if the person owns, directly or indirectly, more than ten per cent of the
voting securities of the other person. The word “voting security” means a security that confers upon the
holder the right to vote for the election of members of the board of directors or similar governing body of
the business, or that is convertible into, or entitles the holder to receive, upon its exercise, a security that
confers such a right to vote. “Voting security” includes a general partnership interest.

c. The Contractor represents and warrants that each of its Affiliates has vested in the Contractor plenary

42.

43

authority to so bind the Affiliates in any agreement with the State of Connecticut. The Contractor on its
own behalf and on behalf of its Affiliates shall also provide, no later than 30 days after receiving a request
by the State’s contracting authority, such information as the State may require to ensure, in the State’s sole
determination, compliance with the provisions of the Act.

INDEMNIFICATION AND HOLD HARMLESS

The Contractor shall indemnify, defend and hold harmless the State and its officers, representatives, agents,
servants, employees, successors and assigns from and against any and all (1) Claims arising, directly or
indirectly, in connection with the Contract, including the acts of commission or omission (collectively, the
"Acts") of the Contractor or Contractor Parties; and (2) liabilities, damages, losses, costs and expenses,
including but not limited to, attorneys' and other professionals' fees, arising, directly or indirectly, in
connection with Claims, Acts or the Contract. The Contractor shall use counsel reasonably acceptable to
the State in carrying out its obligations under this section. The Contractor’s obligations under this section
to indemnify, defend and hold harmless against Claims includes Claims concerning confidentiality of any
part of or all of the Bid or any Records, any intellectual property rights, other proprietary rights of any
person or entity, copyrighted or un-copyrighted compositions, secret processes, patented or unpatented
inventions, articles or appliances furnished or used in the Performance of the Contract.

The Contractor shall reimburse the State for any and all damages to the real or personal property of the
State caused by the Acts of the Contractor or any Contractor Parties. The State shall give the Contractor
reasonable notice of any such Claims.

The Contractor’s duties under this section shall remain fully in effect and binding in accordance with the
terms and conditions of the Contract, without being lessened or compromised in any way, even where the
Contractor is alleged or is found to have merely contributed in part to the Acts giving rise to the Claims
and/or where the State is alleged or is found to have contributed to the Acts giving rise to the Claims.

The Contractor shall carry and maintain at all times during the term of the Contract, and during the time
that any provisions survive the term of the Contract, sufficient general liability insurance to satisfy its
obligations under this Contract. The Contractor shall name the State as an additional insured on the policy
and shall provide a copy of the policy to the Agency prior to the effective date of the Contract. The
Contractor shall not begin Performance until the delivery of the policy to the Agency.

The rights provided in this section for the benefit of the State shall encompass the recovery of attorneys’
and other professionals’ fees expended in pursuing a Claim against a third party.

This section shall survive the Termination, Cancellation or Expiration of the Contract, and shall not be
limited by reason of any insurance coverage.

. NON-WAIVER OF IMMUNITY

Sovereign Immunity. The parties acknowledge and agree that nothing in the Solicitation or the Contract shall

be

construed as a modification, compromise or waiver by the State of any rights or defenses of any immunities
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provided by Federal law or the laws of the State of Connecticut to the State or any of its officers and employees,
which they may have had, now have or will have with respect to all matters arising out of the Contract. To the
extent that this section conflicts with any other section, this section shall govern.

44. SUMMARY OF STATE ETHICS LAWS

Pursuant to the requirements of section 1-101gq of the Connecticut General Statutes, the summary of State
ethics laws developed by the State Ethics Commission pursuant to section 1-81b of the Connecticut General
Statutes is incorporated by reference into and made a part of the Contract as if the summary had been fully set
forth in the Agreement.

45. CAMPAIGN CONTRIBUTION RESTRICTION

For all State contracts as defined in P.A. 07-1 having a value in a calendar year of $50,000 or more or a
combination or series of such agreements or contracts having a value of $100,000 or more, the authorized
signatory to this Agreement expressly acknowledges receipt of the State Elections Enforcement Commission's
notice advising state contractors of state campaign contribution and solicitation prohibitions, and will inform its
principals of the contents of the notice. See attached SEEC Form 11 — Attachment 1.

46. EXECUTIVE ORDERS

The Contract is subject to the provisions of Executive Order No. Three of Governor Thomas J. Meskill,
promulgated June 16, 1971, concerning labor employment practices, Executive Order No. Seventeen of
Governor Thomas J. Meskill, promulgated February 15, 1973, concerning the listing of employment openings
and Executive Order No. Sixteen of Governor John G. Rowland promulgated August 4, 1999, concerning
violence in the workplace, all of which are incorporated into and are made a part of the Contract as if they had
been fully set forth in it. At the Contractor’s request, the Client Agency shall provide a copy of these orders to
the Contractor. The Contract may also be subject to Executive Order No. 7C of Governor M. Jodi Rell,
promulgated July 13, 2006, concerning contracting reforms and Executive Order No. 14 of Governor M. Jodi
Rell, promulgated April 17, 2006, concerning procurement of cleaning products and services, in accordance
with their respective terms and conditions. The Contract is also subject to the provisions of Executive Order No.
Nineteen of Governor M. Jodi Rell, promulgated June 19, 2008 requiring the use of a System Development
Methodology (SDM) for all information technology (IT) projects in the Executive Branch.

47. NONDISCRIMINATION PROVISIONS
References in this section to "contract” shall mean this Contract and references to "contractor" shall mean the
Contractor.

The following subsections are set forth here as required by section 4a-60 of the Connecticut General Statutes:

(1) The contractor agrees and warrants that in the performance of the contract such contractor will not
discriminate or permit discrimination against any person or group of persons on the grounds of race, color,
religious creed, age, marital status, national origin, ancestry, sex, mental retardation, mental disability or
physical disability, including, but not limited to, blindness, unless it is shown by such contractor that such
disability prevents performance of the work involved, in any manner prohibited by the laws of the United States
or of the state of Connecticut. The contractor further agrees to take affirmative action to insure that applicants
with job-related qualifications are employed and that employees are treated when employed without regard to
their race, color, religious creed, age, marital status, national origin, ancestry, sex, mental retardation, mental
disability or physical disability, including, but not limited to, blindness, unless it is shown by such contractor
that such disability prevents performance of the work involved; (2) the contractor agrees, in all solicitations or
advertisements for employees placed by or on behalf of the contractor, to state that it is an "affirmative action-
equal opportunity employer™ in accordance with regulations adopted by the commission; (3) the contractor
agrees to provide each labor union or representative of workers with which such contractor has a collective
bargaining agreement or other contract or understanding and each Contractor with which such contractor has a
contract or understanding, a notice to be provided by the commission advising the labor union or workers'
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representative of the contractor's commitments under this section, and to post copies of the notice in
conspicuous places available to employees and applicants for employment; (4) the contractor agrees to comply
with each provision of this section and sections 46a-68e and 46a-68f and with each regulation or relevant order
issued by said commission pursuant to sections 46a-56, 46a-68e and 46a-68f; (5) the contractor agrees to
provide the Commission on Human Rights and Opportunities with such information requested by the
commission, and permit access to pertinent books, records and accounts, concerning the employment practices
and procedures of the contractor as relate to the provisions of this section and section 46a-56.

If the contract is a public works contract, the contractor agrees and warrants that he will make good faith efforts
to employ minority business enterprises as subcontractors and suppliers of materials on such public works
project.

"Minority business enterprise” means any small contractor or supplier of materials fifty-one per cent or more of
the capital stock, if any, or assets of which is owned by a person or persons: (1) Who are active in the daily
affairs of the enterprise, (2) who have the power to direct the management and policies of the enterprise and (3)
who are members of a minority, as such term is defined in subsection (a) of section 32-9n; and "good faith"
means that degree of diligence which a reasonable person would exercise in the performance of legal duties and
obligations. "Good faith efforts” shall include, but not be limited to, those reasonable initial efforts necessary to
comply with statutory or regulatory requirements and additional or substituted efforts when it is determined that
such initial efforts will not be sufficient to comply with such requirements.

Determination of the contractor's good faith efforts shall include but shall not be limited to the following
factors: The contractor's employment and subcontracting policies, patterns and practices; affirmative
advertising, recruitment and training; technical assistance activities and such other reasonable activities or
efforts as the commission may prescribe that are designed to ensure the participation of minority business
enterprises in public works projects.

The contractor shall develop and maintain adequate documentation, in a manner prescribed by the commission,
of its good faith efforts.

The contractor shall include the provisions of sections (a) and (b) above in every subcontract or purchase order
entered into in order to fulfill any obligation of a contract with the state and such provisions shall be binding on
a subcontractor, Contractor or manufacturer unless exempted by regulations or orders of the commission. The
contractor shall take such action with respect to any such subcontract or purchase order as the commission may
direct as a means of enforcing such provisions including sanctions for noncompliance in accordance with
section 46a-56; provided, if such contractor becomes involved in, or is threatened with, litigation with a
subcontractor or Contractor as a result of such direction by the commission, the contractor may request the state
of Connecticut to enter into any such litigation or negotiation prior thereto to protect the interests of the state
and the state may so enter.

The following subsections are set forth here as required by section 4a-60a of the Connecticut General Statutes:

(1) The contractor agrees and warrants that in the performance of the contract such contractor will not
discriminate or permit discrimination against any person or group of persons on the grounds of sexual
orientation, in any manner prohibited by the laws of the United States or of the state of Connecticut, and that
employees are treated when employed without regard to their sexual orientation; (2) the contractor agrees to
provide each labor union or representative of workers with which such contractor has a collective bargaining
agreement or other contract or understanding and each Contractor with which such contractor has a contract or
understanding, a notice to be provided by the Commission on Human Rights and Opportunities advising the
labor union or workers' representative of the contractor's commitments under this section, and to post copies of
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the notice in conspicuous places available to employees and applicants for employment; (3) the contractor
agrees to comply with each provision of this section and with each regulation or relevant order issued by said
commission pursuant to section 46a-56; and (4) the contractor agrees to provide the Commission on Human
Rights and Opportunities with such information requested by the commission, and permit access to pertinent
books, records and accounts, concerning the employment practices and procedures of the contractor which
relate to the provisions of this section and section 46a-56.

The contractor shall include the provisions of section (g) above in every subcontract or purchase order entered
into in order to fulfill any obligation of a contract with the state and such provisions shall be binding on a
subcontractor, Contractor or manufacturer unless exempted by regulations or orders of the commission. The
contractor shall take such action with respect to any such subcontract or purchase order as the commission may
direct as a means of enforcing such provisions including sanctions for noncompliance in accordance with
section 46a-56; provided, if such contractor becomes involved in, or is threatened with, litigation with a
subcontractor or Contractor as a result of such direction by the commission, the contractor may request the state
of Connecticut to enter into any such litigation or negotiation prior thereto to protect the interests of the state
and the state may so enter.

For the purposes of this entire Non-Discrimination section, "contract™ includes any extension or modification of
the contract, "contractor” includes any successors or assigns of the contractor, "marital status" means being
single, married as recognized by the state of Connecticut, widowed, separated or divorced, and "mental
disability” means one or more mental disorders, as defined in the most recent edition of the American
Psychiatric Association's "Diagnostic and Statistical Manual of Mental Disorders", or a record of or regarding a
person as having one or more such disorders. For the purposes of this section, "contract™ does not include a
contract where each contractor is (1) a political subdivision of the state, including, but not limited to, a
municipality, (2) a quasi-public agency, as defined in Conn. Gen. Stat. Section 1-120, (3) any other state,
including but not limited to any federally recognized Indian tribal governments, as defined in Conn. Gen. Stat.
Section 1-267, (4) the federal government, (5) a foreign government, or (6) an agency of a subdivision, agency,
state or government described in the immediately preceding enumerated items (1), (2), (3), (4) or (5).

48. OWNERSHIP OF DATA

It is understood and agreed by Contractor that any and all data hosted by Contractor on behalf of the State of
Connecticut will remain the sole property of the State and the State retains any and all ownership of such data.
It is further understood that at no time will Contractor have ownership of any data held within the system.

49. HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)
a. This Section may or may not apply. If an appropriate party or entity determines that it does apply, then for
purposes of this Section the following definitions shall apply:

(1) “Business Associate” shall mean the Contractor.
(2) “Covered Entity” shall mean the Agency.

(3) “Designated Record Set” shall have the same meaning as the term “designated record set” in 45 C.F.R.
§164.501.

(4) “Individual” shall have the same meaning as the term “individual”” in 45 C.F.R. §160.103 and shall
include a person who qualifies as a personal representative as defined in 45 C.F.R. § 164.502(g).

(5) “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information at
45 C.F.R. part 160 and parts 164, subparts A and E.

(6) “Protected Health Information” or “PHI’” shall have the same meaning as the term “protected health
information” in 45 C.F.R. 8 160.103, limited to information created or received by the Business Associate
from or on behalf of the Covered Entity.

(7) “Required by Law”” shall have the same meaning as the term “required by law” in 45 C.F.R. § 164.103.
(8) “Secretary” shall mean the Secretary of the Department of Health and Human Services or his designee.
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b.

(9) “More stringent” shall have the same meaning as the term “more stringent” in 45 C.F.R. §160.202.
(10) “This Section of the Contract” refers to the HIPAA Section of this Contract, in its entirety.

(11) “Security Incident” shall have the same meaning as the term “security incident” in
45 C.F.R. §164.304.

(12) “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health
Information at 45 C.F.R. part 160 and parts 164, subpart A and C.

If the Contactor is a Business Associate under the Health Insurance Portability and Accountability Act of
1996 (“HIPAA”), the Contractor shall comply with all terms and conditions of this Section of the Contract.
If the Contractor is not a Business Associate under HIPAA, this Section of the Contract does not apply to
the Contractor for this Contract.

The Contractor and the Agency shall safeguard the use, publication and disclosure of information on all
applicants for, and all clients who receive, services under the Contract in accordance with all applicable
federal and state laws regarding confidentiality, which includes but is not limited to the requirements of
HIPAA, more specifically with the Privacy and Security Rules at 45 C.F.R. Part 160 and Part 164, subparts
A, C,and E.

. The Agency is a “covered entity” as that term is defined in 45 C.F.R. § 160.103.

The Contractor, on behalf of the Agency, performs functions that involve the use or disclosure of
“individually identifiable health information,” as that term is defined in 45 C.F.R. § 160.103.

The Contractor is a “business associate” of the Agency, as that term is defined in 45 C.F.R. §160.103.
. Obligations and Activities of Business Associates

(1) Business Associate shall not use or disclose PHI other than as permitted or required by this Section of
the Contract or as Required by Law.

(2) Business Associate shall use appropriate safeguards to prevent use or disclosure of PHI other than as
provided for in this Section of the Contract.

(3) Business Associate shall use administrative, physical and technical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of electronic PHI that it creates, receives,
maintains, or transmits on behalf of the Covered Entity.

(4) Business Associate shall mitigate, to the extent practicable, any harmful effect that is known to the
Business Associate of a use or disclosure of PHI by Business Associate in violation of this Section of the
Contract.

(5) Business Associate shall report to Covered Entity any use or disclosure of PHI not provided for by this
Section of the Contract or any Security Incident of which it becomes aware.

(6) Business Associate shall insure that any agent, including a subcontractor, to whom it provides PHI
received from, or created or received by Business Associate, on behalf of the Covered Entity, shall agree to
the same restrictions and conditions that apply through this Section of the Contract to Business Associate
with respect to such information.

(7) Business Associate shall provide access, at the request of the Covered Entity, and in the time and manner
agreed to by them, to PHI in a Designated Record Set, to Covered Entity or, as directed by Covered Entity,
to an Individual in order to meet the requirements under 45 C.F.R. § 164.524.

(8) Business Associate shall make any amendments to PHI in a Designated Record Set that the Covered

Entity directs or agrees to pursuant to 45 C.F.R. § 164.526 at the request of the Covered Entity, and in the
time and manner agreed to by them.
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(9) Business Associate shall make internal practices, books, and records, including policies and procedures
and PHI, relating to the use and disclosure of PHI received from, or created or received by, Business
Associate on behalf of Covered Entity, available to Covered Entity or to the Secretary in a time and manner
agreed to by them or designated by the Secretary, for purposes of the Secretary determining Covered Entity’s
compliance with the Privacy Rule.

(10) Business Associate shall document such disclosures of PHI and information related to such disclosures
as would be required for Covered Entity to respond to a request by an Individual for an accounting of
disclosures of PHI in accordance with 45 C.F.R. §164.528.

(11) Business Associate shall provide to Covered Entity, in a time and manner agreed to by the parties,
information collected in accordance with subsection 10 of this Section of the Contract, to permit Covered
Entity to respond to a request by an Individual for an  accounting of disclosures of PHI in accordance with
45 C.F.R. § 164.528.

(12) Business Associate shall comply with any State law that is More Stringent than the Privacy Rule.
h. Permitted Uses and Disclosure by Business Associate

(1) General Use and Disclosure. Except as otherwise limited in this Section of the Contract, Business
Associate may use or disclose PHI to perform functions, activities, or services for, or on behalf of, Covered
Entity as specified in this Contract, provided that such use or disclosure would not violate the Privacy Rule
if done by Covered Entity or the minimum necessary policies and procedures of the Covered Entity.

(2) Specific Use and Disclosure.

(A) Except as otherwise limited in this Section of the Contract, Business Associate may use PHI for
the proper management and administration of Business Associate or to carry out the legal responsibilities of
Business Associate.

(B) Except as otherwise limited in this Section of the Contract, Business Associate may disclose
PHI for the proper management and administration of Business Associate, provided that disclosures are
Required by Law, or Business Associate obtains reasonable assurances from the person to whom the
information is disclosed that it will remain confidential and used or further disclosed only as Required by
Law or for the purpose for which it was disclosed to the person, and the person notifies Business Associate
of any instances of which it is aware in which the confidentiality of the information has been breached.

(C) Except as otherwise limited in this Section of the Contract, Business Associate may use PHI to
provide Data Aggregation services as defined in 45 C.F.R. §164.501, to Covered Entity as permitted by 45
C.F.R. § 164.504(e)(2)(i)(B).

I. Obligations of Covered Entity

(1) Covered Entity shall notify Business Associate of any limitations in its notice of privacy practices of
Covered Entity, in accordance with 45 C.F.R. 164.520, or to the extent that such limitation may affect
Business Associate’s use or disclosure of PHI.

(2) Covered Entity shall notify Business Associate of any changes in, or revocation of, permission by
Individual to use or disclose PHI, to the extent that such changes may affect Business Associate’s use or
disclosure of PHI.

(3) Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI that
Covered Entity has agreed to in accordance with 45 C.F.R. § 164.522, to the extent that such restriction may
affect Business Associate’s use or disclosure of PHI.

J. Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would not
be permissible under the Privacy Rule if done by the Covered Entity, except that Business Associate may
use and disclose PHI for Data Aggregation, and management and administrative activities of Business
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Associate, as permitted under this Section of the Contract.

k. Term and Termination (1) The term of this Section of the Contract shall be effective as of the date the
Contract is effective and shall Terminate or Expire when all of the PHI provided by Covered Entity to
Business Associate, or created or received by Business Associate on behalf of Covered Entity, is destroyed
or returned to Covered Entity, or, if it is infeasible to return or destroy PHI, protections are extended to
such information, in accordance with the termination provisions in this Section.

(2) Upon Covered Entity’s knowledge of a material breach of this Section by Business Associate, Covered
Entity shall either proceed in accordance with the Breach section of this Contract or, if neither Cancellation
nor a cure is feasible, then Covered Entity shall report the breach to the Secretary.

(A) Effect of Termination, Cancellation and Expiration. Except as provided above, upon Termination,
Cancellation or Expiration of this Contract, Business Associate shall return or destroy all PHI received from
Covered Entity, or created or received by Business Associate on behalf of Covered Entity. This provision
shall apply to PHI that is in the possession of subcontractors or agents of Business Associate. Business
Associate shall retain no copies of the PHI.

(B) In the event that Business Associate determines that returning or destroying the PHI is infeasible,
Business Associate shall provide to Covered Entity notification of the conditions that make return or
destruction infeasible. Upon documentation by Business Associate that return of destruction of PHI is
infeasible, Business Associate shall extend the protections of this Section of the Contract to such PHI and
limit further uses and disclosures of PHI to those purposes that make return or destruction infeasible, for as
long as Business Associate maintains such PHI. Infeasibility of the return or destruction of PHI includes, but
is not limited to, requirements under state or federal law that the Business Associate maintains or preserves
the PHI or copies thereof.

I. Miscellaneous Provisions

(1) A reference in this Section of the Contract to a section in the Privacy Rule means the section as in effect
or as amended.

(2) The Parties shall take such action as in necessary to amend this Section of the Contract from time to time
as is necessary for Covered Entity to comply with requirements of the Privacy Rule and HIPAA.

(3) The respective rights and obligations of Business Associate under this section of the Contract shall
survive the Termination or Cancellation of this Contract.

(4) This Section of the Contract shall be construed as broadly as necessary to implement and comply with
the Privacy Standard. Any ambiguity in this Section of the Contract shall be resolved in favor of a meaning
that complies, and is consistent with, the Privacy Standard.

(5) Covered Entity makes no warranty or representation that compliance with this Section of the Contract
will be adequate or satisfactory for Business Associate’s own purposes. Covered Entity shall not be liable to
Business Associate for any Claim related to or arising from the unauthorized use or disclosure of PHI by
Business Associate or any Contractor Parties or any other party to whom Business Associate has disclosed
PHI pursuant to this Section of the Contract.

Business Associate is solely responsible for all decisions made, and actions taken, by Business Associate
regarding the safeguarding, use and disclosure of PHI within its possession, custody or control.

50. TERMS AND CONDITIONS

Any terms, conditions or provisions contained in a Purchase Order, Product Schedule Update, Statement of
Work or any other similar document shall be of no force and effect and shall in no way affect, change or modify
any of the terms and conditions of this Agreement.
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51. WORKERS' COMPENSATION
Contractor agrees to carry sufficient workers' compensation and liability insurance in a company, or companies,
licensed to do business in Connecticut, and furnish certificates if required.

52. ENTIRETY OF AGREEMENT

This Agreement includes the SIGNATURE PAGE OF AGREEMENT. To the extent the provisions of the
previously mentioned Deliverable Pricing Schedule, the Project Implementation Summary, the Project
Implementation Schedule and any aforementioned Attachment do not contradict the provisions of Sections 1
through 48 of this Agreement, said documents are incorporated herein by reference and made a part hereof as
though fully set forth herein. This Agreement, as thus constituted, contains the complete and exclusive
statement of the terms and conditions agreed to by the parties hereto and shall not be altered, amended, or
modified except in writing executed by an authorized representative of each party.

THE REMAINDER OF THIS PAGE IS LEFT BLANK INTENTIONALLY
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SIGNATURE PAGE OF AGREEMENT

This Agreement is entered into by authority of Sections 4d-2, 4d-5 and 4d-8 of the General Statutes.

FOR: FOR: STATE OF CONNECTICUT
BY: BY:

NAME:

TITLE: Deputy Chief Information Officer

Department of Administrative Services

duly authorized

DATE: DATE:

APPROVED AS TO FORM:

Attorney General of the State of Connecticut

DATE:

RFP # 11PSX0202 September 28, 2011

82



State of Connecticut Department of Information Technology
Request for Proposals — Next Generation 9-1-1 Emergency Telecommunications System

1.0
2.0
3.0
3.0
5.0
6.0
7.0
8.0
9.0
10.0

ATTACHMENT 5 — BUSINESS AND TECHNICAL REQUIREMENTS

Table of Contents

INTRODUCTION......co ittt s s a e s s e e s an s e e n e e .87
INTENT OF THIS RFP....eeeee ittt s s s s s e mn e .87
COMPLIANCE WITH STANDARDS ..o s s s 89
SYSTEM NETWORK REQUIREMENT ...t saesns s eaneas 90
OPTION 1 — IP 9-1-1 SYSTEM CONFIGURATION ...t 91
OPTION 2 - NG9-1-1 SYSTEM CONFIGUATION. .......riimirinin it ssssssanes saressasnn 104
SERVICE LEVEL REQUIREMENTS AND MONITORING...........ccciiimiiries e 112
ASSET TRACKING..... .. e e s e rrn s s e s e s ennna s 114
CONTRACTOR REQUIREMENTS .....cuiuiiiiiaiiieiari s s s s s s s s s s 115
UNDERSTANDING OF THE SCOPE OF WORK AND IMPLEMENTATION PLAN...........ccvuuae 116

RFP # 11PSX0202 September 28, 2011

83



State of Connecticut, Department of Administrative Services
Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System

1.0 INTRODUCTION

The Connecticut statewide ISDN Enhanced 9-1-1 (E9-1-1) emergency telephone system has been in
operation for over ten years and must be replaced due to a lack of equipment and software support.

It is Connecticut’s vision to deploy a Next Generation 9-1-1 (NG9-1-1) system and Emergency Services
IP network (ESInet) that will utilize a state-provided IP network for 9-1-1 call and location data delivery to
PSAPs. The NG9-1-1 system shall be capable of processing 9-1-1 emergency calls from devices that
transmit text messages, pictures and video in compliance with NENA i3 standards, when such calls are
delivered to the ESInet by the telecommunications service providers (TSPs) in the future. The system
will be implemented at 111 locations (see Attachment 11), using approximately 330 positions.

2.0 INTENT OF THIS RFP

The State of Connecticut has issued this Request For Proposal (RFP) for the purpose of replacing the
ISDN E9-1-1system with an IP-based Next Generation 9-1-1 (NG9-1-1) system.

This RFP consists of multiple parts: Part A, Part B Option B-1 and Part B Option B-2.

Part “A” is for an IP-based 9-1-1 Call Answering System for all PSAPs in the State of Connecticut. All
PSAP call handing hardware and software at the PSAPs will be replaced. Existing ISDN lines that deliver
E9-1-1 calls to the PSAPs will be replaced by the Connecticut Public Safety Services Data Network
(CPSSDN). The IP-based 9-1-1 Call Answering System must be NENA i3 compliant. The requirements
for Part A are in Section 5.0 of this attachment.

Part “B” is for either of two options: 1) a Legacy Network Gateway (LNG), or 2) a complete set of NENA
i3 compliant NG9-1-1 services. The requirements for Part B are in Section 6.0 of this attachment.

In any case the interface between Part A and Part B shall utilize standard SIP signaling and SIP location
conveyance protocols as specified in NENA document 08-003, Detailed Functional and Interface
Specification for the NENA i3 Solution. Physically the demarcation shall be 1 Gigabit Ethernet
connection(s).

Respondents may submit proposals for either Part A or for Part B or both.

Respondents submitting proposals for Part B may submit proposals for either “Option B-1" or “Option
B-2”, or both. However, if any award is proffered only one of these two options will be awarded as an
action arising from this RFP. The selection of Option B-1 or Option B-2 will be at the sole discretion of
the State of Connecticut and may be decided based on factors such as funds availability, regardless of
the relative scoring of the two top options.

Option B-1: Legacy Network Gateway (LNG)
The LNG system shall connect to components utilizing pieces of the existing E9-1-1 network

infrastructure including the existing ALI data management system and the two (2) in-state redundant
selective routers.
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The LNG connects to the existing selective routers and to the ALI Database Management Centers using
legacy 9-1-1 connections. The LNG converts the legacy calls into NENA i3 compliant IP-based
emergency call signaling and voice-over-IP audio streams for handoff to the IP-based 9-1-1 Call
Answering system that is the subject of Part A.

The LNG steers each incoming tandem trunk to a specified PSAP site. In this way call routing is
performed by the legacy selective routers. Further requirements for the LNG are discussed in Section 6
of this attachment.

Option B-2: Complete set of NG9-1-1 Services

The NG9-1-1 services replace the existing E9-1-1 system call routing components with NENA i3
compliant NG9-1-1 location-based Emergency Call Routing Function (ECRF), Policy Routing Function
(PRF), and Emergency Services Routing Proxy (ESRP) systems. The legacy call routing database is
replaced with a NG9-1-1 compliant GIS database. (The development and maintenance of the NG9-1-1
GIS database is not part of this RFP.) Option B-2 includes LNGs to interconnect with call originating
networks as required; Session Border Controllers/Firewalls are required to maintain ESInet security,
logging and management systems, and other features as listed in Section 6.0.

Contractors must also respond to Sections 7.0, 8.0 9.0 and 10.0. Failure to do so will result in
disqualification for consideration of this RFP

RFP # 11PSX0202 September 28, 2011 85



State of Connecticut, Department of Administrative Services
Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System

3.0 COMPLIANCE WITH STANDARDS

Responses to this RFP must utilize open, non-proprietary standards. Proposed solutions shall be
compliant with, but not limited to, the following standards:

NENA 08-003 v1 Detailed Functional and Interface Specification for the NENA i3 Solution Stage 3

NENA 08-002 NENA Functional and Interface Standards for Next Generation 9-1-1 Version 1.0 (i3)

NENA 08-751 NENA i3 Technical Requirements Document

NENA-04-001 Section 10.4 Software Quality

NENA 58-001 NENA IP-Capable PSAP Minimum Operational Requirements Standard

NENA 58-501 IP PSAP 9-1-1 System Features and Capabilities

Applicable Internet Engineering Task Force Standards (IETF), such as IP protocols, IP routing
protocols, SIP, RTP, LoST, and the PDIF-LO.

GIS Standards

USPS Publication 28 Postal addressing standards, Street Abbreviations.
NENA 57-001B - PSAP Guide to Geographic Information Technology
NENA 71-501 v1 - Synchronizing GIS with MSAG & ALI

NENA 71-002 DRAFT - Civic Location Data Exchange Format (CLDXF)
NENA 70-DRAFT - Provisioning and Maintenance of GIS data to ECRF/LVF
NENA 02-010 v9 - Data Formats for ALI, MSAG & GIS

NENA 02-011 v7 - 9-1-1 Data Management

NENA 02-011A - Excerpt: 9-1-1 Database Administration Software

NENA 02-013 v3 - Provisioning & Maintenance of MSAG Files to VDBs and ERDBs
NENA 02-014 v1 - GIS Data Collection & Maintenance

NENA 02-015 v1 - Resolving ANI/ALI Discrepancies & NRFs

Additionally, all products, processes and systems supplied under this RFP that utilize the Session
Initiation Protocol (SIP) shall be capable of sending and receiving SIP messages transported by
Transmission Control Protocol (TCP).
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4.0 SYSTEM NETWORK REQUIREMENT

4.1 CONNECTICUT PUBLIC SAFETY SERVICES DATA NETWORK
(CPSSDN)

The State of Connecticut has constructed a high-speed, carrier-class network infrastructure called
CPSSDN that is intended to supply and satisfy all networking connectivity requirements for a NG911
ESInet to all Public Safety Answering Points and other specified locations.

All responses to this RFP shall utilize the CPSSDN for the delivery of 9-1-1 calls, text, data and related
media to all Connecticut PSAPs and 9-1-1 secondary answering points. Responses that do not comply
with this requirement will be disqualified.

The CPSSDN has sufficient resiliency built into all layers in order to provide five 9's reliability and is
monitored by a 24x7 operations center to ensure any connectivity issue or service degradation is
addressed appropriately and within defined Service Level Agreements (SLA).

It is intended that any contractor selected as a result of this RFP will be required to work with the State to
establish the necessary interfaces, data streams and functionality for appropriate network management
and monitoring of the selected solution from a software and/or hardware perspective. All costs to
accomplish this interface shall be included as part of the RFP response.

A detailed description of the design, features, and characteristics of the CPSSDN is found in Attachment
10.
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5.0 IP BASED 9-1-1 CALL ANSWERING SYSTEM

Responders to the IP-based 9-1-1 Call Answering System Part A shall explain how the proposed system
shall meet the requirements of Sections 5.1 through 5.22. A response of “Agree” or “Comply”
without a detailed explanation shall be viewed as an incomplete response.

Responders may propose systems for the IP-based 9-1-1 Call Answering System (Section 5.0 of this
attachment), the LNG/NG9-1-1 Services (Section 6.0 of this attachment), or for both configurations.

All requirements listed in this section shall be considered as mandatory unless otherwise noted as
optional.

Responders must clearly state if they choose not to propose a system for one of the two parts of this
RFP.

5.1 STANDARDS

The proposed IP-based 9-1-1 Call Answering System (hereafter in this section, the “system”) shall utilize
Session Initiation Protocol (SIP) as defined in Internet Engineering Task Force (IETF) RFC-3261 and
applicable related RFCs throughout the system.

The use of SIP at the system ingress point (the demarcation between Part A and Part B) is mandatory.
The system ingress point shall be fully NENA i3 compliant with respect to IP connections, including SIP
location conveyance. Physically the demarcation shall be 1 Gigabit Ethernet connection(s) located at the
aggregation sites.

Any use of proprietary or non-SIP based signaling methods throughout or elsewhere in the system shall
be disclosed.

The proposed system shall be capable of communicating Voice-over-IP (VolP) using the G.711 codec.
The use of any Time Division Multiplexing (TDM) switching elements in the system shall be disclosed.

The system shall be upgradable to accommodate new IP-based media including video, text, and
graphics as such media becomes accepted for use in public safety, at minimum cost and effort, such as
routine software upgrades at operator answering positions and/or the addition of small components to
the system. Such upgrades shall not require complete replacement of major system components.
Respondents shall present and discuss possible upgrade scenarios.

5.2 SYSTEM INTEGRATOR

Any system proposed under this option requires that an entity serve as a System Integrator for the entire
procurement. The System Integrator shall be clearly identified and shall function as the single point of
contact for all system issues during the deployment phase of this procurement.
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5.3 SYSTEM AVAILABLITY AND RELIABILITY

This section applies only to components and services supplied by the Contractor under this RFP and not
to the CSSPDN.

a) The system shall be engineered to maintain a grade of service so that no greater than one (1)
busy call per five hundred (500) calls received during the average busy hour of the busiest four
(4) consecutive weeks, of the preceding fifty-five (55) weeks, shall encounter a busy condition.

b) The required reliability percentage for the System during any calendar year is ninety-nine point
nine-nine-nine percent (99.999%) uptime, defined as the ability to deliver a call properly
presented to an ingress demarcation point to an available telecommunicator.

C) The system shall be able to deliver the call to a call taker in the designated destination call taker
group four-nines (99.99%) of the time unless the call is re-directed due to all operators busy or
ring-no-answer timeouts in the destination call taker group.

d) Individual answering positions shall be available three-nines (99.9%) of the time. All
measurements for compliance with this section shall be based on the calendar year.

e) No more than five (5) minutes of unscheduled downtime (e.g., any “Major Failure”) may occur
across the State in any 12 month period

f)  No more than five (5) minutes total of scheduled downtime (e.g., “Minor Failures”) may occur in
any single PSAP in any 12-month period.

g) A given instance of System downtime shall start after receipt of notification by the Contractor of a
Major Failure or Minor Failure from the CSSPDN NOC, from a PSAP, from the Department, or
from the Contractor's own monitoring system(s), and end with notification by the Contractor to the
Department and any designee (e.g., the CSSPDN NOC) that such System status has been fully
restored to the applicable agreed operational specifications and made ready for 9-1-1 as well as
routine use.

h) Respondents shall provide a brief narrative and/or diagrams that explain how high availability is
achieved. This explanation shall distinguish between hot-standby-failover type systems and
redundant load-balancing type systems. Load-balancing type solutions may receive more
favorable treatment during proposal evaluation scoring.

5.4 IPV6 CAPABILITY

Any systems proposed as a component of a Part A solution shall be IPv6 capable, or any and all
limitations on IPv6 capability shall be disclosed. If the selected Part A and Part B systems are fully IPv6
capable, Connecticut may, at its option, choose to deploy the entire system (Part A and Part B) utilizing
IPv6. Respondents should list additional IPv6 costs, if any, as an option.

5.5 CONVERSION OF CIRCUIT-SWITCHED VOICE AND SIGNALING TOIP

The system shall provide a method of terminating standard PSTN, Centrex, and other standard non-911
telephone circuits at the PSAP or at other locations throughout the ESInet. The circuits shall be
converted to SIP and VolP for delivery through the CPSSDN to specific call takers or call taker groups
according to a specified plan. Expected PSTN circuit termination requirements for each site are provided
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in Attachment 11 for planning purposes. Change orders may be required during deployment to refine
these requirements.

5.6 SECURITY

While the CPSSDN-provided IP infrastructure provided for the system will be a private IP network
operating in a secure environment, the Respondent must consider circumstances in which malicious
software might accidentally, deliberately, or maliciously be introduced into the system, or in which other
security threats might occur. Of particular concern in this regard is the possibility that unauthorized
removable media might be connected to call taker workstations or other system components, or that
unauthorized LAN connections might be made at a network site. The system shall provide anti-virus
detection functions, security firewall functions, and other defensive measures as the respondent deems
appropriate considering the scope and scale of the system. Respondents shall discuss their security
measures in their proposals.

Note: The contractor of Part B will be responsible for providing a clean and secure IP connection to the
IP-based 9-1-1 Call Answering System, but this does not preclude the contractor of Part A from taking
reasonable precautions at this interface.

5.6 ROUTING OF 9-1-1 CALLS AND LOCATION INFORMATION TO PSAPS

The desired destination PSAP or call taking group for emergency calls presented to the system at the
ingress demarcation point shall be identified by a SIP Uniform Resource ldentifier (SIP URI). The
contractor of Part A may specify these URIs with the consent of OSET, and shall disclose these SIP
URIs to the state authorities and to the selected contractor of Part B. The contractor of Part A must also
disclose the IP addresses of the SIP proxies or system elements to which the contractor of Part B must
initially deliver SIP call setup messages. More than one IP addresses may be specified to obtain high
availability.

5.8 SYSTEM MONITORING

Critical components of the system shall support the Simple Network Management Protocol (SNMP) to
permit remote real-time monitoring of these components. The contractor shall supply Management
Information Bases (MIBs) for the system components capable of SNMP management to authorized
monitoring services as required by the state of Connecticut. The contractor shall also supply the IP
addresses of the critical components as required.

5.9 CALL ANSWERING

The system shall permit an authorized telecommunicator, as defined in local policy rules, to select any
call from the queue.

The system shall provide the capability to place a call on hold and display a time on hold alert after
predetermined number of seconds based on local policy rules.

The system shall provide the capability to terminate a call (forced disconnect).
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5.10 ACD FUNCTIONALITY

The system shall provide an Automatic Call Distribution Function (ACD). The ACD functionality shall
provide the capability for PSAP managers to establish and manage call taker groups affecting their
PSAP and provide system administrators with the same capability system wide.

The system shall allow an automatic call distribution type of functionality to dynamically change call
processing based on local policy rules.

Respondents shall provide clear and concise descriptions of their ACD functionality.

5.11 PSAP EQUIPMENT

The Respondent shall be responsible for all hardware and labor required to install the functioning system
at each PSAP site, including but not limited to wiring, cabling, workstations, monitors, printers, power
distribution strips, back room equipment such as Local Area Network switches, and other components as
may be required and as needed to interconnect to the CPSSDN.

The Respondent may assume typical office environmental factors, such as a standard 15A 115 V
electrical receptacle at each answering position, a 30 amp 115V back room circuit, adequate air
conditioning capacity for an office environment with desktop computers, and an adequate back room
ground bus. UPS power will be supplied by the state at each site.

In any case the selected contractor is responsible for conducting their own site surveys at their own
discretion, cost, and risk, and promptly pointing out environmental inadequacies or limitations so that
such problems may be promptly remedied without risk to the project schedule.

Space is a great concern to the state, particularly at the call taker positions. Proposals that minimize the
equipment “foot print” at the call taker position will receive more favorable evaluation scores in this
category than proposals requiring more space at the answering position. Contractors should consider
strategies such as using smaller diskless and fanless desktop computers, utilizing small Keyboard, Video
and Mouse (KVM) devices to re-locate the desktop computer into a back room rack, and/or virtualizing
the desktop computers on a backroom server in order to minimize both the desktop and the backroom
space requirements of the system. Of course, system cost is a large part of the final proposal evaluation
process also, so proposals must strive to reduce the call taker position footprint as much as is
economically reasonable.

For all but the largest PSAPs or sites, the backroom equipment should fit comfortably in a single full-
height rack. A special concern is the space requirements during the installation of the new system and
before the old call-taking system can be removed. Collaboration, negotiation, and agreement with local
site authorities shall be required. Some sites may require pre-wiring and pre-staging equipment prior to
cutover, with equipment being relocated during the actual site cutover. Respondents must allow for
such potential added labor costs in their proposals at their own risk.

Responses shall include an equipment list with the make, model, and quantities for the hardware
components required for three hundred and thirty (330) 9-1-1 answering stations at the one hundred and
six (106) PSAPs, four (4) Connecticut State Police secondary answering points and OSET, a total of one
hundred eleven (111) locations.

Favorable evaluation scoring will be given for systems that have the following characteristics
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1. All desktop hardware should be capable of supporting up to four monitors and have a minimum
resolution of 1280 x 1024. The contractor shall offer a range of compatible monitors.
2. All trackballs or mice provided as required for operation of the system should be hard wired.

3. All servers and workstations clients (except any thin client workstations) should be EIA 310D rack
mountable with universal square hole rails.

4. System workstations should function as complete call taking positions without requiring separate
telephone handset/instrument.

5. Regardless of the solution proposed, the system shall allow disaster recover functionality without
requiring a telephone handset/instrument.

6. The system shall support expansion to a minimum of 500 concurrent active call taker positions.

5.12 9-1-1 CALL HANDLING SOFTWARE APPLICATION

Contractor shall provide list(s) of all applications/modules to be loaded on workstations, providing the
total number per application, software version and/or assignments.

5.121 LOGIN

The system shall provide workstation features and functionality directly associated with user logins, so as
to facilitate user login at any workstation or PSAP within the CPSSDN. User login shall not require a
reboot or restart of software.

5.12.2 CALL INDICATORS

The system shall indicate incoming emergency and non-emergency calls by both audible and visual
means.

The system shall cause emergency calls to provide a different audible and visual signal than the signal
for non-emergency calls.

The system shall provide a unique display that identifies each abandoned 9-1-1call.

5.12.3 CALL LOCATION INFORMATION

a) The system shall provide a call location information display format that shall be capable of displaying
a minimum of 1000 characters of location data.

b) The system shall display the call location information data corresponding to the emergency call
being processed.

c) The system shall provide the ability to clear the call location information and print a hard copy of the
call location information.
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d) The system shall provide the ability to redisplay the call location information of the last 100 calls
received in the previous two hours.

e) The proposal shall describe the capability of the system to provide to the call answering position a
display of the date and time of previous 9-1-1 calls placed from the current telephone number and/or
the current call location within the last three years, and if this display includes any comments saved
to the auxiliary information/comment fields for that location data record.

f) The system shall allow for the manual repeat or rebid of call location information by the action of a
single key or mouse click. The proposal shall describe the capability of system to initiate an
automatic rebid of call location information for wireless E9-1-1 calls, and if this capability includes
Carrier-specific programmable time thresholds for the initiation of automatic rebids.

g) The system shall display a call back telephone number and location-based information for
abandoned 9-1-1 calls received at the PSAP.

h) The system shall provide the ability to change the Call Location Information that is displayed when a
call is placed on hold and display the Call Location Information of the new call when it is answered.

5.12.4 CALL MANAGEMENT INFORMATION APPLICATION

a) The system shall provide a Call Management Information Application that will track the incoming
calls and provide the PSAP management personnel with real time information and strategic
management reports.

b) The system shall provide detailed call data, statistical information database communications, and
call taker performance. Statistics provided shall include, but not be limited to: number of total calls
received; number of abandoned calls; number of calls on a call source basis (e.g., wire-line,
wireless, VolIP, etc.); number of calls transferred; number of calls on a per position basis; Average
time to answer; average length of call; average hold time; number of calls with no ANI; hourly call
records; and ALI database communications and records statistics that include the nhumber of times
no ALI record was found, the number of ALI errors, number of unanswered ALI requests. In addition
to these required reports, the system shall provide the ability to create user-defined statistical
reports, based upon appropriate administrative privileges.

c) The system shall allow administrative access to all 9-1-1 call data and reports from as determined by
policy rules. Any application and hardware required to access data and reports shall be provided for
installation at a location to be determined by the State.

5.12.5 AUDIO PLAYBACK

The system shall provide for immediate playback of the audio portion of the last 20 minutes of the last
calls received.

5.12.6 MANUAL QUERY

The system shall provide for a manual query of the location data base based upon the calling telephone
number, or ANI. Manual queries based on address shall be provided in a Part B-2 solution. The system
shall provide electronic forms for the reporting of manual queries to the State that can be programmed to
require completion of the form before a manual query can be performed.
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5.12.7 TIME SYNCHRONIZATION

The system shall be capable of synchronizing to network master clock source(s) using Network Time
Protocol (NTP) V3 as defined by IETF RFC 1305.

5.12.8 COMPUTER AIDED DISPATCH (CAD) INTERFACE

The system shall provide multiple CAD interfaces in accordance with NENA standards for all call location
information data. The system shall provide the capability to transmit call location information to CAD on
demand.

5.12.9 ADDITIONAL DATA

The system shall support the display additional data associated with the call based on policy rules.

The proposal shall describe the system’s capability to support queries of additional data associated with
the call from other internal and external systems, such as SIP messages, SIP header, call detail record
data, floor plans, medical records data, and other data sources.

The system shall provide an additional data field that shall hold a minimum of 512 characters of
telecommunicator-entered data, linked to the calling subscriber number. This field shall be scrollable, if
necessary, and shall display a minimum of 80 characters per line. This field may be a pop up window, in
which case a symbol will flash on the E9-1-1 display if data has been entered in this field. Opening the
pop up window shall require not more than a single “click” or button press. The system shall
automatically display the additional information when the associated Call Location Information is
displayed.

5.12.10 EXTERNAL DATABASES

Proposers shall discuss their positions concerning the use of web browsers and foreign applications on
the call taker's workstations. For example, may the web browser be used to browse to external servers
containing external databases, such as GIS systems, EMD and Hazardous Materials database, etc.,
assuming these web servers are connected to the ESInet via some secure method. The discussion
should also discuss external systems that might require their own specific software to be loaded on the
call taker workstation, such as National Criminal Information Center (NCIC)/Connecticut On-Line Law
Enforcement Communication Teleprocessing (COLLECT) terminal programs.

The discussion should also mention any Application Program Interfaces (APIs) or other “hooks” that
would permit an authorized third party developer to capture data from or otherwise interact with the 9-1-1
Call Answering System to automatically initiate queries into external databases, etc.

5.12.11 TELEPHONE FUNCTIONS

a) The system shall display a time on hold alert after predetermined number of seconds. This should
display to the telecommunicator placing it on hold and/or the appropriate supervisor, based on local
policy rules.

b) The system shall be capable of providing an audible warning when a call remains unanswered after
a predefined number of seconds, as defined in local policy rules.
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c) The system shall provide a visual indication, at the original PSAP, that calls are overflowing. The
system shall provide a visual indication at the designated overflow PSAPs or the alternate locations
that they are now receiving overflow calls from the original PSAP with identification of the original
PSAP.

d) The system shall provide the capability for automatic call back of all received telephone numbers
utilizing a single key click or button press.

5.12.12 SYSTEM ALARMS

System alarms shall be both audible and visible to PSAP personnel while working at their normal
answering positions. The audio portion of the alarm may be switched to a silent mode so that dispatch
center operation is not disrupted, but the visual indication shall remain on as long as the trouble condition
exists. System alarms annunciating a different condition than the original alarm condition that was
silenced will again cause the audible system alarm to sound.

When the alarm condition has been cleared and the audible alarm switch is in the silent position, the
trouble indicator will stay on and the audible alarm shall activate and stay on until the alarm switch is
returned to the normal position at which time the audible alarm will be silenced and the trouble light will
go off.

5.12.13 TDD/TTY FUNCTIONALITY

a) The system shall provide integrated TDD/TTY features at every workstation position. TDD/TTY calls
shall have the same functionality as voice calls and TDD/TTY detection shall be automatic. The
entire conversation shall be logged and easily retrieved.

b) The system shall accommodate a minimum of eight (8) pre-programmed messages for TDD/TTY
communications. The minimum capacity for each message shall be at least 32 characters.
Transmitting a pre-programmed message shall require depressing no more than three keys or
buttons. The system shall automatically transmit a pre-programmed greeting message utilizing
Baudot upon detection of TTY call.

¢) The system shall allow for pre-programmed TTY/TDD messages to be changed at each position with
password protection.

d) A means shall be provided for the telecommunicator to interrogate a silent call. When the silent call
interrogation is initiated, the call handling application shall attempt to communicate in ASCII format at
all standard speeds and shall send the preprogrammed greeting in ASCII if successful. If unable to
communicate in ASCII, the call handling application shall send the greeting message in Baudot.

5.12.14 CALL CONFERENCE, MONITOR, AND BARGE-IN CAPABILITY

a) The system shall allow two (2) or more telecommunicators or supervisors to pick up on the same
call, participate in the conversation and receive ANI location data at their position. This feature shall
be able to be turned off by the PSAP manager if desired.

b) The system shall provide Silent Barge-in capability to allow one or more workstations to participate in
an ongoing call without any audio indication that another workstation has joined in the call.

RFP # 11PSX0202 September 28, 2011 95



State of Connecticut, Department of Administrative Services
Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System

c)

d)

The system shall provide the capability for one or more workstations to monitor an ongoing 911 call.

The system shall provide a visual indicator when the active call is being monitored or when the silent
barge-in feature has been activated. This feature shall be capable of being disabled by the PSAP
manager if desired.

5.12.15 REPORTING GIS LOCATION DATABASE DISCREPANCIES

The system shall provide the capability to the PSAP to report discrepancies found in the ALI Location
Database to the State through the submission of an electronic form via the 9-1-1 workstation.

5.13 GIS / Mapping

a)

b)

c)

d)

g)

h)

)

The system shall provide a map display at each 9-1-1 workstation. The map displayed by the
system shall be based on the map that is maintained by the State of Connecticut.

The map shall display the location of a 9-1-1 call received based on street address or
latitude/longitude. Optional: The map displays the Z coordinate.

The system shall display phase 2 wireless data and provide a phase 1 coverage cone in the event
that phase 2 data is unavailable. The map shall track 9-1-1 caller location changes generated by
either an automatic or manual rebid of ALI.

The system map display shall project all GIS data in North American Datum 1983, State Plane
Connecticut, Feet System map display shall be able to re-project GIS data “on-the-fly” that is not

North American Datum 1983, State Plane Connecticut, Feet System map display shall be modifiable
(if necessary) to handle any future projections adopted by the State.

The system shall provide the capability to add map layers system-wide when the State determines
that additional layers will be required.

The system shall provide the capability to add PSAP map layers which will contain information
specific to the area of responsibility of a particular PSAP, maintained by that PSAP.

The system shall be capable of geo-coding using ESRI-based geo-coders/address locators (e.g.,
U.S. streets with zone, U.S. streets with Zip, Composite, etc.)

The system shall provide the capability to provide call location based upon composite geo-coding.

The system shall be capable of locating 911 calls using address ranges from street centerlines or
"absolute" addresses using address points.

The system shall provide the capability to locate addresses manually using street address,
latitude/longitude, landmark, or a linear referencing system.

The system shall provide the capability to display the emergency responders for a given location.
The system shall allow the user to print or export an image of the map screen.

The system shall provide the capability to search the 911 data bases based on user defined
characteristics.
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n) The system shall allow the user log street and address errors, including a map image of the error.

0) The system shall allow the user to measure areas (e.g., polygons, circles) on the GIS map display,
measured in square feet, acres, and square miles.

p) The system shall allow the user to measure distances on the GIS map display in feet or miles; either
straight line or by following a path.

g) The system shall be capable of displaying and manipulating imagery (e.g., orthophotography,
oblique imagery, etc).

r) The system shall provide capability for the State or designee to update and maintain GIS data. Any
software provided to enable this capability shall integrate with ESRI software.

s) The system shall allow the user to log street and address errors, including a map image of the error
t) The system shall provide the capability to perform transactional updates to GIS data.

u) The system shall be capable of "using" GIS web services, including ESRI based web services, for
call location and mapping.

v) The system shall provide the capability for the State to make changes to the GIS data fields and
schema, based upon administrative privileges.

5.14 INTEGRATION OF PSAP ADMINISTRATIVE TELEPHONE LINES

The system shall provide the ability to receive and originate administrative calls over ten digit telephone
lines that can be either remotely terminated at another ESInet site or that have been terminated at the
PSAP location.

The Contractor shall coordinate with the administrative telephony system providers for each PSAP in
order to accomplish the integration of non-911 circuits into the PSAP 911 workstations.

5.15 NIEM COMPLIANT INTERFACES

The contractor shall describe the present and projected availability of National Information Exchange
Model (NIEM) interfaces for CAD systems and for the exchange of information with emergency
responders.

5.16 DISPLAY OF DISABILITY INFORMATION

The system shall display disability information approved by the State for display with call location
information to the telecommunicator.
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5.17 HEADSETS

The system will provide a four-wire audio interface which includes positive off-hook indication (e.g.,
“Motorola interface”) for each position. Headsets shall be provided for each workstation and associated
telecommunicators. Type one will connect directly to the PC audio interface provided. Type two will
connect via a 6-wire, “310 connector”, and supervisor jack. Choice is PSAP-by-PSAP. The state will
purchase one headset per equipped position; PSAPs will be allowed to purchase additional headsets as
they require, from this procurement.

5.18 LOCAL LOGGING RECORDER INTERFACE

The system shall provide a local recorder interface for 911 audio on a per-position basis. The system
shall provide the ability to interface with both analog and digital logging recorders.

The system shall provide the capability to optionally generate an outward "beep” tone on selected audio
call sources at fifteen second intervals.

5.19 VOICE QUALITY STANDARDS

The IP-based 9-1-1 Call Answering System provides voice communications channels from the ingress
demarcation point to the human call taker. These voice communications channels shall obtain a Mean
Opinion Score (MOS) of 4 or higher per International Telecommunications Union (ITU) publication P.862.
Talker echo over these channels shall not exceed “acceptable” level per ITU G.131.

The mean opinion score (MOS) provides a numerical indication of the perceived quality of received
media after compression and/or transmission. The MOS is expressed as a single number in the range 1
to 5, where 1 is lowest perceived audio quality, and 5 is the highest perceived audio quality.

MOS Quality Impairment
5 Excellent Imperceptible
4 Good Perceptible but not annoying
3 Fair Slightly annoying
2 Poor Annoying
1 Bad Very annoying

The contractor shall describe the methodology to be used to accomplish this measurement. As a point of
reference, “toll grade” public telephone services generally receive MOS scores near 4, while typical
cellular telephones average MOS scores of approximately 2.8. Scores below 2 imply impaired
communications, with a score of 1 being practically unusable for communications.

5.20 AUDIO CALL BRIDGING / TRANSFER CAPABILITIES.

The IP-based 9-1-1 Call Answering System shall be fully capable of call conferences and transfers within
and across the entire system, between any and all call taker groups, and/or to external POTS telephone
lines. Transfers and conferences to parties within the System must also copy call data, including location
data, to all parties participating in the call. The call transfer process shall be a “conference” type of
transfer, meaning voice channels remain connected during the transfer process, except perhaps for brief
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(defined as sub-second) interruptions when audio path switching operations must occur. Adding parties
to a conference shall not significantly impact the audio quality or audio levels as perceived by the parties
involved.

Contractors shall clearly describe the call transfer and conference capabilities of their proposed system
in several scenarios, such as the capability to mute the 9-1-1 caller, conduct private conferences that the
caller cannot hear, to have various parties drop out or add on to the conference, maximum number of
parties in a conference, and limitations of the system.

A brief technical description of how the system accomplishes these functions shall be provided,
particularly addressing the design questions regarding whether all calls traverse conference bridges at all
times, or if calls are moved to a bridge on demand, is also requested.

5.21 MONITORING OF THE IP-BASED 9-1-1 CALL ANSWERING SYSTEM.

The contractor shall provide full-time monitoring of the system and its operation, with Level 2 or higher
support included. Respondents shall provide a description of the NOC they propose to use, with a
complete description of the capabilities that will provide.

5.22 USER TRAINING AND ADMINISTRATOR TRAINING OPTIONS

User Training and Administrator Training programs will be provided for the system. User training shall be
a minimum 4 hours in length and be conducted at locations within the State of Connecticut to be
determined by DPS. Administrator training shall be a minimum 6 hours in length and be conducted at a
central location within the State of Connecticut. All training documentation shall be provided prior to any
PSAP installation. The Contractor must provide cost information for each training option. The State of
Connecticut reserves the right to choose one or more options.

5.22.1 Training Option 1

Just In Time Training: Contractor shall provide training to PSAP no less than three days prior to
installation of new software platform at each PSAP. Sufficient training classes at each PSAP will be
provided to ensure that personnel from all shifts can be trained (no less than 2 classes will be conducted
at each PSAP). Contractor will be responsible for providing AV equipment and sufficient equipment to
conduct hands on training for all PSAP personnel. Training will be conducted in a training room outside
of the active PSAP area of the answering point.

5.22.2 Training Option 2

Regional Training Offsite from PSAPs: Contractor will provide training classes in dedicated classrooms
offsite from the PSAPs. Sufficient classes will be conducted to ensure that all PSAP personnel are
trained prior to the installation and activation of the new software platform. No less than 60 classes of 25
students each will be conducted. Contractor will provide for no less than two concurrent classes during
the installation and activation period. Contractor will be responsible for providing AV equipment and
sufficient equipment to conduct hands on training in the classroom. Classrooms will be provided by the
State.
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5.22.3 Training Option 3

Train the Trainer: Contractor will provide training classes in dedicated classrooms offsite from the
PSAPs. Sufficient classes will be conducted to ensure that representatives from each PSAP are trained
as trainers prior to the installation and activation of the new software platform. Sufficient training will be
provided to ensure that trained trainers can successfully train their respective PSAP call takers and
dispatchers. On line and phone based help desk services must be provided to ensure that all trainers can
resolve training questions and problems. No less than 8 classes of 25 students each will be conducted.
Contractor will be responsible for providing AV equipment and sufficient equipment to conduct hands on
training for trainers in the classroom. Classrooms will be provided by the State.

5.22.4 Training Option 4

Self Paced On-Line or CD-Based Training: Contractor will provide the capability for all users to utilize on
line or CD based self paced training. Sufficient capability or number of CDs must be provided to ensure
that all training can be acquired prior to the installation and activation of the software platform. On line
and phone based help desk services must be provided to ensure that all users can resolve training
guestions and problems.
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6.0 LNG / NG9-1-1 SERVICES

This section contains the requirements for Part B.

Part B is for one of two options: 1) a Legacy Network Gateway (LNG), or 2) a complete set of NENA i3
compliant NG9-1-1 services.

The interface between Part A and Part B shall utilize standard SIP signaling and SIP location
conveyance protocols as specified in NENA document 08-003, Detailed Functional and Interface
Specification for the NENA i3 Solution.

Respondents submitting proposals for Part B may submit proposals for either Option B-1, the LNG, or for
Option B-2, the complete set of NG9-1-1 services, or both. However, if any award is proffered only one of
these two options will be awarded as an action arising from this RFP. The selection of Option B-1 or
Option B-2 will be at the sole discretion of the State of Connecticut and may be decided based on factors
such as funds availability, regardless of the relative scoring of the highest B-1 and B-2 proposals.

The following requirements are common to both options, unless labeled B-1 or B-2. Requirements
labeled B-1 or B-2 apply only to that specific option.

Responders to this RFP must explain how the proposed system shall meet the requirements in Sections
6.1 through 6.16. A response of “Agree” or “Comply” without a detailed explanation shall be
viewed as an incomplete response.

6.1 NETWORK REQUIREMENTS

All 9-1-1 circuit-switched voice and signaling received from the Selective Routers or from non-1P-based
call originating networks shall be converted into Session Initiation Protocol (SIP) and Voice-over-IP
(VolP), and shall comply with NENA i3 specifications. These i3 format emergency calls shall then be
delivered to the IP-based 9-1-1 Call Answering System that is the subject of Part A of this RFP.

The contractor shall locate at least two Tier IV data centers which comply with TIA 942,
“Telecommunications Infrastructure Standard for Data Centers”, Revision 5 (2010), Appendix “G” at
locations within the State of Connecticut, for the purpose of housing the LNG(s) and/or the NG9-1-1
services as described in this Part.

The Part B contractor shall manage the interconnection of emergency call originating networks to the
Legacy Network Gateway and/or the NG9-1-1 Services. This management includes stating the terms,
conditions, procedures, and processes for interconnection and exchange of information between the
other carrier's networks and systems and the Part B contractor’s networks and systems. Such terms and
conditions shall be established with the advice and consent of the Department. Unless the parties
otherwise agree such terms, conditions, procedures, or processes shall follow applicable Connecticut
Public Utilities Regulatory Authority telecom rules and practices, NENA recommended practices, and
applicable US telecommunications law. The terms, conditions, procedures, or processes shall not
impose onerous requirements on other network operators. The Part B contractor shall negotiate any
agreements between the interconnecting companies as may be required by law.

For Option B-1 the management of emergency call origination network interconnection includes the
ordering of emergency trunks from the existing AT&T tandems to the LNG(s) in compliance with the
requirements of this RFC. For Option B-2 and in general, this includes the provisioning of interfaces to
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which emergency call originating network operators may connect in order to accomplish 9-1-1 call
delivery which meets the quality and reliability requirements of this RFP. Examples of such interfaces
would be the means to perform the timely exchange of information such as legacy ALI database updates,
exchange of monitoring/trouble ticket statuses, trunk connections to the Legacy Network Gateway, and
IP connections to Border Control Functions. This list of examples is not exhaustive. The Part B
contractor is expected to work closely with emergency call origination network operators and to
cooperate fully with them in order to accomplish successful migration of emergency calls to the LNG
and/or to NG9-1-1 call delivery system, as applicable.

The Part A — Part B demarcation points (ingress to Part A) are physically one Gigabit Ethernet
connections located at two or more CPSSDN Aggregation Point sites. The Part B Contractor shall
establish physically diverse IP connections to these sites of sufficient bandwidth and quality to meet the
requirements of this RFP.

As explained below, calls presented to the Part A — Part B demarcation point for delivery to a PSAP shall
be addressed, via the SIP URI (Universal Resource ldentifier) to the correct destination PSAP or call
taker group. That is, all calls traversing the demarcation point will have been already routed to the
destination PSAP, in that the destination PSAP or telecommunicator group has been identified. The call
will then be transported to the destination via IP over the CPSSDN network to the telecommunicator.

The contractor for Part B shall insure that any internal IP network(s) provisioned in the course of fulfilling
the requirements of this section are secure, are not directly accessible from the public Internet, and are
protected against malware and malicious attack.

It should be noted that fulfilling the requirements of this Part may require interconnection with various
emergency call origination networks, particularly for Option B-2. These call origination networks may
include service providers who will deliver emergency calls to the Aggregation Sites via IP connections,
and may eventually include emergency calls delivered via the public Internet itself. It shall be the
responsibility of the contractor for Part B to provide firewalls, session border controllers (SBCs), security
appliances, and to take additional protective measures to insure the security of the functions required in
section 6 of this RFP.

The contractor for this Part shall be responsible to insure that malicious software or activities are blocked
from entering the IP-based 9-1-1 Call Answering System across the Part A — Part B demarcation.

For either option, legacy 9-1-1 calls entering the system at the LNG will require queries to the legacy
AT&T ALl Data Management System. The legacy ALl system shall be utilized to obtain location
information for legacy 9-1-1 calls. The contractor shall arrange the installation of redundant legacy ALI
connections at each data center with AT&T.

Option B-1:

The 9-1-1 Selective Routers located at AT&T 5ESS facilities in New Britain and Norwalk Connecticut will
be utilized to deliver 9-1-1 calls from LEC, CLEC, Wireless Carriers, and i2 compliant VolP
telecommunication providers to the Part B contractor’s data centers.

The 9-1-1 connections to the data centers shall be ISDN PRI, ISDN BRI, or SS7 ISUP trunks, or by other
mutually satisfactory arrangements with AT&T, for which the call setup time must not be longer than with
the present ISDN BRI trunks. For this reason the use of analog trunks and/or CAMA signaling is not
permitted.
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For each call the LNG shall query the legacy ALI system with the ANI (calling number) or pANI received
with the call, and the LNG shall convert the ALI response into the Presence Information Data Format-
Location Object (PDIF-LO, see IETF RFC-4119 and subsequent updates). The LNG utilizes the PIDF-
LO in the NENA i3 compliant SIP signaling to the ingress demarcation of the IP-based 9-1-1 Call
Answering system that is the subject of Part A.

The LNG shall forward all traffic arriving on each specific trunk to the SIP URI (Universal Resource
Identifier) of the PSAP associated with that trunk or alternative arrangements as may be agreed upon
between the B-1 provider and AT&T. That is, the LNG does not perform call routing, that function
remains in the legacy selective routers. The LNG simply provides protocol conversion on a trunk-by-
trunk basis.

The LNG shall faithfully convert signaling between the legacy trunk and SIP, in such a way as to
preserve overall functionality of the resulting end-to-end 9-1-1 system. So, for example, if the LNG
receives a “SIP 303 Busy Here” message back from the ESlInet in response to a call setup attempt, it
must generate the corresponding busy signal back on the trunk towards the selective router. The
selective router can then invoke the call overflow scheme in the selective router and attempt to deliver
the call to the alternate PSAP.

The B-1 option shall provide a means to transfer calls from the IP network back to legacy (unconverted
PSAPs) during the migration period. For example, a solution would be for the LNG to be able to signal
the 5E with “star” codes so that the 5E can perform the transfer.

Option B-2:

This option deploys the location-based Emergency Call Routing Function (ECRF) of NG9-1-1, the
Emergency Services Routing Proxy (ESRP), the Location Verification Function (LVF), the Policy Routing
Function (PRF), Border Controllers (security devices) as needed, and LNGs (Legacy Network Gateways,
as needed), along with monitoring, management, and security functions. These services, together with
Part A, will provide Connecticut with a complete NG9-1-1 deployment.

The 9-1-1 selective routers located at AT&T 5ESS facilities in New Britain and Norwalk, Connecticut will
not be utilized as selective routers in this Option. Note: AT&T may chose, at its own discretion and
expense, to continue to operate these switches as 9-1-1 trunk Aggregation Sites for legacy call
originating networks, but no other 9-1-1 functions would remain in these switches once deployment of
Option B-2 is complete.

The legacy ALI Location Data Management System will remain only to provide location information for
wire-line telephones in legacy networks. If, in the future, Connecticut requires calls to be delivered to the
NG9-1-1 system only in NENA i3 compliant formats, then the operation of the legacy ALl system
eventually becomes the responsibility of the operator(s) of the call originating networks which the ALI
system serves, until or unless these operators devise some alternative method of delivering emergency
calls with location information to the ESInet.

The state anticipates and may require that all emergency call originating networks will connect to the two
Aggregation Sites in order to interconnect to the Connecticut NG9-1-1 system. It is further expected that
most or all of the NG9-1-1 services will reside on server hardware located at these aggregation sites.
Emergency calls then utilize the IP infrastructure of the CPSSDN to transmit voice (and eventually, other
media) to the PSAPs, together with location data and other available call-associated information in
support of the emergency response.
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The ECRF function of NG9-1-1 requires the development and maintenance of a GIS database that
contains the jurisdictional boundaries of the PSAP, fire, police, EMS, and other emergency responders in
the state. This GIS system must also accurately plot or geocode the civic (street) address for all
addresses that reside in the ALI system. The development and maintenance of the data in the NG9-1-1
GIS system is not the responsibility of the Option B-2 contractor. However, the Option B-2 contractor
shall be required to house copies of this database on elements of the proposed system. The contractor
shall establish a working relationship and data exchange processes with the state authorities responsible
for maintaining the NG9-1-1 GIS system, utilizing industry standard and open GIS protocols

6.2 SYSTEM INTEGRATOR

Any system proposed under this option requires that an entity serve as a System Integrator for the LNG
or NG9-1-1 Services system, including the Emergency Call Routing Function, GIS Location Data
Management Centers, Connecting Facilities, interconnection with IP-based 9-1-1 Call Answering
Systems, system monitoring, and maintenance and repair of the components and services established
under the requirements of this Section (Section 6.)

The System Integrator shall be clearly identified and shall function as the single point of contact for all
system issues during the deployment phase of this procurement.

6.3 SYSTEM AVAILABLITY AND RELIABILITY

This section applies only to components and services supplied by the Contractor under this RFP and not
to the CSSPDN.

a) The system shall be engineered to maintain a minimum of five-nine (99.999%) availability to
deliver calls to the ingress demarcation of the IP-based 9-1-1 Call Answering System. Note that
with respect to Option B-1, the present AT&T selective routers operate redundantly. In the event
of the failure of a trunk group from one selective router, subsequent calls should be presented
from the other selective router. The five-nine requirement does not apply to each and every
specific trunk or gateway device, but shall apply to the system overall.

b) The contractor shall work with the network operators to obtain a grade of service such that no
greater than one (1) call per five hundred (500) calls received during the average busy hour of the
busiest four (4) consecutive weeks of the preceding fifty-five (55) weeks shall encounter a busy
condition. With respect to Option B-2, redundant and diverse connections may be required for call
originating network interconnections to the NG9-1-1 Services and ESInet.

c) At the NENA i3 demarcation the contractor of the IP-based 9-1-1 Call Answering System may
provide two (or more) IP addresses to which calls can be presented for delivery to the PSAP. In
this scenario the supplied LNG or NG9-1-1 services must be able to fail over to an alternate SIP
IP address in the event that the IP-based 9-1-1 Call Answering System does not respond, or does
not respond appropriately, to the initial SIP INVITE.

d) All measurements for compliance with this section shall be based upon the calendar year.
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e) Respondents shall provide a brief narrative and/or diagrams that explain how high availability is
achieved. This explanation shall distinguish between hot-standby-failover type systems and
redundant load-balancing type systems. Load-balancing type solutions may receive more
favorable treatment during proposal evaluation scoring.

6.4 IPV6 CAPABILITY

Any systems proposed as a component of a Part B solution shall be IPv6 capable, or any and all
limitations on IPv6 capability shall be disclosed. If the selected Part A and Part B systems are fully IPv6
capable, Connecticut may, at its option, choose to deploy the entire system (Part A and Part B) utilizing
IPv6. Respondents should list additional IPv6 costs, if any, as an option.

6.5 CONVERSION OF CIRCUIT-SWITCHED VOICE AND SIGNALING TO IP

All 9-1-1 circuit-switched voice and signaling received from the TSP’s shall be converted into IP (SIP) at
the CPSSDN Aggregation Sites. These conversions are performed by Legacy Network Gateway(s)
LNG(s).

A Protocol Interworking Function (PIF) (see NENA 08-003) is a sub-function of an LNG. The PIF shall
convert ISDN or Signaling System 7 (SS7) 9-1-1 trunks to SIP.

A Location Interworking Function (LIF) is a sub-function of an LNG. The LIF is responsible for taking the
appropriate information from the incoming signaling (i.e., calling number/ANI, ESRD, ESRK, ESQK, cell
site/sector) and using it to acquire location information from the legacy ALl system, and to convert the
location into PIDF-LO format.

A Network Internetwork Function (NIF) is a sub-function of an LNG that combines the SIP messages of
the PIF and the location information of the LIF to form complete SIP location conveyance messages that
comply with NENA i3 (08-003) requirements.

LNGs that create location-by-value SIP messages (PDIF-LOs embedded in SIP messages) may receive
more favorable treatment during proposal evaluation scoring than LNGs that create location-by-reference
SIP messages.

In any case, the LNG must support rebids (re-queries) of location information, either with SIP UPDATE
methods (for location-by-value) or alternately via an LIS server (for location-by-reference. See 6.13
below for LIS server requirements.

The proposer must provide a clear and concise description of the proposed LNGs.

The LNG is critical to the reliable operation of the system. The description shall explain how high
availably is obtained. This explanation shall distinguish between hot-standby-failover type systems and
redundant load-balancing type systems. Load-balancing type solutions may receive more favorable
treatment during proposal evaluation scoring.

Proposals shall include a plan to permit an IP 9-1-1 PSAP to receive 9-1-1 and administrative calls from
legacy PSAPs and to transfer 9-1-1 and administrative calls to legacy PSAPs during the transition phase
of the project. The selected contractor shall be responsible for providing and provisioning ports,
gateways, or other equipment required to satisfy this requirement. See Section 10.4 in this attachment
for the Implementation Plan.
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6.6 BORDER CONTROL FUNCTION

The system shall provide a Border Control Function (BCF). The BCF provides a secure entry into the
CPSSDN for emergency calls presented to the network. The BCF incorporates firewall, admission
control, and may include anchoring of session and media as well as other security mechanisms to
prevent deliberate or malicious attacks on PSAPs or other entities connected to the CPSSDN. For
Option B-1, the BCF may be intrinsic in the PIF. For Option B-2, the BCF shall provide secure entry for
calls presented via external IP networks.

6.7 EMERGENCY CALL ROUTING FUNCTION (ECREF)

The ECRF is not applicable to Option B-1 Proposals.

Option B-2 Proposals shall provide an Emergency Call Routing Function (ECRF). The ECRF must
implement the Location-to-Service-Translation protocol of RFC-5222.

The ECRF shall receive both location information (either civic address or geo-coordinates) and service
request type as part of a LoST query and use this information to provide a SIP URI as the LoST
response. The SIP URI can be used to route an emergency call toward the appropriate destination. The
SIP URI response will typically identify the PSAP, emergency service provider, or a next-hop Emergency
Services Routing Proxy (ESRP).

The ECREF utilizes the state-provided NG9-1-1 GIS database. This GIS database is used to route a call
to the correct PSAP, and may also be used to subsequently route the call to the correct responder, e.g.,
to support selective transfer capabilities. Records in this database shall be capable of being updated
automatically by the department.

Proposals shall include a description of the ECRF and highlight its features and capabilities. Particular
attention should be given to the protocols and standards for importing and exporting GIS data. Also, the
reporting / logging capabilities of the ECRF should be explained.

The ECRF shall be physically diverse.

The ECREF is critical to the reliable operation of an Option B-2 system. The description shall explain how
high availably is obtained. This explanation shall distinguish between hot-standby-failover type systems
and redundant load-balancing type systems. Load-balancing type solutions may receive more favorable
treatment during proposal evaluation scoring.

6.8 POLICY ROUTING FUNCTION (PRF)

The PRF is not applicable to Option B-1 Proposals.

Option B-2 system proposals shall provide a Policy Routing Function (PRF). This PRF applies
technigues to determine alternate routing based on policy information associated with the destination
PSAP or the incoming call. 9-1-1 calls shall be routed to the appropriate PSAP via the CPSSDN based
on policy rules. The system shall provide the State with the capability to dynamically modify policy rules
as appropriate.
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The PRF shall provide support for manual, automatic or dynamic Call Congestion Control (reroute,
overflow, disaster routing, etc.). The PRF shall permit authorized personnel to make policy routing
database changes over the CPSSDN network. All RFP database changes shall be logged.

The PRF may use state knowledge, such as PSAP registration state or time of day and the policy for a
PSAP to make a route determination. The PRF may be a subcomponent of the Emergency Services
Routing Proxy. Respondents shall provide brief explaining of how the PRF is deployed n their
proposals.

6.9 EMERGENCY SERVICES ROUTING PROXY (ESRP)
The ESRP is not applicable to Option B-1 Proposals.

Option B-2 systems shall provide an Emergency Services Routing Proxy (ESRP). The ESRP is a SIP
proxy server that selects the next hop routing within the CPSSDN. For emergency calls, the ESRP shall
guery the ECRF via the LoST protocol, and query the PRF, to determine the destination based on
location and policy.

Proposals shall include a description of the ESRP and highlight its features and capabilities. Particular
attention should be given to the reporting / logging capabilities of the ESRP.

The ESRP is critical to the reliable operation of an Option B-2 system. The description shall explain how
high availably is obtained. This explanation shall distinguish between hot-standby-failover type systems
and redundant load-balancing type systems. Load-balancing type solutions may receive more favorable
treatment during proposal evaluation scoring.

6.10 LOCATION INFORMATION SERVER (LIS) FUNCTION

If either an Option B-1 or Option B-2 proposal includes Legacy Network Gateways (LNGs) that perform
SIP location conveyance by attaching Location-by-Reference URIs to the SIP methods, then the
proposer shall provide a Location Information Server (LIS) Function.

The LIS, if required, shall accept Http-enabled Location Delivery (HELD RFC 5985) queries and return
PIDF-LO formatted location responses in accordance with NENA i3 (08-003) requirements.

For this RFP, these legacy locations are obtained by the LIS from the legacy AT&T ALl Data
Management System.

Note that for an Option B-2 proposal an IP-based call originating network may deliver location-by-
reference calls to the Option B-2 NG9-1-1 services. In this case, the LIS function would be external to
the CPSSDN. Such LIS servers are not the responsibility of an Option B-2 contractor, however, access
to these external LIS servers would need to be established via the Border Control Function (BCF), and
providing such BCF access would be the responsibility of the Option B-2 contractor. Also note that the
Option B-2 contractor may establish interconnection requirements with the advice and consent of the
state of Connecticut; see 6.1 above.

The LIS shall be considered as an optional requirement for Option B-1 proposals.
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6.11 LOCATION VALIDATION FUNCTION (LVF)
The LVF is not applicable to Option B-1 Proposals.

The Option B-2 system shall provide for a Location Validation Function (LVF). The LVF is used to
validate location objects against the Geospatial MSAG. Pre-validation of the location information ensures
that the calls can be routed to the appropriate PSAP and that emergency services can be dispatched to
the correct location.

The LVF shall be accessible by credentialed parties from the public internet, without compromising the
CPSSDN or ESlnet security. The LVF shall utilize a copy of the same GIS database that is utilized by
the ECRF. The Option B-2 contractor shall be responsible for provisioning adequate Internet access to
the LVF.

The LVF must keep a log of all users and queries.

6.12 ADMINSTRATOR TRAINING

There shall be administrator training provided for Option B-1 and/or Option B-2 that will provide the
Department and PSAPs with any information needed to administer/manage the system. Please explain
in detail the training to be provided.

6.13 CENTRALIZED CALL LOGGING RECORDING (OPTIONAL)

The Contractor may propose centralized call logging functionality for all PSAPs. The system would store
both delivered call data and captured audio, and allow the retrieval of the information by authorized users
at both the system level and at the PSAP. When delivered to the PSAP, it will deliver only the call data
associated with that PSAP, and no other.

6.14 CENTRALIZED COMPUTER AIDED DISPATCH (OPTIONAL)

The system may propose centralized computer aided dispatch (CAD) function that may be utilized by all
PSAPs.
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7.0 SERVICE LEVEL REQUIREMENTS AND MONITORING

71 MONITORING — NETWORK OPERATIONS CENTER (NOC)

The NG911 system will require professional monitoring and in-field repair services, help desk and trouble
ticket services 24 x 7 x 365, utilizing a Network Operations Center (NOC) to be provided by the
Contractor. This NOC will also interface with the CPSSDN NOC in order to coordinate repairs and
provide a single point of call for PSAPs. Simple Network Management Protocol (SNMP) used for the
management and monitoring of the system shall utilize encryption, verification of message integrity and
authentication to provide security for the SNMP system. Traps used shall be exportable to outside
monitoring services where and when required by the State of Connecticut, including the interchange with
the CPSSDN NOC.

Services to be provided include, but are not limited to:

e Trouble ticket processing

e Prioritization of core service issues handling

e Dispatch and escalation

e Help desk services

o Reports — scheduled, incident, and (for designated incidents) root cause analysis
e Resources, transportation, skill set, certification

Describe the NOC you propose for this project, and provide details about its location, staff, training, SOP
process, provisions for Disaster Recovery and redundancy, as well as its location(s), equipment, and
software currently in use.

The system shall be monitored to ensure system reliability. The system NOC shall serve as the single
point of contact for system affecting issues. Simple Network Management Protocol (SNMP) used for the
management and monitoring of the system shall utilize encryption, verification of message integrity and
authentication to provide security for the SNMP system. Traps used shall be exportable to outside
monitoring services, where required by the State of Connecticut.

7.2  FIELD REPAIR ORGANIZATION STRUCTURE

7.21 GENERAL CONTRACTOR REQUIREMENTS

a) The Contractor shall provide 24 x 7 x 365 service capabilities, including network monitoring and
in-field, on-scene diagnosis, repair and replacement capabilities

b) Describe the proposed in-field maintenance and repair organization for this project. Provide
detail regarding the number of personnel assigned, the qualifications of such personnel to
perform the stated work, and the number of vehicles required.

c) The Contractor shall describe their methodology for monitoring the repair process, including time-
to-location, time-to-repair, parts used, quality of repair and end-user satisfaction.
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d)

7.2.2

The Contractor shall describe their reporting process for mandatory quarterly metrics. Describe
in detail how required information will be captured, which data points and which trends are
proposed to be reported. Reports shall include but no be limited to the following; PSAP service
visits with description of the problem and the resolution for each; 9-1-1 call volumes based on
class of service; Detail on all manual queries to the ALI Database or NG9-1-1 Location Database;
9-1-1 network service affecting failures; PSAP emergency reroutes; and 9-1-1 call transfers
(showing originating PSAP and destination PSAP for each transfer) on a PSAP by PSAP basis.

STANDARD AND ENHANCED REPAIR PROPOSALS

The Contractor shall identify in the response to this RFP Standard and enhanced (if available) repair
response for negotiation prior to contract award. The Contractor shall be responsible for the maintenance
and repair services of all installed equipment during the installation, testing, and first year of the
operational phases of this RFP.

7.2.3

a)

b)

d)

RESPONSE TIME

For equipment failures which result in a complete failure, defined as the inability to use, either a
9-1-1 position or any functionality critical to the use of the 9-1-1system, qualified field response to
arrive at the PSAP within two (2) hours, seven (7) days per week, including holidays.

For all other failures, one (1) business day or less.

Contractor shall describe its indemnification to the state for non-compliance with these time
requirements.

Contractor shall put forth their best effort to correct any complete failure. In the event that the
complete failure is prolonged (defined here as a complete failure which continues more than four
hours), the Contractor shall consult with the State’s representative(s) regarding alternatives.
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8.0 ASSET TRACKING

The Contractor (for Part A) shall remove the existing E9-1-1 system equipment after cutover to the
NG911 system is completed, as directed by the Department. The Contractor shall document the
equipment removal by recording serial numbers/DPS numbers for asset tracking purposes.

The Contractors shall document all NG9-1-1 system equipment installed by recording serial numbers and
the location for each equipment item asset tracking purposes.

RFP # 11PSX0202 September 28, 2011 111



State of Connecticut, Department of Administrative Services
Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System

9.0 CONTRACTOR REQUIREMENTS

9.1 CONTRACTOR’S ORGANIZATIONAL CAPABILITIES

The Contractor shall provide the names and resumes for the Project Manager they plan to assign to this
project, as well as for the Principal Engineer and any other essential personnel who will be assigned to
the project as identified in the scope of work prepared by the Contractor in accordance with Section 9.1.

9.2 CONTRACTOR’S PAST PERFORMANCE

The Contractor’s successful past performance on similar projects will be considered as a significant
indicator of the Contractor’'s technical competency and capability to complete this project. The
Contractor shall submit a list of at least three (3) projects of similar size and complexity that demonstrate
the firm's qualifications due to past experience with similar projects. The list shall contain details
regarding type of system(s), name(s) of customer(s) to whom the services were provided, dates and
periods during which the indicated services were provided, the extent and exact nature of services
provided, and whether or not the proposed systems were implemented.
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10.0 UNDERSTANDING OF THE SCOPE OF WORK AND
IMPLEMENTATION PLAN

10.1 CONTRACTOR’S UNDERSTANDING OF SCOPE OF WORK

The Contractor shall describe in detail its understanding of the project's scope of work and the
Contractor’s concept of the methodologies used to achieve the results described.

10.2 CONTRACTOR-PROVIDED IMPLEMENTATION PLAN

The Contractor shall provide a detailed implementation plan for each option that it provides a response
that will ensure uninterrupted 9-1-1 service to the public during the transition from the existing system.

The implementation plan shall include a PSAP cutover schedule. PSAP cutovers shall be completed by
July of 2013. Failure to implement the system by this date shall result in pentalities as specified in
Section 23 of Attachment 4

For the IP-based 9-1-1 Call Answering System (option one) the implementation plan shall accommodate
the current E-911 capabilities the state now obtains from the incumbent contractor. The contractor shall
work cooperatively with the provider of the selective router services and the Location Data Management
System during the period of deployment and for as long as required, including but not limited to:

a) The ability to conference and transfer 9-1-1 and 10-digit voice calls from the CPSSDN network to
legacy PSAPs that have not yet converted to the NG9-1-1 system.

b) The ability to conference and transfer 9-1-1 and 10-digit voice calls from the CPSSDN to the
legacy 9-1-1 network.

c) The ability to accept 9-1-1 voice calls transferred or conferenced from the legacy 9-1-1 network
into the CPSSDN. The conferenced/transferred voice calls shall be accompanied by ANI or pANI,
as appropriate.
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ATTACHMENT 6
CONTRACT COMPLIANCE REGULATIONS AND NOTIFICATION TO PROPOSER

REPAZNEWERS STATE OF CONNECTICUT |} umber:

; ) ) 11PSX0202
Certificate of Compliance with

Connecticut General Statute Section 31 - 57b
| hereby certify that all of the statements herein contained below have been examined by me, and to the best of my
knowledge and belief are true and correct.

The HAS / HAS NOT
Company Name (Cross out Non-applicable)

been cited for three (3) or more willful or serious or serious violations of any Occupational Safety and Health Act
(OSHA) or of any standard, order or regulation promulgated pursuant to such act, during the three year period preceding
the RFP, provided such violations were cited in accordance with the provisions of any State Occupational Safety and
Health Act of 1970, and not abated within the time fixed by the citation and such citation has not been set aside following
appeal to the appropriate agency of court having jurisdiction or HAS / HAS NOT (Cross out Non-applicable) received one or
more criminal convictions related to the injury or death of any employee in the three-year period preceding the RFP.

The list of violations (if applicable) is attached.

(Name of Firm, Organization or Corporation)

Signed:

Written Signature:

Name Typed: (Corporation Seal)
Title:
(Title of Above Person, typed)
Dated:
State of )
County of ) ss: A.D., 20

)

Sworn to and personally appeared before me for the above, :
(Name of Firm, Organization, Corporation)

Signer and Sealer of the foregoing instrument of and acknowledged the same to be the free act and deed of

and his/her free act and deed as

(Name of Person appearing in front of Notary or Clerk)

(Title of Person appearing in front of Notary or Clerk)

My Commission Expires:

(Notary Public) (Seal)
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ns.

EMPLOYMENT RFP N ber:
INFORMATION FORM STATE OF CONNECTICUT 1IPSX0202
COMMISSION ON HUMAN RIGHTS AND OPPORTUNITIES (CHRO)
REV2/98 WORKPLACE ANALYSIS AFFIRMATIVE ACTION REPORT
EMPLOYMENT INFORMATION FORM
Company Name Contact Person Phone Number Date
Street Address
City
State
Report all permanent full-time or part-time employees, including apprentice and on-the-job trainees. Enter the number on all lines and in all colum
JOB CATEGORY A B C D E F
OVERALL TOTALS WHITE BLACK HISPANIC ASIAN / PACIFIC AMERICAN INDIAN
(Sum of all columns, | (NOT OF HISPANIC | (NOT OF HISPANIC ISLANDER OR
A-F ORIGIN) ORIGIN) ALASKAN NATIVE
Male & Female
Male Female Male Female Male Female Male Female Male Female
Officials/Manaaers
Professionals
Technicians
Sales Workers
Office/Clerical
Craft Workers
Operatives(Semi-
Labarers (Unskilled)
Service Workers
TOTALS ABOVE
Do you use minority businesses as subcontractors or Explain:
suppliers?
[ JYes [ ]No

Do you use an Affirmative Action Plan?[_] Yes [ ] No | Explain:
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Describe your recruitment, hiring, training and promotion anti-discrimination practices.

According to the above employment report, is the composition of your workforce at or near parity when compared with the racial and gender composition of
the workforce in the relevant labor market area?

[ ]JYes [ ]No
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ATTACHMENT 7

CONTRACTOR CERTIFICATIONS

1) OPM Ethics Form 1 — Gift and Campaign Contribution Certification.
2) OPM Ethics Form 5 — Consulting Agreement Affidavit.
3) OPM Ethics Form 6 — Affirmation of Receipt of State Ethics Laws Summary
4) Plain Language Summary of State Ethics Laws for Current and Potential State Contractors.
5) SEEC FORM 11 - Notice To Executive Branch State Contractors And Prospective State
Contractors Of

Campaign Contribution And Solicitation Ban.
6) Nondiscrimination Certification Requirement

7) Nondiscrimination Certification Forms A — E (See Explanation below)

EXPLANATION OF FORMS:

Form A. Representation: For use by an individual when entering into any contract, regardless of
contract value.

Form B. Representation: For use by an entity when entering into any contract valued at less than
$50,000 for any year of the contract.

Form C. Affidavit: (Recommended) For use by an entity when entering into any contract valued at
$50,000 or more for any year of the contract and the entity certifies through an affidavit that a
complying nondiscrimination policy is currently in place.

Form D. New Resolution: For use by a entity when entering into any contract valued at $50,000 or
more for any year of the contract and the entity has a complying nondiscrimination policy adopted by
a new resolution of the board of directors, shareholders, managers, members, or other governing
body.

Form E. Prior Resolution: For use by a entity when entering into any contract valued at $50,000 or
more for any year of the contract and the entity has a complying nondiscrimination policy adopted by
a prior resolution of the board of directors, shareholders, managers, members, or other governing
body.

OPM Ethics Form 1 Rev. 02-01-10
RFP # 11PSX0202 September 28, 2011



State of Connecticut, Department of Administrative Services
Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System

Page 1 of 2
#3584 STATE OF CONNECTICUT
;$»§R GIFT AND CAMPAIGN CONTRIBUTION CERTIFICATION
b

Certification to accompany a State contract with a value of $50,000 or more in a calendar or fiscal year,
pursuant to C.G.S. 88 4-250 and 4-252(c); Governor M. Jodi Rell’s Executive Orders No. 1, Para. 8, and
No. 7C, Para. 10; and C.G.S. 89-612(g) (2), as amended by Public Act 07-1

INSTRUCTIONS:

Complete all sections of the form. Attach additional pages, if necessary, to provide full disclosure about any lawful campaign
contributions made to campaigns of candidates for statewide public office or the General Assembly, as described herein.
Sign and date the form, under oath, in the presence of a Commissioner of the Superior Court or Notary Public. Submit the
completed form to the awarding State agency at the time of initial contract execution (and on each anniversary date of a
multi-year contract, if applicable).

CHECK ONE: [] Initial Certification [0 Annual Update (Multi-year contracts only.)
GIFT CERTIFICATION:

As used in this certification, the following terms have the meaning set forth below:

1) “Contract” means that contract between the State of Connecticut (and/or one or more of it agencies or instrumentalities)
and the Contractor, attached hereto, or as otherwise described by the awarding State agency below;

2) If this is an Initial Certification, “Execution Date” means the date the Contract is fully executed by, and becomes
effective between, the parties; if this is an Annual Update, “Execution Date” means the date this certification is sighed
by the Contractor;

3) “Contractor” means the person, firm or corporation named as the contactor below;

4) *“Applicable Public Official or State Employee” means any public official or state employee described in C.G.S. §4-
252(c)(1)(i) or (ii);

5) “Gift” has the same meaning given that term in C.G.S. § 4-250(1);

6) “Planning Start Date” is the date the State agency began planning the project, services, procurement, lease or
licensing arrangement covered by this Contract, as indicated by the awarding State agency below; and

7) “Principals or Key Personnel” means and refers to those principals and key personnel of the Contractor, and its or
their agents, as described in C.G.S. 8§88 4-250(5) and 4-252(c) (1) (B) and (C).

I, the undersigned, am the official authorized to execute the Contract on behalf of the Contractor. | hereby certify that,
between the Planning Start Date and Execution Date, neither the Contractor nor any Principals or Key Personnel has made,
will make (or has promised, or offered, to, or otherwise indicated that he, she or it will, make) any Gifts to any Applicable
Public Official or State Employee.

| further certify that no Principals or Key Personnel know of any action by the Contractor to circumvent (or which would
result in the circumvention of) the above certification regarding Gifts by providing for any other principals, key personnel,
officials, or employees of the Contractor, or its or their agents, to make a Gift to any Applicable Public Official or State
Employee. 1 further certify that the Contractor made the bid or proposal for the Contract without fraud or collusion with any
person.

CAMPAIGN CONTRIBUTION CERTIFICATION:

| further certify that, on or after December 31, 2006, neither the Contractor nor any of its principals, as defined in C.G.S. §
9-612(g)(1), has made any campaign contributions to, or solicited any contributions on behalf of, any exploratory
committee, candidate committee, political committee, or party committee established by, or supporting or authorized to
support, any candidate for statewide public office, in violation of C.G.S. 8§ 9-612(g)(2)(A). | further certify that all lawful
campaign contributions that have been made on or after December 31, 2006 by the Contractor or any of its principals, as
defined in C.G.S. 8 9-612(g) (1), to, or solicited on behalf of, any exploratory committee, candidate committee, political
committee, or party committee established by, or supporting or authorized to support any candidates for statewide public
office or the General Assembly, are listed below:

OPM Ethics Form 1 Formatted For HotDocs Use Rev. 02-01-10
Page 2 of 2
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3;7%;{ STATE OF CONNECTICUT
—-g;iﬂ":/ﬁ = GIFT AND CAMPAIGN CONTRIBUTION CERTIFICATION

s

s S5y

Lawful Campaign Contributions to Candidates for Statewide Public Office:

Contribution Date Name of Contributor Recipient Value Description

Lawful Campaign Contributions to Candidates for the General Assembly:

Contribution Date Name of Contributor Recipient Value Description

Sworn as true to the best of my knowledge and belief, subject to the penalties of false statement.

Printed Contractor Name Signature of Authorized Official

Subscribed and acknowledged before me this day of , 20

Commissioner of the Superior Court (or Notary Public)

For State Agency Use Only

Awarding State Agency Planning Start Date

Contract Number or Description
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OPM Ethics Form 5 Rev. 02-01-10

STATE OF CONNECTICUT
a9 CONSULTING AGREEMENT AFFIDAVIT

Affidavit to accompany a State contract for the purchase of goods and services with a value of $50,000
or more in a calendar or fiscal year, pursuant to Connecticut General Statutes 88 4a-81(a) and 4a-81(b)

INSTRUCTIONS:

If the bidder or contractor has entered into a consulting agreement, as defined by Connecticut General Statutes
8 4a-81(b) (1): Complete all sections of the form. If the bidder or contractor has entered into more than one such
consulting agreement, use a separate form for each agreement. Sign and date the form in the presence of a Commissioner
of the Superior Court or Notary Public. If the bidder or contractor has not entered into a consulting agreement, as
defined by Connecticut General Statutes § 4a-81(b) (1): Complete only the shaded section of the form. Sign and date
the form in the presence of a Commissioner of the Superior Court or Notary Public.

Submit completed form to the awarding State agency with bid or proposal. For a sole source award, submit completed form
to the awarding State agency at the time of contract execution.

This affidavit must be amended if the contractor enters into any new consulting agreement(s) during the term of the State
contract.

AFFIDAVIT: [Number of Affidavits Sworn and Subscribed On This Day: ]

I, the undersigned, hereby swear that | am the chief official of the bidder or contractor awarded a contract, as described in
Connecticut General Statutes § 4a-81 (a) or that | am the individual awarded such a contract who is authorized to execute
such contract. | further swear that | have not entered into any consulting agreement in connection with such contract,
except for the agreement listed below:

Consultant’s Name and Title Name of Firm (if applicable)

Start Date End Date Cost

Description of Services Provided:

Is the consultant a former State employee or former public official? [ ] YES ] NO

If YES:
Name of Former State Agency Termination Date of Employment

Sworn as true to the best of my knowledge and belief, subject to the penalties of false statement.

Printed Name of Bidder or Contractor Signature of Chief Official or IndividualDate

Printed Name (of above) Awarding State Agency

Sworn and subscribed before me on this day of , 20

Commissioner of the Superior Court or Notary Public

RFP # 11PSX0202 September 28, 2011



State of Connecticut, Department of Administrative Services
Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System

OPM Ethics Form 6 Rev. 02-01-10

j,“.u%__ V“:\;*
¢3,5  STATE OF CONNECTICUT
’:{jq? “i-2  AFFIRMATION OF RECEIPT OF STATE ETHICS LAWS SUMMARY

Affirmation to accompany a large State construction or procurement contract, having a cost of more than
$500,000, pursuant to Connecticut General Statutes 8§ 1-101mm and 1-101qq

INSTRUCTIONS:

Complete all sections of the form. Submit completed form to the awarding State agency or
contractor, as directed below.

CHECK ONE:

[] I am a person seeking a large State construction or procurement contract. | am submitting this affirmation to the
awarding State agency with my bid or proposal. [Check this box if the contract will be awarded through a
competitive process.]

[] I am a contractor who has been awarded a large State construction or procurement contract. | am submitting this
affirmation to the awarding State agency at the time of contract execution. [Check this box if the contract was a
sole source award.]

[] I am a subcontractor or consultant of a contractor who has been awarded a large State construction or procurement
contract. | am submitting this affirmation to the contractor.

IMPORTANT NOTE:

Contractors shall submit the affirmations of their subcontractors and consultants to the awarding
State agency. Failure to submit such affirmations in a timely manner shall be cause for termination of
the large State construction or procurement contract.

AFFIRMATION:

I, the undersigned person, contractor, subcontractor, consultant, or the duly authorized representative
thereof, affirm (1) receipt of the summary of State ethics laws* developed by the Office of State Ethics
pursuant to Connecticut General Statutes § 1-81b and (2) that key employees of such person,
contractor, subcontractor, or consultant have read and understand the summary and agree to comply
with its provisions.

* The summary of State ethics laws is available on the State of Connecticut’s Office of State Ethics website at
http://www.ct.gov/ethics/lib/ethics/guides/contractors_guide_09_final.pdf

Signature Date

Printed Name Title

Firm or Corporation (if applicable)

Street Address City State Zip

Awarding State Agency
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Plain Language Summary of State Ethics Laws for Current and Potential State
Contractors:

Please refer to the link below for the current language.

http://www.ct.gov/ethics/lib/ethics/guides/contractors_guide 10.pdf
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EXHIBIT C - SEEC Form 11

Notice to Executive Branch State Contractors and Prospective State
Contractors of Campaign Contribution and Solicitation Limitations

This notice is provided under the authority of Connecticut General Statutes §9-612(G) (2), as amended by P.A. 10-
1, and is for the purpose of informing state contractors and prospective state contractors of the following law
(italicized words are defined on the reverse side of this page.

CAMPAIGN CONTRIBUTION AND SOLICITATION LIMITATIONS

No state contractor, prospective state contractor, principal of a state contractor or principal of a prospective state
contractor, with regard to a state contract or state contract solicitation with or from a state agency in the executive branch or
a quasi-public agency or a holder, or principal of a holder of a valid prequalification certificate, shall make a contribution to
(i) an exploratory committee or candidate committee established by a candidate for nomination or election to the office of
Governor, Lieutenant Governor, Attorney General, State Comptroller, Secretary of the State or State Treasurer, (ii) a political
committee authorized to make contributions or expenditures to or for the benefit of such candidates, or (iii) a party committee
(which includes town committees).

In addition, no holder or principal of a holder of a valid prequalification certificate, shall make a contribution to (i) an
exploratory committee or candidate committee established by a candidate for nomination or election to the office of State
senator or State representative, (ii) a political committee authorized to make contributions or expenditures to or for
the benefit of such candidates, or (iii) a party committee.

On and after January 1, 2011, no state contractor, prospective state contractor, principal of a state contractor or principal of a
prospective state contractor, with regard to a state contract or state contract solicitation with or from a state agency in the
executive branch or a

quasi-public agency or a holder, or principal of a holder of a valid prequalification certificate, shall knowingly solicit
contributions from the state contractor's or prospective state contractor's employees or from a subcontractor or principals of
the subcontractor on behalf of (i) an exploratory committee or candidate committee established by a candidate for nomination
or election to the office of Governor, Lieutenant Governor, Attorney General, State Comptroller, Secretary of the State
or State Treasurer, (ii) a political committee authorized to make contributions or expenditures to or for the benefit of such
candidates, or (iii) a party committee.

DUTY TO INFORM

State contractors and prospective state contractors are required to inform their principals of the above prohibitions, as
applicable, and the possible penalties and other consequences of any violation thereof.

PENALTIES FOR VIOLATIONS

Contributions of solicitations of contributions made in violation of the above prohibitions may result in the following civil
and criminal penalties:

Civil Penalties — Up to $2,000 or twice the amount of the prohibited contribution, whichever is greater, against a principal or
a contractor. Any state contractor or prospective state contractor which fails to make reasonable efforts to comply with the
provisions requiring notice to its principals of these prohibitions and possible consequences of their violations may also be
subject to civil penalties of up to $2,000 or twice the amount of the prohibited contributions made by their principals.

Criminal penalties — Any knowing and willful violation of the prohibition is a Class D felony, which may subject the
violator to imprisonment of not more than 5 years, or not more than $5,000 in fines, or both.

CONTRACT CONSEQUENCES

In the case of a state contractor, contributions made or solicited in violation of the above prohibitions may result in the
contract being voided.

In the case of a prospective state contractor, contributions made or solicited in violation of the above prohibitions shall result
in the contract described in the state contract solicitation not being awarded to the prospective state contractor, unless the
State Elections Enforcement Commission determines that mitigating circumstances exist concerning such violation.

The State shall not award any other state contract to anyone found in violation of the above prohibitions for a period of one
year after the election for which such contribution is made or solicited, unless the State Elections Enforcement Commission
determines that mitigating circumstances exist concerning such violation.

Additional information may be found on the website of the State Elections Enforcement Commission, www.ct.gov/seec.
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| Click on the link to "Lobbyist/Contractor Limitations."
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EXHIBIT C - SEEC Form 11

DEFINITION

“State contractor” means a person, business entity or nonprofit organization that enters into a state contract. Such person, business entity or
nonprofit

organization shall be deemed to be a state contractor until December thirty-first of the year in which such contract terminates. “State
contractor” does not include a municipality or any other political subdivision of the state, including any entities or associations duly created
by the municipality or political

subdivision exclusively amongst themselves to further any purpose authorized by statute or charter, or an employee in the executive or
legislative branch of state government or a quasi-public agency, whether in the classified or unclassified service and full or part-time, and
only in such person's capacity as a state or quasi-public agency employee.

“Prospective state contractor” means a person, business entity or nonprofit organization that (i) submits a response to a state contract
solicitation by the state, a state agency or a quasi-public agency, or a proposal in response to a request for proposals by the state, a state
agency or a quasi-public agency, until the contract has been entered into, or (ii) holds a valid prequalification certificate issued by the
Commissioner of Administrative Services under section 4a-100. “Prospective state contractor” does not include a municipality or any other
political subdivision of the state, including any entities or associations duly

created by the municipality or political subdivision exclusively amongst themselves to further any purpose authorized by statute or charter, or
an employee in the executive or legislative branch of state government or a quasi-public agency, whether in the classified or unclassified
service and full or part-time, and only in such person's capacity as a state or quasi-public agency employee.

“Principal of a state contractor or prospective state contractor” means (i) any individual who is a member of the board of directors of, or has
an ownership interest of five per cent or more in, a state contractor or prospective state contractor, which is a business entity, except for an
individual who is a member of the board of directors of a nonprofit organization, (ii) an individual who is employed by a state contractor or
prospective state contractor, which is a business entity, as president, treasurer or executive vice president, (iii) an individual who is the chief
executive officer of a state contractor or prospective state

contractor, which is not a business entity, or if a state contractor or prospective state contractor has no such officer, then the officer who duly
possesses

comparable powers and duties, (iv) an officer or an employee of any state contractor or prospective state contractor who has managerial or
discretionary responsibilities with respect to a state contract, (v) the spouse or a dependent child who is eighteen years of age or older of an
individual described in this subparagraph, or (vi) a political committee established or controlled by an individual described in this
subparagraph or the business entity or nonprofit

organization that is the state contractor or prospective state contractor.

“State contract” means an agreement or contract with the state or any state agency or any quasi-public agency, let through a procurement
process or

otherwise, having a value of fifty thousand dollars or more, or a combination or series of such agreements or contracts having a value of one
hundred

thousand dollars or more in a calendar year, for (i) the rendition of services, (ii) the furnishing of any goods, material, supplies, equipment or
any items of any kind, (iii) the construction, alteration or repair of any public building or public work, (iv) the acquisition, sale or lease of any
land or building, (v) a

licensing arrangement, or (vi) a grant, loan or loan guarantee. “State contract” does not include any agreement or contract with the state, any
state agency or any quasi-public agency that is exclusively federally funded, an education loan, a loan to an individual for other than
commercial purposes or any agreement or contract between the state or any state agency and the United States Department of the Navy or the
United States Department of Defense.

“State contract solicitation” means a request by a state agency or quasi-public agency, in whatever form issued, including, but not limited to,
an invitation to bid, request for proposals, request for information or request for quotes, inviting bids, quotes or other types of submittals,
through a competitive procurement process or another process authorized by law waiving competitive procurement.

“Managerial or discretionary responsibilities with respect to a state contract” means having direct, extensive and substantive responsibilities
with respect to the negotiation of the state contract and not peripheral, clerical or ministerial responsibilities.

“Dependent child” means a child residing in an individual’s household who may legally be claimed as a dependent on the federal income tax
of such
individual.

“Solicit” means (A) requesting that a contribution be made, (B) participating in any fund-raising activities for a candidate committee,
exploratory

committee, political committee or party committee, including, but not limited to, forwarding tickets to potential contributors, receiving
contributions for transmission to any such committee or bundling contributions, (C) serving as chairperson, treasurer or deputy treasurer of
any such committee, or (D)
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establishing a political committee for the sole purpose of soliciting or receiving contributions for any committee. Solicit does not include: (i)
making a

contribution that is otherwise permitted by Chapter 155 of the Connecticut General Statutes; (ii) informing any person of a position taken by
a candidate for public office or a public official, (iii) notifying the person of any activities of, or contact information for, any candidate for
public office; or (iv) serving as a member in any party committee or as an officer of such committee that is not otherwise prohibited in this
section.

“Subcontractor” means any person, business entity or nonprofit organization that contracts to perform part or all of the obligations of a state
contractor's state contract. Such person, business entity or nonprofit organization shall be deemed to be a subcontractor until December thirty
first of the year in which the subcontract terminates. “Subcontractor” does not include (i) a municipality or any other political subdivision of
the state, including any entities or

associations duly created by the municipality or political subdivision exclusively amongst themselves to further any purpose authorized by
statute or charter, or (ii) an employee in the executive or legislative branch of state government or a quasi-public agency, whether in the
classified or unclassified service and full or part-time, and only in such person's capacity as a state or quasi-public agency employee.

“Principal of a subcontractor” means (i) any individual who is a member of the board of directors of, or has an ownership interest of five per
cent or more in, a subcontractor, which is a business entity, except for an individual who is a member of the board of directors of a nonprofit
organization, (ii) an individual who is employed by a subcontractor, which is a business entity, as president, treasurer or executive vice
president, (iii) an individual who is the chief

executive officer of a subcontractor, which is not a business entity, or if a subcontractor has no such officer, then the officer who duly
possesses comparable powers and duties, (iv) an officer or an employee of any subcontractor who has managerial or discretionary
responsibilities with respect to a subcontract with a state contractor, (v) the spouse or a dependent child who is eighteen years of age or older
of an individual described in this subparagraph, or (vi) a political committee established or controlled by an individual described in this
subparagraph or the business entity or nonprofit organization that is the

subcontractor.

RFP # 11PSX0202 September 28, 2011




State of Connecticut, Department of Administrative Services
Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System

NONDISCRIMINATION CERTIFICATION REQUIREMENT

By law, a contractor must provide an awarding State agency with written representation or documentation
that certifies the contractor complies with the State's nondiscrimination agreements and warranties.

A nondiscrimination certification is required for all State contracts — regardless of type, term, cost, or value.
The appropriate form must be submitted to the awarding State agency prior to contract execution.

Accordingly, attached are forms A — E. Form A is always used for contracts with an individual who is not an
entity, regardless of the contract value. Form B is always used for contracts with an entity when the contract
value is less than $50,000. Form C is recommended for contracts valued at $50,000 or more with an entity. If
Form C is not used, either Form D or E must be used; both require a resolution (new or prior).

Definitions:
e individual: a person who is not an entity
e entity: corporation, limited liability company, or partnership

Explanation of Forms:

e Form A. Representation: For use by an individual when entering into any contract, regardless of
contract value.

e Form B. Representation: For use by an entity when entering into any contract valued at less than
$50,000 for any year of the contract.

e Form C. Affidavit: (Recommended) For use by an entity when entering into any contract valued at
$50,000 or more for any year of the contract and the entity certifies through an affidavit that a
complying nondiscrimination policy is currently in place.

e Form D. New Resolution: For use by a entity when entering into any contract valued at $50,000 or
more for any year of the contract and the entity has a complying nondiscrimination policy adopted by a
new resolution of the board of directors, shareholders, managers, members, or other governing body.

e Form E. Prior Resolution: For use by a entity when entering into any contract valued at $50,000 or
more for any year of the contract and the entity has a complying nondiscrimination policy adopted by
a prior resolution of the board of directors, shareholders, managers, members, or other governing body.

Exemptions:
The entities listed below are exempt and, therefore, not required to submit a nondiscrimination certification

form when entering into a contract with the State:

1. political subdivisions of the State of Connecticut, including, but not limited to municipalities;

2. quasi-public agencies, as defined in C.G.S. § 1-120;

3. other states of the United States, including, but not limited to, the District of Columbia, Puerto Rico,
U.S. territories and possessions, and federally recognized Indian tribal governments, as defined in
C.G.S. § 1-267,;

the federal government;

foreign governments; and

an agency of a subdivision, agency, state or government listed in items 1-5.

IS2 A
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Form A
07-08-2009

STATE OF CONNECTICUT

NONDISCRIMINATION CERTIFICATION — Representation

By Individual

For All Contract Types Regardless of Value

Written representation that complies with the nondiscrimination agreements and warranties under Connecticut General
Statutes 88 4a-60(a) (1) and 4a-60a (a) (1), as amended

INSTRUCTIONS:

For use by an individual who is not an entity (corporation, limited liability company, or partnership) when entering into any
contract type with the State of Connecticut, regardless of contract value. Submit to the awarding State agency prior to
contract execution.

REPRESENTATION OF AN INDIVIDUAL:

l, , of
Signatory Business Address

represent that | will comply with the nondiscrimination agreements and warranties of Connecticut General

Statutes 88 4a-60(a) (1) and 4a-60a (a) (1), as amended.

Signatory Date

Printed Name
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Form B
07-08-2009

STATE OF CONNECTICUT

NONDISCRIMINATION CERTIFICATION — Representation

By Entity

For Contracts Valued at Less Than $50,000

Written representation that complies with the nondiscrimination agreements and warranties under Connecticut General
Statutes 88 4a-60(a) (1) and 4a-60a (a) (1), as amended

INSTRUCTIONS:

For use by an entity (corporation, limited liability company, or partnership) when entering into any contract type with the
State of Connecticut valued at less than $50,000 for each year of the contract. Complete all sections of the form. Submit to
the awarding State agency prior to contract execution.

REPRESENTATION OF AN ENTITY:

1, , , of s
Authorized Signatory Title Name of Entity

an entity duly formed and existing under the laws of ,
Name of State or Commonwealth

represent that | am authorized to execute and deliver this representation on behalf of

and that
Name of Entity Name of Entity

has a policy in place that complies with the nondiscrimination agreements and warranties of Connecticut

General Statutes 88 4a-60(a) (1) and 4a-60a (a) (1), as amended.

Authorized Signatory Date

Printed Name
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i ;?(&; NONDISCRIMINATION CERTIFICATION — Affidavit
n&\:;:,i;“fs By Entity

For Contracts Valued at $50,000 or More

Documentation in the form of an affidavit signed under penalty of false statement by a chief executive officer,
president, chairperson, member, or other corporate officer duly authorized to adopt corporate, company, or
partnership policy that certifies the contractor complies with the nondiscrimination agreements and warranties
under Connecticut General Statutes §§ 4a-60(a)(1) and 4a-60a(a)(1), as amended

INSTRUCTIONS:

For use by an entity (corporation, limited liability company, or partnership) when entering into
any contract type with the State of Connecticut valued at $50,000 or more for any year of the
contract. Complete all sections of the form. Sign form in the presence of a Commissioner of
Superior Court or Notary Public. Submit to the awarding State agency prior to contract
execution.

AFFIDAVIT:

I, the undersigned, am over the age of eighteen (18) and understand and appreciate the obligations of

an oath. | am of , an entity
Signatory’s Title Name of Entity

duly formed and existing under the laws of
Name of State or Commonwealth

| certify that | am authorized to execute and deliver this affidavit on behalf of

and that
Name of Entity Name of Entity

has a policy in place that complies with the nondiscrimination agreements and warranties of Connecticut

General Statutes §8 4a-60(a) (1) and 4a-60a (a) (1), as amended.

Authorized Signatory

Printed Name

Sworn and subscribed to before me on this day of , 20

Commissioner of the Superior Court/ Commission Expiration Date
Notary Public
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STATE OF CONNECTICUT

NONDISCRIMINATION CERTIFICATION — New Resolution

By Entity

For Contracts Valued at $50,000 or More

Documentation in the form of a corporate, company, or partnership policy adopted by resolution of the board of
directors, shareholders, managers, members or other governing body of a contractor that certifies the
contractor complies with the nondiscrimination agreements and warranties under Connecticut General Statutes
8§ 4a-60(a)(1) and 4a-60a(a)(1), as amended

INSTRUCTIONS:

For use by an entity (corporation, limited liability company, or partnership) when entering into any contract type
with the State of Connecticut valued at $50,000 or more for any year of the contract. Complete all sections of the
form. Submit to the awarding State agency prior to contract execution.

CERTIFICATION OF RESOLUTION:

I , , of ,
Authorized Signatory Title Name of Entity

an entity duly formed and existing under the laws of ,
Name of State or Commonwealth

certify that the following is a true and correct copy of a resolution adopted on the day of

, 20 by the governing body of ,
Name of Entity

in accordance with all of its documents of governance and management and the laws of

, and further certify that such resolution has not been modified

Name of State or Commonwealth
or revoked, and is in full force and effect.

RESOLVED: That the policies of comply with the
Name of Entity

nondiscrimination agreements and warranties of Connecticut General Statutes

88 4a-60(a) (1) and 4a-60a (a) (1), as amended.

The undersigned has executed this certificate this day of , 20

Authorized Signatory Date

Printed Name
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5%, STATE OF CONNECTICUT
; -‘ﬁ%; NONDISCRIMINATION CERTIFICATION — Prior Resolution
2

n@\\;“}»ﬁs By Entity
For Contracts Valued at $50,000 or More

Documentation in the form of a corporate, company, or partnership policy adopted by a prior resolution of the

board of directors, shareholders, managers, members or other governing body of a contractor that certifies the

contractor complies with the nondiscrimination agreements and warranties under Connecticut General Statutes
8§ 4a-60(a)(1) and 4a-60a(a)(1), as amended

INSTRUCTIONS:

For use by an entity (corporation, limited liability company, or partnership) when entering into
any contract type with the State of Connecticut valued at $50,000 or more for any year of the
contract. Complete all sections of the form. Attach copy of previously adopted resolution
(State of CT, Nondiscrimination Certification, Form D: New Resolution). Submit all
documentation to the awarding State agency prior to contract execution.

CERTIFICATION OF PRIOR RESOLUTION:

I, the undersigned, am a duly authorized corporate officer or member of
Name of Entity

| have reviewed the attached prior resolution. | certify that:

(1) the attached prior resolution complies with the nondiscrimination agreements and warranties of Connecticut
General Statutes 8§ 4a-60(a)(1) and 4a-60a(a)(1), as amended; and

(2) the prior resolution remains in full force and effect on the date this documentation is submitted to the

awarding State agency.

Authorized Signatory Title

Printed Name Date

RESERVED FOR STATE USE

I, the undersigned head of the awarding State agency, or designee, certify that the attached prior resolution
complies with the nondiscrimination agreements and warranties of Connecticut General Statutes

88 4a-60(a) (1) and 4a-60a (a) (1), as amended.

Signature of Agency Head (or designee) Date

Awarding State Agency
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ATTACHMENT 8 — EVALUATION AND SELECTION CRITERIA
1. EVALUATION AND SELECTION PROCEDURES
1.1 GENERAL CONSIDERATIONS

All proposals that take meet the minimum proposal requirements will be accepted by
DAS. However, DAS reserves the right to request necessary clarifications, reject any or all
proposals received, or cancel this RFP, as determined to be in best interest of the State.

Proposals that fail to comply with the instructions or fail to submit a complete proposal
may be deemed non-responsive. DAS may reject any proposal that is incomplete, non-
responsive, or in which there are significant inconsistencies or inaccuracies.

DAS also reserves the right to waive minor irregularities in proposals, providing such
action is in the best interest of the State of Connecticut and/or this Project. Where DAS does
waive minor irregularities, such waiver shall in no way modify the RFP requirements or
excuse the Contractor from full compliance with RFP specifications and other contract
requirements.

DAS shall consider unacceptable, and may reject without further review, proposals not
containing the minimum mandatory proposal requirements or proposals that do not meet
these requirements.

Minimum Mandatory Proposal Requirements are as follows:

1. Proposals must be submitted no later than the proposal due date and time as
specified in this RFP.

2. The Technical, Business and Operational Proposal transmittal letter shall be
submitted as defined in this RFP.

3. The Contractor must have followed the proposal submission requirements
defined in this RFP.

4. Mandatory forms identified in this RFP must be included in the proposal.

5. The proposed system must meet the business and technical requirements
specified in this RFP.

6. The Contractor must assume prime contractor responsibilities for all project
activities.
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2. EVALUATION METHODOLOGY

The following are general criteria categories which will be used in the evaluation
process. They are listed in the order of importance.
1. Meeting the technical requirements

e The Contractor's detailed approach to perform the services required by the
technical requirements of this RFP (Attachment 5).

e The Contractor’s solution meets the business and technical requirements for a
secure, robust comprehensive system.

2. Proposed system solution
e The Contractor’s solution meets the business and technical requirements for a
secure, robust comprehensive system.
3. Technical Support
e The Contractor’s ability to provide 24/7/365 technical support.

e The Contractor has described the nature and methods of provision of technical and
Help Desk support.

e The Contractor has clearly described change management procedures for bug
fixes and change requests and associated costs.

e The Contractor provides a sample maintenance plan

4. Understanding of the Project

e The Contractor’s ability to comprehend the business drivers to be addressed by the
proposed solution.

e The Contractor’s solution is within the scope of the requirements in Attachment 5.

5. Execution of project/project management

e The overall ability of the Contractor, as judged by the Evaluation Team, to begin
and successfully complete the project within the Project Implementation Schedule
and Project Budget This judgment will include, but will not be limited to, such
factors as Contractor staff commitment to the project, a project management and
control plan, and project organization and availability of staff.

e The Contractor’s speed of delivery and ability to deliver the system.

e The Contractor has clearly described any roles and responsibilities of Contractor or
State staff in the implementation and deployment of the project.
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6. Experience/Qualifications/Financial Stability

e The Contractor’s qualifications, including but not limited to, financial position, from
the Audited Financial Statements that are required to be submitted with the
proposal i.e., legal standing, ethics compliance, small business or minority
certification, CHRO compliance.

e The Contractor's documented experience in successfully completing projects of a
similar size and scope, ideally, in the same or comparable line of business, to
those required by this RFP or the Contractor has implemented an equivalent
system for another governmental entity.

e The Contractor's demonstration of how proposed system will meet the Agency
needs.

e Business and personnel reference checks may be made as part of the evaluation
process. Reference checks may not be limited to specific customer references
cited in the proposal. Moreover, in the case of a proposed modification of an
existing application, evidence of successful systems implementation or certification
may be required.

7. Budget

e The Contractor’s has provided a total Firm, Fixed Price for the product or service.

8. Training

e The Contractor has clearly described the nature of training for each type of training
required, including but not limited to, technical support training, system
administration training, train the trainer training, and user training.

3 PROPOSAL RECEIPT AND REVIEW

Proposals will be reviewed to initially determine if minimum submission requirements
have been met. The review will verify that the proposal was received before the date and time
specified in Section 3.1.1 of this RFP. The proposals will be reviewed to assure the
submission of the correct number of copies, the presence of all required signatures, and
sufficient responsiveness of the proposal to the needs outlined in this RFP to permit a
complete evaluation. Failure to meet minimum submission requirements could result in the
proposal being rejected and not included in the evaluation process.

Upon receipt, the proposal information will be disclosed to the Proposal Review Team
members only. The proposals will not be publicly opened. The potential for negotiation of a
“Best and Final Offer” necessitates this privacy.

4 GENERAL CONTRACT NEGOTIATION AND AWARD PROCESS

41 ORAL PRESENTATIONS OR PRODUCT DEMONSTRATIONS
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Contractors who submit a proposal in response to this RFP may be required to give an
oral presentation or demonstration of their proposal to the Proposal Review Team. The
purpose of such presentations or demonstration is to provide an opportunity for Contractors
to clarify or refine their proposal. Original proposal submissions cannot be supplemented,
changed, or corrected in any way. No comments regarding other Contractors or proposals
are permitted, and Contractors may not attend the presentations or demonstrations of their
competitors.

Product demonstrations may be conducted by the Contractor, or, at its option, the
Proposal Review Team may request access to the proposed application in order to explore
and test the features and functions of the proposed product independent of the Contractor.

Oral Presentations or demonstrations have no intrinsic point value in the proposal
evaluation process. However, on the basis of a demonstration of a proposed system, the
score for a proposed solution may decrease, based on the judgment of the Proposal Review
Team.

A Proof of Concept may be required in instances where there is significant uncertainty
around the solutions ability to meet critical requirements. The Proof of Concept will target a
small subset of transactions or test cases to verify that the potential solution can satisfy the
identified high risk requirement.

Contractors must clearly understand that it is the Proposal Review Team'’s sole option
to determine which Contractors, if any, will be invited to make an oral presentation.
Contractors shall not construe the list of firms invited, if any, to imply acceptance or rejection
of any proposal(s).
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ATTACHMENT 9 - CONTRACTOR TRANSMITTAL LETTER

, 2011

State of Connecticut

Department of Administrative Services
IT Procurement Services

ATTN: Kris Wohigemuth

165 Capital Ave, Room 161

Hartford, CT 06106

Ms. Wohlgemuth:

[Name of Contractor] is pleased to have the opportunity to submit a proposal for

, RFP # 11PSX0202. We look forward
to the opportunity of doing business with the State of Connecticut. Our point of contact for any
RFP issues or questions will be:

First Name, Last Name:

Title:

Name of Contractor:
Division/Department:
Address 1:

Address 2:

City, State, Zip Code:
E-Mail Address:
Telephone & Ext:
Fax Number:

We attest that we understand, accept and will comply with all of the administrative requirements
stipulated in Section 2 of the RFP # 11PSX0202. We certify that:
(1) No cost proposal information has been disclosed in the Section | — Contractor,
Business, and Technical Proposal; and, Section Il — Project Management and
Staffing Proposal.

2 The costs proposed have been arrived at independently, without consultation,
communication, or agreement for the purpose of restricting competition as to any
matter relating to such process with any other organization or with any competitor.

3) The costs quoted have not been knowingly disclosed by our firm on a prior basis
directly or indirectly to any other organization or to any competitor.

(4) No attempt has been made or will be made by our firm to induce any other person or
firm to submit or not to submit a proposal for the purpose of restricting competition.

(5) We did not participate in the RFP development process, had no knowledge of the
specific contents of the RFP prior to its issuance, and that no employee of the State
of Connecticut participated directly or indirectly in the Contractor’s proposal
preparation.
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(6) No elected or appointed official or employee of the State of Connecticut has or will
benefit financially or materially from this procurement.

@) All products offered to the State of Connecticut within this proposal are currently
manufactured and available for general sales, lease, or licenses at the time of RFP
submission.

(8) Our firm complies fully with the August 2002 corporate governance rules proposed
by the New York Stock Exchange (www.nyse.com/pdfs/corp_gov_pro_b.pdf).

Sworn as true to the best of knowledge and belief subject to the penalties of false statement.

Name

Signature Date

Sworn and subscribed before me on this day of , 2011

Commissioner of the Superior Court
Notary Public
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ATTACHMENT 10 -PLATFORM ON WHICH APPLICATION MUST RUN
CSSPN DESIGN OVERVIEW

1. APPLICATION ARCHITECTURE

The CPSSDN core function will be to provide data transport services to various Public Safety
related entities and first responders throughout the State. As an eventual data transport
“replacement” for existing services and circuits (initial implementation will encompass all existing
Public Safety Answering Points, DPS HQ in Middletown and the Bureau of Information
Technology Data Center in East Hartford primarily to support 911 related services and
applications), the impact on any application or application architecture will be transparent except
for increased bandwidth availability. It is intended that all existing connectivity hardware
(routers, switches, etc.) will continue to be utilized with connectivity to the CPSSDN to be made
through Ethernet handoffs or traditional TDM (T1, Frame Relay, etc.) circuits.

2. TECHNOLOGY ARCHITECTURE

The overall CPSSDN project is a fiber optic based DWDM Resilient Ring core architecture
design with protected path rings that will allow Layer 2 any-to-any connectivity services to be
provided to any port on the network via a Gigabit Ethernet handoff. While initial “On-Ring”
deployment will be to existing Public Safety Answering Point locations as well as the DAS/DOIT
Data Center and DPS Headquarters facility in Middletown to primarily support E911 related
services and applications, the CPSSDN will serve as an eventual WAN data transport
replacement network for the currently disparate leased circuits and services utilized for Public
Safety Services related entities and first responders. Additional locations not included in the
initial deployment (“Off-Ring”) are anticipated to be connected via a Hub and Spoke or “sub-
ring” configuration utilizing either dark fiber (with appropriate Optics and Ethernet switches) or
traditional TDM circuits. As a transport only replacement, it is expected that there will be
minimal impact on existing CPE devices (router interface changes) and no impact on
application architecture. The proposed architecture will allow maximum flexibility for additional
bandwidth and/or “light waves” to be added as necessary with little to no loss of implemented
hardware and software.

Additionally, all sites will include Reconfigurable Optical Add Drop Multiplexer (ROADM)
technologies and hardware so as to allow additional Layer 1 any-to-any “optical” connectivity
between ROADM equipped sites. This will allow for additional light waves and “services” to be
activated and provisioned with less cost, in less time and with less work effort when
requirements mandate additional bandwidth or greater service separation.
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Overall Core Architecture diagram
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Note: Initially, existing PSAP locations, DPS HQ and DAS Data Center will be implemented on a single 10Gig Switched Ethernet
Wavelength to primarily support E911 related services and applications. Additional Public Safety or First Responder related
applications, sites or entities will be implemented as funding and requirements permit. Additionally, implemented sites will have
multiple wavelength (ROADM) support, however, additional active wavelengths will not be provided initially. Overall architecture will
allow for anticipated growth, flexibility and expansion via card/chassis additions so that maximum utilization of implemented
hardware remains intact.

3. DATA ARCHITECTURE

The core architecture of the CPSSDN is a fiber optic, resilient ring design with protected paths
and packet optimization features. As such, data flows will traverse the network in the most
efficient and direct path possible. If a fiber cut or other outage occurs on a particular ring, the
data flows are automatically rerouted at a Layer 2 level to an alternate path in under 50
milliseconds, making the outage virtually transparent to the upper level protocols and individual
applications.

4, NETWORK ARCHITECTURE

The diagrams below depict both the logical network and ring layout diagrams of the initial
CPSSDN project.

The Logical Network diagram shows the overall application/service transport relationships of the
various supported applications (current and/or future). Each application or service will be
provided its own “secure” dedicated bandwidth and space within a provisioned 10 Gig Cloud
that allows any-to-any Layer 2 Switched Ethernet connectivity. Full QoS and VLAN support is
provided for.

The Logical Ring Layout diagram shows the anticipated fiber ring pathing and each connected
site along that path. In addition, the diagram differentiates site types by standard, high
bandwidth and ring interconnect to depict active equipment (Cisco ONS 15454 series) being
provided in the initial implementation. The initial implementation will consist of approximately
111 designated core and edge sites to be connected directly “on-ring” in a 6 primary ring
configuration. Additional (or future unknown) edge sites that are not included the initial
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implementation may be connected to the CPSSDN via a “hub and spoke” architecture,
additional “ringlets”, or other appropriate (sub-rate TDM, ATM, etc.) connection methodology.
Additional sites will be connected as requirements dictate and funding allows.

Logical Network Diagram

1|!J'1IJD
Existing Application/ ?& ?,E
Service CPE

Logical Ring Layout Diagram

Connecticut PSDN
al Ring Layout

112 Total Locations

Blue - Ring 2 “ . . Orange - Ring 4
25 Sites 15 Sites

Green - Ring 3
22 Sites

Red - Ring 5
23 Sites

Purple - Ring 6
(formerly 1A)
19 Sites
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5. GENERAL FUNCTIONAL SPECIFICATION

As a replacement data transport mechanism for the associated Public Safety related
applications and services, the CPSSDN will function in a transparent mode as previously stated
and described.

6. DISASTER RECOVERY / BUSINESS CONTINUITY

While the overall architecture allows for “self-healing” and transparent Layer 2 connectivity to be
maintained in the case of equipment failures or fiber pathway disruptions, additional design
requirements include support for separate methods of disaster recovery depending upon the
application or service affected.

For a failure of connectivity paths related to the E911 application, 911 call delivery or Radio
Interoperability, automatic site specific switchover and reroute to a limited operation VSAT
based network is anticipated and any application or service utilizing the CPSSDN must allow
for traffic to utilize this path once available. This switchover, while not totally transparent
(incurring an interruption of connectivity for approximately 30 seconds) will allow for the
continued availability of the E911 application, call delivery and radio interoperability without
manual intervention. Once connectivity is restored and stabilized on the CPSSDN Fiber
Network, the connection will automatically switch back to the primary pathway.

7. DETAILED INFRASTRUCTURE DESIGN
Primary Network Hardware:

The overall CPSSDN network will initially consist of 111 individual locations configured in a 6
interconnected ring architecture as previously described in the Network Architecture section.
The following diagrams depict the physical hardware configurations required by each “site type”
(ring interconnect, high bandwidth or standard) as shown in the Logical Ring Layout diagram:
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Primary Network Connectivity and Data Flow:

The following diagrams depict both the physical and logical fiber connectivity and flow of
data over the network by each “site type” (ring interconnect, high bandwidth or standard) as
shown in the Logical Ring Layout diagram:

Ring Interconnect Site
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Plant Fiber

To Outside
Plant Fiber

s
P

To Outside
Plant Fiber

10GE-XPE 10GE-XPE

Xponders are actually in (Ring 2) (Ring 1)
the chassis

SIS

10GE-XPE
(Ring 1)

10GE-XPE
(Ring 2)

E B H B E B H E

High Bandwidth Site

> To Outside
| PlantFiber

To Outside
Plant Fiber ¢ |

A4

v

Standard Site
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To Outside
Plant Fiber

> To Outside
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P A—

2ch Drop 2ch Drop

As the above diagrams depict, the generic data packet flow over the network occurs in the
following basic steps:

Inbound Packets:

1.

2.
3.

Inbound packet arrives at the site on the fiber coming into the location on a specific
DWDM *“color” or channel

Packet enters the SMR (ROADM) and is separated depending upon color

Packet is “dropped” to the GE-XPE (Xponder) if the packet is intended for that
particular site or “passed” through the SMR and back onto the outgoing fiber if not
Packet is processed by the Xponder, converted to an electrical signal and directed to
the appropriate Ethernet port depending upon application or service the packet is for
Packet is passed to the application or service “device” (router, switch, etc.) for
processing

Outbound Packet:

=

Packet is passed from the application or service device to the Xponder

Xponder converts the electrical signal to optical and passes the packet to the SMR
on the appropriate DWDM color

SMR “adds” packet into data stream

Outbound packet travels to next site on the fiber leaving the location on a specific
DWDM *“color” or channel

This overall process is repeated at each site along the ring. If the packet needs to traverse
from one ring to another, the SMR’s at the Ring Interconnect sites determine the appropriate
fiber pathway to utilize and will pass the packet from ring to ring.
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Routing Platform

While the CPSSDN was designed to be application agnostic, a routing platform for the
NG911 application has been provided for. This platform consists of a Cisco ASR1000
located at each PSAP site. This router connects to two Gig Ethernet ports on the Xponder
for path redundancy and hardware resiliency into the CPSSDN. Additionally, the router has
two CPE facing Gig Ethernet ports available for actual application interface. These ports can
support various VLAN, COS and QoS configurations depending upon application
requirements.

In addition to the PSAP located routers, 3 core Cisco ASR9000 routers are attached to the
CPSSDN (currently planned at the call Aggregation Sites and at DAS/DolT Data Center) to
provide centralized core routing functions. These routers are dedicated for use by the
NG911 application and can be configured to support any allowable routing protocol in order
to support the NG911 application. This includes support for EIGRP, OSPF, IP-MPLS and
MPLS-TP.

8. NETWORK MANAGEMENT:

While the CPSSDN itself will not require additional physical infrastructure (servers, software,
storage, etc.), additional hardware and software is provided by the State in order to allow
DolT network operations staff to monitor and manage the CPSSDN devices and services.
The base configuration of this additional infrastructure includes Cisco Transport Manager
(CTM) software, a Sun SPARC 5120 server and associated Oracle 10G database software
as required by the CTM software. This base configuration provides an upstream output to
the existing DolT network management software platform (IBM Netcool) and is capable of
providing a downstream output to external management applications. However, the
functionality and implementation of this downstream connectivity is outside the scope of the
CPSSDN and will need to be implemented in cooperation with the external network
management application or service.

It is intended that any contractor selected as a result of this RFP will be required to work with
the State to establish the necessary interfaces, data streams and functionality for
appropriate network management and monitoring of the selected solution from a software
and/or hardware perspective. All costs to accomplish this interface shall be included as part
of the RFP response.
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ATTACHMENT 11 - System Implementation Locations
106 PSAPs 4 CSP Secondary Answering Points & OSET

PSAP

Ansonia PD
Avon PD

Berlin PD

Bethel PD
Bloomfield PD
Branford PD
Bridgeport FD
Bristol PD
Brookfield PD
Canton PD
Cheshire PD
Clinton PD
Colchester ECC
Cromwell PD
CSP Troop A
CSP Troop B
CSP Troop E
CSP Troop G
CSP Troop H
CSP Troop |
CSP Troop L
CSP Troop W
Danbury FD
Darien PD
Derby PD

East Hartford PD
East Haven FD
East Lyme ECC
East Windsor PD
Easton PD
Enfield PD
Fairfield ECC
Farmington PD
Glastonbury PD
Granby PD
Greenwich PD
Groton ECC
Guilford ECC
Hamden Central Comm.
Hartford PD
Ledyard ECC
Litchfield County Dispatch
Madison PD
Manchester PD
Meriden Fire/Emer. Services
Middlebury PD
Middletown Central Comm.
Milford FD
Monroe PD
Montville Dispatch
Naugatuck PD
New Britain ERC

Address

2 EIm St.

60 West Main St.
240 Kensington Rd.
49 Plumtrees Rd.
785 Park Ave.

33 Laurel St.

30 Congress St.
131 North Main St.
63 Silvermine Rd.

4 Market St.

500 Highland Ave.
48 East Main St.
P.O. Box 911

5 West St.

90 Lakeside Rd.
Route 7

P.O. Box 306

149 Prospect St.
100 Washington St.
638 Amity Rd.
452-A Bantam Rd.
Bradley Int'l Airport
19 New St.

Hecker Ave.

125 Water St.

497 Tolland St.

200 Main St.

171 Boston Post Rd.
25 School St.

700 Morehouse Rd.
293 Elm St.

100 Reef Rd.

1 Monteith Dr.

2108 Main St

15 North Granby Rd.
11 Bruce Place

68 Groton Long Point Rd.
31 Park St.

2900 Dixwell Ave.
50 Jennings Rd.
11Lorenz Industrial Parkway
452 Bantam Rd.

9 Campus Drive
239 East Middle Tnpk.
50 West Main St.
200 Southford Rd.
169 Cross St.

72 New Haven Ave.
7 Fan Hill Rd.

89 Fort Shantok Rd
211 Spring St.

125 Columbus Blvd.
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Town

Ansonia
Avon

Berlin
Bethel
Bloomfield
Branford
Bridgeport
Bristol
Brookfield
Collinsville
Cheshire
Clinton
Colchester
Cromwell
Southbury
North Canaan
Uncasville
Bridgeport
Hartford
Bethany
Litchfield
Windsor Locks
Danbury
Darien
Derby

East Hartford
East Haven
Niantic
East Windsor
Easton
Enfield
Fairfield
Farmington
Glastonbury
Granby
Greenwich
Groton
Guilford
Hamden
Hartford
Ledyard
Litchfield
Madison
Manchester
Meriden
Middlebury
Middletown
Milford
Monroe
Uncasville
Naugatuck
New Britain

Zip

06401
06001
06037
06801
06002
06405
06604
06010
06804
06022
06410
06413
06415
06416
06488
06018
06382
06604
06106
06525
06759
06096
06810
06820
06418
06108
06512
06357
06088
06612
06082
06430
06032
06033
06035
06836
06340
06437
06518
06120
06339
06759
06443
06040
06450
06762
06457
06460
06468
06382
06770
06051

PSTN Lines

22
15
17

18
36
15

16
14

13
10
15
19
13
15
10
17
11

16
14

14
30

10
24
10
22
37
12
12

17
13

21
17

10
11
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PSAP

New Canaan PD
New Fairfield ECC
New Haven ECC
New London PD
New Milford PD
Newington PD
Newtown PD
North Branford PD
North Haven PD
Northwest CT Public Safety
Norwalk PD
Norwich PD
Old Saybrook PD
Orange PD
Plainville PD
Plymouth PD
Putnam PD
Quinebaug Valley ECC
Redding ECC
Ridgefield PD
Rocky Hill PD
Seymour PD
Shelton PD
Simsbury PD
South Central CT Regional ECC
South Windsor PD
Southbury PD
Southington PD
Stamford ECC
Stonington PD
Stratford PD
Suffield PD
Thomaston PD
Tolland County Mutual Aid ECC
Trumbull PD
University of CT PD
Valley Shore ECC
Vernon PD
Wallingford PD
Waterbury PD
Waterford ECC
Watertown PD
West Hartford PD
West Haven ERS
Weston ECC
Westport PD
Wethersfield PD
Willimantic Switchboard . ECC
Wilton PD
Windsor PD
Windsor Locks PD
Winsted PD
Wolcott PD
Woodbridge PD

Address

174 South Ave.

302 Ball Pond Road
200 Orange St.

5 Gov. Winthrop Blvd.
49 Poplar St.

131 Cedar St.

3 Main St.

260 Forest Rd.

18 Church St.

28 Cheshire Rd.
P.O. Box 848 Belden Station
70 Thames St.

225 Main St.

314 Lambert Rd.

27 Neal Court

80 Main St.

189 Church St.

55 Westcott Rd.

96 Hill Rd.

76 East Ridge

699 Old Main St.

11 Franklin St.

85 Wheeler St.

933 Hopmeadow St.
200 Orange St.

151 Sand Hill Rd.
421 Main St. South
69 Lazy Lane

888 Washington Blvd.
166 South Broad St.
900 Longbrook Ave.
911 Mountain Rd.
158 Main St.

56 Tolland Center
158 Edison Rd.

126 N. Eagleville Rd.
P.O. Box 497

725 Hartford Tpk.
135 North Main St.
255 East Main St.
204 Boston Post Rd.
195 French St.

103 Raymond Rd.
355 Main St.

56 Norfield Rd.

50 Jesup Road

505 Silas Deane Highway
13 Bank St.

240 Danbury Road
340 Bloomfield Ave.
4 Volunteer Drive
338 Main St.

225 Nichols Rd.

4 Meeting House Lane
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Town

New Canaan
New Fairfield
New Haven
New London
New Milford
Newington
Newtown
North Branford
North Haven
Prospect
Norwalk
Norwich

Old Saybrook
Orange
Plainville
Terryville
Putnam
Danielson
Redding
Ridgefield
Rocky Hill
Seymour
Shelton
Simsbury
New Haven
South Windsor
Southbury
Southington
Stamford
Pawcatuck
Stratford
Suffield
Thomaston
Tolland
Trumbull
Storrs
Westbrook
Vernon
Wallingford
Waterbury
Waterford
Watertown
West Hartford
West Haven
Weston
Westport
Wethersfield
Willimantic
Wilton
Windsor
Windsor Locks
Winchester
Wolcott
Woodbridge

Zip

06840
06812
06502
06320
06776
06111
06470
06471
06473
06712
06852
06360
06475
06477
06062
06786
06260
06239
06896
06877
06067
06483
06484
06070
06502
06074
06488
06489
06901
06379
06614
06078
06787
06084
06611
06268
06498
06066
06492
06702
06385
06795
06107
06516
06883
06880
06109
06226
06897
06096
06716
06098
06716
06525

PSTN Lines

9
0
45
15
0
18
7
9
21
26
14
0
9
17
15
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CSP Secondary Answering
Points

CSP Troop C
CSP Troop D
CSP Troop F
CSP Troop K

OSET

Office of Statewide Emergency
Telecommunications

Address

1320 Tolland Stage Rd.

55 Wescott Rd.

315 Spencer Plains Rd.

15 Old Hartford Rd

1111 Country Club Rd.
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Town

Tolland
Danielson
Westbrook
Colchester

Middletown

Zip

06084
06239
06498
06415

06457

11
11
11
10

10
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a)

b)

f)

9)

ATTACHMENT 12 - DEFINITIONS / GLOSSARY

“Acceptance Date” as used herein, shall mean completion of the
Implementation Phase including signoff
approval by the Project Administrator.

“Call” as used herein, shall mean a request for emergency service from the
public received by the PSAP as voice or text message.

“Central Station Service” as used herein, shall mean is a system or group of
systems maintained by others from which notifications of emergency
conditions are received and retransmitted to PSAPSs.

“Claims” as used herein, shall mean all actions, suits, claims, demands,
investigations, and proceedings of any kind, open, pending, or threatened,
whether mature, un-matured, contingent, known or unknown, at law of in
equity in any form

“Composite Geo-coding” as used herein, shall mean a process that relies on
multiple reference data, and in order of best quality attempt to match the
source data in a cascading fashion. If no match is reached in the best quality
reference data set, the geo-coder will turn to the next reference data set and

attempt to
perform the same function and repeat until a match is found which meets the
business rules

applied to the reference data.

“Confidential Information” shall mean any information about a client, including
but not limited to first name and last name, or first initial and last name, in
combination with any one or more of the following related to such client: (a)
Social Security Number; (b) driver's license number or State-issued
identification card number; (c) date of birth; and (d) financial account number,
or credit or debit card number, with or without any required security code,
access code, personal identification number or password, that would permit
access to a client's financial account. Without limiting the foregoing,
Confidential Information shall also include any information that the
Department classifies as “confidential” or *“restricted.” Confidential
Information shall not include information that may be lawfully obtained from
publicly available sources or from federal, state, or local government records
which are lawfully made available to the general public.

“Confidential Information Breach” shall mean, generally, an instance where an
unauthorized person or entity accesses Confidential Information in any
manner, including but not limited to the following occurrences: (1) any
Confidential Information that is not encrypted or protected is misplaced, lost,
stolen or in any way compromised; (2) one or more third parties have had
access to or taken control or possession of any Confidential Information that
is not encrypted or protected without prior written authorization from the State;
(3) the unauthorized acquisition of encrypted or protected Confidential
Information together with the confidential process or key that is capable of
compromising the integrity of the Confidential Information; or (4) if there is a
substantial risk of identity theft or fraud to the client, the Contractor, the
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Department or State.

h) “Connecticut System Development Methodology (SDM)” as used herein, shall
mean the State of Connecticut's standard methodology for defining

requirements, designing, constructing and implementing IT systems.

i) “Contractor Parties” as used herein, shall mean a Contractor's members,
directors, officers, shareholders, partners, managers, principal officers
representatives, agents, consultants, employees or any one of them or any
other person or entity with whom the Contractor is in privity of oral or written
Agreement and the Contractor intends for such other person or entity to

Perform under the Agreement in any capacity.
]) “CPSSDN” means the Connecticut Public Safety Services Data Netwo

System.

k) “CPSSDN NOC” means the CPSSDN Network Operations Center, the entity

which monitors the CPSSDN for performance issues, faults and failures

[) “Deliverable” as used herein, shall mean any product, whether software,
hardware, documentation, license, information, or otherwise, or any service,
whether development, integration, administrative, maintenance, consulting,

or any

warranty, that is an element of the Contractor’s overall approach and solution
ctor or

training, data warehousing, operations, support, hosting, or otherwise,

to the requirements of this Agreement, whether produced by the Contra
by a third party as a supplier or subcontractor to the Contractor.

m) "Department” as used herein, shall mean the Department of Emergency

Services and Public Protection

n) “Force Majeure” as used herein, shall mean events that materially affect the
erform
and are outside the control of the party asserting that such an event has
ractor,
re not
caused by the Contractor, acts of terrorism, extraordinary weather conditions,

cost of the Goods or Services or the time schedule within which to p

occurred, including but not limited to, labor troubles unrelated to Cont
failure of or inadequate permanent power, unavoidable casualties, fi

disasters, riots, acts of God, insurrection of war.

0) “Implementation Phase” as used herein, shall mean the sixth phase of
em or
system modifications are installed and made operational in the production

Connecticut's System Development Methodology, in which the syst

environment.

p) “Improvements” as used herein, shall mean Contractor changes made to
ns for
noted

Deliverables from time to time either to provide additional functio
Department use or to correct errors and other Performance deficiencies
by the Department and reported to the Contractor.

g) “Licensed Software” as used herein, shall mean computer program (s)
rtment
acquires the right to use the product but does NOT acquire the licensor’s (1)
title to the product nor, (2) liability for payment of any tax levied upon the
product, nor (3) liability for payment of any liability/casualty premium for the

acquired from Contractor under an agreement where the Depa

product.
RFP # 11PSX0202 September 28, 2011
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r) “Major Failure” as used herein, refers to any failure which:

1. Prevents the delivery of any 9-1-1 calls to the correct

designated PSAP, complete with location information

2. Interferes with the transfer any received calls to any
within the system, or from the system to the CPSSDN.

3. Interferes with the ability to initiate calls from the system
PSAP within the system to the PSTN.

4. Interferes with the ability to accept calls from or transfer calls to

the legacy E911 system

5. Interferes with the ability to accept calls from or transfer calls to

any participating NG911 partners
6. Interferes with the ability to record all calls within the syste

s) “Minor Failure”, as used herein, means loss or impairment of any service

and/or equipment of a lesser magnitude than any Major Failure.
t) “Performance” as used herein, shall mean the Contractor shall perform

PSAP

or any

m.

as set
forth in Exhibit 1. For purposes of this Agreement to perform and the

performance in Exhibit 1 is referred to as “Perform” and the “Performance.”

u) “Product Schedule” as used herein, which is attached to and made part

unit pricing, and price schedules and terms as applicable, for
Deliverable available pursuant to this Agreement.

v) “Project Schedule” as used herein, which is attached to and made part
Agreement, shall mean that document which itemizes phases,
Deliverables and date of completion including where Department signo
to be taken.

w) “Project Implementation Summary” as used herein, which is attached to and
made part of this Agreement, shall mean that document which sets forth the

services and Deliverables that are available pursuant to this Agreement

X) “PSAP” as used herein, shall mean public safety answering point which is a
facility operated on a twenty-four hour basis, assigned the responsibility of
receiving 9-1-1 calls, and as appropriate, directly dispatching emergency
response services, or transferring or relaying emergency 9-1-1 calls to other

public safety agencies.
y) “PSTN” means the Public Switched Telephone Network

z) “Purchase Order” as used herein, shall mean a document issued by the
Department for one or more products or Deliverables in accordance with the

terms and conditions of this Agreement.

aa) “Records” as used herein, shall mean all working papers and such other
tractor
, data,
plans, books, computations, drawings, Specifications, notes, reports, records,

information and materials as may have been accumulated by the Con
in performing the Agreement, including but not limited to, documents

estimates, summaries and correspondence, kept or stored in any form.

bb)“Site” as used herein, shall mean a location of a computer system or systems
essing

consisting of one processing unit (PU) or multiple interconnected proc
RFP # 11PSX0202 September 28, 2011
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units.

cc) “Specifications” as used herein, shall mean the Contractor's published
technical and non-technical detailed descriptions of a Deliverable’s
capabilities and/or intended use.

dd)“System” as used herein, shall mean Contractor furnished or otherwise
supplied software and documentation that collectively and in an integrated
fashion fulfill the business and technical requirements of this Agreement.

ee) “Telecommunicator” shall mean means the public safety answering point
personnel responsible for the processing of 9-1-1 calls.

ff) “WSAT” as used herein, shall mean very small aperture terminal which used
for disaster or supplementary connectivity for the NG9-1-1 system

gg) “Warranty Period” as used herein, shall mean the twelve (12) months
following acceptance by the Department of the System after successful
completion of all System Acceptance Tests.
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ATTACHMENT 13
CURRENT PROCESS

As-Is Business Model — High Level Functional Area Diagram

The State of Connecticut Enhanced 9-1-1
Emergency Telecommunications System

E9-1-1 calls from the public

Public Switched Wireless/VolP Database & MSAG
Telephone Location Data Management
Network (PSTN E9-1-1 Call Flow ATET

E9-1-1 ISDN Network

AT&T
Wireless/ E9-1-1 ALI Database
CLEC/VolP
9-1-1 Calls AT&T
E9-1-1 Call Flow (Dallas & St Louis)
Non-9-1-1 Call Flow
Dispatch E9-1-1 ALI Data FI
Emergency E9-1-1 Public Safety 9 ata low
Response Services Answering Points (PSAPs)
Public Safety Agencies Public Safety Agencies

E9-1-1 Emergency Telecommunications System ‘

1. E9-1-1 calls are generated by the public via the public switched telephone network
(PSTN)

E9-1-1 calls flow from the PSTN to the E9-1-1 ISDN Network
E9-1-1 calls are selectively routed by the E9-1-1 ISDN Network Tandems to PSAPs
E9-1-1 calls are answered by the public safety telecommunicators at the PSAPs

Automatic Location Information (ALI) for each E9-1-1 call is provided to the PSAPs
by the E9-1-1 Automatic Location Information Manager (ALIM) Database ( previously
known as the Automatic Location Identification and Selective Routing Application
(ALISA))

6. E9-1-1 calls are processed by which the nature and location of the emergency is
determined

7. Emergency response services are dispatched to the emergency by the PSAPs
8. Calls generated from the public and/or central station service to the PSAP 10-digit

o koD
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E9-1-1 Emergency Telecommunications System

numbers designated for that purpose are answered by the public safety
telecommunicators at the PSAPs

9. EMD is provided by the PSAPs if appropriate

The E9-1-1 Emergency Telecommunications System is comprised
of seven workflows:

Workflow Title

E-1 E9-1-1 Call Answering
E-2 E9-1-1 Call Processing
E-3 Emergency Response Agency Dispatch

E-4 Provision of Emergency Medical Dispatch (EMD) Pre-arrival Instructions

E-5 Non-E9-1-1 Call Answering
E-6 Non-E9-1-1 Call Processing

E-7 Management of the E9-1-1 ALISA Database & Master Street Address Guide
(MSAG)

E9-1-1 Call Answering

Workflow Overview:

« E9-1-1 calls are selectively routed to the each PSAP by the E9-1-1 ISDN
Network.

« The current system provides visual and audible indications of the receipt of an
E9-1-1 call.

. State standard requires that PSAP’s answer 90% of the E9-1-1 calls received in
10 seconds or better.

« E9-1-1 calls can be answered via a telephone set or with a headset by
selecting the call status bar on the screen of the E9-1-1 workstation.

E9-1-1 Call Processing

Workflow Overview:

. Public Safety Telecommunicators answer and process emergency calls based
on established protocols.

. Telecommunicators determine the nature of the emergency by verbal or TDD
communication with the caller.

« Location of the caller is provided to the PSAP by the E9-1-1 system through the
delivery of ALI via data links connecting the PSAP with the E9-1-1 ALISA
database.
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. The telecommunicator determines the location of the emergency through verbal
or TDD communication with the caller.

. The telecommunicator then determine the appropriate public safety emergency
response agencies to dispatch

Emergency Response Agency Dispatch

Workflow Overview:

« Once the nature of the emergency and the location of the emergency is
determined the telecommunicator dispatches the appropriate emergency
response agencies to the emergency typically utilizing a radio communications
system

« The E9-1-1 system ports out the ALI of each E9-1-1 call to a computer aided
dispatch (CAD) system to assist the telecommunicator with the dispatch
function.

Provision of Emergency Medical Dispatch (EMD) Pre-arrival
Instructions

Workflow Overview:
. For medical emergencies the telecommunicators at most PSAPs are trained to
provide Emergency Medical Dispatch (EMD) pre-arrival instructions the caller.
« EMD pre-arrival instructions include information for persons at the emergency
scene to be able to perform CPR or other life saving techniques prior to the
arrival of EMS personal.

Non-E9-1-1 Call Answering

Workflow Overview:

« Non-E9-1-1 calls are received at the PSAP

« The current system provides visual and audible indications of the receipt of a
Non-E9-1-1 call, which is distinct from that provided for an E9-1-1 call.

« There are no current State standards requiring performance levels for the
servicing of Non-E9-1-1 calls.

« Non-E9-1-1 calls can be answered via a telephone set or with a headset by
selecting the call status bar on the screen of the E9-1-1 workstation.

Non-E9-1-1 Call Processing

Workflow Overview:
« Public Safety Telecommunicators answer and process non-emergency calls
based on established protocols.
« Public Safety Telecommunicators answer and process emergency calls (e.g.,
Central Station Service initiated) based on established protocols.
. Telecommunicators determine the nature of the incident by verbal or TDD
communication with the caller.
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. Location of the caller is determined by querying the caller, through either verbal
or TDD communication with the caller.

. The telecommunicator then determine the appropriate public safety emergency
response agencies to dispatch

Management of the E9-1-1 ALISA Database & Master Street
Address Guide (MSAG)

Workflow Overview:

. The E9-1-1 ALISA Database provides the PSAP with an ALI record for each
E9-1-1 call that is answered at the PSAP

« The E9-1-1 ALISA Database is currently maintained by AT&T to correct any ALl
record errors that are discovered by PSAP while processing an E9-1-1 call.

« The telecommunicator completes an ALI Inquiry Form describing the error and
then forwards it to AT&T to update the ALI record.

« The Master Street Address Guide (MSAG) defines the valid street name and
street number ranges for each municipality that determines what ALI records
can be included in the E9-1-1 ALISA Database

« The Master Street Address Guide (MSAG) is currently maintained by AT&T
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f
" 2

“ ) ATTACHMENT 14 - SYSTEMS DEVELOPMENT
METHODOLOGY (SDM) OVERVIEW

SDM COTS includes seven phases, within which, defined IT work products are created or modified.
Every advance to the next phase of the SDM COTS methodology requires a reasoned “Go/No-Go”
decision, and sign-off from the Executive Sponsor. Cost-benefit data and analysis should become
more detailed at each phase. The 7 phase of SDM-COTS are described below. This guidance is
intended to provide agencies and contractors direction on development of their projects, to improve
transparency, predictability and efficiency. Project teams should focus on those activities that are
relevant and add value to delivery of a successful solution.

Phase 1: Business Issue Phase

The initiation of a project begins when a business need or opportunity is identified. The business need is
documented in a high-level requirements document that provides a mechanism for users to describe their
expectations of the solution. Approaches for accomplishing the project concept are reviewed for feasibility and
appropriateness. The objective of this phase is to capture the scope and characteristics of the proposed system,
from the user’s perspective, and the operational environment in which the system needs to function. It also
defines sponsorship, funding sources, and the project team members. The project plan is developed which
documents the project scope, timeline, budget, projected benefits, risks, resources, and key assumption
regarding the project delivery.

Phase 2: Business Requirements Phase

The concept is further developed to describe what must happen in order for the new solution to resolve the
business issue. Functional and non-functional business requirements are defined including data, system
performance, security, accessibility, and maintainability requirements. Technical requirements are also defined
to describe those things that technically must be established in order for the business requirements to be
achieved. Requirements must be measurable and testable.

The business and technical requirements MUST be completed prior to engaging the COTS Procurement
processes (e.g. RFP, ITB, Sole-Source). The DOIT procurement process is invoked and COTS solution
alternatives analysis is performed. A recommended COTS solution is identified by the project team. If a Proof
of Concept (POC) is warranted to verify the capabilities of a COTS solution alternative, the POC is conducted
during this phase, prior to contract award to any contractor.

The high-level deployment strategy & plan is created during this phase.

Phase 3: Design Phase

The COTS contract is established and awarded during this phase. “Contractor Discovery” occurs, where the
selected COTS contractor is on-boarded with the State, and the Contractor interviews the project team members
to confirm their understanding of the solution requirements (requirements are modified as appropriate). The
new product is installed and configured, and product training is delivered to the project team members. The
Contractor establishes a detailed plan for product integration, which is subsequently added as input to the
overall project plan which is owned by the Technology Manager.

A business process model is created, if necessary, to model business functions/workflows based on the
features/functions of the COTS product.

The physical characteristics of the system are designed during this phase. The major subsystems and their
inputs and outputs are defined, and processes are allocated to resources. Subsystems identified during design
are used to create a detailed structure of the system. Each subsystem is partitioned into one or more design
units or modules. Detailed logic specifications are prepared for each software module. A General Design
review and a Detail Design review must occur, with signoff from the Technical Review Board (TRB), before
the project can proceed into the Construction phase.

Phase 4: Construction Phase

The business requirements, technical requirements, and detailed design components are translated into
functioning software modules, and supporting test and training artifacts. During the Construction Phase, the
Development Team constructs the software code and recovery plans, the Test Team constructs test
scenarios/cases, the Infrastructure Team procures and installs the required hardware/software and network
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components to create the Development and Test environments, and the Business Team constructs the end-user
documentation and training materials.

Phase 5: Testing Phase

The various components of the solution are integrated and tested. The technical team tests the solution to
ensure that it satisfies the documented business, technical, and performance requirements as all components are
integrated together. The business team tests the system to ensure that the solution satisfies the defined
functional requirements from a business process perspective. Training and user documentation is updated as
needed. The Production Support team is engaged and prepared for solution turnover.

Phase 6: Implementation Phase

Deploys the solution to the business users in the selected deployment site(s). The Implementation Phase allows
for pilot deployments (if appropriate) which provide project teams with the opportunity to assess the solution
deployment in a controlled, operational business environment before making the solution generally available.
The project team should have evaluated and documented which deployment options bests achieves the benefits
and objectives of the new system, while introducing the least amount of risk to the business (in the Deployment
Strategy & Plan). Typical deployment strategies are either a “Big-Bang” deployment or a “Phased-Based”
deployments (e.g. by location, by feature, by role).

Phase 7: Post Implementation Phase

Ensures a smooth transition to the appropriate teams who will provide the ongoing management of the solution.
If there are multiple deployments, many of the activities within this phase will be executed for each
deployment. The Post-Implementation Phase produces a project summary presentation, which includes a
phase-based summary of performance and project lessons learned to be shared across the organization. During
this phase, all project documentation is archived and resources are formally released from the project.
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Confiom Solution Approach
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Appoach Dacement.

CrmparefConi st Vidhle Soluiie Appresthes
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Project Management Plan
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Bie project goaks be achisved
The Esscntive Sponsor, Praject Steeving Committes [PSCiorembers, Project Ram membeys are
riaited, vty ot mpport rofes ave ideiified,
Create the High-Level Project Timaline

EBased on early assessument of effort, complesity, and assumptions ofTessmrces, docoment the high-
bl timeline fourthe project istart fond dates for each phase).
Craate the Detalled Project Sehedule for the Business Reguirsments Phase
Dl ceveloped in 1S Projec
Create the Projeet Budge? Summary
The Pvoject Baiiget Summary is mpiated at the conchesion oF each SOk phase, Acmal<ost-to-dlats are
captured and conpared t the plamed cos
{iemaliT hobor cosl, Externalkubar cost, Herdrare, Softwere, Training, Trove], (ther}
Create the Commenleations Plan
List Al commmmication targets [Le key project stakeholders), sl devcribe e pupese, swner,
deltvery nethod, and frequency/tarset dates far sach.
Craate te Rk Management Plan
Condinmonshy amt proschyideatily projectrish, e the probability ael impad of each risk, s
eviablish mitigation steps.
Desmen Crivical Snceess Factars
Dhocimmeit the most itical “Things Hiat WUBT gosight” i erder for the praject to succeed,
Decument ey Planning Assumptions
Document the key plannkeg assamptions that significantly infloesced the oosation of e plan.
Create the Cost-Benefit Analysis.
Prosites aquan®tiive and caolitative anatysis of cost and benefits of each wolulion appreach,
destribiing the value to he gaedd as 2 resk of the project invesiment,
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SDMCOTS BUSINESS ISSUES TASK1.04

Phase End Decision Point Meeting

Phasa<End Declsion Polnt Masting Presentation
Created with the stadard presentation template. Seonld be recievoed with the project beam betore
distrituting it b e Project Steering Covmritise (P,

Create the Praject Prafile
The prajest profle will be signes) by the PO, Hrenneads to be approved by DOMs roRle Commitee
1 be aficially xdded to the Projest Riventory.

Distribatethe Buslness kssus Phase-End Deckion Polnt Presentation totths P3C
TheDecision Poind presentation sheakt be diswibated tothe FSCat east $8bowrsin advance of the
sheddedmesting.

Distribstethe Project Profls tothe PSC
TheFroject Profle dhonid be distrButed to e PSC atlerst 48 v in advance of the scheduled
meeling.

Canduct the Prase-Eod Decislon Polnt Meeting
The Technology Manager s accountable for the presentation delizery, At the condmsion ofthe
pressiitation, e Technology Manager ninst ask the IS0 0 render "50°, “Ho-60” or “Redinet”
dedision.

Execubs the Commurtication Plan
Conarmicate the results of the Pliase-TInc Decision Point meeting as defined within the project
Commtpication Pian.

SDMCOTS 10
[AninmdactiontoSIRACTS)

SDMCOTS- Business Requirements Phase Task Breakdown

i e |

| et N

SNEQTS I
Bulokssinclonss SRACOTSH
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SDMCOTS:: BUSINESS REQUIREMENTS TASK2.01

Kick-Of Business Requirements

Apiova the Projact Frafle
Fresantitie Progect Frofie whish o died by the Ewanie Sponsar Bediess Manager, Tednabigy
Wanager, e Fial Representatize o the DO Projert Profile Bevies: (ommitiee. Set dquoft
Phase EcrofiPresentation
Using the Fiase FickofT beeting preeniarion tewplade, reate akick-off meefing presentation amt
conncttve Phiase Fick-off et
TeamBfeodher Reles & Revponsliities
Ftablich teaim mesnber voles and respormdiliies a2 ahest practice, e Business and Tedmolagy
banagers dioul stabehedcy rolesrespromsiliies amb gain acvepstance from their team membbers
o b condicting the Fickolf Beeting,
Overal Project Goals, Objecties Scope, mdBeneits
Rtesscoeral project ook A procide an overviews of the evardhing atidtes and covirains,
Fivarethe feam vielvsdareds the bigh-level ehjectves, sope, and proporaithensftc
Business Recpirenvents Pwse Gaals, Ojectivns, Tasks, and Respumsibtis
Feserthe spefic expedtations of the Miee sl the phase filsinta the everalpraject
ohjectives
+Phaee actviies anvdcliverailes;
+Plagse deliverable sumer ant
“Phasz budzet and fimelive coneiftment
Lessms Learned FromPriet Projects
TeamProcedores andSlandaids
Teprojectieam sk oo faraiiar vith the follveig, ot 2 mindoom:
+ Hisk & fome Kamegement toct el procedures;
* Stalis tepor ting skandads arwl procechres, imeefings, stabns repeortivg Fom aaax deadines,
and time kg procedaves;
*Signoffpracedunes
* et eiicles st ractioes
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SDMCOTS:: BUSINESS REQUIREMENTS TASKZ.02

Docunent Business Requirements

Docurnent tie Functional Reguirements,
Drocosmet e favrcBonal veguirenvents for the news solifion. Business Subject Matter Bperts identify the
fumcBonal rerrements Hat raust be satisfied in order for drenew solution o adsieve desired reslts.
Dacument the Secuity Requirements.
[iocomnest the security reipresnests Hiat st be aderessed by the newr sobition. Security requiremeants
Travse thiee aspects: Conflentiaty, integrity, Accesdbiity and Pevwilssion:
Documsit He Legal and Regulabory Reaul rements.
Docwnent the legal and regulatory reguiraments that st be addressed by the solition.
Dacument the Perfermance Requirsmants.
Performance requiramentsindude o certain tadks st be completed i agiven ainomtef time or
completet withina spedific level of aomracy, tosatisfya lrsiess need.
Dacusmait tie Comversion Remuiremants ¥ comersion sapirad
[acusnent the conversionrequivements that must be aldressed by the soltion. Conversionrespireinents
ey vebate to the comversion oflegacy data, softurare, of hardvearein saupport of the irewr soluiion.
Diacurnet the Dats Retention Reuiremsnts
Dataedention veguiraments drould b= defined fornevs files, datalases, or tabiles oreated by the new solrien.
Dacumeitt ke Syster Aval ahilty Requiremants,
Rovaitability requirensents should indude days & honrs of system operation [e.g. system “np-fie”).
Conduuct a Freedom of Information Act [FOLA) Assessment.
Ilen iy requirements to ensure the greatest degree of acoess o public recods/ata, exclding data whiichis
expmpd fromt refeass mnder provisions of the Freedos of Information Act. Coersiderations honld address the
bevest posshle costto ageriy il reimestors.
Coahuct Health Insurance Portahility and Accountabiiity Act {HIPRA) Assessment
ety reuirements to ensure HIF3S compance.
Conguuct Business Requirements Signoff iesting
ot the Buiiness Recpirenients Simoffines@g. Baskiess Reruirenients nvsthiave smofffron te
Barsiness [anager, Business Regpriveniants Lead, 2! ol representafives homvimpacted business anezs,
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SDMCOTS. BUSINESS REQUIREMENTS TASK2.03

Bss Business Process Model

Craate e “Ask” Procershiods]
The Bs t<” rocess woitel cashures funchional daks fheus, veperts, work ewrs process flews, roles
avdrepordiities kwodved vt the onventhusiness prodssses Ping intpacted by the sokrtion
Condhect Besiness Process Model Slgredf becting
Conehnct the Business Protess el Sinaffnectiny. The Badess Process hidel must have dpwdf
froosn the Busivess Manager, Business Besuiroments Leart andall represaitatizes invmmpacted
husiyess arems.

SDMCOTS:: BUSINESS REQUIREMENTS TASK2.04

Technical Requirements

Dinovame it the A rchine ture Reguirements (el 3R]
TheState of (onnectiout’s Enterprise Srchitectere {CTES) tamdani most be addresed.
Droonmsat Azchitacties orinfrastructire Lipgrads Reguisments
Brondl o tie hetiinedt apchitee e and ifvastrctsie vequiremenits, cocsment any
anditechueor infrashmatme npgrades at soould be respivad.
Dingvmeint the Hetaork Reguimnyeats (prefis 1T
Diocirent the ivetork reauivements at wnist be adbressad by the wintion,
Decumennt the Server Recbaments (prelix “SER'}
Dot e sevver requirensents thak sl be addressed by the solubion.
Discume the Databacs Reghenents [prefix DA
Cioomuentt tre database oo that wist be sty et by e swlibion,
Domament the Desktop Recuizemvents (prelic “DESE')
Toemminenit e desbap resmivenments tratmst he addiessed by the sohvtion.
Document the Application Hosting Bespbernents [yrefi: "HOST')
Ifhwsted by ORL chocument e BOFE-sprecific recpirements it iust ba addressed by the soltstion.
Tiommen the Directony and Messaging Requlrentents (jrefic TS|
Diocmprent ifre damactory R mressaging reguiements that must be addressed Iy the selntion,
Document the Appication/Tata knterface Reguirements e TNTRF}
Daxcrmresit the application/data iterface reqgirements thatwisthe addvessadby the sokitio.
Diacume 2 the Userf Transactinn Yoluma Requirements {prefix 007
Koot 1serbratisaetion velln e voquann ents thit marst be adslvecsed by the sohitien
Pregsre the Technlcal Reguirements Docuamest for Vendor
This desmmentis completed and inchicded in the proaanent padage tv the vendorcommumity.
Respanding verdorscan add thelr prostect-specificrequinements to each requirements sacion,
Canduct Technical Reguirenients Sgnoff Maeting
Connet e Techoicd Beqrivements Sinotfeeting. Technical Recuirements mnst have signoff
From the Technafogy Mhanager; Secwity leadd [nkvastmchre Laad, Enterpaise dichitect, Bevelopmient
Lisad, | parfect tecass mammbers vepresenting npaced technical areas.
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SDMCOTS: BUSINESS REQUIREMENTS TASK2.05
COTS Solution Altematives

Establish the Proposal Resises Team,
Tk Propesal Bevies Toam, Fembers should bve represesation frong Precarement as well 55
i bovdivess ek technical arezs. BOIT Enterpuise Architect shoukd o be engaged

Dincument the Prockuet Sersless Psaluation {rteria.
Docwment e euabiation criteria fohe wsed b detoniine which soution best fits the needs of the
State. Evakeation criteria shonld be veelghted hoedd on Daportae.

Confies the Reguired Pracurement Pragess,
Determive elich procuementpr s b et appropatate o the project e Rt for Propeeal,
Tivikadion b Bid.
Exerute the RFF Proursment Proves.
It the Prourement Lead bas delernities et an FIFP e ess s vespived], evente tie REP process.
Exexute the ITE Prozurement Process,
If e Fresacrenaent Loac s determinect it an TTB provess is requirest eszoste the ITB provess.
Execute the Sole-Sourcs Procirement Precess,
1 e Prauement Leark his determinec that & Sols-Sourceproessis ieqpired, emoute e Sole-
SCNTRpITEESE
SOMEDTS N
{halctadsin oSt OIT
SDMCOTS:: BUSINESS REQUIRENENTS TASKZ2.06
Proof of Concept
Dooument the POCProofs

Iibesriy aned oty dhocmment these veqirentents Hiat absebetely st eork of the product el fal
These mest aritical Feqaivesents e refemed S as the “prosfy’. The prooks arenonnally compssd
of 2 sshoe arf ey ircmorits which ave alreanly defivectithin ¥he Fumclonal, Hon Fectional, aved
Establish$he POC Envronment
Futoblieds the POCeoriremment e thad it will reflect a 'The” application sibaation o he exteat
psilie], Whenareating Sie POC airdrormant, e aironmmant should be one uliere system
componentsas acually intepratodond ave bemg exerdved, 75, 2 front-smd “demn” sysbem whdch
ey st eeate 2 “store-fromt iedons” of applcation fncthonaliy
Exscute the POC
Fxecattethe prosks. Recordtieresiits Evelion of the each proof shoud esult in & “Pass en bl
verdit
Suremarize the POC Results,
Somnnuarize the PO finelings aud test resailts for eaeha evalnatied product, The PR vesaitts shiowdil be
exuaRevadintde Rid sleton Seraioe: ankak atcomminion,

RECTST
PlbeiactsiviNACOrs
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SDMCOTS:: BUSINESS REQUIREMENTS TASKZ QT

Solwtion Recommendation

Salactthe Rerorememied Solutiva
Foaatate dhe sostion altamiatives vith respect be projetcormirant naqaiements, LoveRage, aals,
Teenefis, it auchitectave, exivting policies, riks, and orgaizaiovirendiness. The leam
reemiteids e soduthon it frelieves bast wymports e requianests an docuneentsit i e Solvion
Agernative Docunart.

Comct Solstion Re coomemenation Signofi Mesting
Tistriarie the firalizesd Soletion Albernatizes Docnment el Selntion Fecomimensdainn prevantatin
i the Prsect Toamm Fowveviv o e e Sebitiont Pocomimenction Seroff Mesting, Casbactthe

SelylionRecommesdaon Signof§ mesting,
FHCOTIG
(Rt iR
SDMCOTS: BUSINESS REGUIREMENTS TASKZ2.08
Plan Remaining Phases
Craate tie Detalied Schedule for the Desipn Phase

Planthe next phiase. Planing best practices ndkade:
+ Bach task in e schedele should have a dovation of 20 buskiess daysorfess
* Ak asingde resnce to cach ek

Update the Projest Management Plan with Any Changes
Biased o tye Pmsiness Respuirements Phase keamings, upshte e Profect anagement Plaa viliich
Bdnides:

High-Level Timadine for Subisequaat Phases

Staffig Plan

Buriget Summary

Risl Flan

Communleation Plas

TeamWhesl

Update the Cost-BansfitAnalysis,
Far each solition atemative, complete the Cost-Benelits nalyss [(BAN Tamplate. Complete the (B4
Comparison of Alteenatives workshestte provide a consolicvtest comparion of (BAs For 8 solution
Atemafives,

Craatethe Deployment Strategy & Flan
Desorilie the deploynrent siyatazy by idendifing which deployment sites) are tageted eider i
dheployioent 2 e qwondnated me frame fordelivery, Lesavbe haw the deplogients vl be
stmchwed to minduize business benefits.

& & & a = =

SOMCOTS 10

PalimdutiontaSHAC0TE
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SOMCOTS: BUSINESS REQUIREMENTS TASK2.08
Phase End Decision Polit Mesting
Priase-End Declsion Polwt Reeting Presentation
Cragfarduith the st preseintaion teraphate, Shonl be reviessed with the prolect toars before
ditruting i to e PSL.

Distifkute the Berslerss Bespivesments Pirzse-End Decislon Polnt Presentation to the PSC
The Decision Poii presaritation dhotckdbe ictribated tathe 10 at bt S8 onarsiy acbrance of e
seherpled meeting.

Conduet the Phase-fud Decizlon Polnt Bestig
TheTedhinclogy Manager is accoomtable for the presentation delisery. Atthe conchisienafthe
presentatian the Technoksny Ranagey anst ask the FSC 1o render a 60" “Mo-6a” or “Pedirect’”
dhecition.

Executte the Conmnumization Plan
Coremmnioatethe revtts of the Prase-End Decision Pointmesting as defied withih the project
Cosmrmmrication Fan.

SDUCOTS 1t
Balsdciesto3ACOTS
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SOM COTS: Design Phase Task Breakdown
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SDMCOTS: DESIEN TASK 3.0

Contract Administration

Conchict Conteact/blaster Agrasment Hegvtixtions
Trecute the ContracTbaster Zgreement Mesulation jies.

Armounce the ContractMaster Apresment Aard.
e e aerand of the ContractMuster Agreement Ifthe potential ausandes 1l the State ave
wriable bz veach 3 conlra hoal g reenmen, the verdar will e et et the State his no other
oot bt 19 ety anothver vensdor:

Comlrct Omiaing Contrast/Rimster Agroment Barmpammet,
Conduet the ot manazementef e (onkvact Mbaster Agreament

SDMCOTS: DESIGN TASK 3.02

Kick-Off Design

Phwass Klck-off Prasentation
Ukhig the Phiase Eickaffileeting presentation femplate, create a bick-offmeeting presentation for the
awlcondnct the Fse Kick-off becting.
Ovarall Preject Goaks, Objectives, Senpe, and Benefits
Fewtew cveraliprojectgoads il provide an avervien of the ever-adhing atriliutes and constraints,
Ervre e teans wndderstands e highdlevel abjersives. scope, and propased henedits.
Dizslen Pirass Gosls, Objectfves, Tasks, and Responshilittss
Barvieny the specific expectation of e Fvse and hows the phase fits into the averll project
ohiectives,
Phazackities wd deverables
Hizsedebverable nemersand
+Hiasebudzst and meline conimitment:
Team Member Roles & Responsibibties
Eatabiliehi team member robes and responshbities and as.abest practice, the Busiiiess and Technology
Tanagers ool stalehiodder rfes vesporsibdities anddgain acceptarce from their tean members
prict to condneng the Kdmffhesting.
Lessons Learned From Prior Projects
Team Pracadures and Standards
Thegunject team siokd become lamiiar with the folorwing, 3l amiinmn;
« Risk & Iz Wanagement ool ad procedures;
* Statwsweporiag staands i provedures, meelings, sbéis veporting famatand deadines,
et e rackiag procedures;
» Sn-ofi procedures
+ Praject giding princpleshes practices.
Rewiew Phase Exit Criteris
Faser b the Moot kbaiagemmont Plandbeniiant b Dsigi ose i aibwia. Disly el sriteia o
AP,
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SDMCOTS: DESIGH TASK 3.03

COTS Product Setup & Configuration

Procyee the Devalopment rfrastroctues for the (0TS product,
Warteshsting deelogament exrviogamentic ot avalable for the (0TS pradoctinstdlztion, promyethe
infiastucture reqire o estabith the sftraredevopmnent emionmeulany
el the Deselegment hifrastomctuse forthe CTS prodkt.
Nrskall the infrastschme comppenrets peguied b suppertthe desslopmiant envirensrent
Ineallthe COTS prachunt,
skl the (TS pr vt the: vemeboprmenst Fimoiriamenst. Virify the sres of e vt allation,
Configome and Vertfy the COTS Frodut.
enftgre e (TS proshsctin the Development Ervirormentbased on e Prodisct Configwation
reduirements capred for Vendia Meoevery

SDMCOTS: DESIGN

Vendor Discovery

TASK 3.04

Conchuct Discowsry Work sesslen
The Vendor assembles te State of Connechiont puoject feame vesources, providing 2 overview of
theirprodwciantegration fasks, 75 vell as rollecting inputs Yo e projectieam fonguide the
instaliation aid confiparation ofthe prodect Dafs corvversion activities, adicationdaba interFace
esieriveis, il aminess procass impracts are ientified

Doosmant the Product Configration Resuiremants
Document the detalled Product {oafizration Repuirements within the Tediwical Reguireinents
Vorkboek.

Dogumeint the Froduct Imerfacs Resplremsnts.
Doonnent the detaded application/datainterfae requirensents autlining the exsing
applications/data that west inteeact with the new product,

Dacument the Data Converslen Requirsments.
Docnnent the detalled comversonregirementswhichmwst be sldressed in ordder for the e
produit toimeet the needs of e st

Identify the BusinessPravessImpazts.
Deacument the basivess processes thal vl be inpacied as aresult of the new: prodoctinstallstion

Drefiver (0TS Froduet Training tothe Praject Tesm.
T the State o Comnectiont praject teann wwewtheers on prochictee. Trainkag provides detailed
product erentation to faclitate nser doommentaion & raining material development, best case
develoginent, and system design activities.

Craate tiya COTS Produst kntegration Pian,
Thewerwlor assembiles adetailed] plan lo guics the intagration of the new product t the dlient site.
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SUMCUTS: DESEN TASK N5

To-Be Business Procass HModel

Craatethe “To-de” Pracessblvdl,
The “Fo b prmess vostel capturesthe funwtonial cati s, reposets, ek Bocss process s,
v ol resguonsdlies Amvodved i dhe desivedd husiess prcess once the nevesebetion i deoyad
ConhactBuslmness Process el Signo Maeting
Condinckthe Buviness Priess Model Simeff ieeting. Toe Budibers Process Ml must have dgneff
o e Bciess Wagsager, Busiess Fesubrancuts Lead, and ol repriesatatives ot ipacted
s e

SOMCOTS: DESIGN TASK3.08

General Design
Solutlon Architecthre
Acomprehensive view of all aspects of the solufion to ensue theve are nogaps or technology
Irmiersiimgracing swovessil wohution defivesy. (haniness applications intevaction, bardrare,
softerare, development tooks, data bease enfities, hnskiess processes, sequrity].
Ganeral Functional Spacification
The generat Rinctional specification wiaps the basiness requirenients b e varions systens which
villbe npacteddin arder b support the fimcional requivenients as defined by the Business
Daveloptive Ganeral Stresndesign
Kheriifies the application screendevelopment thiat i reguined to support the new solution, List the
spevific. application screen changes thak are requuined 3o flfill $he requivenents.
Develontive General Report Design
Ktervifies the reports that nmst be created/madifed to spport the ew sohrtion, List the specific
reparts) thal e necessary to fulfl) the requirements within the busiess Rinction.
Dievelog General Flle and Database Design
Khenifies the files/databiases reqrired to support e nev: soliting, ists the datamaipulation
achivity that will acony agalinst each of the databases.
DevelopGeneral Application/Dats Interface Design
List the applicaion and data interfaves that vall be requirer! to aupport the solmBion. ndinde interface
niaitne, sounoe file/latabiase name, taget fle/database name, s a description ofinterfaoe objsciive.
Create e Risk Analysis—Scope Workbook
The IT Security Division | DO provides planting inputs to the project team whidh musi be factored
i firture phiase planning ss Heat fumure secarifty scans are acoounted for inthe project schadule,
Do General Comershon Design Docwment
Woowersionis requived, map the comsersionsotion composents b e comversionreguirements
wid determine v the corversion slulion will satisfy eachcorwersion requirement.
Cregte i Release Strategy & Plan Document
Thicintent of this decamentis t identify feature/fmctions that can be decomposed and bindied gito
siealler deliveries (ie. veleases] within the farger project.
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SDMCUTS: BESIGH TASK3.07

(eneral Design Review

Comdactthe Gemeral Dnsign Revincy beeting
Thepurpose of the Generd Design Revies: meeting is to ensire tat the high bevel solition designis
understoad by al ey projectstabieholders and b idenify and address any soliion Zaps thet are
identified. The TRE mustapyove the Generd Desim beforethe project team canprocesd with he
et .

Agprove e Gemeral Deslgn
O eaitten sgmoff from the THS indicating spprovalif e Gerrerl Desi, Fthe Generd Design
cainotbe approved due to openizies, the wroject team must work with the TS mamherisite
salisfactonily ackiress the openisaies and secure TR simafthefore proceeding with Detald Desian

ativilies.
TRACOTS i
FnlstmdetioatoSIRIOTE)
SOMCOTS: DESIGN TASKD.08

General Design Decision Point Meeting

Creste the Gereral Design Decixlon Point Mesting Presentation
Createdsing e Gasieval Deson Neckion Pointmeeting presentation tamplate.

Dstribarbs the General Design Dacision Polnt Presentation to the Project Stee fag Commithes (P30}
The Genaral Desigry Dectsion Point presantation toukd be disifabed fo the PSC o least 48 hoursin
atkiance of the schethdd Decision Peintmieeting,

Condvctthe Ganeral Deslgn Deckilon Polnt Mesting
The Technalegy banageris accetmbzble for the delivery of the presentation. &t the conchison of the
presentation the Techislogy daager st ask the PSC tovender 3 “Go”, “Hlo-Go or “Rediedt”
decision

Exerute the Communizstion Plan
Comimsnicats the readts of the General Desizn Becision Pelirtmeeting 5 efined within the project
Comanication Flan,

Procurs Infrastrature
Ha 60" decidonis pradered by the BSC proowe the neaded infraskmchire compossents for 8
amvoments

SDAICOTS 10t
[Rnlotrodat on ol DRECOTS)
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SDMCOTS: DESIGN TASKS.09
Detail Design
Create tve Detalled Functional Spacification
Dedaled Fimictiona Specification diills down an the reguiresients asdesaribedin the General Desigi
Create the Detailed File and Datahase Design

The Detailed Ale anet Databrase Design il dill dessm on tire files/databiases, leting the spedfic data
eleanerrts withiny the varions Rles/tatabass reqived to sypport speeific budtess functious.
Develop Detailed A pplication/Datainterface Design
Detaits the specific data exchangs that ocour for eachinterface. Map the specic data clements
hetwreen the bilerface fles, s that the precise sovce and baget daks sources are uiwlersigod.
Create the Detailed Report Design
The Detailed Report Design vl drill dovm onthe genevd report dedign.
{reate e Datalled Soreen Deslen
The Detailecl Screen Gesignwil dll dorenon Hsegeneral sireen design,
Create the Detailed Infrastuctve Design
Thie dhetaled Infastiiciure design vall prodo e 2 phvysical diagram that depicts the spacific bharduare
phat¥eim requiven ents, sysien softv:are, amount of CPL, disk space, memory, el
Complete the Risk Analysk—Scops Workinok
Framesthe scope of the sscavity analysls. The Bisk Analysis— Soope Workboak identifies the tigets
of evaliation for sibseruent ineralolity maysis durivg the Constrireion Piase.
Creats the Detailed Comversion Dasign
Fartitiorthe conversisngeneral design into a set of subcomponents that canbe more ey
managed, asdzived, 2 defined to neeet He husiness and techiicd regirenacots of the solufion.
Reconclle Detall Design acvoss Manned Releases
Yerify e detailed destan conponents against the planed relezses captwedin the Beleass Sirategy
i Mlan Docament(s], Revise the Release Strategy & Man Documentis}, ifnecessary.

Creats the Reguirements Trazeability Batrix
Wagp the deskzn conponents ¥ e unigne resprirenvents fo etsure that the desian has adiressed ol
rsdpirements, i that v desio japs st SOMEOTS 10t

PAaintrdactionioSILOEE
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SDMCOTS: DESIGN TASK310

Detail Design Review

Condhct the Dst l Design Reviens Mestiog
Thepserpsase of e Detal Design Bedecrmeting is bz evure that the bigh level soluion design s
unverstond by ey projent staketiokhers aad o ey aad s auny st gaps ok e
ilentified. The TRB imus? appprcee the Dietal Design before the projectteam canesit the Desin
Hiase.

Hpgrove the Detall Declgn
Ohstarenitens sigpwoff frer the THE iwkcating approsal of the etal Desin, I the Detal Desin ean
it be apywroveddise 1o open iswes, fie project e must work withthe THE menberis} s
sitidactarity adres the apa isaves and secure TR sigefthetore eiting the Dedge Phiase.

BUCoR

{AuledahiontoSDSRCOBY
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SDMCOTSIDESIGN TASKI.I

Tesi Strateqy & Plan

Doowment Testing Approach
Diesayile the typefs] of testing that vl occ durivg Hhe test phise i deseribe hor the tests wllbe
sguenced animanaged:

[iacusme e Testing Adniinistratinn Provedirss
Desiribie the dedectmansgement process to bewsed on the preject. Dosiribelons test case
enzontion will be tracked andrepartest Deseribe the defest sevarity levels

Dooumeat Saftusare Bulld Stratepy
Fatabhlidia buld schedule that sets standar dass/ines shen the Development beairs will delivaries:
haeilds to the Te team fe.z., every Tnesby Sam. |

Dinovemeat Testing Environmests
Diocumment e specific serverniames that compose the test environment.

oot Testing Tools Balng Used
List ol taaks thiat are being msed to swpportthe testing effort, sch as defect management took,
oo abectbesd avecution, avd racking tools

Dioovame ot the Test Rletrics Belng Used
List the test metric s Hat voil e et as mcheators ef the saoness, and progres of the testing effatas
aulmle,

Dmoumeat Test Date Reqirecrents
Diesifie the tupess o trasvsactiors,ctate et il e veamtived 10 adequrately test  solution.
requvansil

Docunent Testing Priaritization
Privyitize e hunctional componets for tasting oz, T=Hiphbaportance, &=ow nportas,
asioning a tesing privritization saise for each component.

Diogumsint Testing Sub-Mhase Bt Criterla
Fereadh testing sniH-phase doonient the minmnm regivenents that must e met hefire
proceeding to the et test sb-phrase. SOMEQTS I
{Aaioiprs ko SM0T)
SDMCITS: DESIGN TASK3.[2
Plan Remaining Phases

Create the Detalled Schedule for the Construction Phase
Planthe nestphase. Manningbest pracices indide:
» Eath task in the schedule should havea daration of 10 business daysar less
«  Assin asingle resource b each task
Uptlate the Project Management Plan with Ary Changses
Based on the Design Phrase [samings, mpdate the Project klanagement Plan which incimdes:
High-Leuel Timeline for Sulsequent Phases
Staffing Plan
Busget Sammary
Rish Pl
Communication Plan
Team Whesl
Uiptiste the Cost-Benefit Aralysis,
Biased on the Design Firase [samings, npdate the Cost-Benefits Analydls (CBA) Template,

SMCOTS 101
nlirobecinls SORECOTS)
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SDMCOTS: DESIGN TASKS.13

Phase End Decision Point Meeting

Phase-Erd Dezislon Peint eating Presentation
Created with the standard presentation template, Should be reviewsd with the project tau before
diaribnting it to tye Praject Steering Sonmittes [PCL

Distrifants the Deslgn Phase-End Declskon Polnt Presemationtethe PSC
Thie Decision Point presentation shouk be disiriuted to the P50 atleast 32 hoursin advance of the
scheduled meeling.

Conduct the Phase-End DecisTon Polat Mesting
The Pechnolagy blanager is accomitable for the presentation delivery. At the conchusion ofthe
presentation, the Techasdogy Elanager murst ask $he PST te render 2 "Ge”, “Hlo-50” or “Redioed”
decison.

Exectte the Comamunication Plan
Cominmicane e resalts of the Phase-End Decision Paim meeting as dafinedt vithiin the project
Comirmication Man

SDMCOTS 101

fAalnimduekionteSORRLOTI!

SO COTS - Construction Phase Task Brezkdown
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SDMCOTS: CONSTRUCTION TASKA.01

Kick-Off Construction

Pinse Hdoff Prasentation
Uiz e Phvase Hichoff Wbeeting presentation tensplate, create a kick-off mesting presentation for the
anddcondectthe Phase Tick-offiesting.
Team Bember Roles & Responchiities
Estab el beoun member voles and respondbilties amil & abest practie, e Bisingss and Bchnelogy
Wangersshvonli stakeholdet roles resporeiiies ambigain acceptance from their tean metihers
e to condhcting the Fidkoff Mesting.
Owsral Projact Goals, Qbjectives, Sope. andBanefits
Revievroveral project goads and prosakhe an overviews of the ver-arching attrifirtes and comstains
Enswethe tean niderstands the high-bevel objectives, sope, and pronesedbenslits
Constuction Phse Goals, Dbjectiess, Tasks, aod Responsiisiities
Fevievrihe speciftc expectations of the Fhase i e the piiase s into the el project
ohjertives.
*Mseatlivities and deliverables;
*Fhiase deliverale osrners; al
+Phiae bnelzet anv] tineliee commitment,
Lessons Learmed From Prior Projects
Team Procedures and Standards
Thepinject team srould becae familiar with the foleraing, ot 2 mivimem:
« Fiek & fsene Raagemnent tod andk procedives;
+ Statws reporting stamdareds and rocedsres, mestings, stats reporting format ane deadines,
anl e b acking pimcedives;
+ Sign-eff procedares
* Prajeci guiding principles/hest practices
Revlow Phase Exit Criteria
Feter in the Fyojeut Management Man docmment for Coanstrovtion Phigss et aitaia. W(’!@M corsiot

Criterias agpropiate.
ik fAa iotroduchion tnSDREOTSY

SDMCOTS: CONSTRUCTION TASKA4.02

Establish infrastructure

Craate EnvironmentMigration Chedklist jap, denclspmant, rest nglag radirtioa
List the varians steps that mast be acoourrted for and completert with each em@oninent migration o
e avepeatable, saooth evironmentwilgration process

Install the Inirastructure Companents
istalkthe systene softviae, handurare, anddnetesnk components required b ampportthe
thessclopitent, fechiz, and tradning environments.

Load Application ntothe Development Envicsnment
Tinstall the application into the developmrent emsironmeent. Yerify that the development erwivarapent
is peraionad aready foruse, Udize the Environmental idigration Checkdist

Lozd AppNcationintathe Test Emvironment
Insiall the apglication into he test enrommuent, Yerify that the test emdrmumentis opsrational and
readhy Forwse, Uelize the o sntal Migraion (herkdit,

Lead Applicaion ate the Tralning Environment
Trestall hee application it the training smeirorment. eify that the tralning amdronmentis
operaiiosal amd realy for use, Utlize the Evinormental Biraton Charbit

MO0

PakimdaciztoSoi (05!
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SHMCOTS: CONSTHUCTION TASKAOY

Code and Unit Test

Prpars the Desalspmant Taam
Eduratatha twm o duvalopruant ond tesling strlan s, fooks. ard estronmant. Validots inctallaton of componanks.
Varifytha Developinant smtronenait
The Bevalopmant Laad must v verify e dnlepment enalrasmeant b operaionl assbready for code Rt
tstng
Creata Test Data avwd Load ko Test Diatabases
Creats develapmratrt oo st hased oo the sl data reqyirenuans deoribed in e Test Vst & Plan
daomnet,
Cache and Unk Tast Costans Sofiuars and Packaga Extanslors
Dealop seftware s oapabilifiestomast the sriafian raqiraments.

Cada o Ul Tt Agplivation Dot b S
Desbop st nscassary o sppert exhanging databateaan e sshtion ol olier Iroballedappllcafions and
ey syatems, This eomnddinchde e verciues, wnied TR A

Codhu nd Nk Tast Stprmr Bor Siprorating s Supparting tha Solui
Dvwlop software e b recevss from Falbwe of ey swvieated procenes el spper] T ssvlion asdesigued.
Codla oo Ul Task Dinks Cowrmansion Roulings
Deselop softusre needad t comert eling datm and creste vse datadasigeed te 2pport the mlotion.
Bueonte Lods Merres
g fimaeprederks o concnn et devshpmant efferks
ConduehCods Raclens
Cade revbeos shenld he conduciad From afuscBons], souity, snd parfomane parpactive b ssme fat s
ottt is parforming sccardes B specifications,
Establish tha “Goblan Bidd™ fou Intazyation Tasking.
dgsamble and shage ol Boed olvtion compenanis. Confire the final coftuare el Sest wlll b migratest to the st
exdranmantforitagration tasing duiup the TetngFlias
Concuct the Vidnerablig Som
Ensaute e Vilnerabdlity Scen o ke sysbam seowity oxpossr s that might avposs e State o anadarss impact
whidh coult romprons e ke negathely rpact the busiess
Ko Rppleation Ik bhe Tack Bredrevmnart
nstall e eppliaon vt tha test awsironments] Varify thal fhe St emdicnim st ara oparational andrasdy
et psplcation o b Th i Bk st
sl the speiadion i the Tratdngenironment, Ve ffy thet he g siromeraintis cpsrations) s psadly

SDMCOTS: CONSTRUCTION TASKA.04

Test Cases

Prapara 3ad Configurs the Test hsnagement ool
Complete ayinitil setupand configmationof the test management tool. Test scenarios aned cases
Wil cnesgtect it Mve ool oapce f s peared,

Create Test Seenarios
Bursiness asvl technical requivements will drive varicars tesk scenarios, Test scemarios shauld providea
gereral deempiion of “what” usctinnality i being tested.

Create IntegrationTest Cases
Tnbegration Rest cases are created] to forus on vailating thenberaclon ofindividudd intemaliextemal
interfaces

Create System Test (255
System test cases are ereates] to Facms on valitlating the system end to end fi.e. ol Featires Bmections,
Aliterfaces/ionectisity).

Create Performants Test (ases
Perfornance test cases validate the techiical architecture ad performance of the application.

Create Regression st ases
freate # hase st of endunental test cases whirhare exsctecwith each nev softwars bkl ta belp
arethat 2 “fi” el it il a defiect inka previously warking kmctionality:

Create User Aoceptance Test Cases
User accephance Restiig i porforved by the Busiess aid pertadng to testing the application be
amurethat ie sohtion meets all besiess reqirements,

Canduct Test Case Review
Once o st caes bavve been ereated for the project, the Tesk Lead must sehedmle ad Faciltate atest
e resiensmeeling.

Ugtate the Reguirements Trace sbility Matrix with Test Sconariosand Test Cases
Tl all fest cenmarios and test cases bo te dlefised Bussess Reayirements witin the Reqiraments
Traceahility Matriz,

Prepars and Conflgurs the Defect anagamant Tool
Cemnplete my it setup 0t configration of he delect mianagement toad so thal & is rearly far e,
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SDMCOTS: CONSTRUCTION TASKA.05

User Documentation and Training Materials

Create the Training Plaa
Createa plon Training Plan that cutlines the ohiectives, needs, sirategy, aned owviculam bo be
adkleveed whien D vy on Hie e o endanced information spstem. Boiitie nesded b
appartthe developnrent of training materials, coorinationof raining schedubes, reseivalion of
peveonnel aid fariiies, plansiig Porwaiiing needs, amf other Waining-vefated teks,

Create User Dacumamation and Training Materials
Createthe materials requived foruser traiiiig and supont ofthe sobitron. Theve e o SIM
reimipiates Fay the acmal weer dooven entation & tralning delfrerables, in that they maybe aistomized,
purdrssl sroanpoter-haed,

SDMEOTS 101
{Anloizoduction tosDAFCOTS)

SOMCOTS: CONSTRUCTION TASKA.06

Recovery Plans

Create the Inglenentation Back Dut & Recovery Play
Creagea plan to neeif the sabivion is cancelsd drringor after deployment, tovestorad o the state
priow tor tie trodection of e sohibon,

(Conguzt tha Disaster Recoyery Assessmant
Duing the Censtyme og Phase, vesies thie project dodmentaion i declare whether o neta
elisrster vecovery plan s reqpied for the soliien.

Create the Disaster Recovery [DR] Plan
Wetis chetewmiied by the Isrder Recouery Rssessiient tiat a DR plan s v ired for the project, it
st he completed during e Copsmction Fhase.

SORCOTS 10t

fAsiotidacionin SR COTS
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SOMCOTS: CONSTRUCTION TASKA.07

Plan Production Support

Create Sohition Overviewrdor the Prodaction Suppaert Team
Priidea thocmentad solation sverviev, Iclade a detabest st o softusare, bovifumee, verda
mibesrefeases, ¢k,

Document the Application Suaport Service Levels
Desryibethe hars of coverage for apevational and technicd seniceapport, Indinde a0 agresdipon
resgme e foy probdan mamgemet

Deoxumentthe Hetvork Support Service Levels
Dexiribe e hoursof ewverage for nebrork suppert togethier vith resporme times. State the
antangements For wpport ittside Hese tines,

Diounimient Sshe m Availabilily Service Levels
Desirifee e Hines it the server il appfication will be avaliabde for wse ina spedfic localian.

Dextment the Spiort Rokes ard BesporsthiRies
Ibenify Wre reles and vesponsibilities foral resorces, sud as asers, opevatiorsl sgport resomrees,
aned o vall perform apportformeh Rarctios,

Dorementthe Probizm Ticket Workflom and Escalation Path
Docunent the vtk aad procsdores hich descrse how a problem is caphived and assimied
Dissixibee o the tickst il he vouted Hanghontthe ovpamizalisnanst escalited.

Cresate the Pradhuctien Siport Twnover Checidist
Createa Bt of items Wt most be soessfuly arldresses] hefore the Producion Suppertecganizancn
willacept the sapport respormibiities for the nes: soletion.

SDUCOTS IO
[ ntrodaction tn SRACENSS
SODMCOTS: CONSTRUCTION TASKA.08
Plan Remaining Phases
Create e Detalied Schedile for the Test Phass

Flan the neet phase. Plwining best practicss ndnde:
* Lach taskinthe schedale should have a daration of 1 busiess daysar fess
* Avdn a sigle resomrce fo each task
Upetate tie Peoject Management Flanusith Any Changss
Basactonthe Constraclion Phase leamings, wpetate the Project Manageunent P which frudes:
+  High-Lewel Timeline for Sulisecment Phases
¢ StaffingPlan
* Budget Sumamry
+ BiskPian
+  Communlcationflan
* Teamtihesl
Ulate the Cost-Benalit Amalysts,
Bizsed on the Coustymclion Phiase leardivgs, wpeaete the Cost-Benefits Sinalysis (B3] Template.
Uigsiste the Deployment Stratsgy & Plan
Bavechon the Constmction Miase learmiegs, aptne he Deplovient Strategy & Ml

SOMCOTS 10t
[Anksiroduction toSDACOTS)
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SDMCOTS: CONSTRUCTION TASKA.CO

Phase End Decision Poin Mecting

Phass-End Degision Poimt Rseting Presentation
Creabedhuith ¥ standand presestafion terpbate. Shonld be reviesed with e projectteans hefore
distriuting it to the Prioject Steering Cormmiittee [PSC).

Distribwte the Construction Phase-End Decision Point Preseatation o the PSC
The Detision Peind pressntation shekd be Kstribetad ta the 150t kst 38 howsin e of e
sehevidled mesting.

Corvluct the Phese-End Disciskon Pol besting
TheTedinclpy Manager is accomtable for the pressitation deisery. At the condhsion afthe
precentation, the Techioky Manager wust ask the P50t nender 2 "6, 60" or “Redirecr®
decisioL

Exeeute the Conewurication Plan
Cominhicate e rests of the Phiass-End Decision Pointmesting s defined within fhe project
Commrmrication Plan.

SDMCOTS - Testing Phase Task Breakdown
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SOMCOTSTEST TASKS.0l

Kick-Off Tesfing

Pluase ick-of Presentition
Uk the Phise lckoff oot presetiiaion bemiphate, cooate abid offmesting peeseatation fo the
andontect e Miase fick-olf Hesting
TeaiiRhecrles Roes & Resyorsbilites
Establctet el ol v ool e s bt pracce, the Bnciess el echnlogy
Hanagers ok stacehobder vebes requondbiliies and zain axceptance from thel-eam meners
e bacordurting the licoflideeting,
OcerallProject Gals, Obecives, Senpe sud Beaefits
Redezermrallprojectzadds andprocide an everdieus of the over-aching aftrfutes and cotmiralnts
Eivsancethe s omederstaiebstee ool obections, o, il propesed benefits,
Test Phiase ol Dbfectives, Tk, aniResyonciiites
Feevrthe spific expestations o the Pase andlhos the plrass fits ito the overall project
objeities
Mo afiities aad deiverables;
M debrerale cenaigand
“flise iyt and tiwelive commitinent,
Lessioms Leamed FrasaPriot Brofecty
Team Procadures gl Stancards
Thegroject tear shoakthecome familia with the follerzing, at a nivkmim:
» Hick & Jomee K anagement el and provednges;
« Statmsreporiig standarth and procedures, meeings, stabvs reporting foriataed deadines,
antine tacking procedure;
+Signoff proceibines
* Pt guiing princies et pracics.
ReviewPhase beit (riteria
Hiefes tethe Profect Maagement o corment for Test Wi et viteria Mosfly et ritenaas
apopiiate
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SDOMCOTS: TEST TASKS.02

Integration Testing

Verify the Integration Test evlronment
Thwetest enbments were buitt ly the beicastrircimre Reain decog v Comstiuction Phace. Yerily
Hiatall ehexhfit ibems desipnatedd for the Fsting Phose e been surcessfully xlilvessed
Migrate the application to the Integration Test ervirenrment
eyt thve “Gaokden Bel” creatid at the e of the Constcion Phase from the desehopnent
oo the inkesyaian fest amironnient.
Create/Migrate the test fata tothe Integration Test ewironmsent
Bizsed on the test data requiverents definedin the Test Strategy & an, populate the Bibepration Test
emironinait withthe test data,
Conduct integration Testing
Foreachapplication atea (in a stand-akeuse fashion], vertlied integration fuchionality
Undiate the Defect Mansgement Tool
Aty test reslts ot meeting the idewtified test specifications should he identified as defects and
captared within the debect managentent ol
Createthe Integration Test Summary
Lreate a smumary of the integration testing results once all plannad integration testing is complete.
Obstaln |tegration Testing signofi
{ompare the resalts contanei witlan the ntegration Test Summary to the Integration Testing Bt
Uriteria defied within e Test Strategy & Flan document.
Estahlich the “Galden Build" for System Testing
T preparefor Systen Testing actiities, assemble o8 slition compenents and confii the fnad
softszae Tl thiat vl be milgrater) te the wystem testing ewsironm et

ORI
AaodictontoSOM (O}
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SDMCOTS: TEST TASK5.03

System Tesfing
Uiy the System Test Emdranment
Vil that al chadkist itemss designated For the Testing Fhawe bave been smcoessfully acklressed
withinthe Ewirersnent biigration (heckst docunient
I¥igrate the &pplization tothe SystemTest Envirnment
Kitgyate e “mokien Bl created t the end of the Inbegration Testing Froin e infegrationtest
emironmient to the system tesl emimhment
Create/bilgvatetha test datatothe System Testemvironment
Basedd on the test data regmiements defined in Bre Test Strategy & Man, papnlate the Systen Test
erpirinent il the best data
Conduct inter-Operan ity Testing
Werify tiat connectivity between the varkm systen toigsoirents ar2 epenational before further
systew Resting is done {verify connecBity nteroperabaliy of conpenents),
Conduct System Testing
Exeomte en-to-end system tedt senaiias,
Uprate the Datert ianagarment Tool
Syt results notmecting the ientified best specifications shouk? e identifisd ascefects and
captweet within the defect managesrentiodd
Create the System Test Summary
Createa smnnary of the systeit testing vesudts oice 2l plawned systam testing iscnmpleted
Dlstain System Testing Sign-Off
{omparethe reits comtained within the System Test Summary to the Systew Tstiog Fit (viteria
defied] ithin the Test Strategy & Man dosmnent,
Estalslish the *Golren Bulld” for Usar Acceptsace Testing [UAT)
o pregare foy LT actieities, assemble al sowiion competentsand confin the findl softeare “budd”
Hiat il be imigrated to the VAT eionimenthe serve a5 e hase softurare buld LT
Conthuct the Walnerability Saan
Execute e Walnerahibty Scanto ishenify any systetn wowity mposes tak night espass the State
Yo adbverse inpact uahich could conpromise and for negativell inipact the budiness
SDMCOTS: TEST TASKS.04

User Acceptance Testing (UAT)

Verllythe LIAT Ewlronment
ey hat all checkisk itemws desigmited for the Testing Mhase have breen sycresshly adessed
within the Eirsmnent Migvation (rediist decument.

Kiigrate the Apglicationtothe UAT Erironmang
Hlizrabethe Gokben Bulb!” trestertal tie emt of the Systen Testing fom e ssban bar
civdonient b thie UeTemdronmant,

Create/Migratetie best datata the UAT anirenment
Biaseel on tha tesk data reciresments defineelin the Test Strategy & Phan, pogaibite the UAT
emviromment=ifh e test data

Candu Insroperabilly Testing
This testing is executecd to verifiy that cameiity beturaen e varions systent competisnts &
perafiend befoe arther UAT s done

Conduct Ussr Axceptance Testing
This testing vl e very shuilar to the festing perfoamied dinding hetegyation: e Syshem test Jevels, fuat
withmoreof a fioes on e wser sceniarios.

Uit the Defert Managemant Tool
Biny test resalie potmeeting the identified test specifiations should b kentified s deferts anl
captaved within the defect naiagement tool

(reate the VAT Summeary
{reatea uaiioary of the UAT ress sice ol planiec usey atcepunce teshig b completed

Oytain AT SignOff
{Cranpare fhe el contained vitlin the LT Swnmary bo the VET Eit Criteriz defined vithin the
Test Strategy & Man donment.

Establichths "Goiden BuBd™ fer Performance Testing
To prepare forperformance fest actisities, assemble 3 slistion: cormpenents and confion the findl
seftezane "Balkl” that vl be migrated tothe perfamance test emirament ShRCOTS 10t

{halotdackion i SRRCOTSY
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SDMCOTS: TEST TASKE.05

Perfosmance Tesfing

Verifyythe Performance Testing Emroament
Verify Wt ol chreskis itenes hesigowatend o he Testing Phase e lven smrcemhlly ackhessed For
aplications Rt vl be hosted by DOIT, e “tagiry " emsironmentis wsecl oy performance fesing,
Bigrate the ApBcationtothe Rerfornmnce Test Environment.
Figratethe “toklen Pull” cveatedat the s of Systen Testhug froam the system test emiroment i
Hre pestomiance ted evmiamment,
Create Mitguatethe test datato Lhe Performance Test emironment
Baedon tre tesk datavepirementts defboestin the Test Strategy & Flan, propolate the Farfonmasnce
Testenvepnment siffvthe fest data,
Conchuct Performance Tecilng
Theballowing typees of testing shouk! e contucted duiieg Performrance Tesing: fesfomance, Sies
Endaronce, Vlve,
Uipelabe the Defect Maragemznt Tual
dnwy testresulis not e the idexifie test specifications sheolt beidantified as defectsand
cagptmrech it e defect managensent tood
Create the Perfomuine Tes Smmary
Create s iy of the Perbornance Test vesults anee o plansvectjerionnance testing s completed
Qbtan Performante Test Sign-OFF
{impase the veaults contaned withiin the Perfornance Test Stuninary to the Perarmance Test Fat

€ riteria e withi the Test Strategy & Hau doxmmgent
SBUCOTS (0t
TAnintodsclion oS TRACHE)
SOMCOTS: TEST TASKS.06
Recovery Tesfing
Create Recovery Tesk Cases

Crigte test canes b valiclake thiat recovey provedues wll sork s expected, in the svent that the
i syshenn Bnplementation needs to be backed outand restores oranunplanned disasder ocours.
Estaliish the Recovery Test Endronment
Keiatfly Bhe ervvomment it will be wsedl %o exeiute the hack ot irecovery tesks,
Create/biigratethe Test Datatothe Recovsry eniranment
Bizsee) on the tesk elata remiemants defed i Bre Test Strategy & Pan, paysulate the Recovery
emioninenruifithe test daky
Execute the Back Outand RecoveryTest Cases
Exeonte the Bk ot & Becowvery test canes, Verily ot ol sobtare compenentshiave been restored
b el prestans and epected shate:
Enacute Disaster Recovery Test Cases
Ereite tie Discster Recovery test cases of the Disaster Becevery pla. Vasily that o softerare
conipanets e hee restoredto el precions at epeced date.
{psdate the Defect ianagement Tool
By test resathts not rueeting i idontifiod test ecications shoukihe identified as defotyand
capshurest ithin the defect managesent tidl
Createthe Recovery Test Summary
Createasuirmiary of the Becovery Teut veatlts ance of fanned performance tesding s complete
Obtain Becovery Test Sign-OFf
Compare the results contained within e Recorery Tost Siminary to the Recoery Tt Bt (riteris
dhefiied] waithln e Test Styategy & Mandhocsmment,

SDAICOTS 10t
{inlstrodaion oSIEOTS)
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SNMCOTS:TRST TASKR.OT

TestPhase Review

Create the Testing Fvce Sommary Report
Crete an overall cumut i sommary of the Testing Faave vesults onve ol pleed fesiig 5
completed. The Testing Leaed shroukt fave lready fiad the best summasy data establidied, as the
reperecttest woetrics skl e pebatiec oot a s o the o of e Tesling, Phaase,

Comthictthe Test Simwmary Rewlewr Mssting
The Tesdeng Lead Iyt 2 Tesd Summary Bevieermeeting, The Test Hhase Stummary faport sheakébe
coneparect it e uality and phiase estt critrta as definedt i the Test Strategy & M s he
Frefect bwgement Han

Qe Testing Phase Sign Oif
Accpuive el ad g off vy e Busites Mbaager, Busiuess Requiraments Lead Technelogy
Tariacer, Sexurity Leas] anct Testing Lo Skenoffindicatiss that the sivine teoem msaber approves
theremits ofthe testing plisse and recomunands movig e e soltion Bpvodiction.

Eetailish the “Golden Bull for Prodlaction Deplopenl
Asremible 3R sehntion compenents an confinm the e softare T that el be miated o the
predciian RN,

SO

FakmdesntaSM0E)

SIMOOTS:TEST TASKS.08
Production Suppoit Process Review

Consplete the Production Supgoert and Adwinistration Recument
This doament will descrbe erganization support service level agreements, problent ticket vk flowg
exzalation paths, and 3 dheddist that must be satisfied hefore e new sydem cantraition to e
Privciction SUpport e,

Connet the Prochuction Support Process Review Mesting
The Production Suppert Leac hosts a Proction Sippan Progess Revievr weeliiz. &n svendssrof the
solirtion, il e implemenitation tinelines are reviewed. A valkthough of he Prodsction Sippart &
ctminksiration docugent i previded bor the Prodiaction Suppori Tean, whoare the vedgients of
appication sppon once the vy salufion i deployed,

Approve and Sign-offon the Proshuction Suspest and Adminkstratien ocwment
The Produuction Suppert leam mast sign off on the Proshietion Suppert & Adminkiration doaient

atecs s Prachacion Sopost renssaraies bas besn cogleted

ST
itabstpiacionta 1005
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SDMCUTS:TEST TASKE.09

Plan Remaining Phases

Create the Detalled Schedule for the ImglementationPhase
Hanthe next plree. Maning best pracikes indide:
+ Bach tack i the schecle shk b duvation of 1 0hediess dapsanless
*  ksign 3 sgle resonce o eah bk
Ussrlate the Project Wanagement Planwith Any (henges
Fseit o the Test: Plvase learmiings, upelate the Profect kanagement Han whichibules:
* High-Lewed Timelinefor Sudserpaent Phases
+ Staiflng Pian
* BudgetSiemmary
« RiskFan
+ ConmusationPan
*+ TeamWheal
Urlate the Cost-Benelitnalgsls,
Busedbon the et Phise leaniegs. wpshote te Cost-benedits Analysis (53] Tmplate.
Upslate the Degtegniant Steabegy & Man
Burseib o the sk Phrae eanriegs, wipehete e Diplomend Shrategy & Hlan.

aDicoT31t
falbimdecionio3THCOE)
SOMCOTS: TEST TASKA.I0
Phase End Decision Point Meefing
Phse-End Degjsion Point Meeting Presentation
Creatod vith the stondard presentation template. Shealil be vestocred with the project toam bafore
dishrilusting it b the Project Stoering Cormniittes [PSCL

Distributethe Test Phaze-End Decision Point Pressntstionto the P3C
The Decision Poind presemation sheaki be distibated o e FICat last 88howrsin asvance of the
sieduled meeting.

Conchict the Fiase-End Dacision Point Mesting
TheTechnolagy Manager i avoomtable tm the wesentaion delivay, Atthe oondasion efthe
pressntation, he Technology Manager mastask the FSE ko render a“60”, “Ho-6o” o “Redirect’
tlegion.

Exntuts the CommunizationPlan
Conmaniricate the results of the Fhass-oef Dedidon Pointineeting as defined within the praject
Comuenrication Plan,

SMCOTS 10
IAnintrodactiontoSIIACDTS
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SOMCOTS - implementation Phasa Task Brazkdown

Iplemantation
Plessb
] ﬂ&llﬂ L L) . L] L3 x:lm L
A = e = Sl > #2:‘9!:!!
W &;ﬂ mzu‘!m e = nm:lm ‘;?:&, .n-m =
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Enim il a
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et . Extelly
B b e e b L
PR ot Tt EEE
¥ @‘ I avars © apom ﬂ:
&t LEN\ENT
. IMP
-hi’:“
il
=2 B2
s
et
i
SUCATS
elemducriontaS 0T
SDMCOTS: IMPLEMENTATION TASKE.01
Kick-Off implementation
Phiase Hlcl-ofT Presentation
Wking tive Phase ickof Kieeting preserntation template, areate akick-offneeting presentation for the
and conduct the Phizse Hidc-off ieeting.
Team blember Roles & Responsibllities

Estabilish team member roles and responsiiiies and as abest practive, the Business and Technology
Tanagers should stakehiolcler robes responsibilities and gain acceptance from thekr team nremibers
prior toconductiing the Hdbff Mesting.
Imipl eimentatlon Prvase Goals, Obfjectives, Tusks, and Responsiilities
Figvievs the speciic sxpectations of e Phase and how the phase fits into the overallproject
ohjectives
oPlhiase aciivities and deliverables;
*Plisedeliverable eemers;and
*Plizse budget and i eline conmsitment
Lessons Leamed From Prier Projects
Team Prozedires and Standards
The projectteam should beconie famiar with the following, at aniinimom:
» Hisk & lsie Wanagement tool and procedares;

» Stats reparting standarts and procedures, meetings, stabus reporting format and deadlines,

and time \racking procedures;
» Sign-aff procedares
« Prajectpuiding principleybest practices
Review Phase Bxit Criterta
Referto the Froject Maazement Handocement for knplementation Phase et aiteria. Rodly eit
aiteriags appropriate,
SIACOTS 46
{Anintmsertionta SOBACOTS)
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SDMCOTS: IMPLEMENTATION TAGKE.02,

Establish Production Environment

Iigrats bnfrastructuie to Production Envirpnatent
Verify thk al chedlist itews dlestgnatend for the Implementation Phase have been awesshilly
addvewser] withim the Fdronment Migration ChekRst domment

Iligrate Applicztion Suftumre to Produstion Environment
gz atethe “GokbnBdd” created at e and of e Tedigg Phaw: b the stagng avkanmsitin
the e oduction sevviromient. Migrate ol middlle-wrave am database compansis o predction

Convert and Load Statis Solution Data
Uk Hee thates covrversion fariites preparedin the Construntion Fiase be convart Sie stalic data from
existing yshens o other e

Activate B e Solution
Auctivabe e yrese wols lom 7 e puochecion emmomnent o that it Beommes e and calale fovwse
Iy the business,

Exgcite Regression Testing
This esting is exearted to vesify trat the fundamental system onctionaltyis operational. This
tedting ks wavally very Kmited, i that itis done wilhin 3 prodwcionavinsieat

Excciste Prechuction Supmort Prooesses
Tl e v thomn suppociit oo s o el iy st ivtentifiedt émiing the pvsinstion
dheplovmment. Bay deploymentisses shoud be cpturedin the prodmetion incientmanagement.

Cnnchact the Vdnerahility Scan
Exceents the Vioker ahility Sean to identify amy system scurity eposures tiat might egposs Y Sate
o axkverse inpact which conld eotn promise andor negaively inpact the husiess,

Tenductthe GofMo-5o Meeting for Solution Deployment
Compare the buplementation remlts t the pre-deterined buplementation Phase et oviteria as
defidin e ProjectMasgement lan, Makea "0 or He-io” dedision regarding the sieces.

Execute the CommandiationPlaa
Coamumcate the oatoome of the preductivg deplosment e ley organizaions! saelwldans. Cearly
shate st staps i rvesiled. SOMCOTS I
[AalotsmrincanoSOME0T)
SOMCOTS: IMPLEMENTATION TASKE.0B
Production Paraflel Testing
Conduct Paral el Testing
Execute pavallel test soenarios, 1dengily sl verify the outpuls t be coumpared ta validate processing
reslts,
Undate the Defect Managenient Tacl

Ay test resalts wotimeeting the identified test specifications shoukd be ientifiest as defects and
captired vithin he defectmanagement tool
Create the Test Summary
Create » amaniary of he parallel testing restits cnce 2l planined paralll testing b completed,
(btalin Farallel System Testing Sgn-0fF
TCoonpare the resalts contaived within the Test Sumary to v Parallel Tsing Exit Criteia defined
withiiy Hhe Fest Sieatezy B Plon doowent.
Deastivate the Legacy salutien,
[reactivate the lezacy solution orice mecessiul paallel west results hawve becit achieved.

SOMCOTS 1t
BakimtuciontoSoM 0B
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SDMCOTS: IMPLEMENTATION TASKE.04

Pilot Deployment

Activate & Traln Plot Lsers
Vertly that afl wser setup and anthentication recgirensents e been addressed hefare he pllet nsers
attemptio access e system, Defiver trafning to pilotusers hased o e Traiiiig Plas created
dhvring e Constinetion Piase of the pogect.

Erecube Product Support Processes
Ieoke the production upport process bo handle airysaies idenified uning the plat deplyment.
Ay deployment e should be captred in the producion ckkat managevent taol, Detemine
e clefects el be arkdressed duriny the dephoyment peviod feg. chiange the softerare, iy the
traigunateriik, deploy a fiin 2 ter vebease, ek,

Convluct GoHo-Go beeting for Plot Deployment
(ompare e pilst resuls to the pre-tetennined inplesnertation phie st criteria as definedin e
Fraject beragement lan. Kakea 60" or Ho-6o” decision regaring the siccess of the pilot

Frstuts Commmmlations Pla
Comimwnicate 2 cukome of e pliat fo bey cumaaizaional stabehiokiers. Cleasly state any nest
deptifneeded

Pregare for Subsequent Degloyments
Frepareto deploy the solution te ol remaining stes. Confir it of dl end-nsersthat must e
adtizated.

SHRCOTS 108
{hapiradazfica ioSURCOTE)

RFP # 11PSX0202 September 28, 2011 191



State of Connecticut, Department of Administrative Services
Request for Proposals - Next Generation 9-1-1 Emergency Telecommunications System
SOMCOTS: IMPLEMENTATION TASKE.CR

General Deployment

Activateand Traln Genera Deployment Users
Vertly that all wser setup and anthentication recpirensents herve been addressed before e general
deplowpieritmsers atteript 40 acoess the system, Deliser training to general deploynent nsers based
ofthve Traliig oo createct during e Construetion Phise fthe project

Faecube Prochuct Sumpart Processes
Ireoke the production uippert process b handle anyssies idenified cuning the Gener production
deploment. Ay depkrment isnes should be caphuredin the prodection inddent manazement
toal

Coreiee) Gafbo-Go Mesting for General Deplomment
Compare the General Deployment resits & the pre-determined bnplementation pfiase et diteria
asciefined in the Project Manazenvent P, Make 200" or “Ho-be” dhecision reganting the secess
ofthe General Deploment

Faetite Commmlations Plaa
Communicate e cukcome of the General Depboynent i by organizaional dkshoblers. (eark
st et st f needed.

SHICOTS 108
{ha Inrderton o SUMCOTS)
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SDMCOTS: IMPLEMENTATION TASKE.06

Execute Back Qut and Recovety

Executsimplsmantation Back (ut & Recovery Han
T2 “He-a” decisionis rsached shring any of the planed Go/Hlo-fs decidon meetings schedalzd
dhwving the knplementation Fiase, execate the Badk Ost/Becovery pha which was docsmented and
Yestedd i eanlier phiasen, Verify fhat Bie iin pacted sobution compotients e lreen successhully
vestored tothe desired previonssiate,

Conducta Post-hiortem
The project beau wiwsl condiv 3 past mortem to Fai a dear understanding of the rosd canse hzhind
i s eading ba e “ho- 5 i plewn svtalion decision andl determaing e nest steps nov that
the ey soheian has been backed out The team st desennine iffshena deploymant wll he
atteinpediy the fviore aid what steps mnsthe xldessad hefore a firare deplopuent can be
oysidered,

hieetuiththe Profect Stesring Cammittes P30
The project teant snay need #o schieshule an emergency meeting with e Prajert Stesving Comimittee
asso0n  posdble to cevieds the postnaniem resutts and recolmendednest steps.

SDRCOTS 40
[Akoioducion oS BRECOTS)
SDMCOTS: IMPLEMENTATION TASKE.07
Phiase End Decision Point Meefing
Powsa-ird Deckslon Polnt Mizsting Prassntafion
Created with the standel prosentation tesaphate, Shoakl ke redeved srith the polectteam efore
dirinfingith the Project Stpeting (ommities (PSCL
Distriute the Implercentstion Frase-End DeckslonPaint Presentetion ta the FSC
Thee Dicsiont Pakkresentation shoedd be cRsnted b thie PACatheast 48 bowsin advanie of e
shednled meeting.
Conchrctthe Frvise-End Dedislon Polint Liesthy
TheTechiotagy Manager is acountable forthe presentation defivery. Atthe condusion of the
presantation, te Technatsy Blaagermus asb tie P3Ot revder2 907, "6 ar“Redieit”
decidon.
Esacuto the Communixation Pl
Commmicatethe el of the Fise-Fid Deciian Point mesting s e vithinn the project
Commmication Pan,
SUCOTS 10
Hukinddioniod MR
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SDMCOTS: IMPLEMENTATION TASKE(0B

Transftion Sclulion o Production

Schackisand Run Soltion Dperations
Schethde and exeante producBan processing, verifying re seomity Faclities are net risksbed and
apliation addatzintegrity areupheld Yerilythat the Servie Level Agrecnrents [5L4s] e sofotion
vty ared bl oo mpsraliom s met, & defined in e Froduction Sojgmat &
Administration doowent, Werily that fie disaster recevery phars are conrent, Bloviior sstem use
andtplan avgoing cappacty requirements.

et Pregluction Supgort SigerOFf
Conplete the Production Sapsort Tamever s, conalied within the Production Sapport &
dghninistration Docwment. The checklistitenis must be satisfied by the project team hefore the
Frovhiction Sappoet bean qgeeves ramition of the solnfion be progicisn,

DIRCOTSIN
fAaisdsrionioSIMCOR}

SDM COTS - Implementation Phase Task Breakdown

| Post - Implementation
\ Phase 7
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SDMCOTS 101

(Anntroduction toSDMCOTS)
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SOMCOTS: PGST INPLEMENTATION TASK 781

Transition Soluion fo Producion

Escalite T Giserznce Comanites Rersbershipreqmestba (0,
The Techuotngy Manvezer Gormally escalates a regrest b the (K sattentian. o aypet e proper
DM to secure resaurree ooimmitment ta the IT Govsermnce {osmittee. Pravitethe (10
it the sample T Gevsernince Committes Membershilmilation efter.

Conims Apgsoreal ofthe T Gxwsmance Comnittss,
TheTechmlagy Mevager confies Foomed ol froge the (0 om v appoiest IT Gorvermisnce
Ciymmittee memferdip.

SCOTS I
HabinddontodER
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SDMCOTS: POST IMPLEMENTATION TASKT.G2

Transition Solution to Production

Discoment Probeet Lessons Lsamed
Comlnct 3 lssons leamed meeting vith the project team. Disonss what wiorked srell oo the proect
aned what sheukt be changed on Kvbre projects. Dacomentde ontoerne of the lessoms leamed
sevaan i e Foumw of 1 Porces Pt presentation b be wekded in e project wmmary presestaion.

Craate the Flnal Cost-Beneit Anaysls
et fival i b the Cost-Benefit Aalds docnvent. Incide a napshot ofe finad (st
Benehit rvalysis i the Project Sammnay presentation

Puiblish Praject Summiary
Complete K2 Priject Smonary snct bl o ey stedochiobders acries e cmanization. The Project
Sumnmary shoukémchde & st of project tean members,final buelget wunwany; Henebue sminvary,
aidprejerd e leamedd

Rrchive ProjectDetumentation
Hchiveal project documentatiminte e dotument repository whidh evas desinated inhe Project
Conkenration Maazementplat,

Fxecuts Commumications Phan
Ereorte a fioal project communication to ol stlsheders ansiomneng the formd dovsre of e
proectand the relemse of ll prajectiesanrces. st ol volomed projestiesonrcesand attach acosy
ofthe Profect Souamary pressniation,

Soucoms 1ot

Thaolrodacion iSO EETS)
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ATTACHMENT 15 - PROJECT SCHEDULE

InStructions: The completed Project Implementation Schedule should be inserted as Attachment 15.
The foundation of the Project Implementation Schedule is the Work Breakdown Structure (WBS). In most
cases, the WBS is developed using MS Project. Links are provided below for the generic SDM-standard and
SDM-COTS. The generic WBS is modified by the project team to reflect specific task names, duration,
predecessors, etc. These are modified by the project manager based on the needs and resource assignment
to the project.

A planning best practice is that no detailed tasks contained in the schedule should have a duration of more
than 10 days (2 weeks) so that deliverables are constantly produced.

Invoice and payment schedules may be itemized in the Project Implementation Schedule.

http://www.ct.qgov/doitservices/lib/doitservices/MS Project SDM Template - Standard.mpp

http://www.ct.gov/doitservices/lib/doitservices/MS Project SDM Template - COTS.mpp

NG9-1-1 System SDM Project Schedule

0,

ID Task Name Com/;Iete Predecessors | Duration Start Finish
1 | SDM Phase 1 - Business Issues Phase 100% 09/01/09 | 11/27/09
2 | 1.01 Kick-off the Business Issues Phase 100% 09/01/09 | 09/09/09
3 | Create Kick-Off Presentation 100% 09/14/09 | 09/14/09
4 | Review Team Member Roles and Responsibilities 100% 09/14/09 | 09/18/09
5 | Review Overall Project Goals, Objectives, Scope, and Benefits 100% 09/21/09 | 09/26/09

Review Business Issues Phase Goals, Objectives, Tasks and
6 | Responsibilities 100% 09/28/09 | 10/02/09
7 | Review Lessons Learned from Business Issue Phase 100% 10/05/09 | 10/09/09
8 | Review Team Procedures and Standards 100% 10/05/09 | 10/09/09
9 | 1.02 Confirm Solution Approach 100% 10/12/09 | 10/16/09

10 | Execute the Request for Information (RFI) Process N/A NA NA

11 | Identify Viable Solution Approaches 100% 10/12/09 | 10/14/09

12 | Describe Viable Solution Approaches 100% 10/12/09 | 10/14/09

13 | Compare/Contrast Viable Solution Approaches 100% 10/13/09 | 10/15/09

14 | Create High-Level Cost/Benefit Estimates 100% 10/15/09 | 10/16/09

15 | Recommend a Solution Approach 100% 10/16/09 | 10/16/09

16 | 1.03 Create Project Management Plan 100% 10/17/09 | 10/30/09

17 | Create the Project description 100% 10/19/09 | 10/18/09

18 | Document the Project Organization 100% 10/19/09 | 10/23/09

19 | create the High Level Project Timeline 100% 10/19/09 | 10/23/09

Create the Detailed Project Schedule for the Business
20 | Requirements Phase 100% 11/13/09 | 11/18/09
21 | Create the Project Budget Summary 100% 10/26/09 | 10/30/09
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22 | Create the Communications Plan 100% 10/26/09 | 10/30/09
23 | Create the Risk Management Plan 100% 10/26/09 | 10/30/09
24 | Document Critical Success Factors 100% 10/26/09 | 10/30/09
25 | Document Key Planning Assumptions 100% 10/26/09 | 10/30/09
26 | Create the Cost Benefit Analysis (CBA) Document 100% 11/17/09 | 11/20/09
27 | 1.04 Conduct Phase-End Decision Point Meeting 100% 11/24/09 | 11/24/09
28 | Create Phase-End Decision Point Meeting Presentation 100% 11/17/09 | 11/20/09
29 | Create Project Profile 100% 11/18/09 | 11/18/09
Distribute the Business Issue Phase-End Decision Point
30 | Presentation PSC 100% 11/24/09 | 11/24/09
31 | Distribute the Project Profile to the PSC 100% 11/24/09 | 11/24/09
32 | Conduct the Phase-End Decision Point Meeting 100% 11/24/09 | 11/24/09
33 | Execute the Communication Plan 100% 11/24/09 | 11/27/09
34 | SDM-COTS Business Issues Phase Deliverables 100% 09/01/09 | 11/24/09
35 | Cost -Benefit Analysis (CBA) (Required) 100% 11/17/09 | 11/20/09
36 | Detail Business Requirements Phase Schedule (Required) 100% 09/07/09 | 09/08/09
37 | Phase-End Decision Point Presentation (Required) 100% 11/24/09 | 11/24/09
38 | Phase Kick-off Presentation (Required) 100% 09/07/09 | 09/07/09
39 | Project Management Plan (Required) 100% 10/17/09 | 10/30/09
40 | project Profile (Required) 100% 09/07/09 | 09/11/09
41 | Project Steering Committee (Required) 100% 09/07/09 | 09/11/09
42 | Project Team Wheel (Required) 100% 09/07/09 | 09/11/09
43 | Request for Information (Optional) N/A NA NA
44 | solution Approach Document (Required) 100% 10/12/09 | 10/16/09
SDM Phase 2 - Business Requirements
45 | Phase 50% 11/30/09 | 12/30/10
46 | 2.01 Kick off the Business Requirements Phase 100% 11/30/09 | 12/18/09
47 | Create Kick-Off Presentation 100% 11/30/09 | 12/18/09
48 | Review Team Member Roles and Responsibilities 100% 12/07/09 | 12/18/09
49 | Review Overall Project Goals, Objectives, Scope, and Benefits 100% 12/07/09 | 12/18/09
Review Business Requirements Phase Goals, Objectives, Tasks
50 | and Responsibilities 100% 12/07/09 | 12/18/09
51 | Review Lessons Learned from Business Issue Phase 100% 12/07/09 | 12/18/09
52 | Review Team Procedures and Standards 100% 12/07/09 | 12/18/09
53 | Establish the Quality Strategy & Plan; Review Success Criteria 100% 12/07/09 | 12/18/09
54 | 2.02 Document the Business Requirements 100% 12/14/09 | 06/11/10
55 | Document the Functional Requirements 100% 12/14/09 | 05/28/10
56 | Document the Security Requirements 100% 12/14/09 | 05/14/10
57 | Document the Legal and Regulatory Requirements 100% 12/14/09 | 05/14/10
58 | Document the Performance Requirements 100% 12/14/09 | 05/14/10
59 | Document the Conversion Requirements 100% 12/14/09 | 05/14/10
60 | Document the Data Retention Requirements 100% 12/14/09 | 05/14/10
61 | Document the System Availability Requirements 100% 12/14/09 | 05/14/10
62 | Conduct Freedom of Information Act (FOIA) Assessment 100% 12/14/09 | 05/14/10
Conduct Health Insurance Portability and Accountability Act
63 | (HIPPA) Assessment 100% 12/14/09 | 05/14/10
64 | Conduct Business Requirements Sign Off Meeting 100% 12/21/09 | 07/01/10
65 | 2.03 Document the "As-Is" Business Process Model 100% 12/22/09 | 07/01/10
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66 | Create the "As-Is" Process Model 100% 12/22/09 | 07/01/10
67 | Conduct "As-Is" Business Process Model Signoff Meeting 100% 01/04/10 | 07/01/10
68 | 2.04 Document the Technical Requirements 100% 01/05/10 | 07/01/10
69 | Document the Architecture Requirements 100% 01/05/10 | 07/01/10
Document the Architecture of Infrastructure Upgrade
70 | Requirements 100% 01/05/10 | 07/01/10
71 | Document the Network Requirements 100% 01/05/10 | 07/01/10
72 | Document the Server Requirements 100% 01/05/10 | 07/01/10
73 | Document the Database Requirements 100% 01/05/10 | 07/01/10
74 | Document the Desktop Requirements 100% 01/05/10 | 07/01/10
75 | Document the Application Hosting Requirements 100% 01/05/10 | 07/01/10
76 | Document the Directory and Messaging Requirements 100% 01/05/10 | 07/01/10
77 | Document the Application/Data Interface Requirements 100% 01/05/10 | 07/01/10
78 | Document the User/Transaction Volume Requirements 100% 01/05/10 | 07/01/10
79 | Prepare the Technical Requirements Document for Contractors 100% 01/05/10 | 07/01/10
80 | conduct Technical Requirements Signoff Meeting 100% 03/12/10 | 07/01/10
81 | 2.05 Document COTS Solutions Alternates 50% 03/15/10 | 12/23/11
82 | Establish the Proposal Review Team 100% 03/15/10 | 07/31/11
83 | Document the Product/Services Evaluation Criteria 85% 03/15/10 | 07/31/11
84 | cConfirm the Required Procurement Process 85% 03/15/10 | 07/01/11
85 | Execute the RFP Procurement Process 50% 07/1/11 | 12/23/11
86 | Execute the ITB Procurement Process N/A N/A N/A
87 | Execute the Sole-Source Procurement Process N/A N/A N/A
88 | 2.06 Conduct the Proof of Concept (Optional) N/A N/A N/A
89 | Document the POC Proofs N/A N/A N/A
90 | Establish the POC Environment N/A N/A N/A
91 | Execute the POC N/A N/A N/A
92 | Evaluate the POC Results N/A N/A N/A
93 | 2.07 Select the Recommended Solution 0% 06/30/11 | 12/23/11
94 | Select the Recommended Solution 0% 06/30/11 | 12/23/11
95 | conduct Solution Recommendation Signoff Meeting 0% 12/23/11 | 12/23/11
96 | 2.08 Plan the Remaining Phases 0% 12/23/11 | 12/28/11
97 | Create the Detailed Schedule for the Design Phase 0% 12/23/11 | 12/28/11
98 | Refine the Hi-Level Schedule for Subsequent Phases 0% 12/23/11 | 12/28/11
99 | Update the Staffing Plan with any Changes 0% 12/23/11 | 12/28/11
100 | update the Budget Summary with any Changes 0% 12/23/11 | 12/28/11
101 | update the Risk Plan with any Changes 0% 12/23/11 | 12/28/11
102 | Update the Cost Benefit Analysis with any Changes 0% 12/23/11 | 12/28/11
103 | update the Project Team Wheel with any Changes 0% 12/23/11 | 12/28/11
104 | update the Communication Plan with any Changes 0% 12/23/11 | 12/28/11
105 | uUpdate the Quality Strategy & Plan with any Changes 0% 12/23/10 | 12/28/11
106 | Create Deployment Strategy & Plan 0% 12/23/10 | 12/28/11
107 | 2.09 Conduct Phase-End Decision Point Meeting 0% 12/30/11 | 12/30/11
108 | Create Phase-End Decision Point Meeting Presentation 0% 12/01/11 | 12/28/11
Distribute the Business Requirements Phase-End Decision Point
109 | Presentation 0% 12/30/11 | 12/30/11
110 | conduct the Phase-End Decision Point Meeting 0% 12/30/11 | 12/30/11
111 | Execute the Communication Plan 0% 12/30/11 | 12/30/11
112 | SDM-COTS Business Requirements Phase Deliverables 50% 11/30/09 | 12/30/11
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113 | Business Process Models - "As-Is" (Required) 100% 12/22/09 | 07/01/11
114 | Functional Requirements Workbook (Required) 100% 12/14/09 | 07/01/11
115 | Non-Functional Requirements Workbook (Required) 100% 12/14/09 | 07/01/11
116 | COTS Solution Evaluation Criteria (Required) 100% 03/15/10 | 07/01/11
117 | Deployment Strategy & Plan (Required) 0% 07/26/11 | 12/23/11
118 | Phase-End Decision Point Presentation (Required) 0% 12/26/11 | 12/30/11
119 | Phase Kick-Off Presentation (Required) 100% 11/30/09 | 12/18/09
120 | Proof of Concept Evaluation Form (Optional) N/A N/A N/A
121 | Quality Strategy & Plan (Required) 0% 07/26/11 | 12/23/11
122 | Solutions Alternatives Document (Required) 100% 12/14/09 | 03/31/10
123 | Solution Recommendation (Required) 0% 06/30/10 | 11/31/11
124 | Technical Requirements Workbook (Required) 100% 01/05/10 | 07/01/11
125 | Technical Requirements Document (Required) 100% 01/05/10 | 07/01/11
126 | SDM Phase 3 - Design Phase 0% 01/01/12 | 02/24/12
127 | 3.01 Contract Administration 0%
128 | Contract negotiation 0%
129 | contract Award 0%
130 | Contract Management (ongoing) 0%
131 | 3.02 Kick-off Design Phase 0%
132 | Create the Phase Kick-off Presentation 0%
133 | Review Team Member Roles & Responsibilities 0%
134 | Review Overall Project Goals, Objectives, Scope and Benefits 0%
Review Design Phase Goals, Objectives, Tasks, and
135 | Responsibilities 0%
Review Lessons Learned from the Business Requirements
136 | Phase and from Prior projects 0%
137 | Review Team Procedures and Standards 0%
138 | Establish and Finalize Change Management Plan 0%
139 | 3.03 Perform COTS Product Setup & Configuration 0%
140 | Procure Development Infrastructure for COTS Product 0%
141 | Install Development Infrastructure for COTS Product 0%
142 | Install COTS Product 0%
143 | Configure & verify the COTS Product 0%
144 | 3.04 Contractor Discovery 0%
145 | conduct Discovery Work Session 0%
146 | Document the Product Configuration Requirements 0%
147 | Document the Product Interface Requirements 0%
148 | Document the Data Conversion Requirements 0%
149 | Identify Business Process Impacts 0%
150 Deliver COTS Product Training to Project Team 0%
151 Create COTS Product Integration Plan 0%
152 3.05 Create "To-Be" Business Process Model 0%
153 Create "To-Be" Business Process Model 0%
154 Conduct "To-Be" Business Process Model Signoff 0%
155 3.06 Create the General Design 0%
156 Develop Solution Architecture 0%
157 Create the General Functional Specification 0%
158 Develop the General File and Database Design 0%
159 Develop the General Screen Design 0%
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160 Develop the General Report Design 0%
161 Develop the General Process Design 0%
162 Create the System Security Profile 0%
163 Develop General Conversion Design Document 0%
164 Create the Release Strategy & Plan Document 0%
165 Create the Configuration Management Plan 0%
166 3.07 Conduct the General Design Review 0%
167 Conduct the General Design Review Meeting 0%
168 Finalize and Approve the General Design 0%
169 3.08 Conduct the General Design Decision Point Meeting 0%
Distribute the Construction Phase Go/No-Go Presentation to
170 | the PSC 0%
171 Conduct the Go/No-Go Meeting 0%
172 Execute the Communication Plan 0%
173 Execute the General Design Sign off 0%
174 3.09 Create the Detail Design 0%
175 Create the Detailed Functional Specification 0%
176 Create the Detailed File and Database Design 0%
177 Create the Detailed Report Design 0%
178 Create the Detailed Screen Design 0%
179 Create the Detailed Infrastructure Design 0%
180 Complete the Detailed Security Design 0%
181 Create the Detailed Conversion Design 0%
182 Reconcile Detail Design across Planned Releases 0%
Create Requirements Traceability Matrix with Mapped
183 | Design Components 0%
184 3.10 Conduct the Detail Design Review 0%
185 Conduct the Detailed Design Review Meeting 0%
186 Finalize and Approve the General Design 0%
187 3.11 Create the Test Strategy & Plan 0%
188 Document Testing Approach 0%
189 Document Testing Administration Procedures 0%
190 Document Software Build Strategy 0%
Document Testing Environments (refer to Configuration
191 | Management Plan) 0%
Document Testing Tools Being Used (refer to Configuration
192 | Management Plan) 0%
193 Document the Test Metrics Being Used 0%
194 Document Test Data Requirements 0%
195 Document Testing Prioritization 0%
196 Document Testing Sub-Phase Exit Criteria 0%
197 3.12 Plan Remaining Phases 0%
198 Develop a Detailed Plan for the Construction Phase 0%
199 Refine High-Level Schedule for Subsequent Phases 0%
200 Update the Staffing Plan With Any Changes 0%
201 Update the Budget Forecast With Any Changes 0%
202 Update the Risk Plan With Any Changes 0%
203 Update the Cost Benefit Analysis With Any Changes 0%
204 Update the Project Team Wheel With Any Changes 0%
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205 Update the Communications Plan With Any Changes 0%
206 Update the Quality Strategy & Plan with Any Changes 0%
207 Create the Phase End Go/No-Go Meeting Presentation 0%
208 3.13 Conduct the Phase-End Decision Point Meeting 0%
Distribute the Construction Phase Go/No-Go Presentation to
209 | the PSC 0%
210 Conduct the Go/No-Go Meeting 0%
211 Execute the Communications Plan 0%
212 Execute the Phase-End Decision Point Meeting Sign Off 0%
213 SDM Design Phase Deliverables 0%
214 Contractor Contract/Master Agreement (Required) 0%
215 COTS Product Installation & Training (Required) 0%
216 "To-Be" Business Process Model (Optional) 0%
217 Configuration Management Plan (Required) 0%
218 Conversion Design Document (Optional) 0%
219 Phase Kick-off Presentation (Required) 0%
220 PSC Phase-End Decision Point Presentation (Required) 0%
221 Release Strategy & Plan (Optional) 0%
222 System Design Document - General Design (Required) 0%
223 System Design Document - Detailed Design (Required) 0%
224 System Security Profile (Required) 0%
225 Test Strategy & Plan (Required) 0%
226 | SDM Phase 4- Construction Phase 0% 02/25/12 | 03/31/12
227 4.01 Kick off the Construction Phase 0%
228 Create the Phase Kick-off Presentation 0%
229 Review Team Member Roles & Responsibilities 0%
Review Overall Project Goals, Objectives, Scope, and
230 | Benefits 0%
Review Construction Phase Goals, Objectives, Tasks, and
231 | Responsibilities 0%
Review Lessons Learned From the Design Phase and From
232 | Prior Projects 0%
233 Review Team Procedures and Standards 0%
234 Review Phase Exit Criteria 0%
235 4.02 Establish Infrastructure 0%
Procure Needed Infrastructure Components for all
236 | Environments 0%
237 Create Environment Migration Checklist 0%
238 Install the Infrastructure Components 0%
239 Load Application into Development Environment 0%
240 Load Application into Test Environment 0%
241 Load Application into Training Environment 0%
242 4.03 Perform Code and Unit Testing 0%
243 Prepare the Development Team(s) 0%
244 Create Test Data and Load into Test Databases 0%
245 Application 1 0%
246 Application 2 0%
247 Application x 0%
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Code and Unit Test Custom Software and Package

248 | Extensions 0%
249 Application 1 0%
250 Application 2 0%
251 Application x 0%
252 Package Function 1 0%
253 Package Function 2 0%
254 Package Function x 0%
255 Code and Unit Test Legacy Interface Software 0%
256 Application 1 0%
257 Application 2 0%
258 Application x 0%
Code and Unit Test Software for Operating and Supporting
259 | the Solution 0%
260 Code and Unit Test Data Conversion Routines 0%
261 Execute Code Merges 0%
262 Conduct Code Reviews 0%
263 Catalog All Solution Components 0%
264 Establish the "Golden Build" for Integration Testing 0%
265 Create the System Bill of Materials Document 0%
266 4.04 Create Test Cases 0%
267 Prepare and Configure the Test Management Tool 0%
268 Create Test Scenarios 0%
269 Create Integration Test Cases 0%
270 Integration A to B 0%
271 Integration A to C 0%
272 Integration A to D 0%
273 Integration B to C 0%
274 Create System Test Cases 0%
275 Create Performance Test Cases 0%
276 Create Regression Test Cases 0%
277 Create User Acceptance Test Cases 0%
278 Conduct Test Case Review 0%
Update the Requirements Traceability Matrix with Test
279 | Scenarios and Test Cases 0%
280 Prepare and Configure the Defect Management Tool 0%
281 4.05 Create User Documentation and Training Materials 0%
282 Create the Training Plan 0%
283 Construct the User Documentation & Training Materials 0%
284 | 4.06 Create Recovery Plans 0%
285 Create the Implementation Back Out & Recovery Plan 0%
286 Conduct the Disaster Recovery Assessment 0%
287 Create the Disaster Recovery Plan 0%
288 4.07 Plan Production Support 0%
289 Create a Solution Overview for the Production Support Team 0%
290 Document the Application Support Service Levels 0%
291 Document the Network Support Service Levels 0%
292 Document System Availability Service Levels 0%
293 Document the Support Roles and Responsibilities 0%
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294 Document the Problem Ticket Workflow and Escalation Path 0%
295 Create the Production Support Turnover Checklist 0%
296 4.08 Plan Remaining Phases 0%
297 Develop a Detailed Plan for the Testing Phase 0%
298 Refine High-Level Schedule for Subsequent Phases 0%
299 Update the Staffing Plan With Any Changes 0%
300 Update the Budget Forecast With Any Changes 0%
301 Update the Risk Plan With Any Changes 0%
302 Update the Cost Benefit Analysis With Any Changes 0%
303 Update the Project Team Wheel With Any Changes 0%
304 Update the Communications Plan With Any Changes 0%
305 Update the Quality Strategy & Plan with Any Changes 0%
306 Create the Phase End Decision Point Meeting Presentation 0%
307 4.09 Conduct the Phase-End Decision Point Meeting 0%
Distribute the Construction Phase-End Decision Point
308 | Presentation to the PSC 0%
309 Conduct the Phase-End Decision Point Meeting 0%
310 Execute the Communications Plan 0%
311 Execute the Phase-End Decision Point Meeting Sign Off 0%
312 SDM Construction Phase Deliverables 0%
313 Back Out & Recovery Plan (Required) 0%
314 Development and Testing Environments (Required) 0%
315 Disaster Recovery Assessment (Required) 0%
316 Environment Migration Checklist (Required) 0%
317 "Golden Build" of Software for Testing Phase ( Required) 0%
318 Integration Test Cases (Required) 0%
319 Performance Test Cases (Required) 0%
320 Phase-End Decision Point Presentation (Required) 0%
321 Regression Test Cases (Required) 0%
322 System Bill of Materials (Required) 0%
323 System Test Cases (Required) 0%
324 Test Data (Required) 0%
325 Training Plan (Required) 0%
326 User Acceptance Test Cases (Required) 0%
327 User Documentation & Training Materials (Required) 0%
328 | SDM Phase 5 - Testing Phase 0% 04/01/12 | 04/30/12
329 5.01 Kick-off the Testing Phase 0%
330 Review Team Member Roles & Responsibilities 0%
Review Overall Project Goals, Objectives, Scope, and
331 | Beneits 0%
Review Testing Phase Goals, Objectives, Tasks, and
332 | Responsibilities 0%
Review Lessons Learned From the Construction Phase and
333 | From Prior Projects 0%
334 Review Team Procedures and Standards 0%
335 Review Success Criteria 0%
336 5.02 Perform Integration Testing 0%
337 Verify the Integration Test Environment 0%
338 Migrate the Application to the Integration Test Environment 0%
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Create/Migrate the Test Data to the Integration Test

339 | Environment 0%
340 Conduct Integration Testing 0%
341 Integration Test Pass 1 0%
342 Integration Test Pass 2 0%
343 Integration Test Pass X 0%
344 Update the Defect Management Tool 0%
345 Create the Integration Test Summary 0%
346 Obtain Integration Testing Sign-Off 0%
347 Establish the "Golden Build" for System Testing 0%
348 5.03 Perform System Testing 0%
349 Verify the System Test Environment 0%
350 Migrate the Application to the System Test Environment 0%
Create/Migrate the Test Data to the Systems Test
351 | Environment 0%
352 Conduct System Testing 0%
353 System Test Pass 1 0%
354 System Test Pass 2 0%
355 System Test Pass X 0%
356 Update the Defect Management Tool 0%
357 Create the System Test Summary 0%
358 Obtain System Testing Sign-Off 0%
Establish the "Golden Build" for User Acceptance Testing
359 | (uAT) 0%
360 Update the System Bill of Materials Document 0%
361 5.04 Perform User Acceptance Testing (UAT) 0%
362 Verify UAT Environment 0%
363 Migrate the Application to the UAT Environment 0%
364 Create/Migrate the Test Date to the UAT Environment 0%
365 Conduct User Acceptance Testing 0%
366 UAT Pass 1 0%
367 UAT Pass 2 0%
368 UAT Pass X 0%
369 Update the Defect Management Tool 0%
370 Create the UAT Summary 0%
371 Obtain UAT Sign-OFF 0%
372 Establish the "Golden Build" for Performance Testing 0%
373 Update the System Bill of Materials Document 0%
374 5.05 Perform Performance Testing 0%
375 Verify the Performance Testing Environment 0%
376 Migrate the Application to the Performance Test Environment 0%
Create/Migrate the Test Data to the Performance Test
377 | Environment 0%
378 Conduct Performance Testing 0%
379 Update the Defect Management Tool 0%
380 Create the Performance Test Summary 0%
381 Obtain Performance Test Sign-Off 0%
382 Update the System Bill of Materials Document 0%
383 5.06 Perform Recovery Testing 0%
384 Create Recovery Test Cases 0%
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385 Establish the Recovery Test Environment 0%
386 Create/Migrate the Test Data to the Recovery Environment 0%
387 Execute the Back Out and Recovery Test Cases 0%
388 Execute Disaster Recovery Test Cases 0%
389 Update the Defect Management Tool 0%
390 Create the Recovery Test Summary 0%
391 Obtain Recovery Test Sign-Off 0%
392 Update the System Bill of Materials Document 0%
393 5.07 Conduct Test Phase Review Meeting 0%
394 Create the Testing Phase Summary Report 0%
395 Conduct the Test Summary Review Meeting 0%
396 Obtain Testing Phase Sign-Off 0%
397 Establish the "Golden Build" for Production Deployment 0%
398 Update the System Bill of Materials Document 0%
399 5.08 Conduct Production Support Process Review 0%
Complete the Production Support and Administration
400 | Document 0%
401 Conduct the Production Support Process Review Meeting 0%
Approve and Sign-Off on the Production Support and
402 | Administration Document 0%
403 | 5.09 Plan Remaining Phases 0%
Develop a Detailed Plan for the Implementation and Post
404 | Implementation Phases 0%
405 Update the Staffing Plan With Any Changes 0%
406 Update the Budget Forecast With Any Changes 0%
407 Update the Risk Plan With Any Changes 0%
408 Update the Cost Benefit Analysis With Any Changes 0%
409 Update the Project Team Wheel With Any Changes 0%
410 Update the Deployment Strategy & Plan With Any Changes 0%
411 Update the Communications Plan With Any Changes 0%
412 Update the Quality Strategy & Plan with Any Changes 0%
413 Create the Phase End Decision Point Meeting Presentation 0%
414 | 5.10 Conduct Phase-End Decision Point Meeting 0%
Distribute the Testing Phase-End Decision Point
415 | Presentation to the PSC 0%
416 Conduct the Phase-End Decision Point Meeting 0%
417 Execute the Communication Plan 0%
418 SDM Testing Phase Deliverables 0%
"Golden Build" of Software for Production Deployment
419 | (Required) 0%
420 System Bill of Materials (Required) 0%
421 Integration Tests Executed (Required) 0%
422 Performance Tests Executed (Optional) 0%
423 Phase-End Decision Point Presentation (Required) 0%
424 Production Support & Administration Document (Required) 0%
425 Recovery Tests Executed (Optional) 0%
426 System Tests Executed (Required) 0%
427 Testing Phase Summary (Required) 0%
428 User Acceptance Tests Executed (Required) 0%
429 | SDM Phase 6 - Implementation Phase 0% 05/01/12 | 03/31/13
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430 6.01 Kick-Off the Implementation Phase 0%
431 Review Team Member Roles & Responsibilities 0%
Review Implementation Phase Goals, Objectives, Tasks, and
432 | Responsibilities 0%
Review Any Lessons Learned From the Testing Phase and
433 | From Prior Projects 0%
434 Review Team Procedures and Standards 0%
435 Review Phase Exit Criteria 0%
436 6.02 Establish the Production Environment 0%
437 Migrate Infrastructure to Production Environment 0%
438 Migrate Application Software to the Production Environment 0%
439 Convert and Load Static Solution Data 0%
440 Activate the New Solution 0%
441 Execute Regression Testing 0%
442 Execute Production Support Processes 0%
443 Conduct the Go/No-Go Meeting for Solution Deployment 0%
444 Execute the Communication Plan 0%
445 6.03 Perform Production Parallel Testing 0%
446 Conduct Parallel Testing 0%
447 Update the Defect Management Tool 0%
448 Create the Parallel Test Summary 0%
449 Obtain Parallel System Testing Sign-Off 0%
450 Deactivate the Legacy Solution 0%
451 6.04 Execute Pilot Deployment 0%
452 Activate and Train Pilot Users 0%
453 Execute Product Support Processes 0%
454 Conduct Go/No-Go Meeting for Pilot Deployment 0%
455 Execute Communications Plan 0%
456 Prepare for Subsequent Deployments 0%
457 6.05 Execute General Deployment 0%
458 Activate and Train General Deployment Users 0%
459 Execute Product Support Processes 0%
460 Conduct Go/No-Go Meeting for General Deployment 0%
461 Execute Communications Plan 0%
462 6.06 Execute Implementation Back Out & Recovery Plan 0%
463 Execute Implementation Back Out & Recovery Plan 0%
464 Conduct a Post-Mortem 0%
465 Meet with the Project Steering Committee (PSC) 0%
466 6.07 Conduct Phase-End Decision Point Meeting 0%
Create the Implementation Phase-End Decision Point
467 | Presentation to the PSC 0%
Distribute the Implementation Phase-End Decision Point
468 | Presentation to the PSC 0%
469 Conduct the Phase-End Decision Point Meeting 0%
470 Execute the Communications Plan 0%
471 Execute the Phase-End Decision Point Meeting Sign Off 0%
472 SDM Implementation Phase Deliverables 0%
473 Parallel Test Summary (Optional) 0%
474 Phase-End Decision Point Presentation (Required) 0%
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475 | SDM Phase 7 - Post Implementation 0% 04/01/13 | 06/30/13
476 7.01 Transition the Solution to Production Support 0%
477 Schedule and Run Solution Operations 0%
478 Get Production Support Sign-Off 0%
479 7.02 Shutdown the Project 0%
480 Document Project Lessons Learned 0%
481 Create the Final Cost-Benefit Analysis 0%
482 Publish Project Summary 0%
483 Archive Project Documentation 0%
484 Execute Communications Plan 0%
485 SDM Post Implementation Deliverables 0%
486 Project Summary (Required) 0%
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