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Preface

Once again, Mother Nature has made it abundantly clear that many of the TOPOFF 3
lessons learned that were identified within this document, including incident
management and interoperability, are grounded in reality. The recent experience of
Hurricane Katrina has illustrated the importance of multi-jurisdictional leadership,
collaboration and coordination to successfully meet the challenges posed by a
catastrophic event. It is evident that systems for unified command and senior official
decision-making in a catastrophic situation, which require leaders from the state,
municipal, federal, and military agencies to collaborate and make expedient life-saving
decisions under worst-case circumstances, should be exercised on a regular basis.

The good news is that exercising senior official decision-making in a tabletop format is
relatively inexpensive. For example, a full-day senior officials tabletop addressing
different realistic catastrophic scenarios (as identified in the National Planning
Scenarios), could be held quarterly, each one involving senior officials from a different
maijor city in Connecticut. To make these tabletop experiences effective, it is imperative
that top officials at all jurisdictional levels (state, local, federal, military, and tribal nations)
participate in order to fully test senior official protocols and decision-making as each
level of government is overwhelmed.

We encourage the contributors to the T3 After-Action report to leverage the lessons
learned from their organization’s participation in the TOPOFF experience into specific,
actionable steps that will foster comprehensive continuous process improvement.
Leaders at the state level should use TOPOFF as a springboard to assure that efficient
and effective multi-jurisdictional command and control policies and procedures are in
place, and that all multi-jurisdictional emergency preparedness resources are integrated.

We recommend that the state establish a multi-discipline working group, at the senior
management level, to review both of the state and federal after-action reports for
TOPOFF 3. This group should be tasked with promulgating recommendations that
support optimal systematic performance in response to any potential high consequence
event, whether it occurs as a natural disaster, like a hurricane or pandemic flu, or a
terrorist attack using a weapon of mass destruction.

Respectfully submitted,

Roy E. Pietro Robert Ross

Executive Director CT TOPOFF Program Coordinator
Homeland Security Education Center Homeland Security Education Center
College of Continuing Studies College of Continuing Studies
University of Connecticut University of Connecticut

January 30, 2006
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Connecticut TOPOFF (T3)

After-Action Report (AAR) Summary

TOPOFF, which represents Top Officials, is a congressionally mandated biennial federal
counter-terrorism exercise and is the cornerstone of the U.S. Department of Homeland
Security’s (DHS) Office of Domestic Preparedness’ (ODP) Training and Exercise
Program. TOPOFF 3 (T3) was the third exercise in the TOPOFF Exercise Series.

The State of Connecticut was one of two state venues selected to participate in T3. New
Jersey also participated, as did jurisdictions from both the UK and Canada. The exercise
was held in the Southeastern Region of the state during the week of April 4-8, 2005. The
exercise was coordinated by the ODP at the federal level. The University of
Connecticut’s (UConn) Homeland Security Education Center coordinated T3 at the state
level, under oversight from both the state Department of Public Safety (DPS) and the
newly created state Department of Emergency Management and Homeland Security
(DEMHS).

The Connecticut planning process included monthly meetings, and consisted of over 100
local, state, tribal and federal planning team members. The exercise development team
included representatives from Federal, State and Local governments and first responder
agencies from the surrounding municipalities, two Tribal Nations, as well as 32 Hospitals
in the State, and 24 Private Sector participants.

The ten month planning process for the Connecticut Venue included large-scale
conferences such as the Initial Planning Conference, the T3 Chemical Conference,
meetings related to scenario design and the Connecticut T3 After-Action Conference. The
Connecticut planning team formed various working groups to handle the planning,
strategy, and execution of the exercise. These working groups included intelligence and
security; scenario design; logistics and communication; private sector; and
control/evaluation; and public information. Information developed by the groups was
synchronized into both Connecticut and International exercise play. The planning team
members held positions with direct access to their respective Commissioners, agency
heads or Chief Executive Officers and possessed thorough knowledge of their agency’s
emergency mission and plans. This allowed the planners to provide agency expectations
and expertise to the design team, while at the same time providing the appropriate level
of exercise spontaneity for their respective agencies.
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The overarching objectives established by the State of Connecticut were:

1.

Examine interoperability for agencies and Local/State government (fire, EMS,
law enforcement, emergency management) to communicate and coordinate
response efforts.

Examine State Incident Management process’s alignment with National Incident
Management System (NIMS) current standards.

Test functionality of existing regional emergency teams, plans, protocols, hospital
patient distribution plans, hospital surge capacity, mutual aid agreements, and
mass casualty plans.

Examine interagency intelligence sharing processes required to prevent terrorist
attacks.

Examine interagency media and public information processes and coordination
including the dissemination of risk communication information.

Examine plans to provide psychological first aid and crisis counseling services to
the impacted populations and assess the readiness of the State and Region
behavioral healthcare system.

Examine the plans to assure business continuity and financial stability in the event
of a terrorist attack that impacts our private sector IT infrastructure.

Throughout the T3 exercise, key strengths and opportunities for improvement in the

State

’s ability to respond to a terrorist incident were identified. The issues described

below were advanced by state and local agency planners and evaluators during an after-
action conference facilitated by the University of Connecticut’s Homeland Security
Education Center.

Key Strengths identified during this exercise include:

Participating agencies noted the long-term benefits of interagency relationship
building throughout the year long planning process of TOPOFF.

Participating agencies reported that the T3 process had raised their agency’s level of
strategic planning and performance of essential tasks in response to a potential mass
casualty WMD event.

Participating agencies felt that the involvement of the private sector in the planning
and exercise process provided all with the opportunity to address the challenges,
concerns, and issues related to the integration of the private sector, who own much
our nation’s critical infrastructure, preparing for and responding to a terrorist attack
and/or mass casualty situation.

Participating agencies in the cyber-terrorism exercise conducted in coordination
with the T3 exercise, had the opportunity to examine the state IT system’s integrity
and redundancy.

Several opportunities were identified and recommendations advanced for improvement in
the state’s ability to respond to a WMD event.
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The observations addressed almost all of the overarching goals, including:
Incident Management

Some confusion existed over the role, responsibilities and decision-making authority of,
and information flow between, the Incident/Unified Command Center, Joint Field Office
and State and Local Emergency Operation Centers. Evaluators noted the importance of
having liaison officers with proper level of authority and knowledge within the Incident
Command Post; and the importance of incorporating the private sector into the Incident
Management System.

Evaluators recommended ongoing training and exercising opportunities in the National
Incident Management System (NIMS) and the National Response Plan (NRP) for First
Responders and Incident Commanders, and extending participation in these classes to the
public health and private sector communities.

Additional Senior Official tabletop exercises are recommended to clarify and reinforce
the roles and responsibilities in regards to command, control, and communication.

Intelligence Sharing

The communications technology within the Joint Field Office (JFO) needs to be
enhanced. The process to expedite security clearances for state, local, and private sector
partners needs to be streamlined and accelerated. Additional efforts to de-classify
information for more timely dissemination should also be undertaken. A Joint
Information System (JIS) would enhance the efficacy of intelligence sharing.

Communications — Interoperability and Risk Communication

It was noted that while existing communications equipment seemed to be adequate, many
personnel had problems with using the systems. Evaluators recommended that the state
establish new processes and conduct additional training in procedures for, and usage of,
emergency communications equipment.

The Joint Information Center (JIC) needs to be the clearinghouse for all disseminated
information; and be the sole coordinator of all press conferences. A long-term plan
should be established in advance for ongoing public information dissemination to the
media.
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Psychological First Aid and Crisis Counseling

A Psychological First Aid and Crisis Counseling Center should be established early on in
the incident to get individuals away from the scene faster. The Mental Health agencies
should have an established presence within the decontamination process, with field
representation near the decontamination area. Protocols should be established to screen
and treat worried well.

Hospital Surge Capacity

A program to train additional hospital staff on use of decontamination equipment is
recommended. A protocol to track patients and patient transfers should be established.
The evaluators also recommended addressing protocols for facilities to bring potentially
contaminated staff back to the facility.

Business and Information System Continuity

A policy to establish private sector representation at the EOC should be implemented.
Private sector officials should be integrated into the state domestic preparedness training
activities. Additional planning with private and non-profit organizations to work with
communities to identify shelters and community resources suggested.

In so far as the cyber exercise, efforts should be undertaken to assure IT system

redundancy and avoid single points of failure. There is a need to keep hardwired systems
as backup.
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Continuous Process Improvement — A Plan of Action

Connecticut’s Department of Emergency Management and Homeland Security
(DEMHS), a new state agency tasked with the responsibility for assuring Connecticut’s
state agencies, local jurisdictions, and First Responder community are prepared for a
catastrophic disaster like TOPOFF. DEMHS was stood up in January, 2005, less than 90
days before the TOPOFF event. Throughout the short tenure of DEMHS, this new agency
has undertaken several key action steps to address the lessons learned identified in
TOPOFF, including:

Incident Management

Governor M. Jodie Rell has signed Executive Order #10, mandating that all state
agencies be NIMS compliant by September 30, 2006.

The Department of Emergency Management and Homeland Security has been providing
training opportunities for state and local agencies NIMS in a cooperative effort between
DEMHS staff and instructors of the Connecticut Fire and Police Academies. Both
Academies are now providing this NIMS training to all recruits as they attend the initial
training for their respective professions.

In addition, both state and local agencies have been provided the necessary information to
have their personnel take the NIMS Training “on-line” for their convenience.

In addition, since TOPOFF 3, DEMHS has and will continue to host both tabletop and
full-scale exercises throughout the state in order to assure that the future incidents are
well managed at all levels.

Intelligence Sharing

TOPOFF 3 was the first prevention exercise where information was shared before an
event. Over a period of several weeks, the FBI, as well as the State and Local Police
Departments, were given some intelligence prior to TOPOFF 3, in an effort to test
intelligence sharing. It was clear that the information received by the respective agencies
was shared and notionally successful search warrants and arrests were made prior to
TOPOFF 3. However, it is also clear that more has to be done is this area, particularly in
the area obtaining “secret clearances” for state, local, and private sectors.

Connecticut has recently implemented the Connecticut Intelligence Center (CTIC) in an
effort to share timely non classified yet law enforcement information with local, state,
and federal, and when appropriate private partners. The CTIC operation is composed of
personnel from local, state, and federal law enforcement community, working very
closely with the local enforcement official in effort to receive, analyze, and disseminate
information to the personnel in the field who need to have this critical information.
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Communications — Interoperability and Risk Communication

The State of Connecticut has made significant progress in the area of voice
interoperability communications since TOPOFF 3 and continues to be a leader in the use
of technology in this area. Each Emergency Management Director, Fire Chief, and Police
Chief has received a portable radio equipped with the I-CALL and I-TAC radio
frequencies and has also received training on the use of the equipment. Despite this
effort, training on a continuous basis needs to occur in order to assure that the personnel
in the field are fully comfortable with this system.

The DEMHS Communications Interoperability Committee is working with first
responders to implement a Statewide On Scene Tactical system that will permit first
responders to talk to each other on their portable radios, even if they are on different
radio frequencies.

DEMHS is working closely with the first responder community to continue to train and
utilize the systems that are now available.

DEMHS has conducted several exercises since TOPOFF 3 that validated the need for the
Joint Information Center to be the central clearing house for disseminated information
going out to the press and public. DEMHS is working closely with other state and local
agencies to adhere to this best practice.

Psychological First Aid and Crisis Counseling

DEMHS is revisiting the current statewide decontamination plan, and organizing a
statewide approach to decontamination. A training program with video is being
developed which will include the need to have the psychological first aid and crisis
counseling in place early on at both the decontamination areas and family reception
centers.

Hospital Surge Capacity

The State of Connecticut has recently made a significant investment by purchasing a 100-
patient mobile hospital. This system is the current state-of-the-art facility and capable of
being erected anywhere in the state of Connecticut in a short period time. Personnel
assigned to the mobile hospital would be members of the Connecticut Medical Assistance
Team (DMAT). This team will continue to be trained in the effective utilization of the
decontamination trailers.
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Business and Information System Continuity

DEMHS is working closely with the Connecticut private sector community and
participates in the INFRAGuard Program with the FBI to assure that the private sector
concerns are addressed. Depending on the type of incident and emergency that is taking
place the private sector can and does have a seat at the State Emergency Operations
Center. DEMHS is working with the Federal Department of Homeland Security and is
looking forward to putting on relevant training with the private sector in the very near
future.

DEMHS has been working closely with the Connecticut Department of Information
Technology (DOIT) to assure that the State Emergency Operation Center (EOC) and
other key assets have a redundant backup system.

In summary, TOPOFF 3 was the most complex and difficult national exercise to date.
Connecticut’s scenario involved both a biological attack of mustard gas as well as vehicle
improvised explosive device which caused significant loss of life and damage. The
National Response Plan (NRP) had just been released and had not been tested until this
exercise. As a result of TOPOFF 3, and the events of Katrina and Rita, there will likely
be revisions to the NRP and all first responders will have to adapt their plans accordingly.

The primary purpose of the NRP is to establish a comprehensive, national, all hazards
approach to domestic incident management across a spectrum of activities including
prevention, preparedness, response, and recovery. The NRP attempts to incorporate the
best practices and procedures from the various incident management disciplines including
but not limited to

Homeland Security
Emergency Management
Law Enforcement

Fire Fighting

Emergency Medical Services
Hazardous Material Response
Public Health

Public Works

The Department of Emergency Management and Homeland Security is committed to the
principles of the NRP and is focusing its efforts on building upon the outstanding efforts
of local, state, federal, and private partners that participated in the TOPOFF 3 Exercise in
order to make the State of Connecticut a safer place. DEMHS recognizes that it will take
the combined efforts of all agencies, both public and private, to make a real difference in
reducing the threat to our state and nation. Together we can and will continue to train and
exercise our first responders in the areas of prevention, protecting against, responding to
and recovering from a disaster.
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PARTICIPATING AGENCIES LIST

The following agencies participated in the planning, design and execution of the
TOPOFF 3 Exercise:

Connecticut State Agencies

Connecticut National Guard (CTNG)

Connecticut Urban Search and Rescue (USAR)

Department of Administrative Services (DAS)

Department of Children and Families (DCF)

Department of Corrections (DOC)

Department of Emergency Management and Homeland Security (DEMHS)
Department of Environmental Protection (DEP)

Department of Information Technology (DolT)

Department of Labor (CT OSHA)

Department of Mental Health and Addition Services (DMHAS)
Department of Mental Retardation (DMR)

Department of Public Health (DPH)

Department of Public Safety (DPS)

Department of Transportation (DOT)

University of Connecticut (UConn)

Municipal Agencies

City of New Haven
City of New London

City of Norwich

East Lyme Ambulance

Groton Ambulance

Groton City

Ledyard Volunteer Emergency Squad
Lyme Ambulance

Montville EMS

Mystic Fire

Mystic River Ambulance

New Haven Urban Area Security Initiative (NHUASI)
North Stonington Ambulance

Old Mystic Fire

Poquonnock Bridge Fire

Preston Ambulance

Stonington Ambulance

Town of East Lyme

Town of Groton

Town of Stonington

Town of Waterford

Uncas Health District

Waterford Ambulance

Westerly, Rhode Island Ambulance
Yantic Fire

Tribal Nations

Mashantucket Pequot Tribal Nation
Mohegan Tribal Government
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Local/Federal Agencies

Alcohol, Tobacco and Firearms (ATF)

Centers for Disease Control/Department of Health and Human Services (CDC/HHS)
Homeland Security Customs and Border Protection
Department of Homeland Security (DHS)
Environmental Protection Agency (EPA)

Federal Bureau of Investigations (FBI)

Federal Emergency Management Agency (FEMA)
Immigration and Customs Enforcement

Navy Sub-base, New London

Occupational Safety and Health Administration (OSHA)
Transportation Security Administration (TSA)

United States Coast Guard (U.S. Coast Guard)

Acute Care Hospitals and Local Health Departments

Bethel Health Dept.

Bradley Memorial Hospital
Bridgeport Health Dept.
Bridgeport Hospital

Bristol Hospital
Bristol/Burlington Health District
Central CT Health District
Charlotte Hungerford Hospital
Chatham Health District
Chesprocott Health District
Clinton Health Dept.

Colchester Health Dept.

CT Children's Medical Center
Danbury Health Dept.

Danbury Hospital

Day Kimball Hospital

East Hartford Dept. of Health & Social Services
East Shore District Health Dept.
Eastern Highlands Health District
Easton Health Dept.

Essex Health Dept.

Fairfield Health Dept.
Farmington Valley Health Dept.
Glastonbury Health Dept.
Greenwich Health Dept.
Greenwich Hospital

Griffin Hospital

Guilford Health Dept.

Hartford Health Dept.

Hartford Hospital

Hospital St. Raphael

Johnson Memorial Hospital
Lawrence & Memorial Hospital
Ledge Light Health District
Madison Health Dept.
Manchester Health Dept.
Manchester Memorial Hospital
Meriden Health Dept.
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Middlesex Memorial Hospital
Middletown Health Dept.
MidState Medical Center

Milford Health Dept.

Milford Hospital

Naugatuck Valley Health District
New Britain General Hospital
New Britain Health Dept.

New Canaan Health Dept.

New Fairfield Health Dept.

New Haven Health Dept.

New London Health & Human Services Dept.
New Milford Health Dept.

New Milford Hospital

Newington Health Dept.
Newtown Health District

North Central District Health Dept.
Northeast District Dept. of Health
Norwalk Health Dept.

Norwalk Hospital

Pomperaug Health District
Quinnipiac Valley Health District
Redding Health Dept.

Rockville Hospital

Sharon Hospital

Sherman Hospital

Southington Health Dept.

St. Francis Hospital

St. Mary's Hospital

St. Vincent's Hospital

Stamford Health Dept.

Stamford Hospital

Stratford Health Dept.

Torrington Area Health District
Trumbull Monroe Health District
UConn Health Center

Uncas Health District
Wallingford Health Dept.
Waterbury Health Dept.

West Hartford/Bloomfield Health District
West Haven Health Dept.
Westport/Weston Health District
William W. Backus Hospital
Wilton Health Dept.

Windham Memorial Hospital
Windsor Health Dept.

Yale-New Haven Hospital
Yale-New Haven Health Services

Private Corporate Sector Agencies

AASS

Allied Domecq Spirits
American Red Cross
ASIS International
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Center for Secure Information Systems (CSIS)

Cingular Wireless

Cross Sound Ferry

Dow Chemical

EMSAR

Exxon Mobile

Fairfield County Bus

Fisher Island Ferry

General Electric

InfraGard

Peoples Bank

Pfizer

Pitney Bowes

Price Waterhouse

PSEG

Purdue Pharma

Salvation Army

Securitas

The Business Council of Fairfield County (SACIA)

United Way

Voluntary Organizations Active in Disaster (VOAD CT)
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