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“Dedicated to Executing Ideas, Not Killing Them!”

Transmission Security: 
“The  Likelihood of Hidden Failures”
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“We believe the 9/11 
attacks revealed four kinds 
of failures; in imagination, 
policy, capabilities, and 
management.” p.-339

The 9/11 Commission Report
Final Report of the National Commission on Terrorist 

Attacks Upon the United States
Thomas H. Kean, Chair

Lee H. Hamilton, Vice-Chair
July 22, 2004 

It’s Ten Years After 9/11
What Have We Learned?
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It May Take More than Duct Tape & Plastic
Paul West of Winchester, CT



Electricity is Essential to All Other Infrastructure
The Grid is a Complex System Subject to Stress
The Grid Is Vulnerable to Natural Hazards  
The Grid Is Vulnerable to Physical & Cyber Attacks 
What Is and Is Not “Distributed Generation” (DG)
“Decentralization” Vs. DG: How It May Be Helpful
What is The Smart Grid and It’s Challenges

What I Would Like to Convey
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We Began With “MicroGrids”
“…microgrids are power systems in which generation 
elements are co-located with loads, regardless of the 
aggregated generation capacity or the grid interconnection." 

Z. Ye, R. Walling, N. Miller, P. Du, K. Nelson.
Facility Microgrids. NREL. May 2005.



BUT Early “Microgrids” Had Some Major Drawbacks
And Gave Way to Centralized Monopolies

Hint: It Wasn’t JUST the Wires
Prof. Richard F. Hirsh, Technology and Transformation in the American Electric 
Utility Industry (Cambridge University Press, 1989)



The Regulated Monopoly Resulted In

 Larger, more efficient generators
 More remote locations for generators
 Need for transmission
 Lower cost for consumers=“Freedom”
 Industrial growth of goods and services
 Greater profits for utilities
 Obvious and hidden vulnerabilities due to 

transmission that sets the grid architecture



On Security

“Security has always been a priority for the 
electricity sector in North America; 
however, it is a greater priority now than 
ever before.”

U.S.-Canada Power System Outage Task Force
August 14th Blackout: Causes and Recommendations
Chapter 9, Physical and Cyber Security Aspects of the Blackout
p. 133

It is Implied There Is Some Disagreement on This Point
See EPRI on Slides 50 and 59
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So, What Are the Energy Security Threats?
As Opposed to RAM, Sufficiency, etc.?

Fuel supply interruption/cost escalation

Physical security of generation, transmission, distribution , SCADA

Foreign dependency via disruption of globalized supply chains for 
critical grid components (e.g. GSUs) and minerals used in component 
manufacturing processes

Cyberthreats including distributed denial of service, hacking, 
electromagnetic pulse, embedded codes in foreign sourced components 
and weaknesses in SCADA/IPC

A combined or "blended" combination of the aforementioned threats

Other threats and considerations including “unintended consequences”





Hartford Courant Ad of 9-15-11 Hartford Courant Article of 9-17-11





Grid Congestion Has Been a National Problem

“Americans' demand for electricity is 
growing at almost two percent per year. 
But our power grid is expanding at only 
half that rate.”

The Current Recession Has Provided Some Respite 
From the High Growth Rates But Growth In Many 
Electronic Technologies Will Further Stress the Grid

Charlotte Legates, Energy.com, March 2, 1999



Congestion Can be Costly in a Digital Society

Industry Average Downtime $

 Cellular Communications $41,000 per hour
 Airline Reservations $90,000 per hour
 Credit Card Operations $2,580,000 per hour
 Brokerage Operations $6,480,000 per hour
 Average Small Business $7,500 per day



National Academies Report 
on Countering Terrorism

"A direct way to address vulnerable transmission 
bottlenecks and make the grid more robust is to build 
additional transmission capacity, but there are 
indications that redundancy has a dark side...
The likelihood of hidden failures in any large-
scale system increases as the number of 
components increases.”

Making the Nation Safer: The Role of Science and Technology in 
Countering Terrorism. National Academy Press. p.302. June 2002.



The Grid is Vulnerable
Early (2-20-83) Actual Vulnerability Signs

“Insurance Capitol of the World”--(Crow-1, Hartford-0)



The Grid is Still Vulnerable
25 Years Later, Son of Crow Strikes!

“Insurance Capitol of the World”--(Crow-2, Hartford-0)



Be it Congestion, Natural Disaster or Terror
the Results Can Be Similar

$1.2 Billion Losses US and Canada-1998





Electric Grid Components are Vulnerable
to Physical Damage at Multiple Points



Cyberattacks: Not by Nature Alone
Electric Grid Vulnerability is Modern Society’s Soft Underbelly

Modern societies are composed of 
four critical, highly interrelated, 
and symbiotic infrastructures upon 
which their national and personal 
survival depends: The power grid 
is the foundation of it all.

Winn Schwartau, Information Warfare, Electronic Civil 
Defense, Thunders Mouth Press, New York, 1996. p. 43.



National Academies Report

Making the Nation Safer: The Role of Science and Technology in 
Countering Terrorism. National Academy Press. June 2002.



"In a matter of time you will see attacks on the stock market…I 
would not be surprised if tomorrow I hear of a big 
economic collapse because of somebody attacking the 
main technical systems in big companies….

ComputerWorld.com 
Nov 18, 2002.

Sheikh Omar Bakri Muhammad
bin Laden Associate



Forms of CyberWar#1
Computer Hacking to Disrupt the Grid
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It Would Be Hubris to Think 
the Electric Grid Could Not Be Compromised

Lockheed Martin
Google
Citigroup
Sony
Pentagon

CIA
ADP
MSNBC
IMF
ExxonMobile



"In a single-superpower world, there's a single best 
target…You're the best face of that best target…Your 
corporations [power companies] are the best target 
set.”-Lt. Col. Wm. Flynt, US Army

The Centralized Power Industry is a Prime Target

Matthew L. Wald. Electric Power System Is Called Vulnerable, and Vigilance Is 
Sought. New York Times. Feb 28. 2002.



Bill Flynt, Ph.D. at ICATHS on 9/25/03

His Red Team was able to 
take a police officer with 
basic computer skills and 
trained him to shut down a 
regional-sized area within 9 
minutes and 40 seconds.



Bill Flynt, Ph.D. on 9/25/03 at ICATHS

• [It is] “trivial to achieve significant consequences”

• Looked at inflicting a multi-state, 168 hour event

• Potentially 1 year to 18 months until fully repaired

• “effects cascade and cross infrastructural 
boundaries”





Courtesy of CNN

Aurora Project Destroyed a Generator Via Hacking a 
Test “Grid” at Idaho National Labs in 2007

http://www.youtube.com/watch?v=rTkXgqK1l9A



The Threat Could Reside Anywhere
BUT Attribution Questions Limit Retaliation



Forms of CyberWar  #2
Electromagnetic Pulse (EMP)

Uses a Nuclear Device or Low Tech FCG

Low Probability/High Risk BUT…
Essentially You Are Back to the Stone Age
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“Our Friend the Sun”
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Nature’s Own Electromagnetic Pulse (EMP)
(Coronal Mass Ejection – 1989 Canada)



Forms of CyberWar  #3



Forms of CyberWar #3A

Jordan Robertson, Associated Press. March 14, 2008.



Some Potential Alternate Solutions?
Time-Tested Ecosystems Offer Resiliency Lessons

Nature Loves Redundancy & Diversity
We Need to Mimic Nature
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Redundancy Vs. “Decentralized”

Your Brake System is 
“Redundant” But Not 
totally “Decentralized”



Based upon Lovins, Amory B. and Lovins, L. Hunter, Brittle Power, Energy 
Strategy for National Security, 1982. P. 218

Operate in Isolated Modes

Located Close to End Users-

User Controllability

Storage Buffers Failure

2) Many Small Units 
Supply/Distribution

1) Redundant & Modular

3) Diverse & 
Dispersed

Characteristics of a Decentralized System



Distributed Resources

Distributed resources include conservation and load 
management with modular electric generation and/or 
storage located near the point of use either on the 
demand or supply side. DR includes fuel-diverse fossil 
and renewable energy generation and can either be grid-
connected or operate independently. Distributed 
resources typically range from under a kilowatt up to 50 
MW. In conjunction with traditional grid power, DR is 
capable of high reliability (99.9999%) and high power 
quality required by a digital society

Composite definition of US DOE(2), EPRI(2), CEC(1), AGA(1)





First Things First! Building a C&LM Powerplant 
PA 07-242  Secs. 51-52 Await Implementation

CT Energy Efficiency Brd



Then Go To High Value, “Killer Apps”
“The power failure created traffic jams on Connecticut 
highways. On the Merritt Parkway cars ran out of gas 
because power had shut service stations.” 

-Hartford Courant 8/15/03



That High Value, “Killer App” Did Not 
Happen - YET



High Value Applications are Everywhere
You Just Have to Think About the Circumstances
“Businesses shut down early, held hostage by 
electronic cash registers.” Hartford Courant 8/15/03



Even Small Amounts of Electricity Available In 
a Timely Manner Can Be Life Savers



…and Nine Years Later
Johnson Memorial Medical Center’s Power, Coming 
from two CL&P Power Feeds, Failed As Did Back-up



Widespread failure of Cellphone Systems 
On August 14, 2003 Drove Home Lessons





EPRI’s Framework for the Future

A portfolio of innovative technologies…. can 
comprehensively resolve the vulnerability of 
today's power supply …These "smart 
technologies" will also open the door to fully 
integrating distributed resources and central 
station power into a single network, in a 
manner than can reduce system 
vulnerability rather than add to it-as is 
typically the case today…

Electricity Sector Framework For The Future, Volume I, 
Achieving A 21st Century Transformation.  
Electric Power Research Institute. August 6, 2003. p. 31.
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Enter the Smart Grid With Claims

Improved reliability, security and efficiency through 
digital control 

Optimization of grid operation & Self Healing

Easier interconnection of distributed resources and 
smart appliances

Control of demand response down to the consumer 
appliance level 

ISO-NE. Overview of the Smart Grid Policies, Initiatives, and Needs. 
February 17, 2009. pp. 2-3. Also L. Kiesling A Smart Grid is a Transactive 
Grid, Part 2 of 5 parts, March 3, 2009.. 
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Smart Grid (con’t.)

Provision for storage technology including plug-in 
hybrid vehicles

Real time information on electric pricing for 
transactive procurement 

Requires standards/security for communications and 
interoperability

Requires overcoming barriers to adoption of Smart 
Grid technologies

ISO-NE. Overview of the Smart Grid Policies, Initiatives, and Needs. 
February 17, 2009. pp. 2-3. Also L. Kiesling A Smart Grid is a Transactive 
Grid, Part 2 of 5 parts, March 3, 2009.. 



Energy: Upgrading the Grid, Nature, vol. 454, pp. 570–573, 2008.



A Shoe Company Can Do It!
Enter the Bionic “Smart” Shoe

"Each second, a sensor in the heel can take up to 20,000 
readings... directing a tiny electric motor to change the shoe." 
Michael Marriott, New York Times. "The Bionic Running 
Shoe," May 6, 2004.



ISO-NE. Overview of the Smart Grid Policies, Initiatives, 
and Needs. February 17, 2009. 



ISO-NE. Overview of the Smart Grid Policies, Initiatives, 
and Needs. February 17, 2009. 



ISO-NE. Overview of the Smart Grid Policies, Initiatives, 
and Needs. February 17, 2009. 



EPRI Studies Pinpoints the Problem
Lack of technical innovation strongly reflects the state 
of uncertainty in the electricity sector. Technology 
decisions are largely driven by the management of 
existing assets... Capital expenditures as a percent of 
revenue are at an all-time low... There is little 
incentive for introducing new technology…

Who Sets Utility Rates of Return/Incentives Anyhow?

Electricity Sector Framework For The Future, Volume I, 
Achieving A 21st Century Transformation.  
Electric Power Research Institute. August 6, 2003. p. 31



Solutions?--Show Me Them the Money!

“Improved security from distributed generation 
should be credited when planning the future of 
the grid….Recovery of the invested funds 
through rate mechanisms or in some part 
through homeland security funding must be 
examined."

Making the Nation Safer The Role of Science and Technology in 
Countering Terrorism, National Academy Press, p.192.

Security As A Positive Externality?



The Electric Power Research Institute 
(EPRI)  Concurs

Protecting the nation’s power infrastructure 
has a strong public-good dimension, and a 
robust federal “homeland security” incentive 
will be needed from the outset. Investments 
made for such essential infrastructure security 
must be immediately and fully recoverable. 

Electricity Sector Framework for The Future, Volume I, Achieving A 21st Century 
Transformation.  Electric Power Research Institute. August 6, 2003. p. 7.



Short & Long-Term Recommendations

 Maximize Energy Efficiency per PA 07-242 Secs. 51-52
 Plan Energy Resiliency into High Value Applications
 Provide Rate of Return for Utility Resiliency Actions

Use Decoupling, Other Mechanisms 
 Incentives for DG, CHP to Utility & Private Sector
 Implement a Plan Incrementally But With Annual Targets
 Minimize Transmission Projects and Investments
 Apply for DHS and Other Federal Funding
 Make Insurers Partners to Reduce Their Losses and 

Contribute Their Expertise –and Funding



Questions?
Joel  N. Gordes

Environmental Energy Solutions
(860) 561-0566

gordesj@comcast.net

TerraChoice Environmental 
Marketing.

Dilbert by Scott Adams



There Were Some Early Warnings
But, of Course, These Were Ignored
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General Billy Mitchell
U.S. Assistant Chief of Air Services
October 24, 1924

“…I am convinced that the growing airpower of 
Japan will be the decisive element in the mastery of 
the Pacific…Air operations for the destruction of 
Pearl Harbor will be undertaken…The attack to be 
made on Ford Island at 7:30 a.m… The Philippines 
would be attacked in a similar manner…The initial 
successes would probably be with the Japanese.”

April 1926

He proved to be a visionary when in 1926…fifteen years before WWII, he said:

“A surprise aerial attack on Pearl Harbor will take place while Japanese 
negotiators talk peace with the U.S. officials, moreover the attack will come on 
a Sunday Morning.”

Even Pearl Harbor Was No “Surprise”Except for 
Those Caught in Cultural Lags

(“We Always Prepare for the Last War”)



"The outage appears to be related to a procedure an APS employee was 
carrying out in the North Gila substation," ... "Operating and protection 
protocols typically would have isolated the resulting outage to the Yuma area. 
The reason that did not occur in this case will be the focal point of the 
investigation into the event, which already is underway."

 Other threats and considerations including “unintended consequences” 
Whas’ that mean?



Other threats and considerations including “unintended 
consequences” – Whas’ that mean?

"This was not a deliberate act. The employee was just switching out a piece 
of equipment that was problematic,“…It's possible that extreme heat in the 
region also may have caused some problems with the transmission lines…










