REQUEST FOR PROPOSALS (“RFP”)

Issuing Agency: State of Connecticut Insurance Department
153 Market Street, 7th Floor
P.O. Box 816
Hartford, CT 06142-0816

Title: Request for Proposals to Conduct Cybersecurity Examinations of
a Single State (non-Connecticut based) Health Insurer and a
Multi-Jurisdiction Health Insurer

The Connecticut Insurance Department ("Department”) is seeking a firm with experience
performing cybersecurity examinations to conduct two regulatory examinations focusing on (1) a
non-Connecticut based single state health insurer and (2) a multi-jurisdiction health insurer's
cybersecurity policies, procedures and preparedness. All interested individuals and/or
orgainizations ("Applicant”) are invited to submit to the Department, an original and three copies
of their proposal. The proposal should provide in detail the Applicant's ualifications, credentials
and rates for the professional services.

Proposals must be received no later than September 18, 2015. All proposals must conform
to the requirements as identified in this request. The Department will not accept
electronic submissions.

SEND ALL STATEMENTS DIRECTLY TO THE STATE OF CONNECTICUT INSURANCE
DEPARTMENT, ATTN: JOHN THOMSON, AGENCY PROCUREMENT OFFICER

MAILING ADDRESS: P.O. Box 816, Hartford, CT 06142-0816

OFFICE ADDRESS: 153 Market Street, 7th Floor
Hartford, CT 06103

OFFICE ADDRESS must be used for all express or special delivery mail or for hand delivery of
any documents.

Questions regarding the proposal must be
submitted by email only by: 9/14/15
(submit to john.thomson@ct.gov)

Responses to questions will be posted on
Insurance Department website no later than: 9/16/15
(website = www.ct.gov/cid)

Proposal Receipt Date 9/18/15

Selection to be announced no later than 9/22/15

Contracts targeted to be fully executed no later than 10/15/15

Contractor(s) to begin examination process: Immediately following execution of
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contract
Examination to be completed (with report issued) by: April 29, 2016

In order to be considered for selection, proposals must arrive at the Department on or before the
date specified. Applicants should allow for delivery time to ensure timely receipt of their
proposals by the Department. Late proposals will not be considered.

Background

The Department’s Division of Financial Regulation (“Financial Division”) is charged with
the responsibility of monitoring the financial condition and enterprise risk, including cyber
risks, of insurance companies and health care centers doing business in Connecticut to
ensure the solvency of those entities through comprehensive regulatory oversight and
examination. Using the most cost effective approach to supplement staff resources in the
performance of its statutory obligations, the Department may out-source all or part of a
regulatory examination.

Rejection of Statement

The Department reserves the right to reject any or all proposals if deemed to be in the best
interest of the state to do so or if the proposal is deemed not to conform to the requirements of
this RFP. The Department shall have authority to award contracts to vendors who offer
acceptable proposals to the state, with cost and other factors considered. Proposals will not be
accepted from any entity or person, who is currently (i) a respondent or defendant in any
administrative or civil action brought by the Commissioner alleging misfeasance or negligence in
their professional capacity unless such action has been resolved with a finding or judgment of
no misfeasance or negligence by the respondent or defendant; or (ii) a defendant in any action
brought by the Commissioner in his or her capacity as liquidator or rehabilitator of an insurance
company pursuant to chapter 704c of the Connecticut General Statutes alleging misfeasance or
negligence by the defendant in their professional capacity, unless such action has been
resolved with a finding or judgment of no misfeasance or negligence by the respondent or
defendant.

Following a review of the proposals, the Agency Procurement Officer (“APQ”) shall
recommend a Contractor to the Commissioner for her approval of a qualified contractor that
satisfies the Department’s criteria as set forth in this RFP. The Department will comply with
the non-discrimination and affirmative action provisions of the Connecticut General Statutes
as well as any other laws affecting contracting and the awarding of state contracts along
with any applicable federal laws in the ultimate engagement of outside services.

Rights Reserved to the Department

The Department reserves the right to award in part, to reject any and all proposals in whole or in
part for misrepresentation or if the Applicant is in default of any prior Department contract, or if
the proposal limits or modifies any of the terms and conditions and/or specifications of this RFP.

The Department also reserves the right to waive technical defect, irregularities and omissions, if,
in its judgment, the best interest of the Department will be served. The Department reserves the
right to correct inaccurate awards resulting from its clerical errors. This may include, in extreme
circumstances, revoking the awarding of a contract already made to a proposer and
subsequently awarding the contract to another proposer. Such action on the part of the
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Department shall not constitute a breach of contract on the part of the Department since the
contract with the initial Applicant is deemed to be void ab initio and of no effect as if no contract
ever existed between the Department and the Applicant.

The Department also reserves the right to revise, discontinue or close to additional applicants
this posting at anytime.

Cost Liability

The State of Connecticut assumes no responsibility and no liability for costs incurred by
Applicants prior to their selection as a Contractor for a specific consulting engagement.

General Information

Setting the scope of the examination is the sole responsibility of the Department.

All Applicants should review the template Contract for Consulting Services (“Contract”), and
associated certifications and affidavits as required by state law, samples of which is
attached to this document as Appendix 1. The terms and conditions of the core
Contract for Consulting Services are in conformity with the contracting laws of the
State of Connecticut and are not negotiable. Failure to accept the terms and
conditions of the Contract will be grounds for exclusion from consideration. Exhibit
A to engagement Contract will reflect the negotiated Scope of Service requirements and
compensation arrangements for each specific consulting engagement.

Appendix 2 provides a link to the most recently published Guide to the Code of Ethics for
Current or Potential State Contractors.

Please Note: The terms and conditions of the core Contract as well as the certifications or
affidavits, are subject to change at any time as required by changes to state law or under
the requirements of the Office of the Attorney General, Department of Administrative
Services, State Insurance and Risk Management Board, Office of Policy and Management
or the State Contracting Standards Board. The sample contract provided in Appendix 1 is
representative only and should not be assumed as an offer nor should it be executed.

Instructions to Applicants

Proposals must contain all required information as requested in the section below entitled
“Proposal Format and Content”. In addition, all affidavits or certifications provided as
appendices must be completed in full and returned as part of the statement response.

Questions

Questions regarding this RFP must be submitted in writing by email. Questions should be
directed to:

John Thomson
Agency Procurement Officer
Connecticut Insurance Department
John.Thomson@ct.gov
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Applicant’s Statement

In order to be considered for selection, Applicants must submit a complete response to this
RFP. One (1) original and 3 copies of each Statement must be submitted in hard copy to the
Insurance Department. No other distribution of the Statements shall be made by the bidder.

The complete application package shall consist of a proposal that includes the following
information:

1. A cover letter identifying:
e the original copy of the proposal
e contact information (including name, title, postal address, email address, telephone
and fax numbers)
e a statement certifying that all information included in the proposal and submitted is
accurate to the best of the applicant’s knowledge and belief
e a statement certifying that the Applicant has received a copy of the current Guide to
the Code of Ethics for Current or Potential State Contractors
e A statement certifying that the Applicant has reviewed the sample Contract and
certifications and affidavits and understands that a condition of being considered as
a viable candidate is acceptance of the terms and conditions of the core Contract,
certifications and affidavits without any opportunity to negotiate any terms,
conditions or provisions other than the scope of service and cost for each service to
be rendered. (Please do not execute the sample Contract or any of the
certifications/affidavits.)
2. The cover letter must be signed by the applicant’s chief executive officer or an individual
authorized to act in such capacity for the applicant;
3. Consecutive page numbering for easy reference
4. A proposal table of contents and identification of proposal sections
5. Identifiable and specific responses to each of the particular criteria set forth in this RFP

Acceptance of Proposal Content

The contents of the proposal of any successful Applicant will become a part of any contract
awarded as a result of these specifications.

Term of Contract

The contract for services will be for the period of the examination. This will be defined once the
contract is awarded and the detailed workplan is developed. Award of the Contract will
necessitate that the Contractor is immediately available to initiate planning and execution of the
examination.

Oral Presentation
The Department will not require oral presentations.

Price Changes

All prices when established and agreed upon shall be firm and not subject to increase during the
period of the contract.
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Proposal Format and Content

All instructions, terms and conditions contained in the proposal must be met in order to qualify
for consideration of award. Those proposals which do not meet those conditions will be
considered non-responsive.

The Statement must be submitted in three, easily identifiable sections as follows:

e Section 1 - Organizational Support and Experience

This section shall contain all pertinent information relating to Applicant’s organization,
personnel and experience that would substantiate its qualifications and capabilities to
perform the services required by the scope of the RFP.

e Section 2 - Technical Statement

This section shall provide an overview of the approach the Applicant would use to conduct
the cybersecurity examination. A sample workplan should be provided.

e Section 3 - Cost Statement
This section shall contain a proposed cost structure for the Applicant.

Section 1 - Organization Support and Experience

The Applicant shall submit a description of the administration and operation of its organization.
This section of the statement shall contain at least the following information:

1. Location of Applicant’s headquarters and nearest offices. Include copy of Certificate of
Incorporation or Partnership.

2. Any Applicant shall provide the following about itself and any parent corporation and all
subsidiaries and affiliates: (1) an organizational chart by ownership of all affiliated entities;
(2) the names and addresses of owners/partners/shareholders of each entity; and (3) the
names and addresses of members of the Board of each entity.

3. Statement that the Applicant firm has been issued the Certified Incident Response
Assistance designation issued by the National Security Agency. Applicant should identify
any other designations held by the firm or potential project staff member.

4. A chart of the Applicant’s organization which shows, for key project staff members, their
level of responsibility within that organization. Provide an estimate of the number, types and
functions of the personnel considered necessary to the administration and operation of the
organization on a statewide basis with a separate job description detailing the roles of key
persons. Include an explanation of the contractual and financial relationships between the
Applicant and the personnel who will actually be responsible for providing consulting
services.

5. Alist of any other regulatory entities with which the Applicant is similarly contracted for
cybersecurity examinations. This list shall include a brief description of the nature of any
such arrangement.

6. Inresponding to this RFP, the Applicant must describe the means by which it will:
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¢ Provide personnel who possess the appropriate training and qualifications for the area in
which they will be providing consulting services. The proposal should include the criteria
to be used for the selection of personnel.

o Ensure the availability of appropriate personnel as needed for timely and efficient
services.

e Ensure the neutrality and objectivity of all personnel providing consulting services and
avoid conflicts of interest. Provide affirmative evidence that no conflict of interest exists.

SECTION 2 TECHNICAL STATEMENT:
This section of the proposal shall contain at least the following information:

1. A brief introduction outlining the Applicant’s overall technical approach to complete the total
project and illustrating an understanding of how to conduct a cybersecurity examination.
2. A sample workplan description of how the work will be accomplished. Simple statements
that a task will be completed are not acceptable. Explain the processes to be used to :
e Scope the examination and determine the examination objectives with the State
e Conduct an assessment of the insurer's cyber environment, including the identification of
all critical systems, networks, databases, third party interfaces, and cyber framework
e Assess risk governance environment and requirements including corporate policies,
practices and internal training.
e Assess cybersecurity practices and controls and potential vulnerabilities
o Identify potential internal and external threats and response capabilities
o Identify gaps in the insurer's cyber readiness and related security framework.

3. A summary of the problems which the Applicant may encounter and its
solution to those potential problems should be provided.

Section 3 - Cost Statement

Proposal statement shall contain separate hourly rates for each class of personnel used to
perform the examination and estimated examination expenses for the single state and the multi-
jurisdication exams. Please break out each exam separately.

STATEMENT EVALUATION CRITERIA

The following criteria, not necessarily listed in order of significance, will be used to evaluate
statements:

1. The gqualifications and quantified experience of personnel to be providing consulting
services.

2. The firms past performance on projects of similar scope and size.

3. The ability of the Applicant, as judged by the State, to successfully complete the
assignments within the proposed schedule.

4. Costsl/fee structure.
A recommendation to engage the selected Applicant will be submitted to the Agency

Procurement Officer (“APQO") who will make a recommendation to the Commissioner. The
Commissioner shall either accept, reject or modify the APO’s recommendation.
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Once an Applicant is selected to be the Contractor, the Department, in accordance with
provisions of the Connecticut General Statutes, will prepare the actual Contract for
Consulting Services (“Contract”). Statutory contractual provisions, a detailed description of
the services to be provided, staffing levels, professional fees and expenses, deliverables,
time frame for completion as well as the responsibilities of the service provider and the
Department will be specified in the Contract.

By execution of the Contract, the selected service provider expressly agrees to comply with
all statutory provisions of the core Contract.

In preparation for developing the Scope of Services, the proposed service provider(s) may be
required to review workpapers, recorded information, documents and copies thereof produced
by, obtained by or disclosed by the commissioner or any person in the course of the contracted
service. Pursuant to Conn. Gen. Stat. §38a-8(f):

The commissioner shall maintain, as confidential, information obtained, collected or
prepared in connection with examinations, inspections or investigations, and complaints
from the public received by the Insurance Department if such records are protected from
disclosure under federal law or state statute or, in the opinion of the commissioner, such
records would disclose, or would reasonably lead to the disclosure of: (1) Investigative
information the disclosure of which would be prejudicial to such investigation, until such
time as the investigation is concluded; or (2) personal, financial or medical information
concerning a person who has filed a complaint or inquiry with the Insurance Department,
without the written consent of the person or persons to whom the information pertains.

With respect to examinations, the provisions of Conn. Gen. Stat. Sec. 38a-14(j) would be
applicable:

All working papers, recorded information, documents and copies thereof produced by,
obtained by or disclosed to the commissioner or any other person in the course of an
examination made under this section shall be given confidential treatment, shall not be
subject to subpoena and shall not be made public by the commissioner or any other
person, except to the extent provided in subsection (i) of this section. Access to such
information may be granted by the commissioner to the National Association of
Insurance Commissioners so long as it agrees, in writing, to hold it confidential.

There are various other confidentiality provisions which are applicable to other types of services
to be provided. The proposed service providers may be asked to complete
Nondisclosure/Confidentiality Agreements prior to accessing any information which may be
considered to be confidential by statute.

Please note: Pursuant to Con. Gen. Stat. Sec. 38a-14, the cost of the examination will be
borne by the company being examined. This is a no cost to the state examination. The
Contractor’s bills must be submitted to the Department for review and approval. The
Department will forward all approved invoices for payment to the insurer pursuant to the above
statute. In addition to its professional fees, the Contractor may bill for reasonable expenses
associated with the performance of the Contract.

All Contracts must be executed by a party who is authorized to bind the contract as
evidenced by a board of directors’ resolution or certification under oath.
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THE ENGAGEMENT EVALUTION PROCESS

Not later than sixty days after a service provider completes work on a contract, the
Department’s supervising examiner involved in the oversight of the examination will
complete a written evaluation of the service provider’s performance. The criteria to be
considered includes but is not limited to the following:

o Knowledge and understanding of Connecticut’s regulatory framewaork:
e Performance (quality, quantity, thoroughness, accuracy and timing);

o Communicating and reporting progress to the Department at regular
intervals;

o Ability to deliver contracted services within agreed upon cost
estimates; and

e Value added (training, researching issues, understanding and
documenting new developments).

The Department’s evaluation will also take into consideration the service provider’'s
understanding of the scope of the assignment, time frame in which it was completed, the
final work product and final cost of the services provided in comparison to the original
estimate. A Contractor must receive a satisfactory evaluation to be eligible for future
projects.
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APPENDIX 1
SAMPLE EXAMINATION CONTRACT (as of September 2014) - NOT FOR EXECUTION —
STATUTORY REFERENCES WILL BE MODIFIED FOR PARTICULAR CATEGORY OF
SERVICES

CONTRACT FOR CONSULTING SERVICES

This Contract (hereinafter “Contract”) is entered into between the STATE OF CONNECTICUT acting
through the Insurance Commissioner of the State of Connecticut, (hereinafter the “State”) and
[CONTRACTOR NAME] (hereinafter the “Contractor”). The parties hereto agree that the services
specified in this Contract shall be provided by the Contractor in strict compliance with the provisions of
this Contract.

1. Statutory Authority

The State is authorized to enter into this Contract pursuant to sections 4-8, 38a-8, 38a-14 and 38a-14a of
the Connecticut General Statutes.

2. Entire Contract

This Contract embodies the entire contract between the State and the Contractor on the matters
specifically addressed herein. The parties shall not be bound by or be liable for any statement,
representation, promise, inducement or understanding of any kind or nature not set forth herein. This
Contract shall supersede all prior written Contracts between the parties and their predecessors related to
the examination of on behalf of [COMPANY BEING EXAMINED] (hereinafter referred to as the
“Company”), pursuant to section 38a-14 of the Connecticut General Statutes (“Examination”). No
changes, amendments, or modifications of any of the terms or conditions of the Contract shall be valid
unless reduced to writing and signed by all parties. This Contract shall inure to the benefit of each party’s
heirs, successors, and assigns. In the event of a conflict between the main body of this Contract and an
Exhibit to this Contract, the provisions of the main body of this Contract shall prevail.

3. Amendment of the Contract

When reasonable or necessary changes to the services or fees described in Exhibit A to this Contract are
requested, the Contractor shall promptly advise the State as to whether it agrees to the proposed changes
and estimate their monetary effect, if any. The Contractor shall implement no change unless it is
approved by the State in writing; and, unless otherwise agreed to in writing, the provisions of this
Contract shall apply to all changes in the Contractor’s services. If the State determines that any change
materially affects the cost or time of performance of this Contract as a whole, the Contractor and the State
will mutually agree to an equitable adjustment, and this Contract shall be modified accordingly. Except
for extensions made in accordance with the section dealing with the Duration of the Contract, no
amendment to or modification or other alteration of the Contract shall be valid or binding upon the State
unless made in writing, signed by all parties to the Contract, and if applicable, approved by the
Connecticut Attorney General.

4, Duration of Contract

This Contract shall be in effect from the date of execution of this Contract by all parties through
completion of the Examination, including any legal or regulatory proceedings that may arise as a result of
the Examination, unless terminated pursuant to section 32 of this Contract. The duration of this Contract
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will be extended to accommodate changes in services made in accordance with section 3 of this Contract,
or upon the express written agreement of the State and the Contractor.

5. Price Schedule, Payment Terms and Billing

Payment terms under this Contract are set forth in Exhibit A. Payment shall be made only after the State
receives and accepts the goods and or the services as set forth in Exhibit A and after it receives a properly
completed invoice.

6. Contractor Changes

The Contractor shall notify the State in writing no later than ten (10) days from the effective date of any
change in:

(@) its certificate of incorporation or other organizational document;
(b) more than a controlling interest in the ownership of the Contractor; or
(c) the individual(s) in charge of the performance of the Contract.

This change shall not relieve the Contractor of any responsibility for the accuracy and completeness of the
performance of the Contract. The State, after receiving written notice by the Contractor of any State’s
satisfaction, that any individuals retiring or otherwise separating from the Contractor have been
compensated in full or that provision has been made for compensation in full, for all work performed
under terms of the Contract. The Contractor shall deliver such documents to the State in accordance with
the terms of the State’s written request. The State may also require, and the Contractor shall deliver, a
financial statement showing that solvency of the Contractor is maintained. The death of any Contractor
Party, defined as “a Contractor’s members, directors, officers, shareholders, partners, managers, principal
officers, representatives, agents, servants, consultants, employees or any one of them or any other person
or entity with whom the Contractor is in privity of oral or written contract and the Contractor intends for
such other person or entity to perform under the Contract in any capacity”, as applicable, shall not release
the Contractor from the obligation to perform under the Contract; the surviving Contractor Parties, as
appropriate, must continue to perform under the Contract until performance is fully completed.

7. Cost Modifications

The parties may agree to a reduction in the cost of the Contract at any time during which the Contract is
in effect. Without intending to impose a limitation on the nature of the reduction, the reduction may be to
hourly, staffing, or unit costs, the total cost of the Contract or the reduction may take such other form as
the State deems to be necessary or appropriate.

8. Contractor Responsibilities

@) The Contractor agrees to provide the State, as agent for the State for the services herein, in the
manner described in Exhibit A, the services set forth in Exhibit A attached hereto.

(b) To assist the State in its Examination, the State is engaging the services of the Contractor as an
examiner pursuant to section 38a-14 of the Connecticut General Statutes, and as such, the
Contractor is afforded all of the immunities and protections set forth in that section, particularly
section 38a-14(k) of the Connecticut General Statutes. As between Contractor and Company,
Contractor will undertake this engagement in reliance upon its understanding that (1) Contractor
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(©)

(d)

(€)

(f)

(9)

(h)

(i)

will be responsible to the State, and not the Company, for the conduct of its work and the report
of its findings thereon, and (2) Contractor will have no responsibility to the Company for any
subsequent developments, whether based upon such report or otherwise.

The services to be provided in accordance with this Contract by the Contractor will be conducted
at the direction of the Examiner-In-Charge and will not constitute an audit opinion, as defined by
the American Institute of Certified Public Accountants (AICPA).

The Contractor agrees invoices shall be generated on a monthly basis, and submitted to the State
by the end of the following month for approval. Such invoices shall include a description of all
charges billed. Within fifteen days of receipt of an invoice by the State, the State shall submit the
invoice to the Company for payment in accordance with this Contract and section 38a-14 of the
Connecticut General Statutes, or notify the Contractor of any required changes in the invoice.

The Contractor agrees to provide services as specified by this Contract in a manner that shall
reflect its high regard for quality and that is consistent with the procedures as outlined in the
NAIC Examiners Handbook.

Contractor agrees to provide services as specified by the Contract in a manner that shall reflect its
high regard for quality. Contractor agrees to take all reasonable steps necessary to safeguard data,
files, reports, or other information from loss, destruction, or erasure. The State agrees to notify
Contractor, in writing, of any incident that may give rise to liability on the part of Contractor
within ten (10) days of the date of its acquiring knowledge of such potential liability. Contractor
agrees to notify the State, in writing, of any incident that may give rise to liability on the part of
the State within ten (10) days of the date of its acquiring knowledge of such potential liability.

The parties agree that the services to be provided under this Contract cannot be relied upon to
disclose errors, irregularities including fraud or defalcations or illegal acts that may exist. The
Contractor specifically agrees, however, that the Contractor shall inform the State of any such
matters that come to its attention.

The Contractor recognizes section 1-86e(a) of the Connecticut General Statutes which states: No
person hired by the state as a consultant or independent contractor shall (1) use the authority
provided to the person under the contract, or any confidential information acquired in the
performance of the contract, to obtain financial gain for the person, an employee of the person or
a member of the immediate family of any such person or employee; (2) accept another state
contract which would impair the independent judgment of the person in the performance of the
existing contract; or (3) accept anything of value based on an understanding that the actions of the
person on behalf of the state would be influenced.

The Contractor will use software designated by the State to complete the Examination. At the
request of the Contractor, the State may install software designated by the State for completion of
the Examination on any computer designated by the Contractor. The Contractor agrees not to
share, copy, load, transfer or use the software installed by the State for any purpose except
providing the services for the State set forth in this Contract, without the prior written approval of
the State. Any software installed by the State on any computer designated by the Contractor must
be removed and destroyed upon completion of the Examination or termination of this Contract,
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(d)
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whichever is sooner. Upon request of the State, the Contractor will certify in writing that such
software has been removed and destroyed. The Contractor recognizes that such software is
subject to a licensing agreement entered into by the State. The Contractor will execute the
Confidentiality Agreement attached hereto as Exhibit C concerning the use of TeamMate®
software.

In the event of any related legal, regulatory or other proceeding related to this Examination, the
Contractor agrees to provide testimony as required regarding the services provided and the
information reviewed.

Independent Contractor

The Contractor agrees to perform the Services hereunder solely as an Independent Contractor.
The Parties to this Contract agree that it does not create any actual or apparent partnership,
franchise, or relationship of employer and employee between the parties. The Contractor is not
authorized to enter into or commit the Company or State to any agreements, and the Contractor
shall not represent itself as the agent or legal representative of the Company.

The Contractor is not entitled to participate in any State or Company benefit program, including
without limitation any health or retirement plans. The Contractor is not entitled to any
remuneration, benefits, or expenses other than as specifically set forth in this Contract.

The Company and State are not liable for taxes, Workers’ Compensation, unemployment
insurance, employers' liability, employer's FICA, social security, withholding tax, or other taxes
or withholding for or on behalf of the Contractor or any other person consulted or employed by
the Contractor in performing the services set forth in this Contract. All such costs are the
Contractor's responsibility.

The Contractor represents that it is fully experienced and properly qualified to perform the
services provided for herein, and that it is properly licensed, equipped, organized and financed to
perform such services. The Contractor shall maintain complete control over its employees, if
any. The Contractor shall perform all services in accordance with the requirements of this
Contract, and all applicable laws and regulations.

The Contractor has thoroughly searched its records deemed by the Contractor to be relevant to the
services to be provided in accordance with this Contract, and represents that based on such
search, services rendered by the Contractor to the State hereunder do not in any way conflict with
other contractual commitments with or by the Contractor. The State recognizes that the
Contractor is, however, engaged by new clients everyday and cannot assure that following
commencement of the services, engagements with clients which may create a potential conflict
will not occur with the Contractor. The Contractor will notify the State should they identify a
conflict that occurs following commencement of services under this Contract.

Contractor Representations and Warranties

The Contractor, represents and warrants to State for itself and any Contractor Parties, that:

(a) if they are entities, they are duly and validly existing under the laws of their respective states of

organization and authorized to conduct business in the State of Connecticut in the manner
contemplated by the Contract. Further, as appropriate, they have taken all necessary action to
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(b)

(c)

(d)

(e)

(f)

(g)

(h)

(i)

(k)

authorize the execution, delivery and performance of the Contract and have the power and authority
to execute, deliver and perform their obligations under the Contract;

they will comply with all applicable State and Federal laws and municipal ordinances in satisfying
their obligations to the State under and pursuant to the Contract, including, but not limited to (1)
Connecticut General Statutes Title 1, Chapter 10, concerning the State’s Codes of Ethics;

the execution, delivery and performance of the Contract will not violate, be in conflict with, result in
a breach of or constitute (with or without due notice and/or lapse of time) a default under any of the
following, as applicable: (1) any provision of law; (2) any order of any court or the State; or (3) any
indenture, agreement, document or other instrument to which it is a party or by which it may be
bound,

they are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any governmental entity;

as applicable, they have not, within the three years preceding the Contract, in any of their current or
former jobs, been convicted of, or had a civil judgment rendered against them or against any person
who would perform under the Contract, for commission of fraud or a criminal offense in connection
with obtaining, attempting to obtain, or performing a transaction or contract with any governmental
entity. This includes, but is not limited to, violation of Federal or state antitrust statutes or
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making
false statements, or receiving stolen property;

they are not presently indicted for or otherwise criminally or civilly charged by any governmental
entity with commission of any of the offenses listed above;

they have not within the three years preceding the Contract had one or more contracts with any
governmental entity terminated;

they have not employed or retained any entity or person, other than a bona fide employee working
solely for them, to solicit or secure the Contract and that they have not paid or agreed to pay any
entity or person, other than a bona fide employee working solely for them, any fee, commission,
percentage, brokerage fee, gifts, or any other consideration contingent upon or resulting from the
award or making of the Contract or any assignments made in accordance with the terms of the
Contract;

to the best of their knowledge, there are no claims involving the Contractor or Contractor Parties that
might reasonably be expected to materially adversely affect their businesses, operations, assets,
properties, financial stability, business prospects or ability to perform fully under the Contract;

they shall disclose, to the best of their knowledge, to the State in writing any claims involving them
that might reasonably be expected to materially adversely affect their businesses, operations, assets,
properties, financial stability, business prospects or ability to perform fully under the Contract, no
later than ten (10) calendar days after becoming aware or after they should have become aware of any
such claims.

they are able to perform under the Contract using their own resources or the resources of a party who
is not a Contractor;

they have paid all applicable workers’ compensation second injury fund assessments concerning all
previous work done in Connecticut;
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(m) they have a record of compliance with Occupational Health and Safety Administration regulations
without any unabated, willful or serious violations;

(n) they owe no unemployment compensation contributions;

(o) they are not delinquent in the payment of any taxes owed, or, that they have filed a sales tax security
bond, and they have, if and as applicable, filed for motor carrier road tax stickers and have paid all
outstanding road taxes;

(p) each Contractor Party has vested in the Contractor plenary authority to bind the Contractor Parties to
the full extent necessary or appropriate to ensure full compliance with and Performance in accordance
with all of the terms and conditions of the Contract and that all appropriate parties shall also provide,
no later than fifteen (15) days after receiving a request from the State, such information as the State
may require to evidence, in the State’s sole determination, compliance with this section.

11. Notices

All notices, demands, requests, consents, approvals or other communications required or permitted to be
given or which are given with respect to this Contract (for the purpose of this section collectively called
“Notices”) shall be deemed to have been effected at such time as the notice is placed in the U.S. mail, first
class and postage pre-paid, return receipt requested, or, placed with a recognized, overnight express
delivery service that provides for a return receipt or emailed or faxed. All such Notices shall be in writing
and shall be addressed as follows:

STATE:

CONTRACTOR:

The parties may change their respective addresses and appoint successors to the individuals identified to
receive notices under this paragraph upon prior written notification to the other parties.

12. Laws and Requlations

The Contractor, its employees and representatives shall at all times comply with all applicable laws,
ordinances, statutes, rules, regulations and orders of governmental authorities, including those having
jurisdiction over its registration and licensing to perform services hereunder. All references in this
Contract to any statute, public act, regulation, code or executive order shall mean such statute, public act,
regulation, code or executive order, respectively, as it has been amended, replaced or superseded at any
time. Notwithstanding any language in this Contract that relates to such statute, public act, regulation,
code or executive order, and notwithstanding a lack of a formal amendment to this Contract, this Contract
shall always be read and interpreted as if it contained the most current and applicable wording and
requirements of such statute, public act, regulation, code or executive order as if their most current
language had been used in and requirements incorporated into this Contract at the time of its execution.

13. Forum and Choice of Law

The parties deem the Contract to have been made in the City of Hartford, State of Connecticut. Both
parties agree that it is fair and reasonable for the validity and construction of the Contract to be, and it
shall be, governed by the laws and court decisions of the State of Connecticut, without giving effect to its
principles of conflict of laws. To the extent that any immunities provided by the Federal law or the laws
of the State of Connecticut do not bar an action against the State, and to the extent that these courts are
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courts of competent jurisdiction, for the purpose of venue, the complaint shall be made returnable to the
Judicial District of Hartford only or shall be brought in the United States District Court for the District of
Connecticut only, and shall not be transferred to any other court, provided, however, that nothing here
constitutes a waiver or compromise of the sovereign immunity of the State of Connecticut. The
Contractor waives any objection which it may now have or will have to the laying of venue of any claims
in any Claims in any forum and further irrevocably submits to such jurisdiction in any suit, action or
proceeding.

14. Labor and Personnel

At all times, the Contractor shall utilize qualified personnel necessary to perform the services under this
Contract.

15. Conflicts, Errors, Omissions and Discrepancies

In case of conflicts, discrepancies, errors or omissions among the various parts of this Contract, any such
matter shall be submitted immediately by the Contractor to the State for clarification. The State shall
issue such clarification within a reasonable period of time. Any services affected by such conflicts,
discrepancies, errors or omissions that are performed by the Contractor prior to clarification by the State
shall be at the Contractor’s risk.

16. Statutory Protections

The Contractor acknowledges the protections afforded the State by section 38a-14(k) of the Connecticut
General Statutes.

17. Nondisclosure

The Contractor shall not release any information concerning the services provided pursuant to this
Contract or any part thereof to any member of the public, press, business entity, or any official body
unless prior written consent is obtained from the State.

18. Inspection

(a) The State may, at reasonable hours, inspect and examine all of the parts of the Contractor’s plants and
places of business which, in any way, are related to, or involved in, the performance of this Contract.

(b) The Contractor shall maintain accurate and complete records. The Contractor shall make all of its
records available at all reasonable hours for audit and inspection by the State.

(c) The State shall make all requests for any audit or inspection in writing and shall provide the
Contractor with at least twenty-four (24) hours’ notice prior to the requested audit and inspection
date. If the State suspects fraud or other abuse, or in the event of an emergency, the State is not
obligated to provide any prior notice.

(d) All audits and inspections shall be at the State’s expense.
(e) The Contractor shall keep and preserve or cause to be kept and preserved all of records until three (3)
years after the latter of (i) final payment under this Agreement, or (ii) the expiration or earlier

termination of this Agreement, as the same may be modified for any reason. The State may request
an audit or inspection at any time during this period. If any Claim or audit is started before the
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expiration of this period, the Contractor shall retain or cause to be retained all records until all claims
or audit findings have been resolved.

(f) The Contractor shall cooperate fully with the State in connection with an audit or inspection.
Following any audit or inspection, the State may conduct and the Contractor shall cooperate with an
exit conference.

(9) The Contractor shall incorporate this entire section verbatim into any contract or other agreement that
it enters into with any subcontractor.

19. Workpapers

@) All of the services performed by the Contractor relating to the subject of this Contract are subject
to the review, inspection and approval of the State, and therefore, any and all written and
electronic records, including but not exclusively limited to any books, papers, notes, files,
records, memos, drafts, findings, draft reports, and reports related to such services (hereinafter
“Workpapers” or “Workpaper”) shall be subject to the inspection and approval of the State. The
Contractor shall furnish all Workpapers and additional information requested by the State to the
State and grant the State’s duly authorized representatives free access to any Workpapers at all
reasonable times, upon twelve (12) hours notice to the Contractor. At the State’s request, the
Contractor shall provide the State with certified copies of Workpapers in the possession or control
of the Contractor. The Workpapers may be provided in an electronic format that is acceptable to
the State.

(b) The Contractor agrees that all Workpapers shall remain the property of the State and all
Workpapers retained by the Contractor are retained on behalf of the State. All Workpapers
retained by the Contractor shall be stored by the Contractor for a period of (7) years or until the
next examination of the Company or the next accreditation review of the State by the National
Association of Insurance Commissioners (hereinafter “NAIC”) is completed, whichever is later
(hereinafter “Retention Period™”). During the Retention Period, the Contractor shall maintain all
Workpapers in its possession in the office or facility closest to the State’s office that is
appropriate for the retention of documents. After or during the Retention Period or upon
completion of the services provided in accordance with this Contract and any regulatory or legal
proceeding associated with the Examination, the State may take possession of any original
Workpapers retained by the Contractor and the Contractor shall submit such Workpapers to the
State in accordance with the State’s direction. The Contractor may retain photocopies of the
original Workpapers and may retain any original Workpapers the State does not wish to possess.
All such materials are to be kept confidential and in a secure location unless and until such time
as the documents lose their confidentiality as set forth in subsection 23(b) of this Contract.

() The Contractor agrees to maintain all Workpapers as confidential information owned by the State.
The Contractor recognizes the protections of section 38a-14(j) of the Connecticut General
Statutes afforded to the Workpapers, and will abide by any other confidentiality protections
afforded to the Workpapers by applicable law. The Contractor shall only disclose Workpapers to
its own employees as necessary to perform the job as outlined in Exhibit A and to the State unless
permitted, in writing, by the State to do otherwise.
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(d) The Contractor agrees to take all reasonable steps necessary to safeguard the Workpapers, or
other information from loss, destruction, unauthorized disclosure or erasure during the course of
the Contract and the Retention Period.

(e) The Contractor agrees that excerpts of any Workpaper generated by the Contractor may be
included in a final examination report issued by the State. The contents of the final examination
report will be determined at the sole discretion of the State, and it is the sole responsibility of the
State to interpret the Contractor's findings and to make representations regarding said
interpretations.

20. Non-Waiver

None of the conditions of this Contract shall be considered waived by the State, the Company, or the
Contractor unless given in writing. No such waiver shall be a waiver of any past or future default, breach
or modification of any of the conditions of this Contract unless expressly stipulated in such waiver.

21. Promotion

@) Unless specifically authorized in writing by the Commissioner on a case by case basis, the
Contractor shall have no right to use, and shall not use, the name of the State of Connecticut, its
officials or employees, or the seal of the State:

Q) in any advertising, publicity, promotion; nor
(2) to express or to imply any endorsement of the Contractor’s products or services; nor

3 in any manner (whether or not similar to uses prohibited by subparagraphs (1) and (2)
above), except only to prepare and deliver in accordance with this Contract such items as
are hereby contracted for by the State.

(b) Unless specifically authorized in writing by the Company on a case by case basis, the Contractor
shall have no right to use, and shall not use, the name of the Company, their subsidiaries or
affiliates, their officials or employees, or the servicemarks or trademarks of the Company, its
parents, subsidiaries, or affiliates or any information concerning the services provided pursuant to
this Contract:

@ in any advertising, publicity, promotion; nor
2 to express or to imply any endorsement of the Contractor’s products or services; nor

(3) in any manner (whether or not similar to uses prohibited by subparagraphs (1) and (2)
above), except only to prepare and deliver in accordance with this Contract such items as
are hereby contracted or required by law.

(c) Notwithstanding the provisions of paragraphs (a) and (b) above, nothing herein shall preclude or
limit the Contractor from referring to the State or the Company as an entity that has engaged or
have been the subject of services performed by the Contractor in connection with similar
contracts providing it is done in the ordinary course of marketing its business and only the general
nature of the services rendered to the State or Company in connection with this Contract are
described.
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22.

Survival

The rights and obligations of the parties which by their nature survive termination or completion of this
Contract, including but not limited to those set forth in sections 16, 18, 19, 21, 23, 41, 42, and 43 of this
Contract, shall remain in full force and effect.

23.

(a)

(b)

(©)

(d)

(€)

Confidentiality of Proprietary Information

As provided by section 38a-14(j) of the Connecticut General Statutes, the State and the
Contractor agree that all Workpapers, working papers, recorded information, documents and
copies thereof, and all other information written or oral, produced by, obtained by or disclosed to
the State and the Contractor in the course of providing the services contemplated by this Contract
(“Proprietary Information”) shall be forever given confidential treatment, shall not be subject to
subpoena and shall not be made public by the State or the Contractor, except that the State may
make certain limited disclosures in accordance with sections 38a-14(i) and (j) of the Connecticut
General Statutes;

Proprietary Information shall not include information which (1) is or becomes available to the
public other than as a result of a disclosure by the Contractor or its representatives; (2) was or
becomes available to the Contractor on a non-confidential basis from a source other than the
Company, the State or their respective representatives, provided that such source is not known by
the Contractor to be bound by a confidentiality agreement with or other contractual, legal or
fiduciary obligation of confidentiality to the Company, the State, or any of their respective
representatives with respect to such Proprietary Information; (3) is developed by the Contractor
independently of any disclosures of information by the State or the Company; or (4) is disclosed
by the Company in connection with litigation between or among parties hereto arising hereunder;

The Contractor further agrees not to use such Proprietary Information for any purpose other than
the provision of services as contemplated by this Contract, and that the Company shall have the
right to enforce the terms of this section against the Contractor. The Contractor also agrees that
damages would not be a sufficient remedy for any breach of this Contract by the Contractor or its
representatives, that in addition to all other remedies the State and the Company shall be entitled
to seek specific performance and injunctive or other equitable relief as a remedy for any such
breach. The Contractor also agrees to waive, and to use its best efforts to cause its representatives
to waive, any requirement for the securing or posting of any bond in connection with any such
remedy;

The Contractor shall be permitted to disclose Proprietary Information only to the Contractor’s
employees who will have need of such data or information in connection with the performance of
this Contract. The Contractor shall clearly instruct such employees not to violate the
confidentiality provisions contained herein, and the Contractor shall take appropriate steps to
ensure that such obligations are fulfilled; and

In the event that the Contractor is requested or directed (by deposition, interrogatories, requests
for information or documents in legal proceedings, subpoenas, civil investigative demand or
similar process), in connection with any legal or regulatory proceedings, to disclose any
Proprietary Information, the Contractor shall give the Company and the State prompt written
notice of such request or direction so that the Company and the State may independently or
jointly seek an appropriate protective order or other remedy. The Company may alternatively
waive compliance with the relevant provisions of this Contract pertaining to the Proprietary
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Information, provided that the State also agrees that the requested disclosure is appropriate and
permissible under the relevant provisions of the Contract and the Connecticut General Statutes.
In the event that such protective order or any other remedy is not obtained, or the Company waive
compliance with the relevant provisions of this Contract with the State’s assent, the Contractor
shall furnish only that portion of the Proprietary Information that is legally required to be
disclosed.

24. Notification of Liability

@) The State agrees to notify the Contractor, in writing, of any incident that the State recognizes as
giving rise to liability on the part of the Contractor within ten (10) days of the date of its
acquiring knowledge of such potential liability; and

(b) The Contractor agrees to notify the State, in writing, of any incident that the Contractor
recognizes as giving rise to liability on the part of the State within ten (10) days of the date of its
acquiring knowledge of such potential liability.

25. Executive Orders Numbers 3,16 & 17

This Contract is subject to the provisions of Executive Order No. Three of Governor Thomas J. Meskill,
promulgated June 16, 1971, concerning labor employment practices, Executive Order No. Seventeen of
Governor Thomas J. Meskill, promulgated February 15, 1973, concerning the listing of employment
openings and Executive Order No. Sixteen of Governor John G. Rowland promulgated August 4, 1999,
concerning violence in the workplace, all of which are incorporated into and are made a part of the
Contract as if they had been fully set forth in it. The Contract may also be subject to Executive Order No.
14 of Governor M. Jodi Rell, promulgated April 17, 2006, concerning procurement of cleaning products
and services and to Executive Order No. 49 of Governor Dannel P. Malloy, promulgated May 22, 2015,
mandating disclosure of certain gifts to public employees and contributions to certain candidates for
office. If Executive Order 14 and/or Executive Order 49 are applicable, they are deemed to be
incorporated into and are made a part of the Contract as if they had been fully set forth in it. At the
Contractor’s request, the State shall provide a copy of these orders to the Contractor.

26. Non-Discrimination

The Contractor agrees to the following provisions required pursuant to section 4a-60a of the
Connecticut General Statutes.

References in this section to "contract” shall mean this Contract and references to "contractor"
shall mean the Contractor.

(a) For purposes of this Section, the following terms are defined as follows:

Q) "Commission" means the Commission on Human Rights and Opportunities;

(i) "Contract” and “contract” include any extension or modification of the Contract or
contract;

(ili) ~ "Contractor" and “contractor” include any successors or assigns of the Contractor or
contractor;

(iv) "Gender identity or expression" means a person's gender-related identity, appearance or

behavior, whether or not that gender-related identity, appearance or behavior is different
from that traditionally associated with the person's physiology or assigned sex at birth,
which gender-related identity can be shown by providing evidence including, but not
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limited to, medical history, care or treatment of the gender-related identity, consistent and
uniform assertion of the gender-related identity or any other evidence that the gender-
related identity is sincerely held, part of a person’s core identity or not being asserted for
an improper purpose.

(v) “good faith" means that degree of diligence which a reasonable person would exercise in
the performance of legal duties and obligations;
(vi)  "good faith efforts” shall include, but not be limited to, those reasonable initial efforts

necessary to comply with statutory or regulatory requirements and additional or
substituted efforts when it is determined that such initial efforts will not be sufficient to
comply with such requirements;

(vii)  "marital status" means being single, married as recognized by the State of Connecticut,
widowed, separated or divorced;

(viii)  "mental disability" means one or more mental disorders, as defined in the most recent
edition of the American Psychiatric Association's "Diagnostic and Statistical Manual of
Mental Disorders", or a record of or regarding a person as having one or more such
disorders;

(ix) "minority business enterprise" means any small contractor or supplier of materials fifty-
one percent or more of the capital stock, if any, or assets of which is owned by a person
or persons: (1) who are active in the daily affairs of the enterprise, (2) who have the
power to direct the management and policies of the enterprise, and (3) who are members
of a minority, as such term is defined in subsection (a) of Connecticut General Statutes §
32-9n; and

x) "public works contract" means any agreement between any individual, firm or
corporation and the State or any political subdivision of the State other than a
municipality for construction, rehabilitation, conversion, extension, demolition or repair
of a public building, highway or other changes or improvements in real property, or
which is financed in whole or in part by the State, including, but not limited to, matching
expenditures, grants, loans, insurance or guarantees.

For purposes of this Section, the terms "Contract” and “contract” do not include a contract where
each contractor is (1) a political subdivision of the state, including, but not limited to, a
municipality, (2) a quasi-public agency, as defined in Conn. Gen. Stat. Section 1-120, (3) any
other state, including but not limited to any federally recognized Indian tribal governments, as
defined in Conn. Gen. Stat. Section 1-267, (4) the federal government, (5) a foreign government,
or (6) an agency of a subdivision, agency, state or government described in the immediately
preceding enumerated items (1), (2), (3), (4) or (5).

(b) (1) The Contractor agrees and warrants that in the performance of the Contract such
Contractor will not discriminate or permit discrimination against any person or group of persons
on the grounds of race, color, religious creed, age, marital status, national origin, ancestry, sex,
gender identity or expression, mental retardation, mental disability or physical disability,
including, but not limited to, blindness, unless it is shown by such Contractor that such disability
prevents performance of the work involved, in any manner prohibited by the laws of the United
States or of the State of Connecticut; and the Contractor further agrees to take affirmative action
to insure that applicants with job-related qualifications are employed and that employees are
treated when employed without regard to their race, color, religious creed, age, marital status,
national origin, ancestry, sex, gender identity or expression, mental retardation, mental disability
or physical disability, including, but not limited to, blindness, unless it is shown by the Contractor
that such disability prevents performance of the work involved; (2) the Contractor agrees, in all
solicitations or advertisements for employees placed by or on behalf of the Contractor, to state
that it is an "affirmative action-equal opportunity employer™ in accordance with regulations
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adopted by the Commission; (3) the Contractor agrees to provide each labor union or
representative of workers with which the Contractor has a collective bargaining Agreement or
other contract or understanding and each vendor with which the Contractor has a contract or
understanding, a notice to be provided by the Commission, advising the labor union or workers’
representative of the Contractor's commitments under this section and to post copies of the notice
in conspicuous places available to employees and applicants for employment; (4) the Contractor
agrees to comply with each provision of this Section and Connecticut General Statutes §8 46a-
68e and 46a-68f and with each regulation or relevant order issued by said Commission pursuant
to Connecticut General Statutes 88 46a-56, 46a-68e and 46a-68f; and (5) the Contractor agrees to
provide the Commission on Human Rights and Opportunities with such information requested by
the Commission, and permit access to pertinent books, records and accounts, concerning the
employment practices and procedures of the Contractor as relate to the provisions of this Section
and Connecticut General Statutes § 46a-56.

(c) Determination of the Contractor's good faith efforts shall include, but shall not be limited
to, the following factors: The Contractor's employment and subcontracting policies, patterns and
practices; affirmative advertising, recruitment and training; technical assistance activities and
such other reasonable activities or efforts as the Commission may prescribe that are designed to
ensure the participation of minority business enterprises in public works projects.

(d) The Contractor shall develop and maintain adequate documentation, in a manner prescribed
by the Commission, of its good faith efforts.

(e) The Contractor shall include the provisions of subsection (b) of this Section in every
subcontract or purchase order entered into in order to fulfill any obligation of a contract with the
State and such provisions shall be binding on a subcontractor, vendor or manufacturer unless
exempted by regulations or orders of the Commission. The Contractor shall take such action with
respect to any such subcontract or purchase order as the Commission may direct as a means of
enforcing such provisions including sanctions for noncompliance in accordance with Connecticut
General Statutes §46a-56; provided if such Contractor becomes involved in, or is threatened with,
litigation with a subcontractor or vendor as a result of such direction by the Commission, the
Contractor may request the State of Connecticut to enter into any such litigation or negotiation
prior thereto to protect the interests of the State and the State may so enter.

(f) The Contractor agrees to comply with the regulations referred to in this Section as they exist
on the date of this Contract and as they may be adopted or amended from time to time during the
term of this Contract and any amendments thereto.

(g) (1) The Contractor agrees and warrants that in the performance of the Contract such
Contractor will not discriminate or permit discrimination against any person or group of persons
on the grounds of sexual orientation, in any manner prohibited by the laws of the United States or
the State of Connecticut, and that employees are treated when employed without regard to their
sexual orientation; (2) the Contractor agrees to provide each labor union or representative of
workers with which such Contractor has a collective bargaining Agreement or other contract or
understanding and each vendor with which such Contractor has a contract or understanding, a
notice to be provided by the Commission on Human Rights and Opportunities advising the labor
union or workers' representative of the Contractor's commitments under this section, and to post
copies of the notice in conspicuous places available to employees and applicants for employment;
(3) the Contractor agrees to comply with each provision of this section and with each regulation
or relevant order issued by said Commission pursuant to Connecticut General Statutes § 46a-56;
and (4) the Contractor agrees to provide the Commission on Human Rights and Opportunities
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with such information requested by the Commission, and permit access to pertinent books,
records and accounts, concerning the employment practices and procedures of the Contractor
which relate to the provisions of this Section and Connecticut General Statutes § 46a-56.

(n)  The Contractor shall include the provisions of the foregoing paragraph in every
subcontract or purchase order entered into in order to fulfill any obligation of a contract with the
State and such provisions shall be binding on a subcontractor, vendor or manufacturer unless
exempted by regulations or orders of the Commission. The Contractor shall take such action with
respect to any such subcontract or purchase order as the Commission may direct as a means of
enforcing such provisions including sanctions for noncompliance in accordance with Connecticut
General Statutes § 46a-56; provided, if such Contractor becomes involved in, or is threatened
with, litigation with a subcontractor or vendor as a result of such direction by the Commission,
the Contractor may request the State of Connecticut to enter into any such litigation or
negotiation prior thereto to protect the interests of the State and the State may so enter.

27. Americans With Disabilities Act

The Contractor shall be and remain in compliance with the Americans with Disabilities Act of 1990
(“Act”), to the extent applicable, during the terms of this Contract. The State may terminate the Contract
if the Contractor fails to comply with the Act.

28. Sovereign Immunity/Litigation

@) The parties acknowledge and agree that nothing in the Contract shall be construed as a
modification, compromise or waiver by the State of any rights or defenses of any immunities
provided by Federal law or the laws of the State of Connecticut to the State or any of its officers
and employees, which they may have had, now have, or will have with respect to all matters
arising out of the Contract. To the extent that this section conflicts with any other section, this
section shall govern.

(b) The Contractor agrees that the sole and exclusive means for the presentation of any claim against
the State arising from this Contract shall be in accordance with Chapter 53 of the Connecticut
General Statutes (Claims Against the State) and the Contractor further agrees not to initiate legal
proceedings in any State or Federal Court in addition to, or in lieu of, said Chapter 53
proceedings.

29. Specification of State Official

Wherever the term “Commissioner” is used in this Contract, it shall include her authorized agent,
employee or designee.

30. Assignment

This Contract shall not be assigned by the Contractor without the express prior written consent of the
State. Notice shall be no less than thirty (30) days prior to the assignment of this Contract and shall
include the identity of the assignee.

31. Severability
If any part or parts of this Contract are held to be void or unenforceable, such part or parts shall be treated

as severable, leaving valid the remainder of this Contract notwithstanding the part or parts found to be
void or unenforceable.
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32.

(a)

(b)

(©)

(d)

(€)

()

(9)

(h)

33.

Termination of Contract

Notwithstanding any provisions in this Contract, the State, through a duly authorized employee, may
terminate the Contract whenever the State makes a written determination that such termination is in
the best interests of the State. The State shall notify the Contractor in writing of termination pursuant
to this section, which notice shall specify the effective date of termination and the extent to which the
Contractor must complete its performance under the Contract prior to such date.

Notwithstanding any provisions in this Contract, the State, through a duly authorized employee, may,
after making a written determination that the Contractor has breached the Contract, terminate the
Contract in accordance with the provisions in the Breach section of this Contract.

The State shall send the notice of termination via certified mail, return receipt requested, to the
Contractor at the most current address which the Contractor has furnished to the State for purposes of
correspondence, or by hand delivery, or by electronic mail. Upon receiving the notice from the State,
the Contractor shall immediately discontinue all services affected in accordance with the notice,
undertake all commercially reasonable efforts to mitigate any losses or damages, and deliver to the
State all Workpapers. The Workpapers are deemed to be the property of the State and the Contractor
shall deliver them to the State no later than thirty (30) days after the termination of the Contract or
fifteen (15) days after the Contractor receives a written request from the State for the Workpapers.
The Contractor shall deliver those Workpapers that exist in electronic, magnetic or other intangible
form in a non-proprietary format, such as, but not limited to, ASCII or TXT.

Upon receipt of a written notice of termination from the State, the Contractor shall cease operations as
the State directs in the notice, and take all actions that are necessary or appropriate, or that the State
may reasonably direct, for the protection, and preservation of the Workpapers and any other property.
Except for any work which the State directs the Contractor to perform in the notice prior to the
effective date of termination, and except as otherwise provided in the notice, the Contractor shall
terminate or conclude all existing subcontracts and purchase orders and shall not enter into any
further subcontracts, purchase orders or commitments.

Upon termination of the Contract, all rights and obligations shall be null and void, so that no party
shall have any further rights or obligations to any other party, except with respect to the sections
which survive termination. All representations, warranties, agreements and rights of the parties under
the Contract shall survive such termination to the extent not otherwise limited in the Contract and
without each one of them having to be specifically mentioned in the Contract.

Termination of the Contract pursuant to this section shall not be deemed to be a breach of contract by
the State.

If the Contractor, during the term of this Contract, shall file for bankruptcy or be adjudicated
bankrupt, or have any judgment of bankruptcy or insolvency entered against it, the State may
terminate this Contract without notice.

In the event of termination of this Contract, the Contractor shall prepare and submit a final invoice to
the State for payment by the Company in accordance with this Contract and section 38a-14 of the
Connecticut General Statutes.

Breach

If either party breaches the Contract in any respect, the non-breaching party shall provide written notice
of such breach to the breaching party and afford the breaching party an opportunity to cure the breach
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within ten (10) days from the date that the breaching party receives such notice. Any other time provided
for in the notice shall trump such ten (10) days. Such right to cure period shall be extended if the non-
breaching party is satisfied that the breaching party is making a good faith effort to cure but the nature of
the breach is such that it cannot be cured within the right to cure period. The notice may include an
effective Contract termination date if the breach is not cured by the stated date and, unless otherwise
modified by the non-breaching party in writing prior to the termination date, no further action shall be
required of any party to effect the termination as of the stated date. If the notice does not set forth an
effective Contract termination date, then the non-breaching party may terminate the Contract by giving
the breaching party no less than twenty four (24) hours' prior written notice. If the State believes that the
Contractor has not performed according to the Contract, the State may withhold payment in whole or in
part pending resolution of the performance issue, provided that the State notifies the Contractor in writing
prior to the date that the payment would have been due in accordance with this Contract and section 38a-
14 of the Connecticut General Statutes.

34. Force Majeure

The Contractor and the State shall not be responsible for delays or failures in performance resulting from
acts beyond its control. Such acts shall include, but not be limited to, acts of God, riots, acts of war,
epidemics, governmental codes or regulations superimposed after the fact, failures of public or private
carrier or utility, fire, communication line failures, earthquakes, or other disasters. In the case of any such
exception, the nonperforming party shall give immediate written notice to the other, explaining the cause
and probable duration of any such nonperformance.

35. Headings

The headings contained in this Contract are for reference purposes only and shall not affect in any way
the meaning or interpretation of this Contract.

36. Contractor Certification

(a) By its signing this Contract, the Contractor certifies that no elected or appointed official or employee
of the State has or will benefit financially or materially from this Contract. This Contract may be
terminated by the State if it is determined that gratuities of any kind were either offered to or
received by any of the aforementioned officials or employees from the Contractor, its agent, or
employees.

(b) The Contractor certifies and attests that neither the Contractor nor any member of Contractor's staff
has provided, or caused to be provided, gifts, as defined in Conn. Gen. Stat. 8 1-79(e), to any state
official or employee of the contracting agency.

(c) The Contractor certifies that it has not been convicted of bribery or attempting to bribe an officer or
employee of the State, nor has made an admission of guilt of such conduct which is a matter of
record.

(d) The Contractor certifies that no business, personal, or investment relationships exist, or have existed,
between the Contractor or members of Contractor's staff and the State.

(e) The Contractor certifies that no items of value have been provided to any elected or appointed
official or employee of the State for which full payment has not been made.
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37. Campaign Contribution Restrictions

For all State contracts defined in Connecticut General Statutes §9-612(f)(1) as having a value in a
calendar year of $50,000 or more or a combination or series of such agreements or contracts having a
value of $100,000 or more, the authorized signatory to this Contract expressly acknowledges receipt of
the State Elections Enforcement Commission’s notice advising state contractors of state campaign
contribution and solicitation prohibitions, and will inform its principals of the contents of the notice, as
set forth in attached “Notice to Executive Branch State Contractors and Prospective State Contractors of
Campaign Contribution and Solicitation Limitations.

38. Incumbency Certificate

The State shall receive true and complete certificates from the Contractor, following the guidelines
attached hereto in Exhibit B and in substantial form to those incumbency certificates attached hereto in
Exhibit B, certifying that the signor is authorized to sign this Contract on behalf of their respective
company.

39. Counterparts and Facsimile Signatures

This Contract may be executed in multiple counterparts, each of which shall be deemed to be an original,
but all of which together shall constitute one and the same instrument. Either copy may be introduced into
evidence during a regulatory or legal proceeding. Facsimile or electronic signatures are original
signatures.

40. No Setoff Against Other Contracts.

Notwithstanding anything to the contrary in this Contract, each of the parties hereto acknowledges and
agrees that it shall have no right hereunder to offset any amounts due or owing (or to become due and
owing) to any other party under this Contract against any amounts due or owing by such other party or
any of its subsidiaries or affiliates under this Contract or any other agreement, contract or understanding.

41, Indemnification

(a) The Contractor shall indemnify, defend and hold harmless the State and its officers, representatives,
agents, servants, employees, successors and assigns from and against any and all (1) actions, suits,
claims, demands, investigations and proceedings of any kind, open, pending, threatened, whether
mature, unmatured, contingent, known or unknown, at law or in equity, in any forum (“Claims”™)
arising, directly or indirectly, in connection with the Contract, including the acts of commission or
omission (collectively, the "Acts") of the Contractor or Contractor’s members, directors, officers,
shareholders, partners, managers, principal officers, representatives, agents, servants, consultants,
employees or any one of them or any other person or entity with whom the Contractor is in privity of
oral or written contract and the Contractor intends for such other person or entity to perform under the
Contract in any capacity (“Contractor Parties”); and (2) liabilities, damages, losses, costs and
expenses, including but not limited to, attorneys' and other professionals' fees, arising, directly or
indirectly, in connection with Claims, Acts or the Contract. The Contractor shall use counsel

Multi-Juris/Single State CyberExam- September 2015Page 25



reasonably acceptable to the State in carrying out its obligations under this section. The Contractor’s
obligations under this section to indemnify, defend and hold harmless against Claims includes Claims
concerning confidentiality of any part of or all of the Contractor’s bids submitted in response to the
State’s request inviting bids, proposals, information or quotes for services or any Working Papers,
any intellectual property rights, other proprietary rights of any person or entity, copyrighted or
uncopyrighted compositions, secret processes, patented or unpatented inventions, articles or
appliances furnished or used in the performance of the Contract.

(b) The Contractor shall not be responsible for indemnifying or holding the State harmless from any
liability arising due to the negligence of the State or any other person or entity acting under the direct
control or supervision of the State.

(c) The Contractor shall reimburse the State for any and all damages to the real or personal property of
the State caused by the Acts of the Contractor or any Contractor Parties. The State shall give the
Contractor reasonable notice of any such Claims.

(d) The Contractor’s duties under this section shall remain fully in effect and binding in accordance with
the terms and conditions of the Contract, without being lessened or compromised in any way, even
where the Contractor is alleged or is found to have merely contributed in part to the Acts giving rise
to the Claims and/or where the State is alleged or is found to have contributed to the Acts giving rise
to the Claims.

(e) The rights provided in this section for the benefit of the State shall encompass the recovery of
attorneys’ and other professionals’ fees expended in pursuing a Claim against a third party.

(F) This section shall survive the termination of the Contract and shall not be limited by reason of any
insurance coverage.

42. Insurance

Before commencing performance of any work under this Contract, the Contractor shall obtain and
maintain at its own cost and expense for the duration of the Contract, the following insurance as described
in (a) through (d) below. The Contractor shall assume any and all deductibles in the described insurance
policies. At the request of the State, the Contractor shall name the State as an additional insured on the
policy and shall provide a copy of the policy to the State prior to the effective date of the Contract. The
Contractor’s insurers shall have no right of recovery or subrogation against the State and the described
Contractor’s insurance shall be primary coverage. The State shall be entitled to recover under the
insurance policy even if a body of competent jurisdiction determines that the State is contributorily
negligent. Any failure to comply with the claim reporting provisions of the policy shall not affect
coverage provided to the State.

(@) Commercial General Liability: $1,000,000 combined single limit per occurrence for bodily
injury, personal injury and property damage. Coverage shall include, Premises and Operations,
Independent Contractors, Products and Completed Operations, Contractual Liability and Broad
Form Property Damage coverage. If a general aggregate is used, the general aggregate limit shall
apply separately to the project or the general aggregate limit shall be twice the occurrence limit.

(b) Automobile Liability: $1,000,000 combined single limit per accident for bodily injury. Coverage
extends to owned, hired and non-owned automobiles. If the Contractor does not own an
automobile, but one is used in the execution of the Contract, then only hired and non-owned
coverage is required. If a vehicle is not used in the execution of the contract, then automobile
coverage is not required.
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(c) Professional Liability: $1,000,000 limit of liability.

(d) Workers” Compensation and Employers Liability: Statutory coverage in compliance with the
compensation laws of the State of Connecticut. Coverage shall include Employer’s Liability with
minimum limits of $100,000 each accident, $500,000 Disease-Policy Limit, $100,000 each
employee.

43, Protection of Confidential Information - Breach of Security or Loss

(a) For purposes of this Section, the following terms are defined as follows:

“Confidential Information” shall mean any name, number or other information that may be used, alone or
in conjunction with any other information, to identify a specific individual including, but not limited to,
such individual's name, date of birth, mother's maiden name, motor vehicle operator's license number,
Social Security number, employee identification number, employer or taxpayer identification number,
alien registration number, government passport number, health insurance identification number, demand
deposit account number, savings account number, credit card number, debit card number or unique
biometric data such as fingerprint, voice print, retina or iris image, or other unique physical
representation. Without limiting the foregoing, Confidential Information shall also include any
information that the Department classifies as “confidential” or “restricted.” Confidential Information shall
not include information that may be lawfully obtained from publicly available sources or from federal,
state, or local government records which are lawfully made available to the general public.

“Confidential Information Breach” shall mean, generally, an instance where an unauthorized person or
entity accesses Confidential Information in any manner, including but not limited to the following
occurrences: (1) any Confidential Information that is not encrypted or protected is misplaced, lost, stolen
or in any way compromised; (2) one or more third parties have had access to or taken control or
possession of any Confidential Information that is not encrypted or protected without prior written
authorization from the State; (3) the unauthorized acquisition of encrypted or protected Confidential
Information together with the confidential process or key that is capable of compromising the integrity of
the Confidential Information; or (4) if there is a substantial risk of identity theft or fraud to the client, the
Contractor, the Department or State.

(b) Contractor and Contractor Parties, at their own expense, have a duty to and shall protect from a
Confidential Information Breach any and all Confidential Information which they come to possess or
control, wherever and however stored or maintained, in a commercially reasonable manner in accordance
with current industry standards.

(c) Each Contractor or Contractor Party shall develop, implement and maintain a comprehensive data -
security program for the protection of Confidential Information. The safeguards contained in such
program shall be consistent with and comply with the safeguards for protection of Confidential
Information, and information of a similar character, as set forth in all applicable federal and state law and
written policy of the Department or State concerning the confidentiality of Confidential Information. Such
data-security program shall include, but not be limited to, the following:

1) A security policy for employees related to the storage, access and transportation of data containing
Confidential Information;

2) Reasonable restrictions on access to records containing Confidential Information, including access to
any locked storage where such records are kept;
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3) A process for reviewing policies and security measures at least annually;

4) Creating secure access controls to Confidential Information, including but not limited to passwords;
and

5) Encrypting of Confidential Information that is stored on laptops, portable devices or being transmitted
electronically.

(d) The Contractor and Contractor Parties shall notify the Department and the Connecticut Office of the
Attorney General as soon as practical, but no later than twenty-four (24) hours, after they become aware
of or suspect that any Confidential Information which Contractor or Contractor Parties possess or control
has been subject to a Confidential Information Breach. If a Confidential Information Breach has occurred,
the Contractor shall, within three (3) business days after the notification, present a credit monitoring and
protection plan to the Commissioner of Administrative Services, the Department and the Connecticut
Office of the Attorney General, for review and approval. Such credit monitoring or protection plan shall
be made available by the Contractor at its own cost and expense to all individuals affected by the
Confidential Information Breach. Such credit monitoring or protection plan shall include, but is not
limited to reimbursement for the cost of placing and lifting one (1) security freeze per credit file pursuant
to Connecticut General Statutes § 36a-701a. Such credit monitoring or protection plans shall be approved
by the State in accordance with this Section and shall cover a length of time commensurate with the
circumstances of the Confidential Information Breach. The Contractors’ costs and expenses for the credit
monitoring and protection plan shall not be recoverable from the Department, any State of Connecticut
entity or any affected individuals.

(e) The Contractor shall incorporate the requirements of this Section in all subcontracts requiring each
Contractor Party to safeguard Confidential Information in the same manner as provided for in this
Section.
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[CONTRACTOR]

By Date:

Name:
Title:

CONNECTICUT INSURANCE COMMISSIONER

Date:

Katharine L. Wade
Commissioner

APPROVED AS TO FORM - ATTORNEY GENERAL

By Date:

Name:
Title:
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[CONTRACTOR]

By Date:

Name:
Title:

CONNECTICUT INSURANCE COMMISSIONER

Date:

Katharine L. Wade
Commissioner

APPROVED AS TO FORM - ATTORNEY GENERAL

By Date:

Name:
Title:
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[CONTRACTOR]

By Date:

Name:
Title:

CONNECTICUT INSURANCE COMMISSIONER

Date:

Katharine L. Wade
Commissioner

APPROVED AS TO FORM - ATTORNEY GENERAL

By Date:

Name:
Title:
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EXHIBIT A

Scope of Services
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EXHIBITB

Guidelines for valid corporate resolutions:

e The certification must bear an original signature by an officer of the corporation, preferably the
secretary, and one other than the person authorized to sign the contract.

e The resolution should state the name of the person authorized to sign the contract. If the resolution
only states the title of the officer so authorized, a certification by a corporate officer must be provided
certifying that the individual signing the contract held that office at the time the contract was signed.

e The actual statement of the resolution (the language following the word “RESOLVED” in the
examples), should contain the exact wording from the resolution that the Board adopted.

e The contract must be signed exactly as the name is called out in the resolution — the name and title
must match precisely.

e The date on which the resolution was adopted can precede the date on which the contract was signed,
but the date on which the resolution is certified cannot precede the date the contract was signed. For
Example, for a contract signed July 1, 2003, the Certified Resolution can state that the resolution was
adopted by the Board of Directors on March 1, 2002, but the Secretary must certify that the resolution
was so adopted, and remains in effect, on or after July 1, 2003, thus showing that on the date the
contract was signed, the signatory in fact had the authority to do so.

e If the corporation does not possess a corporate seal, the “L.S.” notation may be written next to the
Secretary’s signature. In addition, the “L.S.” notation should be written next to the signature of the
corporate officer on the contract itself. If the corporation does have a seal, the seal should be affixed
both to the signature page of the contract and to the certified resolution.

e Inlieu of a certified resolution, a certified copy of the applicable sections of the corporate bylaws
which authorize execution of the contract by the signing person may be submitted along with a
certification that the person signing the contract held the office in question at the time the contract
was signed. Or, a certified copy of minutes of the board of directors at which the contract signatory
was authorized to sign the contract under review (or the particular type of contract of which the one
under review is an example) may be provided.
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CERTIFIED RESOLUTION

I (Name of Secretary) , Secretary of (Name of Corporation a
corporation organized and existing under the laws of the State of (the “Company™), do
hereby certify that the following is a true and correct copy of a resolution duly adopted at a meeting of the
Board of Directors of the Company duly held and convened on , 200__, at which meeting a

duly constituted quorum of the Board of Directors was present and acting throughout, and that such
resolution has not been modified, rescinded or revoked, and is at present in full force and effect

RESOLVED: That (Name of Officer) . (Office held — e.g. president, vice-
president, etc.) , of (Name of Corporation) , Is empowered and authorized to execute and
deliver contracts on behalf of the Company.

[or..]
RESOLVED: That (Name of Officer), (Office held — e.g. president, vice-president,
etc.) , of (Name of Corporation), is
empowered and authorized to execute and deliver in the name and on behalf of this Company a certain
contract with Connecticut for

(General description of Services) and to affix the corporate seal [if applicable].

IN WITNESS WHEREOF, the undersigned has affixed his/her signature and the corporate seal
of the Company this day of ,200__.

[or, if the corporation has no seal. . . ]

IN WITNESS WHEREOF, the undersigned has affixed his/her signature this
day of , 200__. The Company has no corporate seal.

Secretary

(Corporate Seal or “L.S.)
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Guidelines for valid LLC resolutions:

e The certified resolution must state: (I) that the LLC is run by members of managers; (ii) that the
signatory is either a member or manager of the LLC; and, (iii) that as such, he or she is not prohibited
or limited by the LLC’s articles of organization from binding the LLC.

e The contract must be signed by the signatory in the capacity noted in the resolution (i.e., as member
or manager, as applicable).

e If possible, the resolution should be signed by a member or manager who is not the contract
signatory.

o If the LLC does not possess a corporate seal, the “L.S.” notation may be used instead, but the
certification must specifically sate that the LLC has no seal.

CERTIFIED RESOLUTION

I, (Name of member or manager) ,a (Member or Manager of
(Name of LLC) LLC, a limited liability company organized and existing under the laws of the State
of , (the “Company™), hereby certify: (1) that (Name of LLC) is run by
(members/managers) : (i) that (Name of Contract Signatory) is a (member/manager)
of (Name of LLC , and (iii) that as such, (Name of Contract Signatory) is
not prohibited or limited by the articles of organization from binding the LLC.

IN WITNESS WHEREOF, the undersigned has affixed his/her signature and the seal of the LLC
this day of , 200 .

[or, if the LLC has no seal. . . ]

IN WITNESS WHEREOF, the undersigned has affixed his/her signature this day of
,200__. The LLC has no seal.

Member/Manager

If the LLC has a seal, place it here.
If the LLC has no seal, the “L.S.” notation may be used.
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Guidelines for valid partnership resolutions:

o Generally, any general partner of a general or limited partnership has the authority to sign a contract
on behalf of the partnership.

e However, if possible, a contractor which is a partnership should provide a certification from a general
partner, other than the general partner signing the contract (or from all the general partners), stating
that the general partner signing the contract has such authority.

e Ifalimited partner signs the contract, a copy of the limited partnership agreement should be provided
so that it can be reviewed for confirmation that the named limited partner has signatory authority.

e The partner signing the contract must provide his or her title (i.e., general partner, limited partner)
next to his or her signature on the contract.

CERTIFICATION

I/We, (Name of General Partner(s) , do hereby certify that
(Name of Partner signing the contract) is a general/limited partner of (Name of
Partnership) , and, as such, is empowered and authorized to execute contracts on behalf of the

partnership.

IN WITNESS WHEREOF, the undersigned has affixed his/her signature this day of
,200__.
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EXHIBITC

Confidentiality Agreement

[CONTRACTOR] ("Contractor") acknowledges and agrees that it has been hired as an
independent contractor of the STATE OF CONNECTICUT INSURANCE DEPARTMENT
(“Licensee”). Contractor acknowledges and agrees that this agreement (the “Agreement”) confirms the
manner in which Contractor will treat the software system known as CCH® TeamMate, among other
matters.

1. Proprietary Information. Contractor acknowledges and agrees that CCH® TeamMate
software (including without limitation the computer programs comprising the system, the source code and
object code related thereto and all related documentation, tools, and templates), as any of the foregoing
may be modified for, by or on behalf of Licensee or otherwise, now or in the future, is the confidential
and proprietary information of ARC Logics™ ("Proprietary Information™). Contractor shall keep in
confidence and prevent the unauthorized duplication, use and disclosure of Proprietary Information.
Proprietary Information may only be used for the purpose of assisting Licensee with its authorized use of
this software. The Proprietary Information may not be used to compete with ARC Logics, including
without limitation to invent, create, modify, adapt, manufacture or provide any computer software
product, feature or enhancement, or service that would compete with or be used in lieu of ARC Logics
computer software products or services. Proprietary Information may not be copied and may not be
disclosed to third parties, except to: (1) full-time employees of Licensee and Contractor, who have a need-
to-know it in connection with Licensee's authorized use; and (2) regulatory authorities under an express
obligation of confidentiality. Without limiting the foregoing restrictions, Contractor shall, upon
completion of its services to Licensee or otherwise upon demand, at ARC Logics’ option either return to
ARC Logics or destroy and certify in writing to ARC Logics the destruction of any and all documents,
papers and materials and notes thereon in Contractor's possession.

2. Limited Access. Contractor shall limit access to Proprietary Information to only those
third parties authorized under paragraph 1 above and those of its employees having a need-to-know it in
connection with Licensee's authorized use and shall limit further dissemination within Contractor to this
group of employees. When Proprietary Information is disclosed to any of these employees, Contractor
shall inform them in writing of the claim of proprietary status for the Proprietary Information, and the
restrictions on duplication, use and dissemination, and disclosure to third parties contained in this
Agreement, and ensure that they abide by all such restrictions.

3. Liability and Injunctive Relief. Contractor agrees that it shall protect the confidentiality
of the Proprietary Information through the exercise of (1) the precautions set forth in this Agreement and
(2) no less protection and care than it customarily uses in preserving and safeguarding its own proprietary
information. Contractor acknowledges that ARC Logics shall suffer irreparable damage in the event of a
breach or threatened breach of any provision of this Agreement. Accordingly, in such an event, ARC
Logics shall be entitled to preliminary and final injunctive relief, as well as any and all other applicable
remedies of law or equity, including the recovery of damages.

4. Loss of Status. Notwithstanding anything to the contrary contained in this Agreement,
Contractor shall not be obligated to treat as confidential and proprietary any information disclosed which:

a. is or becomes publicly available without breach of this Agreement by Contractor;

b. is rightfully obtained by Contractor without any restriction from third parties not
under any obligation of confidentiality;
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C. is compelled by law to be released by Contractor in response to a subpoena, court
order or other legal process and is not subject to a protective order or other standard of confidentiality;
provided, that if disclosure is purportedly compelled by law to be released, Contractor shall promptly
inform PwC and, prior to disclosure, shall take, at the expense of ARC Logics, all reasonable, legal steps
to oppose such disclosure; and provided that disclosure may be made only to the extent expressly required
under such subpoena, court order or other legal process; or

d. is rightfully known to Contractor (as evidenced by Contractor's files), without
obligation of confidentiality or is developed by Contractor without reliance on Proprietary Information.

5. No License. Contractor acknowledges and agrees that: (1) the Proprietary Information
contains valuable trade secrets; (2) the Proprietary Information is the property of ARC Logics; and (3) all
rights to Proprietary Information are reserved by ARC Logics. No license, express or implied, by estoppel
or otherwise, under any trade secret right, trademark, patent, copyright or other proprietary right or
applications which are now or may hereafter be owned by PwC, is granted by the disclosure of
information under this Agreement.

6. Entire Agreement and Amendments. This Agreement constitutes the entire agreement on
this subject matter between Contractor and ARC Logics. All prior agreements, understandings and
proposals, oral or written, between Contractor and ARC Logics relating to this subject are superseded by
this Agreement. This Agreement may only be modified or amended by a writing signed by both parties.
Both parties explicitly acknowledge and agree that all subsequent oral agreements, oral understandings
and oral proposals are null and void. Contractor's obligations under this Agreement shall survive
termination of this Agreement for any reason.

7. Waiver and Severability. No provision of this Agreement shall be waived and no breach
excused unless the waiver or consent is in writing and is signed by the party that is claimed to have
waived or consented. If any provision of this Agreement is determined to be invalid or unenforceable, in
whole or in part, the remaining provisions shall continue in full force and effect as if the Agreement had
been executed without the invalid provision.

8. Applicable Law. This Agreement shall be governed by law of the State of Connecticut,
without regard to its choice of laws rules.

9. Publicity. Contractor agrees to keep the terms and conditions of this Agreement
confidential. Disclosure to third parties is prohibited without ARC Logics 's prior written consent.

If the foregoing accurately reflects your understanding of our confidentiality and nondisclosure
agreement, please execute this Agreement.

ACCEPTED AND AGREED TO THIS

Day of , 2015
Contractor: [CONTRACTOR]

By

Name:
Title:
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Appendix 2

e Guide to Ethics for Current and Potential State Contractors
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