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What is E-rate?
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The Universal Service Schools and Libraries Program (E-rate
Program) helps ensure that schools and libraries can obtain
affordable rates for telecommunications, Internet access, internal
connections, and basic maintenance of internal connections.

The program, which is administered by the non-profit Universal
Service Administrative Company (USAC), provides discounts on
services and hardware.

In your telephone and cable bills, you pay a Universal Service
Fund charge which is allocated toward this program.
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The Hitch: CIPA Compliance

In order to get discounts on Internet Service, WiFi, and most
other eligible services, your library must be CIPA compliant.
(Exceptions: dark fiber special construction, telephones)
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CIPA Requirements \\\' /

According to E-rate (http://usac.org/sl/applicants/step05/cipa.aspx):
1. Internet Safety Policy

Libraries receiving discounts are required to adopt and enforce an Internet
safety policy that includes a technology protection measure that blocks access
to specific visual depictions.

2. Technology Protection Measure (i.e. filter)

The library must enforce the use of filters on all computers with Internet access,
but an administrator, supervisor, or other person authorized by the library may
disable the filter during use by an adult to enable access for bona fide research
or other lawful purpose.

3. Public Notice and Hearing or Meeting

The library board or town governing body must provide reasonable public
notice and hold at least one public hearing or meeting to address filtering and
the library’s Internet safety policy.
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Filter Categories Required by CIPA

1. On all computers/devices owned by the library, filters must
block visual depictions (not textual content) that are obscene
or child pornography.

2. On computers used by minors (under 17), filters must also
block visual depictions that are "harmful to minors."

CIPA does not require libraries to block any other constitutionally
protected categories of images or any constitutionally protected
categories of speech.
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Federal Criminal Definitions \\' /
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* Obscenity — materials that depict or describe patently offensive hardcore
sexual conduct which lacks serious literary, artistic, political, or scientific value,
and meet all three requirements of the Miller test. (Materials that are
pornographic or indecent do not meet the standard for obscene material and
are protected by the First Amendment.)

» Child pornography — works that visually depict sexual conduct by children
below a specific age.

 Harmful to minors — any visual depiction that — (i) taken as a whole and with
respect to minors, appeals to a prurient interest in nudity, sex, or excretion; (ii)
depicts, describes, or represents, in a patently offensive way with respect to
what is suitable for minors, an actual or simulated sexual act or sexual contact,
actual or simulated normal or perverted sexual acts, or a lewd exhibition of the
genitals; and (iii) taken as a whole, lacks serious literary, artistic, political, or
scientific value as to minors.
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Challenges for Libraries ‘\\' ’

* You DO want to enforce CIPA and qualify for E-Rate Funds
* You DO want to protect minors

* You DO want to protect your network from cyber threats.

* You DON'T want to track users’ online activities

* You DO want the flexibility to unblock sites as needed

The CEN Solution?
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CEN Web Filtering using iBoss

Web Security with Granular Controls

« Easy to use intuitive interface

« Part of value add from being a CEN member. License normally costs $4
per seat are covered by CEN’s volume licensing.

« Solution works with onsite web filters that can sit before your router and
CEN Connection, OR — you can utilize CEN’s hosted web filtering for no
charge.

« Easily block categories of URL's with simple drop down boxes. The default
CEN setup with our cloud hosted environment should be fine for most
applications.

« Easily integrates with Google and Bing "safesearch” to remove unwanted
adult related search results

« Easily enable or disable reporting/tracking
« Can bypass filter without contacting CEN support
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CEN Cloud hosted filter
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* CEN has 12 iboss enterprise 10G appliances distributed between our 2 main
datacenters: State of CT, Hartford, CT, and University of Connecticut, Storrs

«  We filter over 15 Gbps of K12 traffic daily for over 100 unique districts.

Custom Grouping
Fri 28 Oct 2016 03:44:00 EDT to Fri 28 Oct 2016 21:07:38 EDT

15G
125G
100G
75G
5G
25G
Q
4:00 6:00 8:00 10:00 12:00 1400 16:00 18:00 20:00
Inbound Bits per Second Outbound Bits per Second 95th Percentile

- Average: 5.88G - Average: 641.17M - Average: 14.14G

Maximum: 14.96 G Maximum: 1.85G Maximum: 14.14 G

Last: 676.21 M Last: 23897 M Last: 1414 G
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CEN Cloud hosted filter (cont) \\' /
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« CEN can lose an entire datacenter, traffic will reroute seamlessly with no
noticeable interruption.

» If a member would like to take advantage of our service, simply open a
request via servicedesk@cteducation.net or 860-622-4560.

» CEN technical staff will create a master account for the library person(s)
responsible for filtering. The network experiences a short blip as CEN staff
re-provision the library connection into the filtered network. This requires no
action on the part of library staff.

« Member can log into their dedicated portal at https://iboss-fltr-hartford-
1.net.cen.ct.gov

« Many members simply take the default filtering settings, and never login to
their portal!
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Library connection — prefilter
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Library Connection - postfilter
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Real Life Example!
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Demonstration of iboss filter configuration by Mark
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Unblocking/Disabling Filter \\\' /
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* In reality, filters are imperfect — they will both overblock and
underblock content.

 Recommendation: set your filters to block the minimum
required.

 Establish a process to disable the filter or unblock a site upon

request from an adult to enable access for bona fide research or
other lawful purpose. Follow the process with minimal delay and
full respect for user privacy. (“Adult” = 17 and older in this case.)

* Libraries can also unblock (“whitelist”) sites with constitutionally
protected content that have been wrongfully blocked by the
filtering software.
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Reassurances ‘\\' ’
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« CIPA requires only a good faith effort to filter, not perfection.

* The FCC has refused to establish specific criteria for what
constitutes effective filtering.

» Enforcement by the FCC is a civil, not criminal, matter, and the
only penalty for failing to comply fully is the reimbursement of E-
rate funds.
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More Information
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CEN: www.ct.gov/cen
specifically Services/\Web Filtering

E-rate information from the State Library:
http://libguides.ctstatelibrary.org/did/erate

ALA resources on filtering:
http://www.ala.org/advocacy/intfreedom/filtering

E-rate Program (Schools and Libraries, USAC):
www.usac.org/sl/
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Questions?
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