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Most Common Issues Using 
SecurID Tokens 
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What The User Should Be Doing 
• To log in using a SecurID token, the user needs to 

present 3 pieces of information: 
– UserID 
– PIN 
– Tokencode 

• Almost every logon failure is caused by the user not 
putting the right information in the right place 
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What The User Should Be Doing 
• For this presentation, we will use the following 

example: 
– UserID 

 
– PIN 

 
– Tokencode 

655321 

480420 

159759 
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Sample Login 
Page 
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Sample Login Page 
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Correct Format 

655321 

480420159759 
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1. Bad Tokencode, but Good PIN 

655321 

4804201597599 
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2. Bad Tokencode, but Good PIN 

655321 

480420449054 

(user is looking at the wrong token) 
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3. Bad Pin, But Good Tokencode  

655321 

159759 



11 © Copyright 2011 EMC Corporation. All rights reserved. 

4. PIN and Tokencode Reversed  

655321 

159759480420 
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5. Principal (“user”) Locked Out  

655321 

480420159759 
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6. Principal Not Found  

480420655321 

159759 

(user ID and tokencode reversed) 
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7. Principal Not Found  

480420159759 

US-AD\655321 

(adding domain credentials to user ID) 
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8. Principal Not Found  

655321159759 
 

(not separating user ID from passcode) 
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9. Passcode Reuse Detected  

480420159759 

655321 

(each tokencode can only be used once) 
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10. No Authenticator Assigned  

480420159759 

655321 
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In Summary 
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Most Common Reasons for SecurID Login Failure 
1. Good PIN but bad tokencode 

2.  Good PIN but bad tokencode – does the user have more than one token? 

3. Good tokencode but bad PIN 

4. Passcode format error - PIN and tokencode reversed; using PIN before one has been set; or space between PIN and 
tokencode 

5. Principal (“user”) locked out 

6. User not found in database – using tokencode instead of User ID  

7. User not found in database – using domain credentials as part of User ID 

8. User not found in database – using UserID and tokencode together in the same field 

9. Passcode reuse detected – once a tokencode is used, it cannot be used again 

10. No authenticator assigned – user is trying to log in but does not have a token 
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Q&A 
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THANK YOU 


