Nortel Windows7 Client Installation Instructions
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The VPN Client creates a secure connection to a remote network. This
wizard will guide you through creating a connection profile that stores the
information needed to connect you to a particular remote network

Profile Name:
Description (Optional):





Create a name for a profile.  Give it a description if you desire.
[image: image2.png]VPN Client supports both IPSec and SSL tunnel types.

Please select a tunnel type for the connection profile.

© IPSec Tunnel
© 8SL Tunnel





Select “IPSec Tunnel”.  This is the default.
[image: image3.png]What is the Host Name or IP Address of the VPN Router at the remote
network?

Destination: |159.247.3.231]





Insert the TCP/IP address of the VPN server.
[image: image4.png]The VPN Client Switch can validate your identitiy based on a Usemame.
and Password, a Token Card. or a Digital Certificate (with or without
smartcard)

Please select the Authentication type for this connection. If you are

unsure. select Usermname and Password.

Username and Password
Hardware or Software token card

Digital certficate and smartcard




Select “Hardware or Software Token Card”.
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Select “Response Only Token Card” and leave “Use Passcode” un-selected.
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User ID for the Token Card:

The VPN Client also requires a Token Group ID and Token Group
Password to identiy the VPN group you are associated to on the remote.
network.

Token Group ID:

Token Group Password.





Type a user ID in the “User ID for the Token Card” field.

Type a Token Group ID in the “Token Group ID” field.

Type a Token Group Password in the “Token Group Password” field.
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Would you like to automatically launch an application before and/or after
establish your VPN connection?

No. I do not want to launch applications.

Yes, | wantto launch application(s) before or after my VPN connection is
established.





Select “No, I do not want to launch applications” unless you have some to launch.
[image: image8.png]Would you like to automatically dial a Dialup Connection before
establishing your VPN Connection?

No. | do notwant to dialup first.

Yes, | wantto make a Dial-up connection first





Select “No, I do not want to dialup first” unless you need to.
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Please select the type of Keepalives to be used for the VPN connection.

No Keepalives.
Active Kespalives (Dead peer detection)
Passive Keepalives (No Dead peer detection)





Select “Active Keepalives (Dead peer detection)” (this is the default).
[image: image10.png]Failover profile is a profile that will be tried if server can't be reached
using current profile. Please select a Failover profile from the list.

Iwill not define a failover profile:
Iwill define a failover profile





Select “I will not define a failover profile”.

[image: image11.png]Your Connection Profile is complete!

To test your new connection. enter your Password and click Connect after
Exiting the Wizard

To Exit the Wizard, click Finish button.





This is the “Your Connection Profile is complete” screen.
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Tumeltype:  IPSec
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User Credentils
Usemame:

PIN:





This is the window you receive after you completed the installation and log onto the VPN client.
First time VPN users  must now create a PIN to be used with your RSA SecurID key [image: image13.png]



Things to know about your RSA SecurID Key FOB:

1. Six (6) digit code displayed in the window changes every 60 seconds.

2. On the left side of the display there are a series of hash marks.  Each Hash mark represents 10 seconds.  When a number refreshes you will have six (6) hash marks.

3. On the back side of the key is the serial number and expiration date.
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Enter your User ID as provided in the User Name field. 

Enter the 6 digit code displayed on your SecurID key fob in the Token Field.

Hit Connect.

[image: image15.png]Token Securty Challenge Iformation:
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Enterthe requested Response infomation below
Response: |

oK Cancel





Enter an 8 digit alpha-numeric (0 thru 9 and A thru Z upper and lower case allowed) in the Response field.  No special characters allowed.

Note: Must be exactly eight characters. 

Select OK.
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Reenter your PIN in the Response field for the second time.

Hit OK.
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Token Securty Challenge Iformation:
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Reenter your 8 character PIN in the Response field (for the third time) followed by the current 6 digit code (no spaces between PIN and 6 digit code ).

NOTE:  Make sure the 6 digit code on your key FOB has changed from the first time you entered it.

Hit OK.

You are now connected to VPN.  

Be sure to disconnect when not using as you are only allowed one connection. 
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