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Participating Subject Matter Experts

· Martin Anderson, Director, Strategic Resources Management, DAS

· Rick Bailey, Director, IT Security Division, DOIT

· Chris Cooper, Communications Division, Governor’s Office

· Dave Dearborn, Communications Division, Governor’s Office

· Meg Hooper, Planning Section Chief, DPH

· Ray Philbrick, Director, Safety and Security, DPW

· Wayne Sandford, Deputy Commissioner, DEMHS

Session Facilitators

· Paul Doyle, IBM
· Joanne McInerney, IBM
Scribe:  Deena Steinberg, UCONN/DSS
Participating Agency IMT Members

EOC Liaison Officers, Public Information Officers, Safety Officers, Security Officers

Facilitated Session Output

On Wednesday, December 13, 2006, an Influenza Pandemic COOP Training Session was held at Manchester Community College.  Following a general session, four consecutive facilitated sessions were held to focus on items related to specific areas of expertise.  This document summarizes the discussion items covered during the “Communication, Command and Control” facilitated session.  Questions asked and answers provided are included in the tables on the following pages, along with a general categorization of the topic area.  At the end of this session, all participants were asked to vote for their priority items.  Each attendee had four votes (yellow dots) that could be all voted for one item or distributed across several.  The vote counts for each item are shown in the tables as well.

Questions for Command and Control from other Sessions

Below is a list of COOP items that Agency IMT members attending other sessions directed to Communication, Command and Control for resolution:

1) From Human Resources 
a. Staff Health Safety.  Is there a plan for employees getting vaccinations and their families who provide direct care and ensuring the safety of the employees?  Also, is there a plan to provide protective equipment as needed?  This group expressed that employee safety is essential and a prerequisite to their willingness to work.

b. Anti-virals.  Is the state stocking tamaflu?  Should the agencies do so independently?  When will it be available?

c. Antibiotics.  These will be critical to dealing with influenza side-effects.  Will enough be available when needed?  Who is handling this?

Questions for Subject Matter Experts in other Disciplines

Below is a list of COOP items that Agency IMT members attending the “Communication, Command and Control” Session direct to State of Connecticut authorities in other areas.

2) Finance and Budget (4 Votes)
How will non-electronic revenue sources be sustained in the event of an influenza pandemic (e.g., what if revenues to DRS stop because business volume is down

3) Human Resources
a. Labor Contracts (12 Votes) – May an employee be redeployed to alternate locations to fill mission critical positions?  To other agencies?
b. Employee Compensation (1 Vote) – What will the State compensation policy be if employees need to stay home to care for children or elder family members (e.g., if they are ill? If schools have been closed and child care is not available?)?

Next Steps

1. State Authorities.  The State Agencies responsible for COOP and State Emergency Communication, Command and Control matters will be convening to address influenza pandemic continuity of operations requirements.  When decisions are made relative to emergency authorities to be granted, policies to be pursued and procedures to be executed, these will be posted on the State of Connecticut COOP internal website and announced to all Agency COOP EOC Liaison Officers, Public Information Officers, Safety Officers and Security Officers.

2. Agency COOP Command Support Staff:  EOC Liaison Officers, Public Information Officers, Safety Officers, Security Officers.  These Agency Incident Management Team (IMT) Command Support Staff officers are to maintain a working relationship with the State authorities who will craft COOP emergency policies and procedures; they are to provide input on their Agency’s priority items and, when formal decisions are made relative to these, share this information with their Agency IMT, so that any COOP planning assumptions or strategies that are affected by these decision may be confirmed or revised.

COOP TRAINING SESSION # 3 – COMMUNICATIONS, COMMAND AND CONTROL GROUP

Agency Priority Items:   Below in priority sequence are the items that Agency IMT members would like to see addressed by State of Connecticut authorities and subject matter experts in the Emergency Response, Communications (Public and Inter-Agency), Command and Control, Safety and Security Areas.

	Item #
	# Votes 
	Issue / Question / Concern
	SME Response

	1
	14
	Support and guidance for giving government employees information about staying safe; comfort level of employees (e.g., will employees come to work if they are afraid of getting sick?  Will we stockpile personal protection equipment and train on its use as part of COOP preparation?  What kind of funding will be available for this?
	Agencies need to plan for the worst and hope for the best.



	2
	11
	Define partnerships between agencies in advance (e.g., staff from community colleges could be redeployed for DMR; we could cross- train in advance)
	Session 4 could include opportunities for this and will encourage this kind of thinking.  DAS will help facilitate this.   Who you intend to depend on under these arrangements could be part of your COOP plan.

	3
	7
	DPH guidelines advice for agencies (e.g., will DPH be advising Agencies / employees on symptoms and things to do?  Can the virus be tested for so we know who should be allowed to come to work?)
	Employees should wash hands often starting now. Go to fluwatch.com for other suggestions.  

Some agencies are asking about getting hand gels.

There is no test at present for the Avian Flu virus.

	4
	7
	Is the responsibility for protecting staff to be left up to each Agency (e.g., won’t inconsistent protection create problems?)
	Minimum strategies should be in place throughout the State, but first there must be medical agreement on what protections will work.  This agreement has not yet been reached.  As protocols are established, state authorities could issue guidance.

	5
	6
	State guidelines for public & their interaction w/state agencies in an emergency 

(e.g., statutes require in-person hearings for Workers’ Compensation)
	This session is to begin a dialogue on this topic.  It is enabling state authorities to listen, hear the needs of all Agencies and begin to make decisions that will support the COOP effort.  It will be helpful if each Agency  identifies its COOP planning assumptions, proposed mitigation strategies, issues and concerns and pursues these with appropriate state authorities No one person or Agency has all the answers.

There is some guidance material available from the Federal Government, etc., on possible strategies. Decision makers at agencies might have to decide specific responses (e.g., when to stop face-to-face contacts).

Session 4 will discuss strategies and tactical planning (e.g., if I need to ask DOIT for capacity for X number of people working at home, what are the steps?)

	6
	6
	Different work at home policy for pandemic
	DAS now posts a work from home policy but it would need to be expanded.

	7
	4
	Differences between different types of state agencies (state-wide coordination vs. not; human services vs. not .... (e.g., For agencies without critical functions such as community colleges, what is their planning need, other than closing down and communicating this? Will their staff be redeployed?)
	Space might be used for something else. DAS might look at skill set of your employees and assist in re-deployment. Your representative at the table during planning is useful.



	8
	4
	Resource Protection (e.g., how can we control people for protection and orderly distribution of supplies?)
	DEMHS is working with Public Safety on this (e.g., have done exercises using fake drugs; have devised evacuation plans)

	9
	4
	Employee qualifications – waivers? How to track?  (e.g., could an Agency use non-degreed staff to do a job function that normally require a degree, license, or certification?)
	Under Title 28, governor can issue waivers, but agency must ask.

There could be people who could be redeployed because they have skills not being used in current position, e.g., nurse not performing as nurse

 

	10
	3
	State-wide order in process?         (e.g., will there be central purchasing for hand gels etc.?)
	Issue noted.  



	11
	3
	Alert/implementation phases and guidelines (e.g., could plans be specific to each phase of a disaster, similar to color-coded alerts;  what measures should be put into effect at each phase; cross-agency standards would be helpful).


	A system is currently in place to monitor world-wide what is happening (e.g., DEMHS is working on a plan with Dept. of Agriculture to monitor and respond to bird illness; dealing with recent food borne illnesses was similar).   Title 28 gives the Governor certain powers that kick in at a certain point. We are in level 3 now “on alert”.  The World Health Organization outlines the levels now.  Agency plans will include communication of the levels:

· Level 3 action example:  educate employees; 
·  Level 5 action examples:  reduce staff/ go to shifts in the workplace for social distancing protections.

	12
	3
	How will communication in other languages be accomplished? 
	Office of statewide telecommunications uses AT&T language services.  In the event of emergency, 211 would be used.

	13
	2
	IT capacity for Work at home during a disaster 


	A pandemic could create infrastructure problems. We don’t know the threshold for that. State is planning to build up the DOIT infrastructure. Session 4 will address this also.

	14
	2
	Timeframe for communication with DOIT re: alternate work strategies (e.g., what info does DOIT need?)
	Agencies need to assess each function for a telecommuting strategy and tell DOIT what would be involved ASAP.  DOIT needs to distribute tokens, set up accounts, increase infrastructure.  

	15
	2
	Minimum requirements (technology) for work at home strategies; also state–owned devices or personal? 


	Currently some people are telecommuting with personal equipment. DOIT does not currently have the capacity to test & certify all home equipment. Probably will allow some access. Employees would need instruction, e.g., how to log in from home, policies re: security. Agencies need to set policy for security, e.g., what can be printed, what virus protection would be needed on home equipment. HIPAA & other privacy issues need to be considered

	16
	2
	Citizen expectation of level of services & communication of public information (e.g., will public be told what they can expect of state employees?)
	Public communications should be part of agency plans.  Highest level of decision makers will decide what services will be provided. Possibly the mission of an agency would change – might take on additional functions. 

(Question: we need to know this ahead of time

Answer: when COOP plans are put together, these will be considered.)

	17
	2
	Assistance to private sector? (e.g., Stop & Shop; for emergency food distribution, etc.)


	Talks have started on this topic. Goal is to get them up and running ASAP. We have state staging areas prepared to distribute food, ice tarps etc. for a disaster such as hurricane. We are developing MOUs with various private disaster relief organizations. 

	18
	1
	Social distancing – how many days 

(e.g., will people be asked or required to stay at home? how long?)


	These decisions have not yet been made yet; this would probably be the Governor’s decision based on advice from medical professionals. In first phase, closings of schools etc. could be 3 mos. – year or more. First flu cycle could last up to 18 months. Outbreaks will come in waves. After first 6 weeks vaccines, etc., could be available so subsequent waves will be less severe.

	19
	1
	Cross-training 

(To enable employees to cover multiple jobs if others are absent.)
	No response provided.

	20
	1
	How is pandemic transmitted? How should procedures be changed because of this? 
(e.g., should we change how we handle mail?)
	Avian virus transmission is airborne. 80-85% of CT mail is mechanically analyzed for biological agents. Hand-delivered mail is not screened.



	21
	0
	Stockpiling

One example is we have given money to hospitals to stockpile extra meds. Could do same with water.
	No response provided.

	22
	0
	Wireless capacity/capability (priority services)

There will be some wireless capacity allocated to priority services. Landlines will be allocated too.
	No response provided.

	23
	0
	Protocol for PIOs

In the event of an emergency, there will be press releases and Emergency Management can pre-empt television programming for announcements.  More clarity is needed on emergency communications protocols (e.g., if there is a problem, such as an attack at court, that requires response from another agency)


	The goal is timely, accurate information, to squelch rumors.  Currently, at regular meetings, information is collected from all agencies so it is ready to go.  It is important to keep the media informed by us so they don’t look for information from bad sources. Recent legionnaires’ disease outbreak is an example and model of this. The goal is to prevent panic and media anarchy.

A protocol after that particular event was worked out with Public Safety. Protocols are to be developed re: when and how to activate help from other agencies. 

PIOs transmit information to the Governor for decisions.

We plan as much as possible and do drills and in a real situation, carry out procedures just as in a drill and it works.

	24
	0
	Protection for employees performing duties they are not trained to perform (e.g., non-licensed staff (non RN/LPN) administering medications (DMR);

RN authorized to administer vaccine to employees, consumers in emergency situations rather than overburden hospital ERs; standing physician orders from some state licensing authority (DPH)?)
	No response given.    


Preliminary Communication, Command and Control Questions

Below are a set of questions that were made available to session attendees as a foundation for this facilitated session discussion.   Attendees should feel encouraged to pursue any of these with State authorities as necessary to validate individual Agency COOP planning assumptions and function / service continuity strategies.

1. Who will be “in charge” if the state has a state-wide health crisis?

2. Who will be coordinating the execution of all the COOPs that we are developing now?

3. What will the coordinator want to know from each agency?

4. What help can the agency expect in a crisis?

5. What help will the agencies be expected to provide?

6. What technologies will support communication?

7. How should the agencies approach DoIT if they want at home access?

8. How can employees be granted “fast path” security authorization if regular authorized staff is not available?

9. Can agencies request employees work from home?  If so, will the state provide the equipment and technologies needed or expect employees to use their own?  How will confidential information be protected and essential record-keeping be maintained.
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