GUIDELINES FOR FREEDOM OF INFORMATION AND SECURITY IN THE RELEASE OF GIS DATA
1. In dealing with GIS data, it may be necessary to consider whether the release of certain information would create a security risk.  The following guidelines focus on two specific exemptions found in the Freedom of Information (FOI) statutes, but other exemptions are contained in the entire text of Connecticut General Statutes §1-210 (attached), as well as in other sections of the general statutes. 
2. Section 1-210(b)(19) and section 1-210(d) of the Connecticut General Statutes address how to handle FOI requests for security-related information.  If a government agency, whether state or local, intends to invoke these sections to prevent release of security-sensitive records, the agency head should send a letter to the state Department of Public Works (DPW) Commissioner James T. Fleming stating the agency’s position and citing the relevant section(s).  The letter should be copied to the agency human resource director, internal legal counsel and any others that the agency head deems relevant.  Attach a copy of the Freedom of Information request.

3. DPW reviews the records on a case-by-case basis.  Arrangements should be made to send or hand-deliver one copy of the documents to the DPW Commissioner’s office:

Commissioner James T. Fleming

Department of Public Works

165 Capitol Avenue, Room 429

Hartford, CT 06106-1606

Please also call Ray Philbrick, (860) 713-5811, or Jeff Beckham, (860) 713-5680, to notify them of the request.
4. In the case of the release of GIS material, DPW may contact not only agency employees and officials, but also, among others, the Department of Emergency Management and Homeland Security, the Department of Public Safety, the Department of Information Technology, and/or the state GIS Council.
5. After consulting with the chief executive officer of the agency, Commissioner Fleming will make a determination whether the requested records are exempt from disclosure under the provisions of Section 1-210(b)(19) and/or 1-210(d), and will notify the agency head accordingly by issuing a letter.  The agency head may be directed to withhold the records, may be advised the records do not fall under these sections, or may be asked to submit a redacted version.  
