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IN AN EMERGENCY READ THIS FIRST
	Building Emergency

	If you are in a site emergency and the office is being evacuated, follow Building Evacuation procedures.

	Quick Reference Guide:

	The Quick Reference Guide is a separate document and includes instructions on notification and immediate actions to take. If the BCP has been invoked, follow instructions in the Quick Reference Guide.  A Team Leader Call List is included.


Document Revision Control and Sign-off

The signatories below certify that the Business Continuity Plan for this Area Office has been accepted and updated according to the schedule below.

AREA OFFICE:
<Office Site HERE>, Connecticut 
Date of Original Business Continuity Plan Acceptance:   _______________________________________________

Accepted by:  

Incident Commander / BCP Manager:  _____________________________________________________________

Operations Section Chief / Business Continuity Coordinator ____________________________________________

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

MAINTENANCE CERTIFICATION:  2006

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

ANNUAL CERTIFICATION (Contact Information and Business Function Re-validation):     
Certified by:




    Date of Certification:  _____________________________
Incident Commander / BCP Manager:  _____________________________________________________________

Operations Section Chief / Business Continuity Coordinator ____________________________________________

MAINTENANCE CERTIFICATION:  2007

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

ANNUAL CERTIFICATION (Contact Information and Business Function Re-validation):     

Certified by:




    Date of Certification:  _____________________________

Incident Commander / BCP Manager:  _____________________________________________________________

Operations Section Chief / Business Continuity Coordinator ____________________________________________

MAINTENANCE CERTIFICATION:  2008

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

ANNUAL CERTIFICATION (Contact Information and Business Function Re-validation):     

Certified by:




    Date of Certification:  _____________________________

Incident Commander / BCP Manager:  _____________________________________________________________

Operations Section Chief / Business Continuity Coordinator ____________________________________________

MAINTENANCE CERTIFICATION:  2009

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

ANNUAL CERTIFICATION (Contact Information and Business Function Re-validation):     

Certified by:




    Date of Certification:  _____________________________

Incident Commander / BCP Manager:  _____________________________________________________________

Operations Section Chief / Business Continuity Coordinator ____________________________________________

MAINTENANCE CERTIFICATION:  2010

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

Quarterly Contact Update 1:  Date Completed ______ Operations Section Chief ____________________________

ANNUAL CERTIFICATION (Contact Information and Business Function Re-validation):     

Certified by:




    Date of Certification:  _____________________________

Incident Commander / BCP Manager:  _____________________________________________________________

Operations Section Chief / Business Continuity Coordinator ____________________________________________
Business Continuity Plan:  Quick Reference Guide
The BCP is designed for use in the two disaster situations described below:

1. Scenario One:  When the Area Office is damaged or for any reason cannot be used as a place of business, or

2. Scenario Two:  When the Department of Information Technology (DOIT) has experienced a catastrophic loss of its systems and services and has invoked its own BCP plan and the Area Office is without BLANK, CoreCT, email and/or Internet services.

The BCP is not to be executed until your safety and the safety of others has been assured and the Area Office has been secured against unsafe entry.  When either of the above events has occurred, a series of steps are to be taken by the Area Office Director or his/her senior representative before the BCP steps are begun.  The diagram below depicts the pre-BCP activities.
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Scenario One:  The Business Continuity Plan is only invoked by the XYZ Commissioner after consultation with the Incident Commander (generally the Area Office Director) and the Logistics Section Chief (Engineering Services Director).  When this occurs the initial steps in the BCP are to be executed, and if the situation continues unresolved, the Commissioner may declare an Area Office disaster and actions documented in the plan will be taken to resume critical Area Office functions at an alternate location.  TURN THE PAGE FOR SCENARIO ONE ACTION PLAN OUTLINE.

Scenario Two:  In the event of the loss of the Department of Information Technology (DOIT) Data Center, or any widespread disaster situation, the XYZ Commissioner will be notified by the DOIT Chief Information Officer, his/her representative or the Manager, Department of Emergency Management and Homeland Security Department (DEMHS) of the situation.   TURN TO PAGE 12 FOR SCENARIO TWO ACTION PLAN OUTLINE.

SCENARIO ONE (LOSS OF AREA OFFICE FACILITY):  ACTION PLAN OUTLINE

The diagram below depicts the overall flow of this ACTION PLAN.
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Below is the Business Continuity Team Structure established to lead the continuation of business functions at the Area Office.  Look in the BCP Contact Information table on the next page to see who is currently assigned to each BCP role.
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BCP Contact Information

	Team / Role
	Name
	Office Phone
	Nextel Cell

and/or Home Phone
	Available

(Y / N?)

	Command  Center 
	
	
	
	

	Work Recovery Area
	
	
	
	

	Alternate 1
	
	
	
	

	Alternate 2
	
	
	
	

	Regional Director
	
	
	
	

	Public Information Officer (PIO)
	
	
	
	

	Alternate
	
	
	
	

	Incident Commander / BCP Management Lead
	
	
	
	

	Alternate 1
	
	
	
	

	Alternate 2
	
	
	
	

	Operations Section Chief / BCP Coordinator
	
	
	
	

	Alternate 1
	
	
	
	

	Alternate 2
	
	
	
	

	Logistics Section Chief
	
	
	
	

	Alternate
	
	
	
	

	    WRA Placement
	
	
	
	

	Alternate
	
	
	
	

	    Systems / Servers
	
	
	
	

	Alternate
	
	
	
	

	    Telephony
	
	
	
	

	Alternate
	
	
	
	

	    Real Estate (DPW)
	
	
	
	

	Alternate
	
	
	
	

	Alternate (OPM)
	
	
	
	

	Administrative Section Chief
	Jane Doe
	(860)XXX-XXXX
	
	

	Alternate
	
	
	
	

	Administrative Services Lead
	
	
	
	

	Alternate
	
	
	
	

	<Department> Lead 
	
	
	
	

	Alternate
	
	
	
	


	Team / Role
	Name
	Office Phone
	Nextel Cell

and/or Home Phone
	Available

(Y / N?)

	<Department> Lead
	
	
	
	

	Alternate
	
	
	
	

	<Department> Lead
	
	
	
	

	Alternate
	
	
	
	

	<Department>Lead
	
	
	
	

	Alternate
	
	
	
	

	<Department> Lead
	
	
	
	

	Alternate
	
	
	
	

	<Department> Lead
	
	
	
	

	Alternate
	
	
	
	


1New Business Unit to be defined

The Hotline is to be used only to report an emergency situation.  This includes an emergency at the facility, such as a fire, a terrorist event, a failure of the building infrastructure.  
Staff who have not been contacted by their supervisor but who have questions regarding the Area Office situation and the availability of the building are instructed to call the Hotline Administrative Line or the Area Office Main number to seek guidance.  The latter will be rerouted to the Command Center at the discretion of the Commissioner upon advice of the BCP Manager and Deputy Commissioner.
	Hotline
	Toll Free
	1-(888) 263-4445

	Hotline
	Administrative Line
	

	Command Center
	Toll Free
	(800) nnn-nnnn

	Area Office Main  # 
	When rerouted to the Command Center
	(203) 294-5049


PRELIMINARY ACTIONS:

	Incident Commander / BCP Manager
	Operations Section Chief / BCP Coordinator
	Logistics Section Chief
	Administrative Section Chief
	Operations Team Members / Business Function Team Lead

	· Notify the Deputy Commissioner of the facility situation to Request the  Command Center be opened 
· Contact the BCP Manage-ment Team, informing them of the situation, what decisions have been made, and the Command Center location

· Ask them to report to the Command Center

· Chair the periodic BCP Crisis  Response meetings 

· Get team and Deputy Commissioner consensus to invoke the BCP, or….

· If the Area Office is ready for use, stand down and close the Command Center
	· Execute the Preliminary Communica-tion Plan:
· Draft a message for the BCP 800 Line
· Review with the BCP Manager
· Post the message on the BCP 800 line
· Update the message every four hours or as events dictate
· When the Command Center is active, ask Logistics (Telephony) to activate the BCP Area Office  line  to Command Center
· Consult with the BUSINESS FUNCTION TEAM LEADS. Determine priority action necessary for critical busi-ness functions, (Investigations, FASU, etc.)
· Schedule a Crisis Response meeting every four hours to update status and develop consensus on next steps
	· Conduct an assessment of the situation, by contacting police, fire department authorities and the building landlord to determine the likely period before the office may be reoccupied 
· Provide this information to the Incident Commander
· If requested, re-route the Area Office BCP number to the Command Center
· Notify DPW and OPM of the situation and ask them to stand by
· Notify target Work Recovery Area offices of a potential disaster situation; obtain current space available information
	· Maintain a record of all contact information (see “Staff Post-Disaster Survey”)
· Collect documenta-tion on issues identified
· If the Area Office BCP number is activated at the Command Center, staff this line and log all messages
· Provide support to the BCP Manager, as needed, including:
· Acquisition of office supplies
· Arrangement for food service at the Command Center

· Petty Cash

· Vehicle keys and/or gas cards

· Calls to staff, suppliers, contractors, etc. to update them on the situation

· Document preparation

· Mail distribution 
	· Contact team members and advise:  
· of the situation

· who is in charge

· what decisions have been made

· whether to do field work (as feasible) or remain at home until further notice

· Record activities (see “Contact Log” for example)
· Who has been contacted

· Who is available

· Any issues relative to the employees case load that is raised.

· Any issues relative to the employee raised

· Summarize and report to the Operations Section Chief

· Review staff available and begin prelimin-ary staffing plan to present to Logistics if a disaster is declared

· Prepare for and attend the BCP Crisis Response meetings



DISASTER DECLARATION:

If a joint decision is made by Regional Director and the BCP Management Team that a Disaster Declaration is in order, the Regional Director will consult with the Commissioner for concurrence.  If the Commissioner agrees, the Disaster Declaration will be made.  Immediate upon this announcement, the following actions will be taken:

1. The Commissioner or the Chief of Staff will temporarily suspend all but Pre-Service Training events on the Training Academy schedule, releasing this space to the Area Office Staff.  The Logistics Section will survey Department heads on the sixth floor to determine if additional space may be made available there by either relocating Central Office staff to other floors or by a recommendation to the Commissioner to furlough staff on a temporary basis.

2. The Incident Commander/BCP Manager will advise the Public Information Officer (PIO), of the situation and review any press release or public announcement appropriate to the situation.  The PIO will make all public communications.

3. The Logistics Section will dispatch its Telephony and MIS team members to:

· Set up the PC Labs with Internet and BLANK access for Area Office personnel.

· Re-route the Area Office number to the Command Center (if not already done) or to one of the class rooms where staff will answer the phone for the Area Office.

4. The Operations Section Chief/BCP Coordinator, in consultation with the PIO, will update the 800 status message to reflect the disaster declaration decision and immediate actions taken of public interest.    

BCP ACTION PLAN:

The purpose of the BCP is to continue critical business functions in a timely manner and to establish guidelines regarding the time frame and means to return to normal operations.  The chart below summarizes the pre-planned Personnel Ramp-Up schedule for this Area Office.

	Business Unit
	Day 1-2
	Day 3-5
	Day 6-10
	Day 11-20
	Day > 20
	Normal Level

	Business Unit 1
	
	
	
	
	
	

	Business Unit 2
	
	
	
	
	
	

	Business Unit 3
	
	
	
	
	
	

	Business Unit 41
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	TOTAL
	
	
	
	
	
	


1New Business Unit recently created at XYZ; to be defined.
Staff is to be assigned to Work Recovery Area (WRA) by the Business Unit Team Leaders based on pre-identified requirements in the individual Business Unit Plan sections of the Business Continuity Plan.  The Logistics Section Team will identify available space at one or more WRA locations.  Employees assigned to the PC Lab will sign in and out for the available work stations.  At other WRA sites, two or more employees may share a work place; they are to divide office and field work time.  A work place will include a desk top computer with Internet, BLANK and Area Office S and U drive access.  Employees are to use their Nextel phones for both inbound and outbound calls.

Incident Commander / BCP Manager Action Plan

The Incident Commander has overall responsibility for the BCP Action Plan Execution.

1. Interface with the Central Office to obtain necessary authorizations and resources.

2. Make decisions regarding business resumption for the Area Office.
3. Communicate with other offices and agencies as needed.
4. Address staffing requirements.
5. Provide overall leadership to the BCP Management Team members.

6. Hold periodic BCP Management Team Crisis Response Meetings to identify issues and develop plans to resolve them (every four hours is recommended initially; these should be reduced to daily as the situation stabilizes).

7. Meet regularly with the Public Information Officer, Regional Director and/or the Commissioner to provide progress reports; the PIO will be responsible for all internal and external communications.

Operations Section Chief / BCP Coordinator Action Plan

The Operations Section Chief provides coordination for all the teams in the execution of the Business Continuity Plan.  
1. Initiate and maintain a Business Continuity master log.  See ‘Master Log’ for an example.
2. Review the Area Office Call log to identify issues and trends; discuss these at the BCP Management Team Status Meetings.
3. Keep close communication with Business Continuity Team Leaders.

4. Keep the Management Team informed of recovery progress.
5. Review and approve relocation and migration plans with Logistics Section and the Business Function Team Leaders.
Business Function Team Lead Action Plan

The Business Unit Business Continuity Teams are responsible for the restoration and recovery of their individual business operations.  
1. Once a disaster is declared, initiate the telephone call chain within the work groups.  Contact all managers with direct reports and instruct them to contact their staff.
2. Keep close communication with the Command Center.
3. Prioritize the list of personnel to be assigned available work space; identify individuals who must be co-located at the same facility.

4. When the temporary office spaces are ready, notify team members and provide direction to the alternate work site(s).

5. Review the BCP Business Unit Plans (see Sections 9 – 20 of this document) and prepare to act according to these plans.

6. Ensure that all business partners, clients and other interested parties are advised of the situation; set their expectations for service in the next 2 to 5 weeks.
7. Share WRA parking and building access information with supervisors.
8. Review the responsibilities and Business Continuity tasks.  The BCP tasks for each team are described in their respective Recovery Plans.  Modify and assign priorities to the tasks based on the current demands on the work groups.
9. Assign members to the BCP tasks.  Work in shifts at the WRA, if necessary.

10. Work with Human Resources on any labor / union related issues that arise.

Business Function Team Member Action Plan

1. Report to the WRA location when notified to do so.
2. Review the Business Unit recovery procedures with the Team Leader before executing the procedure.

3. Resume critical business functions as directed by the Team Leader.

Logistics Section Action Plan

The Logistics Section will be comprised of members with expertise in XYZ Facilities, Building Infrastructure and Logistics, Real Estate holdings and options within the State of Connecticut, Telephony, Systems and Servers.  This team has two major responsibilities:

· Identification and fit up of Work Recovery Area for Area Office Personnel.
· Restoration or Replacement of the Area Office facility.
1. When a decision is made to activate the Business Continuity Plan, initiate the process to identify / confirm available WRA space and provide this information to the Business Continuity Coordinator for staff deployment (8 hour goal).

2. Seek additional WRA, as needed, by contacting pre-established WRA sites and activating the MOU agreement.

3. Provide this information to the Business Continuity Coordinator.

4. Provide information to the Business Operations Section Chief on a daily basis as to the status of the damaged facility.

5. If an Interim Office Space is deemed necessary (decision of the Business Continuity Management Team in consultation with XYZ executive management), work with the Department of Public Works and others to identify, select and build out this office space.

6. In parallel, develop a work plan to either:

· Renovate / repair the damaged facility or

· Acquire / build a long-term replacement facility.

Logistics Section Member Action Plan

Telephony

1. Distribute cell phones, as available, to staff who report theirs missing (10 - 20 in stock).

2. Acquire additional cell phones, as needed (20 – 40 within 48 hours).

3. Set up WRA space with telephony as needed.

4. Activate the BCP Area Office phone number, as directed.

Information Systems

1. Work with DOIT to restore the required drives and make them accessible to the Command Center and all WRA locations.

2. Set up laptops and router at remote WRA location to enable staff access to BLANK and the S and U drives (20 laptops and one router in stock).

3. Support the set up BLANK and S and U drive access in work spaces of reassigned or furloughed staff for the use of Area Office employees.

WRA Team 

1. Work with the Business Function Team Leads to clarify WRA space requirements.

2. Invoke existing Memoranda of Understanding (MOUs) to acquire pre-planned Work Recovery Area.

3. Seek additional space, as required.

Facility Restoration / Replacement 

1. Work with civil authorities and the building landlord to determine if the Area Office can be restored for business use; engage contract architects and engineers to evaluate the situation, as required.

2. Work with the DPW and OPM to identify alternate sites that may be used:

· On an Interim (1 – 12 months) Basis.

· As a Permanent Replacement (2 to 5 years).
3. Engage professionals, as needed, to renovate the damaged area office or build out a replacement facility.

Administrative Section Chief Action Plan

The Administrative Section will be assembled at the time of a disaster to assist the members of the BCP Management Team.

1. Bring the Business Continuity Plan and all current contact information to the Command Center; make duplicate copies for distribution.
2. Ensure that the Command Center is staffed for every shift; support the Business Function Team Leads in developing staff assignment lists by WRA.

3. Set up the Command Center; acquire materials and supplies, as needed. 
4. Contact Recovery Team Leaders and members, employees, and vendors as requested by the BCP Management Team members.
5. Provide driving directions to the Command Center and the WRA(s) to the recovery teams.
6. Set up telephone support, supplies and mail distribution for the management team at the recovery site; notify the Post Office to hold mail; collect and distribute this daily.

7. Staff and provide support to Area Office personnel at each WRA location in use; arrange movement of materials from the Command Center to the WRA locations, as needed.

8. Communicate status to the Incident Commander.

SCENARIO TWO (LOSS OF DEPARTMENT of INFORMATION TECHNOLOGY – DOIT - SERVICE):  ACTION PLAN OUTLINE

In the event that the Department of Information (DOIT) experiences a catastrophic loss of its computing facility, they will invoke their Business Continuity and Disaster Recovery Plans.  The CIO, Chief Information Officer / Commissioner, will consult with the Governor to determine if the EOC will be open to coordinate the exchange of information between DOIT and the State Agencies and Departments that rely on its services.  XYZ will be responsible to take the following actions:

1. The Commissioner or the Deputy Commissioner will advise the Regional Director, of the situation at DOIT.

2. The Deputy Commissioner will advise all Area Office Incident Commanders of the situation, with a preliminary estimate of the time to restore computing service (BLANK, etc.).

3. Each Incident Commander will inform the Operations Section Chiefs / BCP Coordinators. 

4. The Operations Section Chief will work with all BCP Business Unit Team Leads to:

· Ensure that documentation entered into BLANK during the previous 48 hours is preserved for re-entry into BLANK in the likely case that the restored BLANK data will be missing the previous two days of data entered.

· Ensure that documentation of all activity during the DOIT outage period is maintained on paper or electronically on the Area Office S and U drive, so that it may be entered into BLANK when DOIT returns it to service.

· Survey staff to determine what, if any, problems the lack of BLANK or other DOIT services is creating for the Area Office.

5. The Operations Section Chief / Incident Commander will in turn convey technical issues to the XYZ Information Systems Director at the Central Office and business function-related issues to the Deputy Commissioner/Commissioner.
6. The XYZ Public Information Officer (PIO) will issue periodic updates on DOIT progress toward recovery; the Operations Section Chief will share this information with staff.

7. The DOIT Agency Liaison Team will communicate detailed system status to the XYZ Information Systems Director (Central Office), who will in turn contact the Area Office Operations Section Chief, as needed, to seek validation of the return of BLANK and other DOIT services.

8. When DOIT service is restored, the Operations Section Chief will work with all BCP Business Function Team Leads to ensure that:

· Data lost from the restored BLANK system is reentered.

· Data created during the outage is entered into BLANK.

DOIT Disaster Response and Business Continuity Plan

The diagram below reflects the DOIT response to a catastrophic loss of its systems or services.


[image: image4.emf]Incident

Notify 

General 

Command 

Staff

  < 4 hr 

Recovery

?

Activate 

Logistics 

Section

Assess 

Damage

Declare 

“Emergency” 

State

>4 hr

<48 hr 

Recovery

?

Declare 

“Disaster” 

State

Notify 

Agencies

Repair 

“Problem”

Resume 

Services

Notify 

Agencies

Relocate

?

Declare 

“Problem” 

State

End BCP

Start 

Facility 

Salvage

/Rebuild

Notify 

Agencies

Activate 

Command 

Center

Convene 

Command 

Staff

Alert 

Technical 

Team 

Leaders

Alert 

Governor’s 

Office

Activate 

Media 

Center

Relocate 

Operation 

Sections to 

Alt Locations

Deploy 

Tech’l teams 

to Hot Site

Retrieve 

Backed Up 

Data

Re-Establish 

Network

Restore 

Systems

Notify BCP 

Mgt team, 

Agencies

Activate 

System

End BCP

<4

>4

Y

Y

Validate 

Systems

Track/Report 

Recovery 

Progress

Recovery Participants:

   1. Incident Discoverer

   2. Incident Commander

   3. Operation Section Chiefs

   4. Operations Sections

   5. Technical Recovery Teams

   6. Logistics Section

   7. Public Information Officer

   8. Finance/Administration Section

   9. CIO Office

  10. Agency Operation Sections

1.

2.

6.

2.

2. 2.

5.

5. 2.

2.

2.

2.

2.

2.

6.

2.

2.

2.

N

9.

7.

9.

4. 

8.

5. 

8.

5.

5.

5.

5.

4. 

5.

5.

From 

Regional 

Disaster Plan

Secure 

Disaster Site

6.

2.


Below is the DOIT Business Continuity (BC) and Information Technology Disaster Recovery (ITDR) organization.
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DOIT will communicate with its Agency customers through its Agency Liaison Team for technical matters.  The Command Center Public Information Officer (PIO) will advise peer PIOs within the Agencies of service restoration progress and issues that arise.
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Regional / Community Disaster

In the event of a wide-spread disaster, the State will respond as a unit.  The response will be coordinated through the Department of Emergency Management and Homeland Security under the authority of the Governor.  Below is a depiction of the DEMHS Emergency Operation Center control flow, which employs national Incident Control System (ICS) disciplines.  
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•  Conduct Status Reviews every 4 hours

•  Report Status to Governor

•  Direct inquiries to the Public Information Officer


Below is the organization chart for all ICS based Incident Responses.


[image: image8.emf]Command

Operations 

Section Chief

Planning 

Section Chief

Logistical 

Section Chief

Finance /

Administration 

Section Chief

FEMA / 

HOMELAND 

SECURITY 

Department of 

Emergency 

Services

State Agency Representatives

Incident Commander,

Public Information Officer

Liaison Officer

Safety Officer

Situation Control, Restoration 

of Normal Operations

Resource and Situation 

Intelligence

Off-Incident Facilities, 

Materials, Transportation

Claims, Procurement, 

Timekeeping, Cost Accounting

Jurisdictional Support


XYZ is an EOC participant with a key role to play in any community, regional or state wide emergency response situation.  A DOIT outage may necessitate EOC activation.  XYZ may request EOC support from the Governor in cases where multiple agencies are needed to support a facility, office or regional disaster affecting XYZ or the clients within its custody.
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Area Offices

The Area Offices, Facilities, and Central Office all have active elements within this Crisis Response System.
Staff Post-Disaster Survey:  Sample Tracking Form

Use this form to log staff availability after a disaster event at the Area Office. Each team leader is required to submit the staff contact information in writing to the Administrative Support Team at the BCP Command Center.  This report may be submitted in handwritten format.

	Name
	Contacted
	Available
	Requires Assistance
	Contact Number

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


MASTER LOG:  Sample Status Reporting Form

Use this form to log significant recovery activities. Each team leader is required to submit written recovery status reports daily.  Submit completed status reports to the Administrative Support Team Lead at the Command Center.  This status report may be submitted handwritten as long as it is legible.

	Team Name:

	Name:

	Date:

	Time:

	Activities


	

	

	

	

	

	

	Issues



	

	

	

	Observations/Conclusions/Recommendations
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Chapter 1 Introduction
The purpose of this document is to provide direction to the XYZ <Office Site HERE> Office in responding to an event at <Office Site HERE>.  It will assist in ensuring that critical business functions continue without an unacceptable delay or change.  It includes a team structure, notification procedures, an implementation plan, alternate workplace information, critical business functions and supporting applications, dependencies, and other information useful in the recovery of core business functions following a major business interruption.  Recoveries of operations for the business units of the XYZ <Office Site HERE> Office are included in this document.  This plan does not address the recovery requirements of the XYZ Facilities or IT environment.  Those organizations are responsible for their own Business Continuity Plans.
The intent of the Business Continuity Plan is to minimize business disruption and negative impact on client service.  The execution of the plan will facilitate the continuation of vital business processes and the eventual orderly resumption of normal business operation.

The nature and extent of the impact of a particular event may vary.  The loss of the facility, for example, may affect only the floor where a business unit is located, or it may affect a region and multiple facilities within the region.  The outage duration may be a few days, or may extend into a few weeks.   The assessment of the impact by the Business Continuity Assessment Team and the decisions made by the Management Team will determine if part or the entire plan will be invoked.
1.1 Department of XYZ Mission Statement

The mission of the Department of XYZ is to………….
1.2 XYZ <Office Site HERE> Office Business Continuity Purpose
It is the intention of the XYZ <Office Site HERE> Office that we will service our clients immediately following a loss of the business office for urgent priority items, either by <Office Site HERE> based staff, Hotline staff or professionals from other assigned Area Offices.  It is our intention to reestablish most client activities within twenty-four (24) hours of an event at <Office Site HERE>.  All normal business functions will be operative within one month.  
1.3 Scope

This document is the XYZ Business Continuity Plan for the XYZ <Office Site HERE> Office, located at <Office Site HERE>.  Other XYZ Area Office locations have developed their own Business Continuity Plans. Other agencies housed in this location have developed Business Continuity plans applicable to their agency. The business units of XYZ included in this plan are as follows in alphabetical order:  

	Business Unit
	Floor

	Business Unit 1
	

	Business Unit 2
	

	
	

	
	

	
	

	
	

	
	


1.4 Plan Organization
	Chapter
	Title
	Description

	1
	Introduction
	States the mission, objective, assumptions and priorities of the Business Continuity Plan, and defines disaster criteria.

	2
	XYZ Information
	Summary information about the XYZ and its personnel, its business functions, and resource requirements.

	3
	Roles and Responsibilities
	Describes the roles and responsibilities of the Business Continuity Team as well as the team structure.

	4
	Communication
	Documents the communication process in the event of disaster.

	5
	Vital Records
	Identifies the vital record storage location and retrieval process.

	6
	Implementation Plan
	Describes the tasks required in the implementation of the Business Continuity Plan in the event of a disaster.

	7
	Plan Validation
	Describes the testing procedures for the Plan.

	8
	Plan Maintenance
	Describes the maintenance procedures for keeping the Plan up-to-date.

	9-XX
	Business Unit Plans
	Business Continuity Plans for the Business Units including, resource and skill requirements, disaster responsibilities, and unique hardware and software used.

	A-G
	Appendices
	Information, procedures, forms, etc that will make recovery more effective and repeatable.

	H
	Glossary
	Common terms used in Business Continuity and Disaster Recovery.


1.5 Disaster Declaration Criteria

The scenarios (and possible causes) below may lead to the declaration of a disaster for the facility.  The actual decision to declare depends on the situation and how quickly the normal environment can be restored.

1. Extended outage of computer system, network or telephone services (electrical, fire, flood, sabotage)

2. Facility or work space in the building damaged (fire, flood, sabotage)

3. Local disaster making the office unsafe or inaccessible (environmental, structural damage, safe access)

4. Regional disaster making commuting to the office impossible or unsafe (acts of nature, civil disturbance)

5. Epidemic or Pandemic Risk.

1.6 Business Continuity Plan Flow
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1.7 Outage Scenarios, Situation and Assumptions
This Business Continuity Plan is developed to address two major scenarios:

1. Loss of the physical facility where the agency is located.

2. Loss of the IT support and computing services.

1.7.1 Loss of Facility
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Critical Infrastructure components that can cause the closing of the facility include, but are not limited to, the following:

1. Loss of  water pressure

2. Loss of heat

3. Loss of air conditioning

4. Loss of electricity

5. Flood

6. Fire

7. Contamination

1.7.2 Loss of IT Support and Computing Services 
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Loss of critical technology components that would severely impact productivity include, but are not limited to, the following:
1. Loss of network (local or wide area)

2. Loss of computing systems (BLANK, etc.)

1.8 Recovery Strategy

1.8.1 Recovery Strategy/Loss of Facility
The Incident Commander will oversee the overall business continuity effort and maintain communications with the Deputy Commissioner and the Commissioner’s office.  Command Support Staff (Public Information Officer, Human Resource Officer, Legal Counsel and Finance Officer) will provide advice and counsel to the Incident Commander. 

The Operations Section Chief will oversee the resumption of business functions in a timely and orderly fashion, working with the Business Function Team leads to deploy personnel as outlined in the individual Business Unit Plans.  The Administration Section will provide support to personnel at all deployed locations and the Logistics will provide facility and technology components as requested, on a triage basis, to support the business requirements. 

In parallel, the Logistics Section will determine if the unavailable Area Office facility can be made available, and if so when and at what level of effort.  If this is not feasible or will require considerable time to accomplish, the Logistics Section will work with DPW and other experts to identify a replacement facility that can be occupied on a permanent or interim basis, as the situation dictates.

The choice of an alternate location will be made at time of disaster.  The length of outage is the number one determining factor to recovery strategy:  

	Time Frame
	Strategy

	Day 1-2
	Operate from the Command Center (CC) and Work Recovery Area (WRA) at the Central Office, with Support, as needed, from the Hot Line and other assigned Area Offices.

	Days 3-7
	Locate additional high impact staff to WRA2 and WRA3, directed by the Logistics Section Team.

	One Week to One Month
	Operate from the Central Office and other WRA locations or other temporary space acquired by the Logistics Section, while the <SITE HERE> Facility is renovated or an alternate location is acquired and built out.

	One to Two Months
	Return to normal operations at the renovated or replacement site.


The Logistics Sections is working with other Area Offices and sister HIPAA State Agencies to execute Memoranda of Understanding (MOUs) for mutual support in the event of a facility crisis. 
The following Command Center (CC) and Work Recovery Area (WRA) locations have been preliminarily identified for the <Office Site HERE> Area Office:
	CC1
	CC2
	WRA1
	WRA2
	WRA3

	
	
	
	
	


It is reasonable to assume that the loss of the entire site would require a minimum of 7-10 days to re-establish enough work space to accommodate the total workforce of the XYZ <Office Site HERE> Office.  

Decision Points for starting to search for an alternate site:

1. Projected length of recovery time from disaster
2. Type of disaster (fire, flood, energy related, chemical etc)

3. Amount of Damage (# of offices, workspaces, floors etc)

4. Type of Damage (cosmetic, structural)

5. Time to repair (1 week, 4 week, 6 month, etc)

6. Assets available (are there multiple sites effected depleting available resources)

7. Impact on non-agency and other agency operations

The decision to establish work space for all workers will be dependent on the amount and type of damage to the original facility and the amount of time it will take to expedite repairs.  The Logistics Section will lead the investigation of the facility situation and make recommendations to the BCP Management Team.  Decisions on corrective measures will be taken in consultation with XYZ Executive Management through the Deputy Commissioner.
The availability of various alternate locations and their capacity will be determined at time of disaster by the management team with DOIT, DPW and other state agencies, departments and vendors ( MCI, SBC, Sonitrol, Altura) as required.
Decision Points for the potential alternate site:

1. Length of disaster

2. Available space

3. Available office furniture and equipment (desks, chairs, phones)

4. Phone Switch capacity

5. HVAC Capacity

6. Proximity to original office

7. Proximity to public transportation

8. Impact on non-agency and other agency operations

1.8.2 Recovery Strategy/ Loss of IT Support and Computing Services
The recovery strategy for loss of IT support and computing services is to work without IT support and invoke manual procedures (if any).   The manual procedures, if they exist, are in the business unit and/or appendix sections of this document.
Communications with the Department of Information Systems (DOIT) will be pursued according to the DOIT Crisis Response Communication Plan.  Three lines of Communication are planned.  Operating from the DOIT Command Center, the:

1. Public Information Officer (PIO) will communicate directly with PIOs in each of the State Agencies that employ DOIT services.
2. The Agency Liaison Officers will communicate directly to the senior Management Information System (MIS) manager in each of the State Agencies that employ DOIT services.

3. The DOIT Chief Information Officer will communicate through the Emergency Operations Center (EOC) to the Governor and all State Agency Commissioners.

Communications will be routed from XYZ MIS Director to all Area Offices.  Projected system restoration times and requests for BLANK validation will be coordinated this way.  The Area Office Business Continuity Plan will be in effect relative to:

1. Implementation of interim manual procedures. 

2. Protection of new data created during the DOIT system outage in paper mode, which must be entered into BLANK once it is returned to service.
3. Projection of paper or server copies of data entered into BLANK immediately prior to the system outage that may not have been captured in a safe, off-site electronic backup before the DOIT incident.  Such paper or server data as exists must be reentered into BLANK when it is returned to service.  

4. Data that is lost from BLANK and cannot be recreated from paper or server data must be evaluated and decisions made as to whether it must be recreated by re-executing the steps that have been lost to BLANK or whether it is acceptable to have this information missing from BLANK for the duration of the active case record.

The Area Office Operations Section Chief is to communicate specific problems relative to the absence of BLANK access or the loss of data to the:

1. XYZ Information Systems Director for technical issues relative to restored systems or services, who will work with DOIT to prioritize and execute remedies as they can be identified.  This communication would be submitted to DOIT following their Escalation Procedure guidelines.

2. XYZ Public Information Officer for business related issues relative to the absence of DOIT or problems related to the restore, so that the Deputy Commissioner and Commissioner may be aware of problems and escalate as is appropriate to XYZ through the XYZ Crisis Response Plan.

Chapter 2 Department of XYZ<Office Site HERE> Office
2.1 XYZ <Office Site HERE> Office Profile

Business Unit Profile:

1. Located at <Office Site HERE>.  
2. Approximately <XX> staff
3. <XX> major business areas

2.2 Business Impact Analysis Information

Please see Appendix A, “Business Impact Summary” for the detailed business impact information.
2.3 Business Unit Team Leader Call List

Please see fourth page of this document (Quick Reference Guide).
2.4 Business Unit Resource Deployment

The Resource Deployment information is used to estimate the personnel and office equipment requirements in a disaster.   It is assumed each person will need a phone; standard PC; connectivity to BLANK, other state agency databases and the web; desktop software; workspace, and access to a fax, copier, office supplies etc.  Phone service will be accommodated by cellular phones; employees who have been issued these are expected to use them for both ingoing and outgoing calls while at assigned Work Recovery Area (WRA) space.  If cell phone units have been lost or become inaccessible due to the disaster situation, the Logistics Section will provide replacement emergency phones on a priority basis at the direction of the Business Unit Team Leaders.  Other personnel who do not ordinarily use cell phones will also be issued them on a priority basis.
Each Work Recovery Area will have at least two printers, one fax and one copier available for shared use.
2.4.1 Personnel Deployment Table

Use the table on the following page to tabulate the personnel resource needed to support a business unit over a specific time period.  It is assumed that one work space may be shared by two or more staff members on a scheduled or shared basis.  Staff is to do BLANK research or data entry, as well as report generation to the S and U drives when access to a computer work station is made available.
It is expected that access to BLANK will be provided within the first day after a facility disaster is declared.  Access to the restored S and U drives will be provided within 48 hours of disaster declaration. 
	Function
	Day 1-2
	Day 3-5
	Day 6-10
	Day 11-20
	Day > 20
	Normal Level

	Administrative Services
	2
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2.4.2 Unique Office Equipment
Use the table below to identify the unique equipment that may be needed to support this Area Office post-disaster, should normal office equipment be destroyed or inaccessible.
	Business Unit
	Description (Make / Model)
	Qty

	Administrative Services
	Printer ( Cannon 24i)
	1

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


2.4.3 Unique Desktop Equipment
There are no unique desktop requirements for the Area Office. 
2.4.4 Unique Desktop Software

A standard Area Office Desktop software configuration includes:

1. The MS/Windows operating system

2. The Microsoft suite of software:  Outlook/Express; Word, Excel.  
3. Access to the Area Office ‘S’, ‘U’ and ‘I’ drive data 

4. Internet Access (to BLANK, the web and, where authorized, to other state agency databases).    

BLANK is the critical, central information system used by the Area Offices.  Each Area Office has access to one or more BLANK Specialist from the XYZ Central Office to assist in the use of BLANK or resolving problems that arise.
Other agency databases commonly used by the Area Office include:
1. State Police (criminal records)

2. Social Services (family situation)

3. Motor Vehicles (address information)

4. Veterans (military records)

5. Mental Health (family situation)

There is some unique desktop software required by Area Office business units.  The table below identifies the unique software needed to support each business unit.

	Software
	Business Unit(s)
	Purpose

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Chapter 3 Roles and Responsibilities
3.1 Business Continuity Team

The XYZ <Office Site HERE> Office Business Continuity Team will be made up of the six business unit teams, a Central Office Operations Team, a Facility team, an Administrative Team and the Management team as represented by the diagram below.  
Please find a sample of the Business Continuity Team chart located in the file State of Connecticut_BCP_Graphics_V1.doc on page 4.
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3.2 <Office Site HERE> Office Business Continuity Management Team

The BC Management Team will be comprised of the staff members listed in the Quick Reference Guide.  The team’s main responsibilities are as follow:
1. Interfaces with the Central Office to obtain necessary authorizations and resources.

2. Makes decisions regarding business resumption for the Area Office.
3. Communicates with other offices and agencies as needed.
4. Acts as a focal point for all internal and external communications.
5. Addresses Staffing requirements.
3.2.1 Pre Disaster Responsibilities

1. Determine the overall Business Continuity strategy.

2. Authorize expenditure for business continuity strategy implementation.

3. Advise the Business Continuity manager of any change that would affect the Business Continuity Plan. 

4. Maintain a copy of the Business Continuity Plan off-site.

5. Maintain a copy of the Business Continuity Contact List at home.

6. Ensure that all team personnel are thoroughly trained on the Implementation Plan.
3.2.2 Incident Commander / BCP Management Team Lead Disaster Responsibilities

INITIAL:  

1. Provide overall leadership to teams.

2. Notify the Hotline of a potential disaster situation; ensure the Hotline has current information on any major decisions made.

3. Notify the Deputy Commissioner of the facility situation and Request the Command Center to be opened.

4. Contact the BCP Management Team, informing them of the situation, what decisions have been made, and the Command Center location.
5. Ask them to report to the Command Center.
6. Chair the periodic BCP Crisis Response meetings. 

7. Get team and Deputy Commissioner Consensus to invoke the BCP, or….

8. If the Area Office is ready for use, stand down and close the Command Center.
AFTER DISASTER DECLARATION:

1. Keep close communication with the Business Continuity Management Team.

2. Interface with the Central Office to obtain necessary authorizations and resources.

3. Makes decisions regarding business resumption for the Area Office.
4. Communicate with other offices and agencies as needed.
5. Address staffing requirements.
6. Provide overall leadership to the BCP Management Team members.
7. Hold periodic BCP Management Team Crisis Response Meetings to identify issues and develop plans to resolve them (every four hours is recommended initially; these should be reduced to daily as the situation stabilizes).
8. Meet regularly with the Public Information Officer, and/or the Commissioner to provide progress reports; the PIO will be responsible for all internal and external communications.
3.2.3 BCP Management Team Member Disaster Responsibilities

1. Based on recommendations from the Disaster Assessment Team and the Business Continuity Management Team leader, determine which recovery scenario is to be implemented.

2. Activate the full Business Continuity process.

3. Activate internal call list procedure.

4. Determine if calls should be made to selected offices and clients, and direct personnel to make the calls.

5. Direct public relations issues to the Public Information Officer (PIO).
6. Address any management and personnel policy issues; consult with the Human Resources Officer (HRO), as needed.

7. Arrange to hire temporary personnel, if needed.

8. Direct any labor / union related issues that arise to the Human Resources Officer (HRO).

9. Direct any credit card, cash or other emergency funding requirements to the Finance Officer (FO), who will address the requirements with the Deputy Commissioner and Commissioner.

10. Oversee the execution of the Business Recovery process and ensure that all teams carry out their responsibilities.

11. Approve equipment and facilities expenses associated with restoration of services to be forwarded through the Incident Commander to the Deputy Commissioner and the Commissioner for formal authorization.
3.2.4 BCP Management Team Post Disaster Responsibilities

1. Assess overall performance and effectiveness of the business recovery process.

2. Review and authorize implementation of business continuity process improvements.

3.3 XYZ <Office Site HERE> Office Operations Section Chief/Business Continuity Coordinator 
The Operations Section Chief/Business Continuity Coordinator provides overall leadership to all the Business Function Continuity teams in the execution of the Business Continuity Plan.  The Area Director, Christine Lau, is the first person to be notified in case of an emergency at the site.  Ms. Lau or her alternate is responsible for initiating the tasks of disaster assessment and follow-on tasks until the full Business Continuity Team has assembled. The Operations Section Chief provides the ongoing support for the maintenance of the Business Continuity Plan, and the necessary administrative support to all teams in case of a disaster.
3.3.1 Pre Disaster Responsibilities

1. Interfaces with the Management Team to obtain necessary authorizations and resources.

2. Directs the overall operation of the continuity process.

3. Manages the execution of the Business Continuity Plan.

4. Ensures that the Business Continuity Plan is maintained and tested.

5. Maintain a site-wide Contact List.

6. Identify and maintain a list of all sources of information for the Business Continuity Plan.

7. Initiate periodic review of the Business Continuity Plan.

8. Maintain the online copy of the Business Continuity Plan.

9. Make timely updates to all sections and Appendices.
10. Produce periodic hard copy updates of the Business Continuity Plan and contact lists for distribution to appropriate personnel and off-site storage.

11. Maintain a copy of the Business Continuity Plan and Contact List at home.

12. Ensure that copies of all vital records are stored off-site, if possible.  Work with the Administration Section Chief to develop a plan for the retrieval or recreation of critical records, including those lost from the Area Office building (Scenario One) or those missing from the latest BLANK backup (Scenario Two).
13. Ensure that all team personnel are thoroughly trained on the Business Continuity process and activation of that process.

14. Participate in Business Continuity Plan walk-through exercises.

15. Review test plans and test results for all Business Continuity Teams.

16. Review and approve results of periodic plan review.

3.3.2 Disaster Responsibilities

INITIAL

1. Schedule a Crisis Response meeting every four hours to update status and develop consensus on next steps.
2. Contact all Team members, if directed to do so by the Incident Commander.
3. Execute the Preliminary Communication Plan:

a. Draft a message for the BCP 800 Line.
b. Review with the BCP Manager.
c. Post the message on the BCP 800 line.
d. Update the message every four hours or as events dictate.
e. When the Command Center is active, ask Logistics (Telephony) to activate the BCP Area Office line to Command Center.
4. Consult with the BUSINESS FUNCTION TEAM LEADS. Determine priority action necessary for critical business functions, (Investigations, FASU, etc.).
5. Initiate and maintain a Business Continuity master log.  See Appendix for an example.
6. Dispatch the Disaster Assessment Team to assess the damage.

7. Alert all Business Continuity Team Leaders.

8. Activate the Command Center with telephones.

9. Based on the assessment results, recommend to the Management Team whether to declare disaster and what course of recovery actions to follow.

AFTER DISASTER DECLARATION

1. Activate all Business Continuity teams, as appropriate.

2. Provide overall leadership to Business Unit Functional teams.

3. Keep close communication with Business Continuity Management Team Leaders.

4. Keep the Management Team informed of recovery progress.

5. Make recommendations on salvage and recovery of the damaged facility.

6. Review and make recommendations on facilities renovation and reconstruction.

7. Review and approve relocation and migration plans.
8. Work with the Administration Section to execute the plan to retrieve or recreate missing critical records, including those lost from the Area Office building (Scenario One) or those missing from the latest BLANK backup (Scenario Two).

3.3.3 Post Disaster Responsibilities

1. Assess overall performance and effectiveness of the business recovery process.

2. Review and authorize implementation of business continuity process improvements.
3.4 XYZ <Office Site HERE> Office Logistics Section  
The Logistics Section will be comprised of members with expertise in XYZ Facilities, Building Infrastructure and Logistics, Real Estate holdings and options within the State of Connecticut, Telephony, Systems and Servers.  This team will be the one leading the efforts in assessing the damage to the facility and also determining the eligible locations at the time of disaster to accommodate the number of displaced workers.  Refer to the Quick Reference Guide for current staff assignment on the Facility Team.
3.4.1 Logistics Section Leader Pre Disaster Responsibilities

1. Pre-establish candidate WRA locations; execute MOUs with these site managers.
2. Pre-establish telephone switching and BLANK internet access capabilities at Work Recovery Area (WRA) space and the Command Center.
3. Keep information on free office space up to date.

4. Keep information on phone switches and capacity for each location.
5. Create and maintain a disaster assessment emergency response container with facility information on each XYZ Area Office, a voice recorder, 2 way hand held radios, a digital camera, flashlights, hard hats, safety vest and identification.
3.4.2 Logistics Section Chief Disaster Responsibilities

INITIAL

1. When initially contacted by Incident Response Communications about the potential disaster, quickly determine if the fire department, police or other municipal services need to be contacted immediately.  Instruct the person to do so, if appropriate.

2. Notify the landlord if he/she has not been notified already.

3. Contact Damage Assessment / Facility Team members immediately.  Instruct them to bring their cellular phones and meet at a designated location at or close to the facility.

4. After arriving on site, contact the person(s) who initially identified the potential disaster. Confirm the initial findings.

5. Instruct all personnel to direct assessment questions to the Section Chief.  This is especially important in handling questions from any technical consultant and claims adjuster of the insurance company.

6. Give an early assessment (four hour goal) to the Incident Commander and Operations Section Chief at the Command Center.

7. Ensure the facility is safe before the Disaster Assessment Team enters the building.

8. Ask a member to contact vendors and service providers if there is damage to systems and network equipment.

9. Assign members to specific assessment tasks. Coordinate the overall assessment effort.

10. Open a Disaster Assessment log and log all findings.

11. Notify DPW and OPM of the situation.

12. Advise candidate WRA location owners of the situation and the potential need to invoke the MOU for recovery space.

13. Keep close communication with the Business Continuity Management Team.

14. When detailed assessment is complete, report findings and recommendations to the Business Continuity Management Team and the Commissioner’s Office.

AFTER DISASTER DECLARATION

Identification and fit up of Work Recovery Area (WRA) for Area Office Personnel

1. Initiate the process to identify / confirm available WRA space and provide this information to the Operations Section Chief for staff deployment (8 hour goal).
2. Seek additional WRA, as needed, by contacting pre-established WRA sites and activating the MOU agreement.
3. Provide this information to the Operations Section Chief on a daily basis as to the status of the damaged facility.
Restoration or Replacement of the Area Office Facility 

1. Provide this information to the Operations Section Chief on a daily basis as to the status of the damaged facility.
2. Determine who is responsible and coordinate with General Counsel on Damage and Destruction Clause within lease.

3. If an Interim Office Space is deemed necessary (decision of the Business Continuity Management Team in consultation with XYZ executive management), work with the Department of Public Works and others to identify, select and build out this office space.
4. In parallel, develop a work plan to either:

a. Renovate / repair the damaged facility or

b. Acquire / build a long-term replacement facility.
3.4.3 Logistics Section Members Disaster Responsibilities
INITIAL
1. When contacted, report as soon as possible to the designated meeting location.  Bring cellular phones.

2. Conduct damage assessment as a team, or perform specific assessment tasks as assigned by the Team Leader.

3. If the damage affects the infrastructure of the building, the building may not be accessible to tenants. Get facts and findings from the building management if appropriate and communicate to the Business Continuity Management Team.

4. If limited access is permitted on the affected floor(s), perform an assessment of the extent of damage in each area and estimate the time and resources needed to restore, repair or replace equipment and furnishings. The areas to be assessed include:

a. Structural (internal)

b. Mechanical, Electrical, Plumbing

c. HVAC

d. Fire/Life Systems   

e. Capability of securing the floors 

f. Accessibility to the floors 

g. Status of all utilities

h. Status of any data center, phone room, wiring closets, etc

i. Status of equipment, furnishings, record retention area, media and supplies.

5. Document findings in a Disaster Assessment Log.

6. Determine if the facility is safe for employee occupancy.

7. Establish security at the damaged facility (Building/Landlord will likely provide this).
8. Determine the impact of the damage on operations based on the team’s findings.

9. Make recommendations on whether should declare disaster and the appropriate course of recovery action.

AFTER DISASTER DECLARATION

Identification and fit up of Work Recovery Area for Area Office Personnel Telephony

1. Distribute cell phones, as available, to staff who report theirs missing (10 - 20 in stock).
2. Acquire additional cell phones, as needed (20 – 40 within 48 hours).
3. Set up WRA space with telephony as needed.
4. Activate the BCP Area Office phone number, as directed.
Information Systems

1. Work with DOIT to restore the Area Office S and U drives and make them accessible to the Command Center, C.O. PC labs and all WRA locations.
2. Set up laptops and router at remote WRA location to enable staff access to BLANK and the S and U drives (20 laptops and one router in stock).
3. Support the set up BLANK and S and U drive access in work spaces of reassigned or furloughed staff for the use of Area Office employees.
WRA Team

1. Work with the Business Function Team Leads to clarify WRA space requirements.
2. Invoke existing Memoranda of Understanding (MOUs) to acquire pre-planned Work Recovery Area.
3. Seek additional space, as required.
Restoration or Replacement of the Area Office Facility 

1. Work with civil authorities and the building landlord to determine if the Area Office can be restored for business use; engage contract architects and engineers to evaluate the situation, as required.
2. Work with the DPW and OPM to identify alternate sites that may be used:

· On an Interim (1 – 12 months) Basis.
· As a Permanent Replacement (2 to 5 years).
3. Work with hired professionals, as needed, to renovate the damaged area office or build out a replacement facility.
4. Coordinate with Landlord to determine what trades are necessary to repair damage.

3.5 Business Function Continuity Teams
The Business Function Continuity Teams are responsible for the restoration and recovery of their individual business operations.  For business recovery purposes, the working groups are divided into Business Unit business recovery teams. Only the Business Continuity Teams of the work groups affected by the loss of a facility need to be activated.  The composition of the Business Unit teams is included in their respective chapters.  Refer to the Quick Reference Guide for current staff assignments to the Business Unit Teams in this Area Office.
The Business Unit Continuity Teams are responsible for performing the critical functions of their work groups in the period immediately after the declaration of a disaster.  Specific Pre-Disaster, Disaster, and Post Disaster Responsibilities are in each Business Unit Section.

3.5.1 Business Function Team Leader Pre Disaster Responsibilities

1. Maintain a copy of the personnel contact information at home. Ensure it is always up to date. 

2. Participate in walk-through of the Business Continuity Plan and ensure every member is thoroughly familiar with the plan and the process.

3. Develop and implement processes and procedures that will enhance the readiness of the work group in disaster recovery.

4. According to maintenance schedule, review and update the Business Unit sections of the Business Continuity Plan.

3.5.2 Team Leader Disaster Responsibilities

INITIAL

1. Contact team members and advise:  
a. of the situation

b. who is in charge

c. what decisions have been made

d. whether to do field work (as feasible) or remain at home until further notice

2. Record activities (see “Contact Log” for example)
a. Who has been contacted

b. Who is available

c. Any issues relative to the employee’s case load that is raised.

d. Any issues relative to the employee’s situation raised

3. Summarize and report to the Operations Section Chief.
4. Review staff available and begin preliminary staffing plan to present to Logistics if a disaster is declared.
5. Prepare for and attend the BCP Crisis Response meetings.
AFTER DISASTER DECLARATION

1. Alert all team members when notified of the Disaster Declaration.

2. Initiate the telephone call chain within the work groups. Contact all managers with direct reports and instruct them to contact their staff.

3. Keep close communication with the Command Center.

4. When the Work Recovery Area (WRA - temporary office spaces) is made ready, notify team members and provide direction to the alternate work site.
5. Review the responsibilities and emergency tasks.  The recovery tasks for each team are described in their respective BCP Business Unit Plans (see Sections 9 – 20 of this document).  Modify and assign priorities to the tasks based on the current demands on the work groups.

6. Assign members to the emergency tasks.  Work in shifts at the user recovery site, if necessary.

7. Prioritize the list of personnel to be assigned available work space; identify individuals who must be co-located at the same facility.
8. When the temporary office spaces are ready, notify team members and provide direction to the alternate work site(s).
9. Ensure that all business partners, clients and other interested parties are advised of the situation; set their expectations for service in the next 2 to 5 weeks.
10. Share WRA parking and building access information with supervisors.
11. Identify missing records (Scenario One:  in the damaged office; Scenario Two:  from latest backup copy of BLANK) and work with the Operations Section Chief and the Administration Section to retrieve or recreate these.

3.5.3 Team Member Disaster Responsibilities

1. Report to the alternate work location when notified to do so.

2. Coordinate with the Administration Team in the retrieval of vital records from off-site storage.

3. Review the Business Unit recovery procedures with the team leader before executing the procedures.

3.5.4 Business Unit Post Disaster Responsibilities

1. Assess the effectiveness of the work group Business Continuity Teams.

2. Assess overall effectiveness of the Business Continuity Plan.

3. Revise/update existing procedures.

3.6 Administrative Section
The administrative support team will be assembled at the time of a disaster to assist the members of the BCP Management Team by fulfilling the responsibilities listed below. 

3.6.1 Pre Disaster Responsibilities

1. Know and understand the Business Continuity process and the activation of that process.

2. Maintain a current copy of the Business Continuity Plan. Keep the team members contact information current.

3. Understand their responsibilities at the Command Center as defined in the team mission statement.

4. Know where to obtain material and supplies to set up the Command Center.

5. Work with the Operations Section Chief to develop a plan to store critical records off premises on a scheduled basis where feasible and to recreate missing information post-disaster where it is not.  Address both Scenario One (records missing or unavailable at the Area Office) and Scenario Two (BLANK information missing from the DOIT backup).

6. Participate in all tests using "Disaster Responsibilities and Recovery Tasks".

7. Review and analyze test results and implement modifications as necessary.

8. Cross train team members.

9. Develop procedures to return to restored site.

3.6.2 Administrative Section Chief Disaster Responsibilities

INITIAL

1. Maintain a record of all contact information (see “Staff Post-Disaster Survey”).
2. Collect documentation on issues identified.
3. If the Area Office BCP number is activated at the Command Center, staff this line and log all messages.
4. Provide support to the BCP Manager, as needed, including:

a. Acquisition of office supplies

b. Arrangement for food service at the Command Center

c. Petty Cash

d. Vehicle keys and/or gas cards

e. Calls to staff, suppliers, contractors, etc. to update them on the situation

f. Document preparation

g. Mail distribution

AFTER DISASTER DECLARATION

1. Bring the Business Continuity Plan and all current contact information to the Command Center; make duplicate copies for distribution.
2. Ensure that the Command Center is staffed for every shift; support the Business Function Team Leads in developing staff assignment lists by WRA.
3. Set up the Command Center; acquire materials and supplies, as needed.
4. Contact Recovery Team Leaders and members, employees, and vendors as requested by the BCP Management Team member.
5. Provide driving directions to the Command Center and the WRA(s) to the recovery teams

6. Set up telephone support, supplies and mail distribution for the management team at the recovery site.
7. Notify the Post Office to hold mail; collect from the Post Office and distribute this mail daily.
8. Staff and provide support to Area Office personnel at each WRA location in use; arrange movement of materials from the Command Center to the WRA locations, as needed.
9. Support the Operations Section Chief in executing a plan to retrieve critical records for the Business Unit Teams.
10. Communicate status to the Incident Commander.
11. Re-locate adequate team members to every WRA location to support Area Office staff wherever they are deployed.
3.6.3 Administrative Section Member Disaster Responsibilities

1. Report to the Command Center.

2. Pick up materials and supplies for the Command Center.

3. Set up the Command Center, including telephones, to support the Management Team.

4. Contact Recovery Team Leaders and members, employees, and vendors as requested by the Recovery Team Leaders.

5. Provide directions to the Command Center and WRA to the recovery teams.

6. Set up telephone support, supplies and mail distribution for the management team at the recovery site.

7. Maintain communication with all recovery teams and assist them as appropriate by providing information or getting necessary resources.

8. Log and tracking of all requests; document time of request and person(s) responsible for their completion.

3.6.4 Post Disaster Responsibilities

1. Perform assessment of team effectiveness during disaster.

2. Modify team tasks and procedures as needed.

3. Implement updated tasks and procedures into plan testing requirements.

4. Assess overall effectiveness of the Business Continuity Plan.

3.7 Command Support Staff

Several professional positions are included on the Command Support Staff.  It is there role to support the Incident Commander during the response to the incident.

3.7.1 Public Information Officer (PIO)

The Public Information Officer (PIO) is responsible for all public announcements, press releases or interviews with the communications media.  The PIO will also communicate with peers in other State Agencies to summarize the situation, progress toward resolving the incident and any actions needed in support of or in response to the situation.  

The PIO will attend Crisis Response Meetings and develop public statements in concert with the Incident Commander and the Operations Section Chief, as needed.  The PIO will review any statements with the Legal Counsel, as appropriate and get approval from the Deputy Commissioner and the Commission for statements to be made following pre-established guidelines.
All requests for comment or interviews made to XYZ staff are to be re-directed to the PIO at the Command Center.

3.7.2 Human Resources Officer (HRO)

The Human Resources Officer is to advise the Incident Commander, the Operations Section Chief, the Deputy Commissioner and the Commissioner on services to be provided to or asked of employees, union or otherwise, in a crisis situation.  As employees may be involved in or affected by the disaster incident at the facility, attention to their needs and the needs of their families is a priority of the Business Continuity Plan.  The HRO will seek guidance from the Labor Relations Bureau in matters regarding union contract or bargaining issues.  The HRO may seek advice and counsel from the Legal Counsel, as needed.
3.7.3 Legal Counsel

The Legal Counsel is to advise the Incident Commander, the Operations Section Chief, the Deputy Commissioner and the Commissioner on inquiries relating to agency jurisdiction, matters relating to legislative or Federal requirements placed on the Department of XYZ or contracts between the agency and other parties, including, but not limited to, service agreements and facility leases.  The Legal Counsel will review public statements with the PIO before they are issued, as requested.  The Legal Counsel will give opinion on employee relations based issues, also as requested.
3.7.4 Finance Officer

The Finance Officer is to support the Incident Commander, the Operations Section Chief, the Deputy Commissioner and the Commissioner on matters requiring emergency funding, financial analysis and record keeping of emergency expenses.  This includes, but is not limited to, the acquisition and distribution of emergency credit cards and cash.
Chapter 4 Communications Plan

Communication is critical to the success of the Business Continuity plan.  A communication plan has been established to provide clear direction to all functional areas involved in responding to an event. The purpose of a pre-defined communication plan is to enable those executing this plan to take quick action in response to unexpected or adverse events.  The communication plan is based on the Command and Control structure that is outlined in the next section.  
Communication to the public media or outside agencies should be handled by the Public Information Officer, or PIO.  The PIO contact information is listed in the Quick Reference Guide section of this document.

4.1 Command and Control

Command and Control outlines the process of communicating the operational status of an agency, a specific agency facility, or an area office to other groups within the agency. The purpose of the function is to coordinate the emergency plan and recovery actions between and across agency business functions.  This information may or may not be made available immediately outside the Command and Control structure.  This section describes the command and control function at the site and agency level.  

4.2 XYZ <Office Site HERE> Office Communication Flow

Please find a sample of the Business Continuity Team chart located in the file State of Connecticut_BCP_Graphics_V1.doc on page 4.
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The Incident Commander / BCP Manager will have overall responsibility for the Business Continuity Effort.

1. The Incident Commander will report any potential disaster situation to the Hotline and ensure that the Hotline has current status on any major decisions made.

2. The Incident Commander will report to the Deputy Commissioner and consult with the Commissioner.
3. The Incident Commander will chair the Command Center Crisis Response Meetings. 
4. The Incident Commander will summarize status to the Public Information Officer.

The Operations Section Chief / BCP Coordinator will orchestrate the business recovery effort with the Business Function Team Leaders on the Management Team.

1. Team leads need to report status and issues to the Operations Section Chief.
2. The Operation Section Chief will provide guidance to the team leaders. 

3. The Operation Section Chief will coordinate problem resolution, seeking advice and counsel as needed from the Human Resources Officer or the Legal Counsel.
4. The Operation Section Chief will communicate progress and recovery information to the team leads.
5. The Operations Section Chief will work with the Incident Commander to prepare any appropriate public statements for review by the Public Information Officer, the Deputy Commissioner and the Commissioner.  All public statements will be issued by the Public Information Officer. 

The Logistics Section Chief will work with the Management team to orchestrate the disaster assessment and recovery effort for the facility.

1. The Logistics Section Chief will deliver the final assessment report.
2. The Logistics Section Chief will arrange for new security for the facility.
3. The Logistics Section Chief will identify any salvageable equipment, furniture, records, files, etc.
4. The Logistics Section Chief will coordinate the repair or rebuild of original work site.
5. The Logistics Section Chief will coordinate with General Counsel on any legal issues.
The Administrative Section Chief will support the Incident Commander and the BCP Management Team at the Command Center.

7. The Administrative Section Chief will maintain a log of all staff contacts made, with availability status and provide this to the Operations Section Chief.

8. The Administrative Section Chief will maintain a log of all Calls received at the Command Center and provide this to the Incident Commander.

9. The Administrative Section Chief will maintain an Issues Log at the direction of the Incident Commander and the Operations Section Chief.
10. The Administrative Section Chief will document all Crisis Response Meetings for the Incident Commander.
The Public Information Officer (PIO) will communicate information to the public relative to the Area Office disaster situation, progress that is being made and any instructions for the public to follow.  Any statement will be reviewed and approved by the Deputy Commissioner and the Commissioner before it is executed.  The PIO may seek input from the Legal Counsel and/or the Human Resources Officer at his/her discretion.
1. The PIO will meet with the Incident Commander to get status and discuss issues before preparing a public statement.

2. The PIO will meet with the Operations Section Chief to discuss business delays or instructions to parents, guardians, foster parents, contracted providers, business partners, etc. and to craft a statement. 
3. The PIO will use the following vehicles, as appropriate, to share information with the public:

a. BCP 800 Service Line – recorded announcement describing the incident, providing status, giving instruction, indicating the time of the recording and the time at which an update will be provided.
b. Governor’s 211 Status line – with information similar in nature to that described above.
c. Press Releases – through normal channels (brief report with information needed by the public, directions or requests to the public or to organizations, contact information, etc.).
d. Press Conferences – generally a press conference will include the Commissioner, and potentially the Governor; a public statement followed by a question and answer period.  

4.3 Command Center (Primary and Alternate Site) Information
4.3.1 Command Center

The Command Center is utilized by the Business Continuity Management Team to monitor and direct the recovery efforts following a disaster or outage to the Agency Site.  Due to the inability to predict the exact amount of damage or type of disaster, it is necessary to identify two command center locations.  These are far enough apart to make it likely that one or the other will be available, even in a community or regional disaster situation.  Generally, the Primary Command Center will be used if it is accessible.
PRIMARY COMMAND CENTER:
	Command Center Details

	Location
	

	Address
	

	Phone Number
	

	Local Contact
	


ALTERNATE COMMAND CENTER:
	Command Center Details

	Location
	

	Address
	

	Phone Number
	

	Local Contact
	


4.4 Primary Command Center Location

Please find a sample map of the Command Center Location and instructions on how to obtain the proper map for this location in the file State of Connecticut_BCP_Graphics_V1.doc on page 5.

Insert Map Here
Customize any additional information below the map (i.e.  There is limited parking for BCP Management Team members in the enclosed lot surrounding the Central Office.  Overflow will be in the Training Academy parking lot north of the Central Office off Hudson Street.

4.5 Alternate Command Center Location
Please find a sample map of the Command Center Location and instructions on how to obtain the proper map for this location in the file State of Connecticut_BCP_Graphics_V1.doc on page 5.

Insert Map Here

Customize any additional information below the map (i.e. There is ample parking at the Training Facility, Silvermine Building, Riverview Hospital campus.)
Chapter 5 Vital Records

There have been no vital records identified at this time.  However in the future should vital records exist utilize this chapter to identify them and the processes and procedures to reclaim them at time of disaster.
Within this plan, pre-disaster responsibilities have been made to the Operations and Administration Section Chiefs to review this issue and devise a storage and retrieval plan for critical records, where feasible, and a plan to recreate critical records, where it is not.  Both loss or inability to access records at the Area Office (Scenario One) and the loss of recent pre-disaster data from BLANK (Scenario Two) are to be addressed.

5.1 Vital Records Storage Facility

Vital Records off-site storage facility is a location to store tape media or documentation necessary for the recovery process.  Some organizations use the same location for both purposes.  The off-site storage location must be accessible 24 hours a day and homes of staff are not acceptable off-site storage locations to be used for maintaining PC diskettes or any other type of vital records.  Listed below is the off-site storage facility.

_________________ (Off-Site Data Protection (Name)

________________   (Address)

_________________ (City/State/Zip)

_________________ (Business Phone #)

_________________ (24 Hour Phone #)

________________   (Contact Person 1)

________________   (Contact Person 2)

Listed below are names of Agency and Business Unit personnel authorized to recall vital records from offsite storage vendor.
	Authorization Level
	First and Last Name

	
	

	
	

	
	


5.2 Vital Record Inventory

All vital records (those records essential to the recovery of the business unit) should be duplicated and stored at an off-site location either in hardcopy or electronic format.  Procedures must be developed for copying, replicating and protecting records.  

Vital records may include, but are not limited to:

1. Case Management material

2. External Contracts: agreements with third party service providers

3. BCP Documents

4. BCP Call Lists 

5. Reference Manuals

6. Procedural Manuals

5.3 Vital Record Retrieval Process

1. Call Vital Records company:  Phone Number ________

2. Identify yourself as an authorized person from the (Agency/Division/Department) and are requesting the recall of your vital records utilizing your password/passcode.
3. Instruct the vendor where the Vital Records are to be delivered.
4. Instruct the vendor who will receive the Vital Records if other then yourself.
5. Obtain estimated deliver time.
Chapter 6 Implementation Plan

This Business Continuity (BCP) plan is to address the loss of the Department of Information Technology Services (see Section 6.8 of this document) and the loss or inability to use the Area Office Building (see Section 6.1).  The BCP is not to be invoked until life, safety and property issues have been addressed.  The Area Office Evacuation Plan takes precedence. 
As specific actions are taken (e.g., phone calls made, checklists completed, check out of equipment, evaluation of the facilities environment), a Business Recovery “Master Log” should be maintained.  This information is vital to the successful execution of the Business Continuity Plan.  The Operations Section Chief, or a designate, will be responsible for maintaining the log.  A template is shown on the following page.

Keep a Record

Take a sheet of paper and write down the issues you are handling or items that others are pursuing for you.  Review and update this list every hour.  Submit these to the Administrative Section Chief every four hours.
	Time
	Description
	Status

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


In the event of a facility incident, the Business Continuity Plan is to be used by:

1. Incident Commander to begin initial response to an incident at the Area Office.  The Team Lead will promptly seek consultation with the Deputy Commissioner.  The Deputy Commissioner will advise the Commissioner, Department of XYZ.  The Commissioner will make all executive decisions regarding Disaster Declaration and subsequent items involving XYZ expenditures, contracts, legal obligations and the general public interest.  Advice and counsel will be provided by the BCP Management Team, its Incident Commander Command Support Staff and Section Chiefs.
If the situation so merits, the Commissioner will Declare a Disaster, which invokes action elements of the Business Continuity Plan.  In certain circumstances, the Commissioner may determine that the Area Office and the Agency need additional resources available within the State.  In such circumstances the Commissioner will notify the Governor, who will invoke agency support or, if appropriate, activate the Emergency Operations Center (EOC) to coordinate the response state-wide.  The purpose of the Implementation Plan is to outline the procedures to be executed in a potential disaster situation.   Below is a depiction of the normal flow of a response to a facility incident.
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Note:  Please refer to Chapter 3, Roles and Responsibilities for detailed Disaster activities by Section and Role.  These are divided into INITIAL tasks and AFTER DISASTER DECLARATION TASKS.
6.1 Disaster Identification (Facility Incident)
	Section
	Description
	Responsible

	6.1.1
	Identify Potential Disaster
	Any person 

	6.1.2
	Conduct Quick Assessment
	Logistics Section Chief

	6.1.3
	Notify Management and Authorities
	Incident Commander

	6.1.4
	Notify Authorities
	Logistics Section Chief

	6.1.5
	Alert Business Continuity Teams
	Operations Section Chief

	6.1.6
	Alert Area Office Staff (as directed)
	Business Function Team Leaders


6.1.1 Identify Potential Disaster
An emergency may or may not become a disaster, and not all disaster scenarios begin with an emergency.  Emergency situations require immediate action by personnel on-site. Examples are medical emergency, fire, bomb threats and civil disturbances. The disruption caused by an emergency usually has a short duration, and business operations usually return to normal quickly after the interruption. All personnel should be familiar with emergency procedures.  The procedures should be reviewed periodically with all staff to ensure that any emergency will be handled quickly and efficiently.  
NOTE:  If the facility is not safe for entry, the Incident Commander may elect to notify the Deputy Commissioner and request that the Command Center be opened and made available for the Business Continuity Management Team to convene, as necessary, to assess the situation.

6.1.2 Conduct Quick Assessment

Personnel on site or the individual first notified should conduct a quick assessment of the situation, determine the extent of the impact (i.e., XYZ staff who will be affected and for how long; whom to notify) and the immediate course of action.      

Quick Assessment Questions:

1. Has this been reported to the Hotline?

2. Has any person been injured and requires immediate attention? 

3. Has the fire department or police denied access to the building?

4. Has there been sprinkler discharge on any floor of the building?
5. Has there been a major fire that has damaged the building?

6. Has there been an explosion in the building or in the vicinity?

7. Are the police/security/fire departments evacuating the area immediately around the building?

8. Has there been a loss of power?

9. Has the telephone switch been affected? Is the phone system functional?

10. Who has been notified of the situation? 

6.1.3 Notify Management and Authorities

If it is determined that the incident requires immediate management attention, escalate the problem situation and notify the Incident Commander or Alternate, who will in turn notify any of the following who have not been contacted already:

1. the Operations Section Chief /Business Continuity Plan Coordinator
2. the Logistics Section Chief (who should contact the building management, fire, police departments, as appropriate, if they have not already been contacted)
3. the Deputy Commissioner
4. the Hotline

6.1.4 Alert Business Continuity Teams

The Operations Section Chief should consult with the Incident Manager as to whether the Command Center has been / will be opened or whether assessment will continue remotely or at the area office.  The Incident Commander, or at his/her request, the Operations Section Chief will contact Business Continuity Management Team and all the members of the Logistics Section responsible for Disaster / Damage Assessment, advising them:

1. Of the situation, 

2. What decisions have been made, 

3. If they should report to the Command Center,
4. And the Command Center location (if open).
If the Team Leaders are not available, the alternates should be contacted.  If requested to do so, the Business Function Team Leaders should contact the Program Supervisors and Supervisors in the Business Unit to advise them of the situation and where, if anywhere, to report and to collect the following information:
1. Who has been contacted

2. Who is available

3. Any issues relative to the employee’s case load that are raised

4. Any issues relative to the employee’s personal situation that are raised

The Business Function Team Leaders should report this information to the Operations Section Chief.

6.2 Disaster Assessment
	Section
	Description
	Responsible

	6.2.1
	Mobilize the Logistics Section / Disaster Assessment Function
	Any person 

	6.2.2
	Perform Disaster Assessment
	Logistics Section Chief

	6.2.3
	Report Findings to the Business Continuity Management Team
	Logistics Section Chief


6.2.1 Mobilize the Disaster Assessment Team
The Logistics Section Chief acts as the primary interface with the building management and municipal authorities, ensuring that the Logistics Section team members have access to the damaged floors and areas, and that it is safe to do so.  The Logistics Section Chief also ensures that service contractors summoned to perform detailed assessment will also have access to the areas.        
6.2.2 Perform Disaster Assessment

Disaster Assessment is divided into two phases. The initial assessment is to quickly gather accurate information and report to the BCP Management Team so that they can make timely decisions on whether to declare a disaster, and what management actions to take.

A more detailed assessment involves building and services personnel including representatives from the building engineering department, the architect and environmental equipment maintenance. The effort involves assessing possible structural, environmental and equipment damages, and estimating the time and resources needed to restore, repair or replace facilities and equipment.  The Logistics Section Chief also needs to coordinate with the insurance carrier and the claims adjuster and ensure that the inspection will take place in a timely manner.

6.2.3 Report Findings to the Business Continuity Management Team

Once the Logistics Section Disaster Assessment Function has gathered sufficient information to make a recommendation, the Logistics Section Chief should report the findings and recommendations to the Incident Commander. The reporting can be done before the detailed assessment is completed. The findings and recommendation will enable the Business Continuity Management Team to determine the appropriate course of action as early as possible.
6.3 Disaster Declaration

	Section
	Description
	Responsible

	6.3.1
	Make the Decision to Declare a Disaster
	Commissioner on advice from the Deputy Commissioner and the Incident Commander    

	6.3.2
	Select a Course of Action
	Business Continuity Management Team

	6.3.3
	Establish the Command Center (if not yet open)
	Business Continuity Team Leader    

	6.3.4
	Mobilize Business Continuity  Teams
	Business Continuity Management Team


6.3.1 Make the Decision to Declare
The Business Continuity Management Team appraises the severity of the situation based on the findings and recommendations from the Logistics Section. The Business Continuity Management Team will exercise its judgment to determine if a disaster should be declared and the best course of action to follow. The course of action to follow is partly influenced by the time of the year and whether the incident occurs during a critical period for the business. The Team then makes recommendation to the Commissioner’s Office.

If, in the judgment of the BCP Management Team, the business units can operate for the duration of outage with minimal business impact, then the appropriate decision will be NOT to declare a disaster. Instead, the Business Continuity Management Team can activate selected teams to execute selected tasks.   

The process of Disaster Declaration may occur at any point after the disaster situation has been identified. It may be evident from the early facts gathered that it would be necessary to declare disaster. If the situation clearly indicates that the business units will have to be relocated, the declaration will mobilize resources to implement the necessary steps in the plan. In this situation, this procedure may be executed concurrently with detailed disaster assessment. The final decision to declare and the course of action to follow should be made only by the Commissioner or designate.   The Incident Commander and Deputy Commissioner will make this recommendation based on the assessment of the situation that has been made.  Once the decision has been made, it should then be communicated clearly and expeditiously to all the Business Continuity Management Team members, who will in turn notify their respective Sections and sub-teams.      

6.3.2 Select a Course of Action

The Business Continuity Management Team determines the appropriate course of action based on several factors:
	The Scope   
	Is it local or regional? 

	The Nature or Cause    
	What is the cause? Is transportation affected? Is the telecommunications network affected? How much physical or structural damage, if any, has been sustained?  

	Effects on I/T and Communications 
	Is the network and telephone equipment still intact and functional? 

	Duration
	How long is the expected length of loss of use of facility? How soon can an accurate estimate be made?  

	Timing and Impact on Business 
	Is this a critical business period? Can critical functions operate at a minimal level for 2-4 days? A week?    


6.3.3 Establish the Command Center
If the Command Center has not already been opened, the Incident Commander will decide where to establish the Command Center and seek approval to do so with the Deputy Commissioner and the Commissioner.  This step is necessary as the Command Center space may be used for other business purposes that would need to be suspended.   Command and control in the crisis situation will be exercised from the Command Center.  All members of the Business Continuity Management Team, including Command Support Personnel and the Section Chiefs will meet at the Command Center.  The Logistics Section personnel will meet at in <Office Site HERE> or at the Command Center as the situation dictates.
The Command Center will be equipped with telephones, FAX and at least one flip chart or white board. The Administrative Section Chief will:

1. Initiate a Master Event Log and an Issue Log.
2. Staff the BCP 800 line.
3. Schedule periodic (every four hours recommended for Day 1-2) Crisis Response meetings.
4. Arrange necessary supplies.
5. Based on the situation, stop mail delivery to the Area Office and re-route it to the Command Center or make arrangements to collect it daily.
6. Work with the Section Chiefs to develop a Command Center Staffing Plan for the first 72 Hours.
6.3.4 Mobilize Business Continuity Teams

Once the course of action has been determined, the Operations Section Chief will advise all the Business Function Team leaders and request that they contact the members of their respective teams.  The Business Function Team Leaders will inform staff of the plan, and designate a meeting time and place for key members of the team. 

Communication can often be accomplished quickly and effectively by conference calls. The Administrative Section can assist the Incident Commander and other Section Chiefs in scheduling conference calls and notifying expected participants of the calls.  Key person-to-person communication will be via cell phone.  Additional cell phones will be provided on a priority basis by the Logistics Section.     

6.4 Disaster Notification

	Section
	Description
	Responsible

	6.4.1
	Notify Internal Staff 
	Business Function Team Leaders/ Administrative Section

	6.4.2
	Notify Key Clients, Providers and Business Partners
	Business Function Teams

	6.4.3
	Notify Other Offices  
	Incident Commander

	6.4.4
	Manage Media Communication 
	Public Information Officer

	6.4.5
	Maintain Ongoing Communication 
	Public Information Officer


6.4.1 Notify Internal Staff
All employees of XYZ <Office Site HERE> are to be contacted as soon as possible once a disaster has been declared and the directive for the recovery has been given. When contacting the Business Unit Business Continuity Team Leaders, the Business Continuity Management Team Leader also initiates the notification of all internal staff via the call chain within each Business Unit.  See business unit section for call chain and staff contact information.  Only the Business Continuity team members will be instructed to report to the alternate location to execute recovery tasks. 

The Business Continuity Management Team will track the notification process by Business Unit. Each Business Unit shall notify the Business Continuity Management Team when all members of the Business Unit have been contacted.  

6.4.2 Notify Key Clients, Suppliers and Business Partners
Alert key Clients, Suppliers and Business Partners as necessary or appropriate.  Refer to the Business Function Plans for each Business Function for details.
6.4.3 Notify Other Offices

The Incident Commander or assigns will notify other offices.  The Section Chiefs and Command Support Staff will be the primary interface to the other entities.   

6.4.4 Manage Media Communications

The Public Information Officer or assigns will be the single interface to the media. All questions from the media should be directed to the PIO.
6.4.5 Maintain Ongoing Communication

Each Business Function Team Leader will contact the Operations Section Chief on a regular basis during the recovery phase. Conference calls can be used as a means for regular communication and updates.  

The Incident Commander and/or PIO will also regularly update the Commissioner’s office with status.  

6.5 Business Operations Recovery

	Section
	Description
	Responsible

	6.5.1
	Setup Work Recover Areas for Business Function Team / Staff Personnel   
	Logistics Section

	6.5.2
	Execute Operational Recovery Tasks  
	Business Function Continuity Teams


6.5.1 Setup the Work Recovery Area (WRA) for Business Unit Continuity

The primary objective of this task for the Central Office Operations Team is to quickly establish temporary work group spaces and administration support for the care Department Teams at the alternate location.   Below are the pre-established Work Recovery Areas for the <Office Site HERE> Central Office:
	WRA1
	WRA2
	WRA3

	
	
	

	
	
	


The Logistics Section will release space for use after it has been made available by the property owner under the existing MOU and properly outfitted (access to BLANK, the Area Office S and U drives) for use by incoming staff.

Administration support includes basic services such as receptionists, secured entry, mail and special deliveries; FAX and photocopying.  Staff is to use cell phones for inbound and outbound calls.   The Logistics Section will make security access arrangements with building management so that Continuity team personnel can enter the premise during off-hours and weekends, if this becomes necessary. Additionally, the Logistics Section will also coordinate the shipment of salvaged vital records from the damaged site of from the off-site storage facility with the Administration Section.  Administration Section staff will be placed at each active WRA location.
6.5.2 Staffing Ramp-Up Schedule for the Area Office 

Below is a table indicating the number of staff members needed to perform Area Office Business Functions for each of the Business Functions documented in this plan.  WRA is to be found based on this schedule, working, however, under the assumption that two, or sometimes three staff members can share an office space on a cooperative, scheduled basis.  The sharing of space should be for as brief a time as is possible, based on the addition of WRA over time and/or the capability to return to the restored area office facility or occupy interim space until the office can be renovated or replaced.

	Function
	Day 1-2
	Day 3-5
	Day 6-10
	Day 11-20
	Day > 20
	Normal Level

	Business Unit 1
	
	
	
	
	
	

	Business Unit 2
	
	
	
	
	
	

	Business Unit 3
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	TOTAL
	
	
	
	
	
	


6.5.3 Directions to the WRA Locations

Directions to the Central Office are included above in the Command Center section of this document.  Directions to the second and third WRA locations are below.

WRA 2 – (Central Office Annex)
Map Removed.
WRA 3 –

Map Removed.
6.5.4 Execute Operational Recovery Tasks

The Business Function Continuity procedures are outlined by Business Function in the Business Unit Chapters starting at Chapter 9 of this document.   All Business Function Continuity team leaders and their alternates should be familiar with the overall business continuity plan, process, roles and responsibilities of the team leaders and members.     
The general Business Unit Continuity procedures have the following objectives:   

1. Establish communication within the Business Unit by using the call chain and setting up conference calls.

2. Establish communication with critical external and internal contacts.  

3. Customize voicemail if the voicemail is still functional at the closed site. 

4. Set up core team operations using temporary work spaces assigned by Central Office Operations Team. 

5. Set work priorities. 

6. Recover work in progress.  

7. Recreate lost vital records. 

The department priorities may vary with the time of the year. It depends on whether the incident/disaster occurs during a critical period for the business function.
6.6 Salvage and Restoration of Damaged Facility
	Section
	Description
	Responsible

	6.6.1
	Inspect Damaged Facility
	Logistics Section

	6.6.2
	Handle Insurance Claims 
	Logistics Section

	6.6.3
	Conduct Salvage Operation 
	Logistics Section

	6.6.4
	Restore Damaged Facility or Setup at New Facility   
	Logistics Section

	6.6.5
	Setup IT and Network Infrastructure if needed
	Logistics Section


6.6.1 Inspect Damaged Facility
The objective of this task is to complete a detailed damage assessment so that the scope and effort of the salvage and restoration processes can be determined.  The result of this inspection will provide the Business Continuity Management Teams with estimates of the resources, time and cost for salvage and restoration.    
6.6.2 Handle Insurance Claims

The Logistics Section Chief or assigns should be the single point of contact for the consultants from the insurance carrier.  All insurer questions should be directed to the Logistics Section Chief.   
6.6.3 Conduct Salvage Operations

Once Logistics Section has determined the items of equipment, furniture and media to salvage, the salvage operation should begin as soon as possible.  It is important to give prompt attention to salvaging paper and magnetic media that sustain water damage because decay caused by fungus can set in within 48 hours.         
6.6.4 Restore Damaged Facility or Setup at New Facility

The Logistics Sections will work with the landlord, architect, contractors and equipment vendors to restore the office and data center environment. The Team will draw up a work schedule, oversee the restoration work and expedite shipment of equipment and furniture replacements. It will also coordinate with the IT Team in the restoring the communications and network environment.    

Locating a new facility and setting it up for the office and data center environment will only be necessary if the damaged facility is not expected to be fit for occupancy for an extended period, for example, 3-6 months. Environmental contamination or structural damage can be possible causes.  The Logistics Section will work with XYZ executive management, the Department of Public Work (DPW) and the Office of Property Management (OPM) to identify a new facility if the original area office facility cannot effectively be restored.  The Logistics Section will engage consultants, architects, engineers or other professional services as needed to prepare a permanent work location for the Area Office.
6.7 Relocation to Restored or New Facility
	Section
	Description
	Responsible

	6.7.1
	Continued Operations Assessment and Planning
	Business Continuity Management Team

	6.7.2
	Establish Relocation Schedule   
	Operations Section Chief

	6.7.3
	Relocate to Restored / New Facility  
	Logistics Section Chief


6.7.1 Continued Operations Assessment and Planning

The Operations Section Chief will continually gather input from the Business Function Continuity Team Leaders on the progress of the recovery and summarize this to the Incident Commander and the Business Continuity Management Team. The Chief will ensure that any business, operational and personnel issues in the recovery situation will be identified and addressed.        

6.7.2 Establish Relocation Schedule

Based on the schedule of the facility and IT work plan, the Logistics Team will develop a detailed relocation plan. The Business Continuity Management Team will review the plan. Once the plan is approved, they will publish the schedule and make the final preparations for the relocation.       

6.7.3 Relocate to Restored / New Facility

Once all the environmental facilities, equipment, cabling and communications have been examined, they will proceed with the final execution of the relocation plan.  The teams will ensure that there will be a hotline and help desk before, during and after the relocation. The set up will coordinate the reporting and handling of user problems and requests. When the move is complete, the teams will then complete the phasing out of the operation at the temporary facility.
6.8 Disaster Response (Loss of DOIT Services)

The second scenario covered by this Business Continuity Plan is when the Department of Information Technology (DOIT) has experienced a catastrophic loss of its systems and services and has invoked its own BCP plan and the Area Office is without BLANK, CoreCT, e-mail and/or Internet services.  In the event of the loss of the Department of Information Technology (DOIT) Data Center, or any widespread disaster situation, the XYZ Commissioner will be notified by the DOIT Chief Information Officer, his/her representative or the Manager, Department of Emergency Management and Homeland Security Department (DEMHS) of the situation.  
In the event that the Department of Information (DOIT) experiences a catastrophic loss of its computing facility, they will invoke their Business Continuity and Disaster Recovery Plans.  The CIO, Chief Information Officer / Commissioner, will consult with the Governor to determine if the EOC will be open to coordinate the exchange of information between DOIT and the State Agencies and Departments that rely on its services.  XYZ will be responsible to take the following actions:

1. The Commissioner or the Chief of Staff will advise the Deputy Commissioner, of the situation at DOIT.
2. The Deputy Commissioner will advise all Area Office Incident Commanders of the situation, with a preliminary estimate of the time to restore computing service (BLANK, etc.).
3. Each Incident Commander will inform the Operations Section Chiefs / BCP Coordinators. 

4. The Operations Section Chief will work with all BCP Business Function Team Leads to:

· Ensure that documentation entered into BLANK during the previous 48 hours is preserved for re-entry into BLANK in the likely case that the restored BLANK data will be missing the previous two days of data entered.
· Ensure that documentation of all case activity during the DOIT outage period is maintained on paper or electronically on the Area Office S and U drive, so that it may be entered into BLANK when DOIT returns it to service.
· Survey staff to determine what, if any, problems the lack of BLANK or other DOIT services is creating for the Area Office.
5. The Operations Section Chief will report issues and problems to the Incident Commander, who will in turn convey technical issues to the XYZ Information Systems Director at the Central Office and business function-related issues to the Deputy Commissioner.
6. The XYZ Public Information Officer (PIO) will issue periodic updates on DOIT progress toward recovery; the Operations Section Chief will share this information with staff.
7. The DOIT Agency Liaison Team will communicate detailed system status to the XYZ Information Systems Director (Central Office), who will in turn contact the Area Office Operations Section Chief, as needed, to seek validation of the return of BLANK and other DOIT services.
8. When DOIT service is restored, the Operations Section Chief will work with all BCP Business Function Team Leads to ensure that:

· Data lost from the restored BLANK system is reentered.
· Data created during the outage is entered into BLANK.
6.8.1 DOIT Disaster Response and Business Continuity Plan
The diagram below reflects the DOIT response to a catastrophic loss of its systems or services.

[image: image13.wmf]Incident

Notify 

General 

Command 

Staff

  < 

4 

hr 

Recovery

?

Activate 

Logistics 

Section

Assess 

Damage

Declare 

“Emergency” 

State

>

4 

hr

<

48 

hr 

Recovery

?

Declare 

“Disaster” 

State

Notify 

Agencies

Repair 

“Problem”

Resume 

Services

Notify 

Agencies

Relocate

?

Declare 

“Problem” 

State

End BCP

Start 

Facility 

Salvage

/

Rebuild

Notify 

Agencies

Activate 

Command 

Center

Convene 

Command 

Staff

Alert 

Technical 

Team 

Leaders

Alert 

Governor’s 

Office

Activate 

Media 

Center

Relocate 

Operation 

Sections to 

Alt Locations

Deploy 

Tech’l teams 

to Hot Site

Retrieve 

Backed Up 

Data

Re

-

Establish 

Network

Restore 

Systems

Notify BCP 

Mgt team

, 

Agencies

Activate 

System

End BCP

<

4

>

4

Y

Y

Validate 

Systems

Track

/

Report 

Recovery 

Progress

Recovery Participants

:

   1

. 

Incident Discoverer

   2

. 

Incident Commander

   3

. 

Operation Section Chiefs

   4

. 

Operations Sections

   5

. 

Technical Recovery Teams

   6

. 

Logistics Section

   7

. 

Public Information Officer

   8

. 

Finance

/

Administration Section

   9

. 

CIO Office

  10

. 

Agency Operation Sections

1

.

2

.

6

.

2

.

2

.

2

.

5

.

5

.

2

.

2

.

2

.

2

.

2

.

2

.

6

.

2

.

2

.

2

.

N

9

.

7

.

9

.

4

. 

8

.

5

. 

8

.

5

.

5

.

5

.

5

.

4

. 

5

.

5

.

From 

Regional 

Disaster Plan

Secure 

Disaster Site

6

.

2

.


6.8.2 DOIT BCP Organization
Below is the DOIT Business Continuity (BC) and Information Technology Disaster Recovery (ITDR) organization.
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6.8.3 DOIT Communication Plan

DOIT will communicate with its Agency customers through its Agency Liaison Team for technical matters.  The Command Center Public Information Officer (PIO) will advise peer PIOs within the Agencies of service restoration progress and issues that arise.

On the following page is a depiction of the flow of communication planned between The Department of Information Technology and the Agencies it serves.
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Chapter 7 Plan Validation

7.1 Recovery Preparedness
Business Continuity plans are intended to provide the roadmaps for the surviving personnel to follow in order to continue the core business functions.  Having the plan documented is not enough if the people assigned to recovery teams don’t know what is available to help them or what is expected of them.  Exercises help train the personnel on recovery concepts, their team functions, and resources available to support them.
7.2 Plan Exercise Options

7.2.1 Structured Walk-through

Structured walk-through of the Business Continuity Plan will help participants to become more familiar with the contents of and procedures in the plan.  Feedback based on walk-through results will help improve the content of the Plan and the process of business recovery.  Experience of the walk-through will give participants a level of confidence in their ability to locate the information in the Plan to perform their critical functions in a recovery situation.

7.2.2 Tactical Exercise

This exercise is a simulated recovery exercise conducted in a "war room" format or simulated outage scenario (i.e., relocate to the alternate facility to ensure the resources are available and recoverable).  All team members are required to participate and "perform" their recovery task actions.  Recovery status information is made available as the disaster scenario unfolds (much as it would during an actual disaster).  Thus, the team responds to the scenario information in real time.

7.2.3 Announced or Unannounced Exercise

Announced Exercise allows you to schedule the personnel to attend either a walk-through or tactical exercise.  Production or normal processing is not interrupted.  This type of exercise generally involves a subset of the staff.  It may not require the participation of the total team because normal work processing is not to be interrupted.  A more thorough review/preparation can be achieved with this type of exercise because of the opportunity to review the Business Continuity Plan and update/modify shortcomings prior to the exercise.

Unannounced (surprise) exercise generally is not conducted until the plan has been tested a few times (walk-through and simulations) and many employees have participated and trained.  In unannounced exercise, only a small portion of the Business Continuity Team: Coordinator, Information Technology support staff, along with a few selected managers is involved.  The Agency or Business Unit Business Continuity Coordinator usually selects the staff members that will be executing the recovery activities on the day of the unannounced exercise.  It does not require the participation of all the teams.  However, the unannounced exercise has the potential to impact the production or normal processing, therefore, it is not commonly conducted.

7.2.4 Suggested Exercise Frequency
The walk-through should be conducted at least once each year with different team members to ensure they are familiar with the content of the plan.  

Within 60 days of a walk-through, a tactical exercise should be conducted.  This permits sufficient time to correct any deficiencies identified during the walk-through, followed by actual usage of the updated plan and sustain a high level of readiness among the team members.  

Assuming completion of the first draft of this plan in December, 2005 the following schedule of tasks is recommended:

	Startup Exercise Tasks

	Month 1
	Distribute the final Plan to all BCP Team members.

	Month 2
	1. Perform a high-level, structured walk-through within 2 weeks of plan distribution.
2. Update any deficiencies noted during the walk-through.
3. Schedule tactical exercise date. 

4. Conduct a post exercise evaluation and update the BCP.

	Month 6
	Update the plan and schedule the next walk-through.


	Ongoing Exercise Tasks

	90 Days
	Convene an annual checkpoints with the Business Continuity Teams to:

1. Review new business continuity and disaster recovery requirements. 

2. Identify gaps in Recovery Team members (attrition, job changes), and new training requirements.
3. Identify and prioritize Plan updates needed. 

4. Schedule follow-up/periodic or tactical exercise to be performed.

	12 Months
	Initiate an annual re-assessment of the recovery strategy to address changing business requirements and recovery priorities.
Annually initiate an exercise and after the exercise update plan based on exercise results.

Note: Change the Months to correspond with State of CT’s fiscal or other critical time of year requirements.


7.3 Exercise Plan Criteria
Both primary and secondary Exercise objectives, and expected results, must be defined prior to the Exercise.  A non-team member should take notes during the Exercise to identify:
1. Problem areas

2. Strengths

3. Deviations 

4. Recommendations for improvement

The Exercise results should be used as input for Plan Maintenance and retained as an appendix to this Plan for audit trail and input to future Exercise activities.  The Plan should be modified, based on the Exercise results, within thirty (30) days of Exercise completion.

Exercise Plan Criteria should include:

1. Objectives:

a. Primary Exercise goal and expected results

b. Secondary Exercise goal and expected results

c. Time limit for completing objectives

2. Parameters:

a. Recovery team participants

b. Escalation and Notification Plan

c. Systems Software and Data to be restored, if appropriate

d. Other agencies participation

e. Network configuration

f. End User participation

3. Measurements:

a. Record start and stop time for Exercise and tasks

b. Validate manual procedures

c. Problems

d. Deviations from Exercise Plan

4. Post Exercise Review:

a. Were the parameters correct?

b. Were the objectives met?

c. Were the measurement criteria completed?

d. Recommendations for improvement?


7.4 Developing the Exercise Scenarios

The Exercise scenario is normally developed to accommodate the objectives to be derived from Exercising. Some considerations are:

1. Re-Exercising the plan segments which were determined to be deficient in past exercises.

2. Exercising critical processes that have never been previously exercised.

3. Involving those Team members who need more exposure and familiarity with their recovery.

7.4.1 Task Actions

Ensure that Exercising involves the use of only off-site inventory items to verify the completeness and accuracy of the off-site resources.

Decide whether the Exercise and the Exercise scenario will be openly announced or will be a surprise. This is at the discretion of the Management Team and the Business Continuity Coordinator.

7.4.2 Exercise Evaluations

In all Plan Exercising, the team leaders and the Business Continuity Coordinator should evaluate the effectiveness of the Exercise.  Each is charged with:

1. Familiarization with the overall Plan.

2. Understanding thoroughly the objectives of the Exercise to be conducted.

3. Monitoring and observing all the activities of the Team members involved.

4. Evaluating actual results against the Exercise objectives.

5. Documenting the strong and deficient elements of the Plan observed during the Exercise.

7.4.3 Review of Exercise Results

Team leaders and the Business Continuity Coordinator will document Exercise results immediately after the Exercise. Selected Team members will review the Exercise results and resolve deficiencies in the Plan.

The Business Continuity Coordinator will chair the review and coordinate any required Recovery Plan updates.

Note:  At any given Exercise, the primary objectives are the goals of the Exercise.  If there is any delay of the completion of the primary objectives, then it will negatively affect the next Exercise primary objectives.  If there is excess time available in any given Exercise the secondary objectives will be executed until time has expired for that Exercise.

Chapter 8 Plan Maintenance

Plan maintenance is important because changes in the business and systems environment can affect what needs to be included in the Business Continuity Plan and the accuracy of the documentation.  Examples of significant changes are new or revised business functions, personnel reassignments and the deployment of new desktop equipment.  
The most volatile section of the plan is contact information and the team membership assignments.  These should be reviewed and updated quarterly.

A comprehensive review of the Business Continuity Plan should be conducted annually.  The purpose of the review is to identify any changes in the business functions or operations and ensure that these and any other updates identified since the previous review have been captured.  Items to be reviewed for plan updates include:
1. Mission, scope and objective changes

2. Disaster scenarios

3. Recovery strategies

4. Priority changes

5. Personnel changes

6. Alternate Sites

7. Re-organizations

8. Alternate site changes

9. Exercise procedures or frequency

10. New programs

The State of Connecticut Central BCP Repository Administrator will send out reminders to the Agency Area Office, Facility and Central Office Incident Commanders and Operations Section Chiefs to review, update and certify the currency of their respective location Business Continuity Plans.  These certifications should also be forwarded by each Area Office Incident Commander to the Deputy Commissioner. 
The Central BCP Repository Administrator will e-mail the following files to each Business Continuity Coordinator:

1. BIA Info.xls

2. Document Revision Control and Sign.doc

3. Team Contact.xls

4. Vendor Info.xls

The Operations Section Chief should use the Business Recovery Plan Review Checklist in this chapter to assess if changes have taken place.  The Area Office Operations Section Chief should notify the Agency Central Office Operations Section Chief and the Deputy Commissioner of any changes in the contact information for the Area Office. 

The Administration Section Chief will periodically distribute copies of the updated plan to the team personnel.  Recipients of the plan are requested to return or destroy older versions of the plan.  An electronic copy of the plan will also be maintained in the Disaster Recovery Plan repository at the DOIT facility.

8.1 Business Continuity Plan Review Checklist

Please carefully review the Business Continuity Plan, using the checklist as a guideline.  Keep in mind that there may be other changes that could affect your Business Continuity Plan.  

	Questions to be Considered in Certifying BC Plan Currency
	Yes
	No

	1.   Has your site taken on new type of business or new area of responsibility in the last 6 months?  
	
	

	2.   Have there been changes to the processes and procedures used by your business unit in day-to-day operations? (e.g., Use imaging or microfiche to store paper files or use of e-mail or PC application to communicate with outside contacts, etc.)     
	
	

	3.   Have there been any personnel changes? (Review the enclosed Team Contact spreadsheet.) 
	
	

	4.   Have there been changes to the Business Continuity Teams? 
	
	

	5.   Have there been changes in the equipment and vital records backup procedures and requirements? 
	
	

	6.   Have any new categories of vital records been created?
	
	

	7.   Did Exercising of the Business Continuity Plan indicate that improvements are necessary?
	
	

	8.   Do you need to meet with the Central BCP Repository Administrator to discuss changes to your Business Continuity Plan?
	
	


Please indicate (X) the action that applies to your Business Continuity Plan.
	
	We have reviewed the Plan, and changes need to be made at this time.  (Revised Plan is attached.)

	
	We have reviewed the Plan, and there are no changes at this time. 


Business Unit: ___________________________ Date: _______________________

1. Print a copy of the “Document Revision Control and Sign.doc” and obtain the Site BCP Management Team Leader’s signature to indicate approval of the revised plan.  

2. Fax a printout of this page and the signed “Document Revision Control and Sign.doc” to the Central BCP Repository Administrator.

NOTE:  A copy of the Document Revision Control and Sign-off sheet,
which is found behind the cover sheet of this document, should be signed and forwarded to the Deputy Commissioner for each quarterly contact information update and 
the annual comprehensive plan review and certification.
Chapter 9 Administrative Services (Business Unit Example)
9.1 Administrative Services Call List

This section defines the individuals who are members of the Business Unit Team.

Please refer to the BCP Appendix for the Combined Staff Contact Roster.

9.2 Pre Disaster Responsibilities

1. Maintain a copy of the personnel contact information at home. Ensure it is always up‑to‑date. 

2. Annually review and update the Business Continuity Plan, including the Business Unit sections. 

3. Request that each Team Leader keep a current copy of the BCP, including the personnel contact information, at home and at the office. Ensure that the contact information is updated on a regular basis (recommended quarterly).

4. Participate in each walk-through of the Business Continuity Plan (BCP) and ensure every member is thoroughly familiar with the plan and the process.

5. Develop and implement processes and procedures that will enhance the readiness of the department in disaster recovery.

6. Maintain a copy of state car keys at an offsite location for retrieval in the event the main office cannot be accessed after a disaster. 

9.3 Disaster Responsibilities

Team Leader

1. Alert all team members when notified of the potential disaster.

2. Once a disaster is declared, initiate the telephone call chain within the Business Unit. 

3. Keep close communication with the Command Center. Report back to the Command Center on a regular basis to review activities.

4. When the temporary office spaces are ready, notify team members and provide directions to the alternate work site.  

5. Determine if team members have transportation to the alternate work site, if not notify the BCP Coordinator/ Operations Section Chief.

6. Day 1, assess lost information in all active cases. 

7. Evaluate status of, and execute plan to retrieve critical records, if needed.
8. If the disaster is related to the loss of DOIT services, keep staff appraised and notify them when the system is ready.  Be sure that staff is aware of the need to maintain paper records until the system is available again for data entry.

9. Ensure that all state vehicles are operational and at full fuel capacity (coordinate with DAS).

10. Modify and assign priorities to the tasks based on the current demands on the Business Unit.

11. Review the responsibilities and emergency tasks.

12. Assign members to the emergency tasks.  

13. Review all Administrative Services Dependencies in section 10 and contact as appropriate.
Team Members

1. Report to the alternate work location when notified to do so.

2. Review the Business Unit recovery procedures with the team leader before executing them.
9.4 Post Disaster Responsibilities

1. Assess the effectiveness of the department Business Continuity Teams.

2. Assess overall effectiveness of the Business Continuity Plan. This process includes (but is not limited to): conducting analysis of the Department’s response to the disaster; assessing what went right/what can be improved; and determining how the plan can be improved for future use.

3. Revise/update existing procedures.

9.5 Administrative Services Functions

Below are the functions and responsibilities of this team listed in order of importance.  

	Business Function
	Priority
	Description
	Person Responsible
	Outage Tolerance

	Process Orders
	1
	Order office supplies and deliver to staff
	Jane Doe
	2 days

	Process Mail
	2
	Date stamp and deliver mail
	Joe Smith
	24 hours

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Recovery Time Objective 


	Recovery Point Objective

	<48hrs 
	Recover in 48 hours or less
	<24hrs 
	Data loss of less then 24 hours 

	48-96hrs
	Recovery between 48 hours and 96 hours
	24hrs
	Data loss of one day 

	>96hrs 
	Recovery in 96 hours or greater
	>24hrs 
	Data loss greater than one day


9.6 Administrative Services Personnel Deployment Table

During a disruption of any kind, it will be very important to have available as many skilled personnel as possible to continue or resume effective service delivery to clients.  Use the table below to tabulate the personnel resources needed to support the critical functions of this business unit over a time period. 

	Business Function
	Day 1-2
	Day 3-5
	Day 6-10
	Day 11-20
	Day >20
	Normal Staff Level 

	Process Orders
	
	1
	
	
	
	2

	Process Mail
	1
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


9.7  Administrative Services Skills Matrix

Use the table below to indicate the skills and capabilities of the personnel resources needed to support the critical functions of a business unit over a time period.

	Employee
	Process Orders
	Process Mail
	
	
	

	Jane Doe
	X
	X
	
	
	

	Joe Smith
	X
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


9.8 Administrative Services- Normal and Emergency Operation Procedures

This section describes the normal operating environment / business operation currently in place at their existing location for this team.  Included in this section is information about current (normal) operating procedures, existing site requirements, current office and computing equipment, vital records data, and supplies.  For planning purposes, all normal equipment and services are assumed to be required post-disaster.

Also included in this section is the information regarding emergency operating procedures as well as manual operating procedures that may be used during the interruption.

9.8.1 Office Equipment

Equipment that is required by this Business Unit on a Day to Day basis is also required on an emergency basis.  Therefore, the equipment table below addresses both needs.   The Personnel Deployment information is used to estimate the standard office equipment requirements (square footage, # of desks/chairs, copier, and fax) in a disaster. The table below is to identify any unique non-standard needs.

	Description (Make/Model)
	Qty

	Pitney Bowes Machine
	1

	
	

	
	

	
	

	
	

	
	


9.8.2 Desktop Equipment
	Description (Make/Model)
	Qty

	None
	


9.8.3 Desktop Software
	Description/Version
	Qty

	None
	

	
	


9.8.4 Normal and Emergency Operations

Normal Operating Procedures for this Business Unit: 

A general overview of the Department’s operating procedures for each business unit is available on the Internet through XYZ’s website.  However, specific details regarding day to day operations of the business units have not been documented.  
  Emergency Operating Procedures for this Business Unit:

 
Currently no documented manual procedures for day to day operations are in place.

9.9 Administrative Services Dependencies

This unit may rely on other agencies and/or business units in order to carry out and maintain its day to day business processes.  In turn, other agencies may rely on this business unit to execute their business processes as well.  The section below can be used to identify organizations that may need to be notified, or may be able to assist this division in the event of a crisis.

9.9.1 Business Units/Agencies that are dependent on this business function

	Business Function
	Other Business Unit
	Location
	Key Contact

	
	Department of XYZ 
	
	


9.9.2 Business Units/Agencies that this unit depends on to perform its functions

	Business Function
	Other Business Unit
	Location
	Key Contact

	
	US Postal Service
	
	

	
	Staples
	
	


Appendices
Appendix A:  Business Impact Summary

Include the BIA Information pertinent to this plan.

	#
	Name
	<1 hour
	1-8 Hrs
	8-24 Hrs
	24-72 Hrs
	3-7 Days
	7-14 Days
	> 14 Days

	BUSINESS UNIT 

	1
	Function
	
	 
	 
	 
	 
	 
	 

	2
	Function
	 
	
	 
	 
	 
	 
	 

	3
	Function
	 
	
	 
	 
	 
	 
	 

	4
	Function
	 
	
	 
	 
	 
	 
	 

	
	
	
	
	
	
	
	
	 

	
	
	
	
	
	
	
	
	 

	
	
	
	
	
	
	
	
	 

	
	
	
	
	
	
	
	
	 

	BUSINESS UNIT

	1
	Function
	
	
	
	
	
	 
	 

	2
	Function
	
	
	
	
	
	 
	 

	3
	Function
	
	
	
	
	
	 
	 

	4
	Function
	
	
	
	
	
	 
	 

	
	
	
	
	
	
	
	 
	 

	
	
	
	
	
	
	
	 
	 

	
	
	
	
	
	
	
	 
	 

	
	
	
	
	
	
	
	 
	 

	
	
	
	
	
	
	
	 
	 


Appendix B:  Implementation Plan Checklist

	
	
	Major Tasks
	Primary Teams Responsible

	6.1
	
	Disaster Identification
	Site BCP Management Team

	
	6.1.1
	Identify Potential Disaster 
	

	
	6.1.2
	Conduct Quick Assessment 
	

	
	6.1.3
	Notify Management and Authorities 
	

	
	6.1.4
	Alert Business Continuity Teams 
	

	
	
	
	

	6.2
	
	Disaster Assessment 
	Logistics Section

	
	6.2.1
	Mobilize the Disaster Assessment Team 
	

	
	6.2.2
	Perform Disaster Assessment 
	

	
	6.2.3
	Report Findings to the Business Continuity Team
	

	
	
	
	

	6.3
	
	Disaster Declaration
	Site BCP Management Team 

	
	6.3.1
	Make the Decision to Declare 
	

	
	6.3.2
	Select a Course of Action
	

	
	6.3.3
	Establish the Command Center
	

	
	6.3.4
	Mobilize Business Continuity Teams
	

	
	6.3.5
	Notify Alternate Site or Recovery Services Providers 
	

	
	
	
	

	6.4
	
	Disaster Notification
	Operations Section 

	
	6.4.1
	Notify Internal Staff 
	

	
	6.4.2
	Notify key Clients 
	

	
	6.4.3
	Notify other Offices 
	

	
	6.4.4
	Manage Media Communication 
	

	
	6.4.5
	Maintain Ongoing Communication 
	

	
	
	
	

	
	
	
	

	6.5
	
	Business Operations Recovery 
	Operations Section

	
	6.5.1
	Set Up the Alternate Location for Business Unit Recovery 
	

	
	6.5.2
	Execute Operational Recovery Tasks 
	

	
	
	
	

	6.7
	
	Salvage and Restoration of Damaged Facility 
	Logistics Section

	
	6.6.1
	Inspect Damaged Facility
	

	
	6.6.2
	Handle Insurance Claims 
	

	
	6.6.3
	Conduct Salvage Operation 
	

	
	6.6.4
	Restore Damaged Facility or Set Up at New Facility
	

	
	6.6.5
	Set Up I/T and Network Infrastructure if needed
	Logistics Section

	
	
	
	

	6.7
	
	Relocation to Restored/New Facility
	Operations Section and Logistics Section

	
	6.7.1
	Continued Operations Assessment and Planning 
	

	
	6.7.2
	Establish Relocation Schedule 
	

	
	6.7.3
	Relocate to Restored/New Facility 
	


Appendix C:  Timeline Sample

This will change depending on the scenario.

	Task No.
	Time Frame
	Task Descriptions

	6.1.1 – 6.1.4


	0 – 2 hours
	Disaster Identification / first notification  / establish Command Center (if necessary)

	6.2.1 – 6.2.3


	0 - 8 hours
	Disaster Assessment and reporting findings 

	6.3.1 – 6.3.5
	4 - 10 hours
	Declare disaster / establish Command Center / Mobilize Teams

	6.4.1 – 6.4.3


	4 - 12 hours
	Notify staff / clients / other offices

	6.5.1 - 6.5.2


	24 – 72 hrs
	Business Operations Recovery

	6.6.1 - 6.6.5


	2 days – 2 weeks
	Salvage and Restoration of Damaged Facility 

	6.7.1 - 6.7.3


	> 2 weeks
	Relocation to Restored/New Facility (as feasible)


Appendix D:  Status Reporting Form

Use this form to log significant recovery activities. Each team leader is required to submit written recovery status reports daily.  Submit completed status reports to the EOC.  This status report may be submitted handwritten as long as it is legible.
	Team Name:
	Name:

	Date:
	Time:

	Activities

	

	

	

	

	

	

	Issues



	

	

	

	Observations/Conclusions/Recommendations



	

	

	

	

	

	

	


Appendix E:  Training and Exercises Reporting Form

Enter the dates and the number of participants for each activity.  Each exercise type is expected to be conducted at least once a year.

	Activity


	Date Conducted

	# of Participants
	Comments

	BCP Walk-through
	
	
	

	Tactical Exercise
	
	
	


Exercise Facilitator:  Attach participant sign in sheets, evaluations and comments to this sheet.  

Send this page to the Central Repository Administrator no later than December 1, of the current year.

Appendix F:  Dependencies
This business unit may rely on other agencies and/or business units in order to carry out and maintain its day to day business processes.  In turn, other agencies may rely on this business unit to execute their business processes as well.  The section below can be used to identify organizations that may need to be notified, or may be able to assist this division in the event of a crisis.

	BUSINESS UNITS/AGENCIES THAT ARE

DEPENDENT ON THIS OFFICE

	Business Function
	Other Business Unit
	Location
	Key Contact

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	BUSINESS UNITS/AGENCIES THAT THIS OFFICE 

DEPENDS ON TO PERFORM ITS FUNCTIONS

	Business Function
	Other Business Unit
	Location
	Key Contact

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix G:  Combined Staff Contact List

Complete the following Staff Contact List for each Business Unit included in the Plan.

	Administrative Services

	Name
	Office Phone
	Home Phone
	Cell Phone 

	Jane Doe
	(860) XXX-XXXX
	(860) XXX-XXXX
	(860) XXX-XXXX

	Joe Smith
	(860) XXX-XXXX
	(860) XXX-XXXX
	(860) XXX-XXXX

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	BUSINESS UNIT

	Name
	Office Phone
	Home Phone
	Cell Phone

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	BUSINESS UNIT

	Name
	Office Phone
	Home Phone
	Cell Phone

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix H:  Business Continuity Glossary

A

ALTERNATE SITE:  An alternate operating location to be used by business functions when the primary facilities are inaccessible. 1) Another location, computer center or work area designated for recovery. 2) Location, other than the main facility, that can be used to conduct business functions. 3) A location, other than the normal facility, used to process data and/or conduct critical business functions in the event of a disaster.  SIMILAR TERMS:  Alternate Processing Facility, Alternate Office Facility, Alternate Communication Facility, Backup Location, and Recovery Site.

B

BUSINESS CONTINUITY PLANNING (BCP):  Process of developing advance arrangements and procedures that enable an organization to respond to an event in such a manner that critical business functions continue with planned levels of interruption or essential change.  SIMILAR TERMS:  Contingency Planning, Disaster Recovery Planning.

BUSINESS CONTINUITY PROGRAM: An ongoing program supported and funded by executive staff to ensure business continuity requirements are assessed, resources are allocated and, recovery and continuity strategies and procedures are completed and tested. 

BUSINESS INTERRUPTION:  Any event, whether anticipated (i.e., public service strike) or unanticipated (i.e., blackout) which disrupts the normal course of business operations at an organization location.

BUSINESS CONTINUITY COORDINATOR:  An individual or group designated to coordinate or control designated recovery processes or testing.  SIMILAR TERMS:  Disaster Recovery Coordinator

BUSINESS RECOVERY TIMELINE:  The chronological sequence of recovery activities, or critical path, which must be followed to resume an acceptable level of operations following a business interruption. This timeline may range from minutes to weeks, depending upon the recovery requirements and methodology.

BUSINESS RECOVERY TEAM:  A group of individuals responsible for maintaining the business recovery procedures and coordinating the recovery of business functions and processes.  SIMILAR TERMS:  Disaster Recovery Team

C

COMMAND CENTER:  Facility separate from the main facility and equipped with adequate communications equipment from which initial recovery efforts are manned and media-business communications are maintained. The management team uses this facility temporarily to begin coordinating the recovery process and its use continues until the alternate sites are functional. 

CONTACT LIST:  A list of team members and/or key players to be contacted including their backups.  The list will include the necessary contact information (i.e. home phone, pager, cell, etc.) and in most cases be considered confidential. 

CRISIS:  A critical event, which, if not handled in an appropriate manner, may dramatically impact an organization's profitability, reputation, or ability to operate.

CRITICAL FUNCTIONS:  Business activities or information that could not be interrupted or unavailable for several business days without significantly jeopardizing operation of the organization.

CRITICAL RECORDS:  Records or documents that, if damaged or destroyed, would cause considerable inconvenience and/or require replacement or recreation at considerable expense.

D

DAMAGE ASSESSMENT:  The process of assessing damage, following a disaster, to computer hardware, vital records, office facilities, etc. and determining what can be salvaged or restored and what must be replaced.

DISASTER:  A sudden, unplanned calamitous event causing great damage or loss.  1) Any event that creates an inability on an organizations part to provide critical business functions for some predetermined period of time.  2) In the business environment, any event that creates an inability on an organization’s part to provide the critical business functions for some predetermined period of time.  3) The period when company management decides to divert from normal production responses and exercises its disaster recovery plan. Typically signifies the beginning of a move from a primary to an alternate location.  SIMILAR TERMS:  Business Interruption; Outage; Catastrophe.

DISASTER RECOVERY:  Activities and programs designed to return the entity to an acceptable condition.  1) The ability to respond to an interruption in services by implementing a disaster recovery plan to restore an organization's critical business functions.

E

EXERCISE:  An activity that is performed for the purpose of training and conditioning team members, and improving their performance. Types of exercises include: Table Top Exercise, Simulation Exercise, Operational Exercise, and Mock Disaster.

F

G

H

HOTSITE:  An alternate facility that already has in place the computer, telecommunications, and environmental infrastructure required to recover critical business functions or information systems.

I

J

K

L

M

MISSION-CRITICAL APPLICATION:  An application that is essential to the organization’s ability to perform necessary business functions.  Loss of the mission-critical application would have a negative impact on the business, as well as legal or regulatory impacts.

N

O

OFF-SITE STORAGE:  Alternate facility, other than the primary production site, where duplicated vital records and documentation may be stored for use during disaster recovery.

P

PLAN MAINTENANCE PROCEDURES:  Maintenance procedures outline the process for the review and update of business continuity plans.  

Q

R

RECOVERY:  Process of planning for and/or implementing expanded operations to address less time-sensitive business operations immediately following an interruption or disaster. 1) The start of the actual process or function that uses the restored technology and location.

RECOVERY STRATEGY:  An approach by an organization that will ensure its recovery and continuity in the face of a disaster or other major outage.  Plans and methodologies are determined by the organizations strategy.  There may be more than one methodology or solution for an organizations strategy.  Examples of methodologies and solutions include, contracting for Hotsite or Coldsite, building an internal Hotsite or Coldsite, identifying an Alternate Work Area, a Consortium or Reciprocal Agreement, contracting for Mobile Recovery or Crate and Ship, and many others.

RECOVERY TIME OBJECTIVE (RTO):  The period of time within which systems, applications, or functions must be recovered after an outage (e.g. one business day).  RTOs are often used as the basis for the development of recovery strategies, and as a determinant as to whether or not to implement the recovery strategies during a disaster situation.  SIMILAR TERMS: Maximum Allowable Downtime.

S

SALVAGE & RESTORATION:  The process of reclaiming or refurbishing computer hardware, vital records, office facilities, etc. following a disaster.

SIMULATION EXERCISE:  One method of exercising teams in which participants perform some or all of the actions they would take in the event of plan activation. Simulation exercises, which may involve one or more teams, are performed under conditions that at least partially simulate ‘disaster mode’. They may or may not be performed at the designated alternate location, and typically use only a partial recovery configuration. 

STANDALONE TEST:  A test conducted on a specific component of a plan, in isolation from other components, typically under simulated operating conditions. 

STRUCTURED WALK-THROUGH:  One method of testing a specific component of a plan. Typically, a team member makes a detailed presentation of the component to other team members (and possibly non-members) for their critique and evaluation. 

T

TABLE TOP EXERCISE:  One method of exercising teams in which participants review and discuss the actions they would take per their plans, but do not perform any of these actions. The exercise can be conducted with a single team, or multiple teams, typically under the guidance of exercise facilitators. 

TEST:  An activity that is performed to evaluate the effectiveness or capabilities of a plan relative to specified objectives or measurement criteria. Types of tests include: Desk Check, Peer Review, Structured Walk-through, Standalone Test, Integrated Test, and Operational Test.

TEST PLAN:  A document designed to periodically exercise specific action tasks and procedures to ensure viability in a real disaster or severe outage situation. 

U

V

VITAL RECORD:  A record that must be preserved and available for retrieval if needed. 

W

WORKAROUND PROCEDURES:  Interim procedures that may be used by a business unit to enable it to continue to perform its critical functions during temporary unavailability of specific application systems, electronic or hard copy data, voice or data communication systems, specialized equipment, office facilities, personnel, or external services. SIMILAR TERMS: Interim Contingencies.
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